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Threat Assessment to determine Layer 2 security services for IEEE 802 LANs/MANs

 Introduction

In the course of the development of the Secure Data Exchange (SDE) protocol, the IEEE 802.10 LAN Security Working Group drew up a list of necessary security services. In large part, this list was based on the attributes of emerging LAN security devices. An analysis of the attributes of LANs that make these security services necessary was presented in Annex 2A of IEEE Std 802.10-1998. The pertinent attributes were identified and the associated security threats were detailed. The security services necessary to counter those threats were indicated, examples of the benefits of application of those security services were given, and mechanisms for providing the services were discussed.  Since the completion of the SILS Working Group efforts in 1999, the introduction of Wireless LANs (WLANs), Wireless MANs, Wireless Personal Area Networks (WPANs), advanced ring and Point to Multipoint (P2MP) networks has further complicated the security picture.  In the absence of an active SILS Working Group, the 802 Executive Committee established the Link Security (LinkSec) Executive Committee Study Group (ECSG) to look in to the need for a generic 802 security architecture, after identifying new 802 MAC security requirements based on a revised threat assessment.

Much of the analysis provided below is the same as that performed by the SILS Working Group in 1990 and, therefore, is copied directly from that initial assessment; it is expanded where necessary.

The discussions below apply to both LANs and MANs.  As such, in these discussions, the acronym LAN will be used in lieu of LAN/MAN to improve readability.  Also, security issues relevant only to WLANs (including WPAN and WMAN) are addressed explicitly.

Security services under the ISO security architecture

Five basic security services were identified in the ISO OSI Reference Model (OSIRM) Security Architecture, as specified in ISO 7498-2:1989: access control, authentication, data confidentiality, data integrity, and non-repudiation. These services provide assurance against the security threats of unauthorized resource use, masquerade, unauthorized disclosure, unauthorized modification, and repudiation, respectively. This standard also defined the layers within the OSIRM where it is appropriate to apply these security services. A brief justification for the indicated services placement is given in annex B of ISO 7498-2:1989.  In this annex, data confidentiality is the only security service indicated for the Data Link Layer of the OSIRM. Other security services were “not considered useful” at this layer. Arguments for the inclusion of the services of authentication, access control, and data integrity at the Data Link Layer, as well, were provided in the original 802.10 threat assessment. It is important to note that the arguments presented in 802.10 were based on changes in networking practices since ISO 7498-2:1989 was completed, not on deficiencies intrinsic to ISO 7498-2:1989 as it was originally conceived. Even more recent LAN standards, such as 802.11 WLAN, 802.3 P2MP, 802.15 WPAN, 802.16 WMAN, 802.17 Resilient Packet Ring (RPR) and 802.20 Mobile Broadband Wireless Access (MBWA) have added to the complexity of enterprise network architectures, and, therefore, potentially bring new security threats that must be evaluated and addressed.

The OSIRM Security Architecture was developed using Packet Switched Networks (PSNs) and Wide Area Networks (WANs) as an architectural model. It was assumed that these networks would have a tightly controlled Data Link Layer configuration. In this model, the HDLC Frame was used to represent the Data Link Layer PDU. It was also assumed that the Data Link Layer of LANs had the same attributes as the Data Link Layer of the model. In fact, while LANs are similar to PSNs and WANs at the Data Link Layer, they also exhibit some of the attributes of the Network Layer of PSNs and WANs. For example, the Data Link Layer of LANs exhibits subnetwork and routing functions similar to those of the Network Layer. These functions are cited as justification for the Network Layer security service profile, which was the same as the security service profile proposed in 802.10 for the Link Layer. 

LAN characteristics that necessitate security services at the Data Link Layer

There are certain characteristics of LANs that necessitate security services at the Data Link Layer—the manner in which data is transmitted, the manner in which data is received, the nature of LAN address space, and the geographic dispersion of LANs. The security threats associated with these characteristics will be identified. Then the security services required to address these threats will be indicated and how they are applied to LAN data will be shown. Finally, mechanisms for providing these services will be discussed.


Data transmission on a LAN

The manner in which data is transmitted on LANs is one of the attributes that necessitates additional security services at Layer 2. In Data Link Layer associated with some LANs, data is transmitted on media that is shared by every attached system, or over open airwaves. Effectively, every PDU is transmitted to every other station on the LAN or WLAN, and the source of a given transmission is difficult to authenticate.

The nature of data transmission at the Data Link Layer on a LAN presents two security threats. First, any station attached to a LAN (or WLAN) can transmit to any other station attached to that LAN. There are no implicit controls at Layer 2 on access to a resource attached to a LAN. Second, since it is difficult to identify the source of a given data transmission, one station can claim to be any other station. Any station, or set of stations, can be imitated from a single node on the LAN. These threats to the security of a LAN are known formally as unauthorized resource use and masquerade.


Data reception on a LAN

The manner in which data is received on a LAN is another attribute that necessitates additional security services at Layer 2. Since data transmission is often over commonly accessible media, every PDU is available to all “attached” stations. A PDU could traverse any station on its way to its destination (as is the case with RPR) or be received by any station on a broadcast medium (CSMA/CD, P2MP, WLAN). This means that while it may be addressed to a specific station, every PDU is effectively received by every other station on the LAN.

The nature of data reception on a LAN presents two security threats, since any PDU could be intercepted by any other station. First, a station could receive data for which it is not authorized, for example a CSMA/CD device can easily be put into a “promiscuous” mode to accept all traffic. This is compounded in WLANs, since data will be received by every station in the broadcast range of the sender or a WLAN repeater.  Second, a station could change the data in a PDU before it is received at its intended destination. On LANs, data for any station, or set of stations, can be received from a single station on the LAN. This is especially significant in LANs employing a ring topology, where every attached system must receive and retransmit every PDU in order for the LAN to function properly. These threats to the security of a LAN are known formally as unauthorized disclosure and data modification.

LAN address space

Assignments within the address space of a LAN are also pertinent to security. Each station interface is permanently assigned a specific address. Since any station interface can be attached to any other station interface through a common medium at Layer 2, LAN addresses must be unique at Layer 2. This means that a station cannot determine, by observation, whether the source address of a PDU is valid or not. Address assignments are not related to the LAN topology, so any possible link address could be valid on any LAN.

As with data transmission, the nature of address assignment at the Data Link Layer on a LAN presents two security threats. First, any station attached to a LAN can transmit to any station on the LAN. There are no implicit controls at Layer 2 on access to a station “attached” to a LAN. Second, since it is difficult to identify the source of a given data transmission, one station can claim to be another station. Any station, or set of stations, can be imitated from a single node on the LAN. The source of a given PDU is difficult to authenticate. These threats to a LAN are known formally as unauthorized resource use and masquerade.

Geographic dispersion of LANs

LANs (and especially MANs) can span vast geographic areas, rendering them vulnerable to eavesdropping or wiretap. This also renders them vulnerable to the threat of frame modification. As indicated previously, there is a significant scope of information and access available on a LAN at Layer 2; any station, or set of stations, can be imitated from a single node on the LAN.

Wiretapping on a LAN (or eavesdropping in the case of WLANs or P2MP) presents two security threats. First, a station can receive data for which it is not authorized. Second, a station can change the data in a PDU before it is received at its intended destination. Again, on LANs, data for any station, or set of stations, can be received from a single tap into the LAN. This is especially significant in LANs employing a ring topology (including RPR), where every attached system must receive every PDU for the LAN to function properly. These threats to the security of a LAN are known formally as unauthorized disclosure and data modification.

Security services

In this section, the type of architecture that requires the indicated security services will be described; the security services will be described in detail; and the formal definition of each service from the OSIRM Security Architecture will be reviewed. Also, the application of each service to PDUs at the Data Link Layer on a LAN will be examined, making note of the portions of a PDU that are protected by the service.

In figure 1, an Enterprise LAN has been subdivided into several local segments, or subnetworks, that are interconnected through a backbone network. Bridges connect the subnetworks, passing PDUs between a subnetwork and the backbone network only when that PDU is directed from a station on one side of the bridge to a station on the other side of the bridge. Some of the subnetworks have been designated as protected subnetworks, i.e., subnetworks that are safe from attachment of unauthorized stations, as opposed to unprotected networks.
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FIGURE 1: Enterprise Network Attack Points

Rogue stations are those that participate in unauthorized activities, whether or not the station is authorized to be attached to the LAN. These rogue stations exploit the risks that have been identified, necessitating the indicated security services. Precautions are necessary to provide protection from these stations wiretapping into the backbone LAN, or eavesdropping on wireless or P2MP segments. LAN security services are also necessary to prevent abuse by systems that are authorized to be connected to the LAN, but are being used in an unauthorized fashion (Rogue in Protected Subnet 1). Without the proper security services, even protected subnetworks are susceptible to abuse.

Ultimately, protection of data can be provided at the application layer. In practice, however, it is desirable to protect information at both the highest possible point in the protocol stack (i.e., the application layer) and at layers where routing and management decisions are made. This is true for several reasons.  First, security services provided at any layer of a protocol stack protect only the SDU, i.e., the data portion, of that layer’s PDU. If data integrity is provided at an upper layer, the header information from that layer and all lower layers is left unprotected.   Second, PDUs that originate and terminate within Layer 2 are also unprotected in the presence of security services at upper layers. Examples of this type of PDU are the TEST and XID PDUs in ISO 8802-2:1989 LLC, 802.1D bridge PDUs, and network management PDUs.  There is a need to protect this type of PDU, as well as information PDUs. The OSIRM Security Architecture considers only information PDUs -- it does not address administrative functions and artifacts of protocols. Connectionless data integrity at the Link Layer will provide protection for this type of PDU, as well as information outside the boundary of protection of higher layer security services (e.g., addresses, tags).

Third, security services provided at the Link Layer provide uniform, common protection for all applications from risks that are intrinsic to LANs and the increased connectivity they provide. Security services provided at another layer can neither take advantage of the attributes of a LAN, nor be affected by the deficiencies of a LAN.


Connectionless data integrity

Connectionless data integrity is defined in the OSIRM Security Architecture as “the property that the data in a single connectionless PDU has not been altered or destroyed in an unauthorized manner.” As the definition indicates, this service inhibits undetected modification of the protected data. This assures the receiving station that the SDU portion of a PDU has not been tampered with since it was transmitted. Given the nature of data transmission and reception at the Link Layer of LANs and the susceptibility of LANs to wiretap and radio intercept, this service is badly needed to protect data on LANs. This service is important not only in its own right, but as a necessary supportive service for authentication services.

The application of this service to information PDUs is illustrated in figure 2. As previously indicated, security services provided at any layer of a protocol stack protect only the SDU portion of that layer’s PDU. In implementations where integrity is provided at a higher layer, connectionless data integrity at Layer 2 protects the headers of the layer above the MAC sublayer up to and including the higher layer at which integrity is provided.  When implemented at the Data Link Layer, this service also provides protection for logical subnetwork addressing (including VLAN bridges) for communities of interest on an Enterprise LAN.
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Connectionless data integrity is also necessary at the Data Link Layer to inhibit modification of the data field of the LLC TEST PDU, as well as bridge protocols and mangement frames.


Data origin authentication

Data origin authentication inhibits one station from masquerading as another to abuse resources attached to a LAN (i.e., unauthorized resource use). This service assures a receiving station that the SDU portion of a PDU came from the station indicated by the Data Link Layer source address in the PDU header. Data integrity is necessary as a supportive service for data origin authentication, since assurance of authenticity of the source address without assurance of the integrity of the source address is of little value. This service protects resources (e.g., file servers, access points) attached to LANs from one station masquerading as another, whether or not the station is authorized to be connected to the LAN. At Layer 2, this service provides protection for logical subnet addressing for communities of interest on a common secure backbone. Given the nature of data transmission and reception at the Link Layer of LANs and the susceptibility of LANs to wiretap and roaming attachment, this service is necessary to protect resources on LANs.

The application of this service to information PDUs at the Data Link Layer is illustrated in figure 2. When authentication is provided at an upper layer, the header data from that upper layer and all lower layers is left unprotected. If an unauthorized station masqueraded as an authorized station and replayed the data contained in a valid PDU, it could result in delivery of data to a station not authorized to process that data. In implementations where data origin authentication is provided at the Link Layer rather than at a higher layer, application data and all of the headers of the protocol layers above the MAC sublayer are protected. When implemented at the Link Layer, this service also provides protection for logical subnet addressing (including VLAN bridges) for communities of interest on an Enterprise LAN.


Access control

Access control inhibits unauthorized use of resources. This service is sometimes thought of as a way to inhibit unauthorized disclosure, but in fact, data confidentiality is used to protect data from unauthorized disclosure. Access control provides assurance that access to a resource is granted only to authorized stations for authorized purposes. Access control can be applied at either the source of a data transmission or at the destination. However, when access control is applied at a PDU’s destination, the data has effectively been transmitted to all stations on a LAN before this service is applied. If nothing else, this leaves stations open to unauthorized depletion of network bandwidth and receiver processing resources. Also, due to the manner in which every PDU is effectively transmitted to every station on a LAN and the susceptibility of LANs to wiretap, access control applied at the destination cannot prevent transmissions to stations not authorized to be connected to a LAN. At the Data Link Layer of a LAN, access control, when applied at the source of data transmission, can inhibit communications between stations not authorized to communicate with one another, including a station authorized to be connected to the LAN and a station not authorized to be connected to the LAN.

In implementations where access control is provided at the Link Layer rather than at a higher layer, this service provides protection from abuse of application data and data in the headers of the protocol layers above Layer 2. For example, this service can limit access to a particular file server to only those stations that required that access. It can also prohibit access to a gateway or access point from unauthorized stations.


Data confidentiality

Data confidentiality inhibits unauthorized disclosure of the protected data. This assures the sending station that the protected portion of a PDU will be available only to the intended recipient(s). Given the nature of the Link Layer of LANs and the susceptibility of LANs to wiretap (and eavesdropping in the case of WLANs and P2MP), this service is necessary to protect data on LANs. This service was previously indicated as appropriate for Layer 2 in the OSIRM Security Architecture.

Mechanisms for provision of security systems

Concerns that are raised when one suggests expanding the Layer 2 security profile include how the additional security services can be provided, and what impact this will have on the complexity and performance of the LAN interface to a station. Data confidentiality is most commonly provided via encryption, also referred to as encipherment. In fact, data confidentiality through encryption is what most people associate with network security. While there are other mechanisms for providing data confidentiality, encryption is one of the simplest and most reliable. Cryptographic mechanisms can be used to provide all of the indicated security services. In fact, the additional services can be provided with almost no impact to the performance or the complexity of the LAN interface.

Connectionless data integrity is provided by computing a hash over the data to be protected.  The computed hash value is bound to the data for subsequent validation. 

Data origin authentication can easily be provided by including a copy of the source address within the encrypted data field, either as a prefix or a suffix to the Layer 2 SDU.
 

Access control can be effected implicitly through the management and application of cryptographic associations, i.e., keying relationships. If all PDUs are encrypted, only those stations with cryptographic mechanisms and knowledge of the correct keying relationships can exchange information. A station without these facilities will be unable to access any of the protected resources.

Summary

The pertinent attributes of LANs that have been identified, the vulnerabilities that those attributes present, the security threat associated with those vulnerabilities, and the security services required to inhibit exploitation of those risks are summarized in table 1. 

	LAN attribute


	Vulnerability


	Security threat


	Services indicated



	Data transmission


	Any station can transmit to any other station, using any address


	Masquerade, unauthorized resource use


	Data origin authentication



	Data reception


	Any station can access any transmission


	Data modification, unauthorized disclosure


	Connectionless data integrity, data confidentiality



	Address space


	No implicit controls through address management
	Masquerade, unauthorized resource use
	Data origin authentication, access control

	Geographic dispersion


	Eavesdropping, wiretapping


	Data modification, unauthorized disclosure


	Connectionless data integrity, data confidentiality




Table 1:  Summary of security services required for LANs

Annex 1: Wireless Security Threat Assessment

Threat assessment applies to Wireless LANs, including 802.11 WLAN, 802.15 Wireless Personal Area Network (WPAN), 802.16 Wireless Metropolitan Area Network (WMAN), and 802.20 Mobile Broadband Wireless Access (MBWA).

Threat

Threats are entities that attack assets through system vulnerabilities.  Threats we are primarily concerned with are malicious human attacks.

Successful attacks result in:

· Unauthorized Disclosure

· Masquerade/Spoofing

· Unauthorized Modification

· Unauthorized Resource Use

· Denial of Service

Vulnerabilities

Vulnerabilities are unprotected or weakly protected paths that allow threats to attack assets.

Primary vulnerability that differs from wired LANs

· Broadcast medium (RF open-air communication)

· Easier exploitation due to not having to circumvent physical security


[image: image3]
Safeguards

Safeguards defend assets against a threat’s ability to exploit vulnerabilities.

	THREAT
	WLAN SAFEGUARDS
	WIRED LAN SAFEGUARDS

	Unauthorized Disclosure

(Eavesdropping/Wiretap)
	Data Encryption
	Data Encryption, Physical Access Control

	Masquerade/Spoofing

(Unauthorized Station/User)
	Digital Signature, Frame Header ICV, Identification & Authentication (I&A)
	Digital Signature, Frame Header ICV, I&A, Physical Access Control

	Unauthorized Modification (Frame deletion, modification, insertion, replay)
	Hash, Sequence Number
	Hash, Sequence Number

	Unauthorized Resource Use
	Logical Access Control (I&A)
	Logical & Physical Access Control

	Denial of Service (Flooding, Jamming)
	Frequency Hopping and Spread Spectrum Techniques, Frame Source Limit Filter?
	Frame Source Limit Filter?


Annex 2: Point to Multipoint Security Threat Assessment

Annex 3: Bridging Security Threat Assessment
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�Data origin authentication is assured only to the granularity of the cryptographic key. A key that is unique to the source and destination address pair provides assurance of the individual source host identity; a key shared by a group only provides assurance that the source of the PDU is a member of the group.
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