IEEE 802.1 Link Security Minutes, July 2003,

 San Franciso

Note: These minutes for the Link Security working group are part of the 802.1 Minutes for the Plenary, July 2003. 

Meeting Summary

The group approved the MACsec PAR to address integrity and confidentiality.

IEEE 802.1 approved the creation of an 802.1 Security Task Group. The TG includes all 802.1 security related activities including  802.1x and related activities, definition of authentication and key management 
components for LinkSec, and the LinkSec MACsec project.

In addition, several technical contributions were presented and discussed.

The group has an initial draft document of the MACsec specification, http://www.ieee802.org/linksec/meetings/Jul03/romanow_2_0703.pdf,
to be used as an initial framework for technical contributions. Contributions to build and complete this document are requested. 

Monday AM, July 21, 2003

Introduction– Dolors Sala

Security Requirements - Marcus Leech 

This presentation was given previously at the Ottawa Interim in June. See Security Requirements in 

http://www.ieee802.org/linksec/meetings/Jun03/

· We should go with 802.11 terminology rather than 802.10 technology, we need to be consistent. Use the term MICs instead of MACs

· Jesse Walker- need to add privacy of keys, keys need to be authenticated. Peers need to have a common notion of the session to which the key applies. Need to develop the key requirements. We are inventing a new category of security function, we don't yet know it's properties.  

· Roaming is low priority and it is hard, so don’t deal with it for now.

· Mick Seaman - review of MACsec PAR- material on June web page.  http://www.ieee802.org/1/files/public/docs2003/MACSec-PAR.pdf This is a only a part of the total work of the Link Security effort. MACsec does not include key distribution.

· Connectionless – in the sense that one service invocation is not related to any other

· Replay protection - to be decided, requires tracking what has been done before

· Jesse - cryptography requires a session oriented structure

· Mick - what happens to a message if the security parameters aren't set up? The message gets discarded.

· Frame data integrity is of interest. Confidentiality refers to the use of data. Integrity covers the addresses, MAC Source address and Destination address. Data origin authenticity – need to know who sent the frame

     

1. Data address 

2. The entity that applied the security, may not be the end station, not the end point, but someone else who has decided the link needs to be secured

· Is there a plan for integrity and authenticity, and not for confidentiality?  Could be an interesting service for us to provide. If want confidentiality, use L3. If it's a content provider, they will want L2 encryption, to make sure people can't steal service. This effort is not competitive with 802.11.

Architecture of Link Security- Mick Seaman

See slides on the web, Architecture of the MACsec Entity in MAC Sublayer

http://www.ieee802.org/linksec/meetings/July03/
· Jesse - What traffic is being protected? User? or management data as well? Mick- user in the sense that it's a user data frame on the LAN

· Is Bridge maintenance traffic being protected? Yes, because it goes up the stack. May want end to end integrity protection. 

· Mick - Bridge mgmt uses SNMPv3, which uses IPsec.

· Jesse - bridging devices are in public, worry about intermediaries being compromised. Endpoints need an Security Association between them, so not comprised by intermediary. Compromised node can modify traffic, lie about topology, need to be aware of this possibility. Norm –the problem is that the middle thing is seen as secure, but it isn't! It’s messing up the data, though it seems to be authenticated

· Mick - security must not create new logical links that would screw up existing networks

LinkSec Architecture – Bob Moskowitz

See slides, LinkSec Architecture in 

http://www.ieee802.org/linksec/meetings/July03
· Disagrees that you can't make the assumption that provider is trusted- you trust provider not to bill erroneously. Bob thinks it’s impossible to deal with a compromised network component, and this is out of scope of linksec. Linksec is hop by hop, doesn't see how we can address this..

====================

Monday PM, July 23, 2003

Building a MACsec Draft - Allyn Romanow

See slides, Building a MACsec Draft in

http://www.ieee802.org/linksec/meetings/July03
· Review basic structure of the MACsec draft, review of content on Weds. There is a lot of boiler plate and material taken from other drafts, which needs to be changed. This draft just shows where the work needs to be done.

· Question- multi-hop means provider Bridges? Response from Mick – No such thing as multi-hop. Single hop only, with “sub hops” within it. What is happening to the *network* when we put security within it?

· Mick – we put all that “stuff” in the draft to make it obvious how much work needs to be done. Need to focus on what *matters* to business and end users. Re-iterate the “build no ornate crystal palaces”.

· Question- Does the 802.1x MIB go in companion document to this work? Mick- it will be the 802.1ae MIB, we should do it when 802.1ae is done. Jim B.- In 802.1x, MIBs have been very important in tracking down problems in the protocol 

Wednesday PM, July 23, 2003

Toward a MACsec Draft – Allyn Romanow and Mick Seaman

Line by line review, see Contribution Toward a MACsec Draft in

http://www.ieee802.org/linksec/meetings/July03
· Jim- make sure the PAR is included verbatim

· Distinction between references for the References section, which must be a standard, and references for the Bibliography section, which has more general informative references. If need to put something in References which is not yet cooked, put in a note saying the reference will be removed before publishing. 802.1aa isn’t finished and needs to be referenced.

· Bob will send definitions.

Clause 6 – 

· There is a binding between the thing being authenticated and the use of the service. Authentication does not ensure that the source address is valid, it guarantees the association, or binding, between the entity that’s sending and the address, not the correctness of the address.

· Multiple users issue – not unique here, maybe Bob M. can find a reference.

· Can’t pass an 802.1ae frame through a non-.1ae Bridge and keep the security association.  Exception is a Provider Bridge, which will pass through a .AE frame.  

· The service definition is incomplete, and we need to improve it. Then it can go to 802.1ac for further work. The Service Association must be two-way or other services break.

· Mick- There is a difference between a Security Association (SA) and an SAID Security Association ID. There isn’t a good way to distinguish the two. SA is what you establish after the key authentication. When you get a new key, you have a new SA. The SA has a lifetime; there can be hierarchies of SAs. This is a big issue. See IETF RFC 2401.There needs to be a term for a long term security association.

· If there is no AS, then there is a port down event.

· We need contributions on naming the elements

· Multi-hop- We don’t support multi-hop. We support single hop only. They can be concatenated.

· 6.2 Preservation of the MAC Service. There is no such thing as a service request that fails. A Bridge can spoof all the addresses, etc. We need to define spoofing, and other related terms. (See IETF RFC2828) 

· If we support shared media, then there must be a group key. See MSEC working group in IETF http://ietf.org/html.charters/msec-charter.html 

· We don’t really have a service definition for point to multi-point. A Bridge knows about point to point and about shared, but nothing else. Whether we teach Bridge is another point.

· How to make all this work with Provider Bridges?

Clause 7 – Security from a network point of view. Clarify relationship between the elements. Diagrams go here. This is the section to make clear what protocols are necessary.

Clause 8 – Controlled and uncontrolled ports. What needs to be conformed to goes here, e.g., how many SAs? Confidentiality? Integrity?

EPON Link Security Architecture – Onn Haran

See presentation http://www.ieee802.org/linksec/meetings/July03/haran_1_0703.pdf
multicast service isn't specified

Authentication Layering Model- Bob Moskowitz http://www.ieee802.org/linksec/meetings/July03/index.html
· It is the algorithm that determines what association you've established. The goal is to generate discussion about what authentication service LinkSec wants to support with MACsec.










