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Summary
We finalized the PAR material. The title, scope and purpose are as follows. 

Title: MAC Security (acronym: MACsec)

Scope:
To specify provision of connectionless user data confidentiality, frame data
integrity, and data origin authenticity by media access independent
protocols and entities that operate transparently to MAC Clients*. Key
management and the establishment of secure associations is outside the scope
but will be referenced by this project.

*As specified in IEEE Standards 802, 802.2, 802.1D, 802.1Q, and 802.1X.

Purpose :
This standard will facilitate secure communication over publicly accessible
LAN/MAN media for which security has not already been defined, and allow the
use of IEEE Std 802.1X, already widespread and supported by multiple vendors, in additional applications.

The updated version of the 5 criteria is at: http://www.ieee802.org/linksec/meetings/Jun03/sala_1_0603.ppt
 

Tony will take the appropriate steps to forward the PAR to the SEC and other WGs for feedback.

 

The next steps are:

  - start discussing proposals for the secure frame format mechanism

  - continue discussing architecture models to address the other parts of the solution 

    (i.e., key management,...)

September 2003 meeting:

802.1 decided not to join EFM in Italy on September 15-19. It will meet the

week before or after. The tentative location is Barcelona hosted by

Polytechnic University of Barcelona (contact: Josep Prat jprat@tsc.upc.es,

and Dolors Sala dolors@ieee.org). More concrete details will be posted and

discussed in a couple of weeks through the email reflectors.

Detailed Notes

Monday 
Weekly LinkSec Teleconf  Tuesday 2PM ET
Marcus Leech Requirements

Slides http://www.ieee802.org/linksec/meetings/Jun03/index.html
Discussion of Security Association (SA)
Establish a security assoc., needs to deal with an entity

key management will use credentials
The thing that establishes an association between what we provide and the client is an application

The application interface is the port

Key management- needs to be publicly analyzed and available
PFS? - perfect forward secrecy – Do we need it?

PFS refers to - if the session key is broken now, how does that relate to other, future session keys?  

There are costs associated with PFS, so need to consider whether we want it or not.

PFS costs more CPU cycles when establish keys

PFS needs more discussion

Identity hiding:

It has costs, debated a lot in IETF

Mick - at this layer, want to try to NOT hide identities

One major problem people have is not being able to see what's going on at this layer.

Identity hiding is in the key agreement layer only, 
Hide who generates key agreements but not that key agreements are taking place in the network

Therefore, it doesn't prevent traffic analysis

Make it a requirement that there is NOT identity hiding,
Important to see what legal agreements exist that are relevant

Roaming:
key translation/ inter-MAC transport

Conflict in requirements

If we take this on as a critical path problem, we won't get done

We should take it on, but low in priority, this is really hard
Want to make sure the arch doesn't prevent roaming

At some point need to decide whether support roaming explicitly,

or implicitly by doing nothing to break roaming

Dolors – We should capture ability to do network maintenance in more or less way as we do today

Non-Encryption of MAC address:
Agree to NOT encrypt MAC address, need integrity check but not encryption

i.e., we are NOT protecting against traffic analysis. 
General agreement
Can only do so by putting a lot of false traffic on the net

There are other mechanisms for preventing traffic analysis, they are at aggregation points, 
They are only partially successful
We should put requirements in context of threats 
Send Marcus comments, he'll work further on requirements
============================

LinkSec Architecture Bob Moskowitz

http://www.ieee802.org/linksec/meetings/Jun03/index.html
Provider View of LinkSec - slide
Mick, consider three models of networks within scope of LinkSec
      1 ping pong ball network- the outside is clearly distinguishable from the inside

      2 tennis ball network- fuzzy edged network, what’s in what's out isn’t clearly defined

         a multi-hop environment, have an SA with some devices and not with others

      3 worry about what's inside even for the ping-pong ball model

Although devices are trusted, errors can occur- vulnerabilities due to mistakes, oversights, 
Billing –  brings up issues of provisioning - in terms of provisioning functionality of the link, not bandwidth provisioning

Secure control plane is in scope 
Provision via EAP TLV

Prerequisite for provisioning is that you've already established security 

Provisioning can be seen as a AAA function, done at a higher level, 
Not something that needs to be within our scope

When we say Security Association, we mean either one end or both ends has an SA to what is going to provision it, i.e., to AAA

3 parties - dot1X model

2 SAs pre-existing between the Supplicant and Authenticating Service (AS), authenticator and AS, and we are establishing an SA between Supplicant and Authenticator
Any slips are weaknesses for attack

Want what Housley describes in his tunnel paper RFC 3378 http://www.ietf.org/rfc/rfc3378.txt?number=3378
Is it the Authenticator at the head end, at NAP, that tells Supplicant what it can do, or is it the Sup talking to the back end that tells Authenticator?
Answer is both models must be supported

Bob will draw this up

Authenticator learns through RADIUS
EAP transmits down to Supplicant

Mechanisms are there, we provide base functionality
Paul - it is an outstanding work item to define 802 RADIUS attributes that can consistently

protect a port, alternatively, it could be an IETF work item 

Subscriber view of LinkSec- slide
In the enterprise, the purpose of security is to provide availability of the network

If data needs to be protected customer will do it
If subscriber has an expectation of privacy, he takes care of his needs with end to end security
Purpose - to protect provider against litigation

What we are doing is creating a new market for the service provider

Mick -link security prevents attacks, intrusion, including miss-wiring

Not interested in end to end data protection

Asymmetry in provider network. 
Customer assumes provider won't attack. Assumes another customer will attack. 
Provider doesn't want to be held liable.

Bob will update slides

Link transparency is not included in scope- 

Do we need to do point to multipoint?

Multicast even among trusted peers is doable, not easy

Transiting a trusted link including a non-trusted party is not included.
Another name for multi-party 

One threat need to protect against is bridge being inserted in the link,
Expectation link will shut down or link will keep working despite attack

Bridge insertion attack
Requirements Details Slide
multi-link model, what's being referred to? link aggregation or multi links to different subnets? 

The second. Label is too terse

Link aggregation - in or out of scope? Security per link, then you aggregate

Same questions will come up as in dot1X
Is it necessary to cover shared context?
By definition authorized means trusted with L2 protocols

Multi user machines

Link aggregation is the worse case – can externally observe addressing

There isn't a higher level namespace, two layers aren't identifiable

LACP issue

Mutual authentication- nomenclature problem

security perspective- authenticating with one authority

More Requirements Details Slide
NAP? Network??
We have a concept of connecting to a port, do not have a concept of connecting to a network

NAP assumes you know what a network is. We don't know what a demark is. There is not yet a demarkation. What's an “us” vs. “them”?

Customer/provider distinction is not well defined

.1AD is defining provider bridge - not provider networks
There are agreements, services, just provider bridges, not provider networks
We are doing a standard that includes end stations, not just bridges
It's not a bridges standard.

================================================

Ken Alonge Overview of 802.10 SDE
http://www.ieee802.org/linksec/meetings/Jun03/index.html
Flexibility - wanted to make sure anyone could use any cryptographic algorithm.

wanted interoperability across all MACs, 1992, all wired

sublayer between LLC and MAC

it's an LLC designator

SDE applies selected security services to MAC from above

First two bytes of the SDE, DES, are length. This is a flawed definition, length, then SDE designator

MDF - management defined field – was put in for a particular vendor, whose support was needed 
Thinks .10 is suitable for bridged networks
Fragmentation – we can't do re-assembly- it obviates any value proposition

At the time they did this standard, they weren't allowed to admit there was an ether type, so they had to do fragmentation

Slide suggests modifications to SDE Header format

Mick argues this is a significant protocol change

Ken says it's a rev. 1

Mick- if this is wonderful it shouldn't be called .10, because this is not compatible with that which was published as .10 before

Ken – if .10 had been implemented, this would be not compatible, but it wasn't implemented.

Mick -doesn't want to deal with incompatible protocols

Can't do something under the same label without including backward compatibility 

Should be an exception only in the most extreme case, and the fact that the standards number exists is not a valid reason

Does this packet need to be able to be parsed by someone not in the SA? 

Maybe setup decides what rev of protocol to use?

Argue that Destination Address, Source Address, ether type must be in clear to be compatible with Ethernet
subtype - may be a bad idea

Problem with ACL when don't know how big subtype fields are or where they go
SDE in a Bridged Environment Slide
Comment- today's network doesn't have trusted enclaves

This model would box us into a certain scale

What to do when Bridge A needs to send to an address doesn't know

Needs to maintain a table in bridge A

Few bridges built this way.

Issue - probe frames or multiply encrypt unknown packets - no good way to proceed

============

Mick Seaman, Scope and Purpose 
http://www.ieee802.org/linksec/meetings/Jun03/index.html
Follow-up to conference call, Secure Frame Format Proposal
PAUSE frames not encrypted

Refer to ISS and EISS as  “ tiny guys”
shim

connectionless data integrity, connectionless data confidentiality, connectionless service support

no fragmentation, no context

If frames are mutually independent, replay protection is within scope of the PAR 

Data origin authenticity

MAC layer entity provides ISS, separates what's above from what's below, provides service for securing frames     

Add detection of DoS, add recovery from DoS

Is this going to address EPON's need for security?
It doesn't address all the things that the people who brought up EPON asked for
However it does address issues that are sufficient for people who may want to move to EPON  
Later, if have to encrypt MAC control frames, then can do so later
Risk exposure with MAC frames in clear. Fixing it requires layer diagram violation.

Exceedingly distasteful

So we are running up against new environment. 802.1 inability to deal with point to multipoint MAC as opposed to a peer MAC.

802.3AH needs to see. Look at 11i control frame. 

Is there a lot of theft in .AH other than DoS?
Might have to modify the protocol, Not clear where the work needs to be done.

Efficiency is a big issue. Efficient and cheap vs. secure

It would be helpful if we could shove some of the protocol upstairs. T think about what can be pulled out of this protocol layer and implemented at a higher layer.

How does this relate to wireless? Didn't specifically account for wireless.

Last thing anyone wants is to have more to worry about in wireless.

In principle this could be applied to wireless, but how much do you want to put into a chip set? 
Put into a management protocol.

802.16 is wireless equivalent of PON, which uses DOCSIS

Bob - connectionless data compression, compression before encryption.  Will send 2 urls for IETF references
Is there a use for compression without encryption? on slow links.

Could be done separably. Don't want to confound compression, but here, have to compress before encryption. Can't encrypt before compress
Norm doesn't think compression should be in our PAR

A lot of packets we transport will be IPSec packets which won't warrant compression 

When will we come to conclusion on support for end to end?

Worth re-looking at dot10 reqmts? Who was it for? Banking community?

Was it a dot10 goal? 

Norm has no use for end2end, if someone else does, please speak up.

link or multihop? only mechanism we have to prevent multihop is user reserved DA

dot1x does use this DA and is stopped by a bridge

so, if we're using dot1x, we have this limitation

if not hop by hop, look for something other than dot1x

like dot10 key exchange

=================================================
Tues 
Mick - Discussion of PAR

Link defined in .3 as point to point full duplex medium between 2  and only 2 MDIs - 

transmission path between any 2 interfaces of generic cabling - ISO

Has 19 points for the scope:
1. There is a Secure Frame Format (SFF)- ok

2. MAC layer entities (SFEs) Secure Forwarding Entities
sublayer or peer entities? we have a problem with this one

needs at least one defining attribute

MAC is in .3 and this is a shim above, so this is an issue

below service boundary

scope defines 1) bounds of work and 2) where work should be done

The consumers are people who may not have read 7498, OSI reference model architecture

Geoff's point is that PAR can't be written so that we are going to change anybody's MAC

Can we use term MAC adaptation layer?

Geoff - do this diagrammatically not in text

3. SFEs are media access method independent

this is not control, it is doing a transform

where entity is in the architecture, deeply scrutinized 

OAM work had same issue.
Points for the Scope-
1. Security provided transparently to MAC Clients

2. SFF is used by SFE (Secure Frame Entities)

3. SFEs are media access method independent
4. Communication SFEs are peers

5. SFF supports connectionless data integrity for the frame (including DA, Source Address)

6. SFF supports connectionless data confidentiality for the user data in the frame

7. SFF supports data origin authenticity (originating SFE authenticity)

8. SFEs provide the ISS or EISS

9. SFEs provide ISS, EISS, or the MAC Service

10. SFEs use the ISS

11. SFEs provide ISS/EISS at MILSAPs, (port)

12. SFEs provide the ISS/EISS at Ports (.1D, .1X)

13. SFEs support Uncontrolled and Authorized Ports (.1x)

14. Communicating SFEs use a secure association

15. Key management for the secure association is out of scope, but assumed

16. A range of encryption and integrity check algorithms is permitted (?)

17. At least two secure associations (or two keys for the same association) are supported between any two peers

18. Peer SFEs may be attached to the same LAN

19. Peer SFEs may be attached to different LANs, connected by Bridges

20. This effort does not constitute a complete system, the following supporting efforts are required:

SAs are unidirectional

handle timers, resynchronization

treated separately on the two endpoint systems

a parallel effort to handle SA establishment

this effort can't stand on it's own

this PAR doesn't constitute a complete system, depends on other elements

have had trouble within .3 - people want to do a product, not the portion of the product that fits within .3

there are two kinds of statements - some delineate, define the PAR, some can be put in PAR 

Marcus - in IPSec there are two SAs

need two SAs minimally, one for each direction

implementation requirement for at least two SAs
in IPSec called SA bundle, two working together called a bundle

lack of synchronization of timeouts, time drifts, 

one or more SAs in each direction - in PAR

how many need to support is outside scope of PAR 

Geoff other projects have shims, they don't call them shims 

transparent mechanism

Utilize SAs created by key management associations

Scope 

To specify provision of connectionless user data confidentiality,

frame data integrity, and data origin authenticity by media access

independent protocols and entities that operate transparently to MAC

Clients*. Key management and the establishment of secure associations

is outside the scope of this project, which will be referenced by this project.

*References: IEEE Standards 802, 802.1D, 802.1Q, 802.1X, 802.2

Geoff this is a better scope, not a project description

.11I Take lessons learned, key exchange, building on 1x. use their experience here
Different than referencing .11I

.1AA -  take into acct .11I needs, and then go into a new project,  to support this LinkSec
scope(1) This standard will facilitate secure communication over publicly accessible LAN media for which security has not already been defined, and allow the use of -3-, already widespread and

supported by multiple vendors,  in n additional applications. Reference -3- IEEE Std 802.1X

not going to fix 802.11

Mick will update slides based on discussion
Dolors - 5 Criteria
http://www.ieee802.org/linksec/meetings/Jun03/index.html
a. Substantially different from other IEEE 802 standards

b. One unique solution per problem (not two solutions to a problem)

c. Easy for the document reader to select the relevant specification

1. Existing standards specify end to end security. There is no specification that allows individual LANs or parts of Bridged LAN to be secured

2. Work around .11, .15, .16 - the existing standards that protect individual LANs or segments are MAC specific, do not apply to the application space (802.3)

3. Higher layer security protocols, e.g., IPSec, don t protect against intrusion at the MAC layer and thus do not adequately separate users of publicly accessible networks based on 802 LAN/MAN technology

4. There is user traffic which is unlikely to be subject to IPSec or other higher layer security mechanisms that will be protected by this standard

Dolors will update
Mick - back to scope
How should we name the protocol?

LinkSec is the name of the overall program

Secure Frame Protocol SFP 

secure protocol for interchange of frames on Ethernet  SPIF

MACSec MAC Security

secure protocol for interchange at link layer SPILL
Consensus to use MACSec

Doing more than just protocol – also specify behavior at endpoints

Procedurally - secretary of 802.1 will circulate PAR, we will vote at end of July plenary, 
after considering all other groups inputs

Vote final text in time to go to exec Thursday night

PAR with title, scope, purpose.  It will be a new dot1 standard

802.1AE probably

Next step get .1AA to start LinkSec work
Dolors – wrap up
Bob - working on architecture

What other work items?

Continue arch model, to identify related projects
Open issue - how key ID is constructed - what is key ID - Adeep technical subject, to be done before laying out bits in the packet

Problem with dot10 can only send unicast on SA with only two endpoints

Objectives update:

It is important to evaluate the service interface early to determine if an

extension is needed to support security services (see

http://www.ieee802.org/linksec/meetings/Jun03/LinkSecObjectives.ppt)

September 2003 meeting:

802.1 decided not to join EFM in Italy on September 15-19. It will meet the

week before or after. The tentative location is Barcelona hosted by

Polytechnic University of Barcelona (contact: Josep Prat jprat@tsc.upc.es,

and Dolors Sala dolors@ieee.org). More concrete details will be posted and

discussed in a couple of weeks through the email reflectors.

