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Dolors Sala, chair, dolors@ieee.org
Allyn Romanow, secretary, allyn@cisco.com
Summary

This was a productive meeting. Presentations are at http://www.ieee802.org/linksec/meetings/Sep03/index.html. 
Further discussion and development of MACsecY architecture and functionality.
Discussion of desirable properties of cipher suites. Suggestion to considerf AES modes CCN and OCB. We need terminology. Allyn will start it.

Discussion of MACsec frame formats – packet sequence number, SAID, necessity of coordinating with 802.3 for frame expansion.
802.1x Disposition of Comments, Comment 12 on Pre-auth – agreement that it would not be desirable to have an ethertype that can get through 802.1x. Bob Moskowitz will lead in drafting a response to 802.11i.

Any member of an 802 group can get on mailing list of any other 802 group.

We will consider handoff early in the week at the Plenary.
Begin consideration of Authentication and Key management aspects of LinkSec.

Consideration of design guidelines, Marcus Leech presentation. Discussion of issues that arise with 802.1x in supporting LinkSec, shared media, and improved EAPOL security (Bob Moskowitz).

Discussion, led by Mick Seaman, of a PAR for Key Agreement resulted in agreement on a Scope and Purpose, first draft of PAR. See 
http://www.ieee802.org/linksec/meetings/Sep03/MACKeyPar02.pdf
David Johnston gave an overview of handoff.
The MACsec draft will be updated by mid October.
Plenary is November 9-14, not determined yet which days LinkSec will meet.
Detailed Notes

Monday September 22, 2003

Mick Seaman, MACsecY functions,
Diagram. Slides http://www.ieee802.org/linksec/meetings/Sep03/index.html 

What it's doing, what it's problems are. Would like a better diagram, open to any suggestions

Shim could be inserted in different places, depending what kind of device it is

Deployment scenarios where might want to use MACsec in the network

Layer-head view of the world- how fits in the network architecture

Chip-head view of the world - components, chip interfaces, buffering, etc.

This picture is layer head, doesn't answer chip questions

Not a security-head view of the world either

Onn Haran’s slides, given by Mick Seaman, MACsecY Interface      http://www.ieee802.org/linksec/meetings/Sep03/index.html 
David Johnston, DJ, LinkSec Cipher Suites 
http://www.ieee802.org/linksec/meetings/Sep03/index.html 
ICV Integrity Check Value- on the end of packet, couldn’t be at the front for integrity

MIC nomenclature by 802.11, the term MAC couldn't be used – Media Access Control, and they also used ICV for something else 

PN Packet Number is number put on front of frame

CBC requirements on ICV – must be random and unpredictable

Other ciphers require ICV must be not seen before but not necessarily random and unpredictable

We should write down what we mean by different terms- start terminology. We need this. Allyn will start.
Cipher suites are best instead of a la carte choices of algorithms. Bob M. is against a la carte

DJ’s suggested cipher suite - CCM would be mandatory for all devices so could interoperate across all provider bridges. OCB would be optional.
We are interested in having an authentication only mode, in which rely on something else for privacy, at higher level in the stack

David Johnston, LinkSec Frame Formats

http://www.ieee802.org/linksec/meetings/Sep03/index.html 
Consider the order in which you put parts of the packet. Not an issue with point to point, shared media is where it's relevant

PN Packet Sequence Number size

Comment - make it 8 bytes and get on with it. If you have two options, it is not advisable, because an attacker will negotiate the smaller one. Be careful about negotiating to weaker mode which is easier to attack. Agree need to make size determination part of the cipher suite negotiation

Across provider bridges- use slower, then elsewhere use faster. Two proposals -negotiate up or negotiate down. Either standardize one, or make it policy, let the user decide...

Choice should be one of two extremes- 24 and 64, no middle option

DJ - Having this variation in PN is not a problem, 3 bits in a register to cope with the two possibilities. PN is an easy case for negotiation. Negotiation - some fields in rest of packet in variable places, need to put in barrel shifter to deal with.

Discussion of SAID 

In 802.16 and 802.15, SAID isn’t needed - header data is all that is needed for the SA, tells what key and PN is. We are trying to be more general. DJ suggests that putting in a SAID of 16 bits is wasteful when you have all the info you need in the header. 

Mick- willing to use 16 bits, but SAID is a MAC level thing
Two fields- the sequence number field, and whether key is old or new
Wants information on who wrapped up (security) this packet? Who let the packet into the network? On a point to point link, only need one bit of information- whether the key is new or old

In provider bridge, a network manager has no idea what is in packets going by, they are encrypted. May want the SAID to know where the packet is coming from

Complication on what SAID means in different contexts, but can be used as Mick suggests

SAID is between the encrypter and decrypter only. Midboxes can use SAID to track flows

Bob M. is in favor of SAID, used it in his HIP protocol. SAID is like a finger print

Two possible sources of uniqueness - between endpoints, number space for them only; or unique within a domain of SAIDs

Mick - We are terminology deficient. In some cases SAID is a sequence number, in other cases, it wraps up both meanings. We should disambiguate the two purposes. Currently no scheme does this properly

In 802.16 there is unique keying material between the base and subscriber. The DA destination address determines the keys and keys can be updated within the security association.
On point to point link, the key id requirement is potentially small - one or two bits.
In addition, want the function of determining who wrapped up the packet.
This application of SAID wants the number to be unique among a group of machines,

rather than unique between a pair of machines.
1. organizationally unique property, unique to domain of interest

2. mechanism for finding key
Allow optimizations where SAID doesn't show in frames. In point to point link, where don't need the SAID, whether it is there can be negotiated. Bob wants to have SAID included. Mick thinks it should be in, but it should be able to be negotiated out. People want it in architecturally, even though in implementation, it may be compressed out, if its value is always the same.
Frame Expansion

802.3 – this can be done “with the kind permission of 802.3, hopefully”. What is prospect of 802.3 allowing fragmentation into two fragments? It is being worked on Linksec needs to present requirements to 802.3.
AAD Additional Authenticated Data

Some fields are in plaintext, but they need authentication, e.g., the source address.
This is a MAC independent shim. The only data that is AAD are the source and destination addresses. Physical frame can have all sorts of stuff in it, makes it susceptible to fragmentation attack, replay attack. If encrypt ICV, can avoid birthday attack.
Mick- What do you do when run out of PN? Have no ability to encrypt. Apply policy control. When run out of PN space, default is to send in clear. If it’s on reception, go up the control port, but pass through appropriate policies. Could put knowledge in uncontrolled port? No. Or could use EAPOL? No.
Jonathan Thatcher- how many MAC addresses are represented? MAC address only occurs at MAC interface. Transmit path, two paths simultaneously, not clear only one path can be executed at a time. From above, can go both ways at same time.
Service interface is a rendevous model, don't issue a request that won't be accepted

Request only happens when it has been accepted, that is why there is no requirement for buffering.
802.3 doesn’t accept request until gave back info that transaction was complete, this is equivalent.
Mick -There is a handshake between upper and lower ISS, which is not shown in the picture

Otherwise, definition of interfaces gets tied up with how much buffer is where

Paul Congdon- EAPOL has two interfaces or one? if not encrypted would live only on the left, the uncontrolled port. What do we want? EAPOL only on left? This is the way EAPOL should have been defined, only on uncontrolled port. This not what was done, as an implementation optimization, the effective model is that EAPOL runs over both ports. It switches its attention between ports depending on what it thinks its state is. EAPOL effectively works as if it is over both paths. If you actively know state of party you're communicating with you, could choose which port, but you don't know. It is not how it works. Conclude- run EAPOL unencrypted from MACsecY point of view, it can be protected elsewhere in the stack.
Dolors Sala –wrap up
Have we had a good discussion of data flows and what 802.1x can do?

Consider a useful set of options. Is 802.1x a viable option for authentication? with provider bridges? Bob M.- 802.1x needs another PAR, to allow mutual authentication.
If point to point link, it is easy, otherwise it is less straightforward. Are we ready to talk about the scope of the 802.1x effort? The only way we could have a PAR to present in November is if it is drafted this week. Norm feels this effort will be challenging. What sort of shared media will we want to tackle? What can we manage?

Tuesday September 23, 2003 
Tony Jeffrey 8021x - Disposition of Comments

comment 12. Discussion of handling of pre-auth. See http://www.drizzle.com/~aboba/IEEE/preauth.doc
pre-auth- in 802.11,  move between APs because better signal, need an interoperable method for handoff. Violates layering. Is it a layer 2 or layer 3 frame? This is a hack. Going from AP in L2 to AP L2 in another domain.
They are asking for an ethertype that can get into the network, that goes through 802.1x.
Punches a big hole in the network.  The destination MAC address isn't necessarily an AP.
Very dangerous. A lot of people don't like pre-auth, but want interoperable fast handoff, that is the argument. There are alternative solutions. Bad practice to admit ethertypes that you don't know what to do with. It's a security hazard. 802.1 has no view on pre-auth, but has a strong view on use of ethertypes used to punch a hole in network.  This discussion makes comment 12 moot.

Bob M will coordinate a response expressing what 802.1 feels about what 802.11i is doing with respect to ethertypes.
802.11i ad hoc in October is a voting ad hoc

Administrative Stuff

Mailing lists in 802, there is agreement that any member of one 802 group can get on mailing list of any other 802 group, no such thing as a closed mailing list wrt 802

We should schedule time in November for discussion of architecture with respect to handoff.
DJ is going to give an update on what handoff thinking later this week. At next meeting, they will ask for a PAR. Let's consider this Tuesday morning at the Plenary, as early as possible as part of their PAR process.
---

Changes to the control port. No longer optional? What are implications with respect to the conformance clause? Tony will make updates to 802.1aa document.
--

MIB discussion
LinkSec Dolors

Start discussion how we can have a PAR for authentication and key management.
Develop a list of issues or design goals to define the project.
Marcus Leech -Design Guidelines for Authentication and Key Agreement Protocol
Slides http://www.ieee802.org/linksec/meetings/MeetingsMaterials.html
At end of day, see how many requirements are met by 802.1x and 802.1aa.
IPSEC assumed people would adopt public key technology universally. They were wrong.
Flexible credentials - examples of credential types might want to use for Linksec- username/password, tokens (secureID), X.509 certificates, biometrics
Algorithms- must provide confidentiality and integrity of the authentication and key agreement

public key encryption/ digital signature - RSA, ECC- elliptic curve crypto computationally more efficient than finite field for RSA, DSA- NSA's digital signature algorithm
PFS Perfect Forward Secrecy supported by Diffie-Hellman
Where does EAP fail? It fails because doesn't provide secure transport, a method like PEAP?

Not clear all EAP methods have been analyzed
Freshness- of keying material and other crypto stuff, an important attribute
Mutual Authentication 

Supplicant identity hiding - hide end-user identity, not the same as MAC address hiding. Important in some situations. Difficult to protect against intruder observing channel, active attacks forcing someone to give you their ID. IPSEC has lots of experience with this. It is not clear any existing EAP methods will work properly
Fast rekey/fast handoff

Efficiency – not an issue here, since protocol runs only occasionally, as compared to MACsec

if there is a large network event, this can be an issue, start up delays can be significant
DOS resistance - modern key agreement protocols are fertile for DOS attacks

Need to detect early. Take guidance from IKE

People need to look at .1aa in relation to these design guidelines

Key agreement and authentication - When agree on keys, need to authenticate each other

Protocols designed to co-mingle this

Paul C. is making a list of how .1aa fulfills needs
Bob Moskowitz, The Next Changes to 802.1x 

http://www.ieee802.org/linksec/meetings/Sep03/index.html
Put requirements in 802.1x about what want higher layers to provide to .1x

Where 802.1x should go next. Goals- support LinkSec, support shared media network, improve EAPOL security
Shared media and linksec needs:
-Discovery - supplicant needs to discover authenticator

-Single transport in a peered environment. Now we need two transports because of the Supplicant/authenticator nature of 802.1x. Need single state machine handle Supplicant and Authenticator functions.
802.11 ad hoc is doing two authentications and choosing one, this is not good, want one authentication only.
Geoff Thompson - What about dual homing for redundancy and resiliency, likely to lose secure connections? Multicast authentication- Norm- model two bridges on thick net, how do you authenticate to 2 bridges? Geoff -ports with point to point links will each have their one security association, or use only one of the paths. When there are two parallel links -both being used, with LAN traffic distributed across both, there are two distinct port pairs, distinct MACsecYs, no problem. In the more general case, need to reduce shared media to point to point.Discussion is needed of groups and key groups, but that is a distinct topic.
Improve security of EAPOL - minimize DOS attacks. Currently, access points ignore LOGOFF messages because they might be spoofed.
Want to authenticate LOGOFF and REAUTH, make security mandatory. Protect ourselves with a MAC, add a signature to the end of the command, 64 bits of MAC, to ensure that it came from whom it was supposed to. See Bill Arbaugh's analysis of 802.1x 
http://citeseer.nj.nec.com/566520.html
Require key material, integrity check on event-changing activities. This a big thing. Keying material owned by 802.1x. These are the things that are appropriate for .1x, in Bob's opinion. He will update his Authentication White Paper, last posted to mailing list 7/15/03
Mick - Draft Authentication PAR

Where are we heading? What's the first sentence of the scope?
3 ways we might proceed

1. selection, identification - hunt for what we need, we are going to select

2. inventing - start with empty sheet, construct a key authentication protocol.. 

3. transmutation of existing - will revise .1x to make it work in these environments

Mick and Marcus think inventing will take us too long. Bob sees as a transmutation, run IKE over 802.1x with a shim, for example IKEOL.
Main thing is need to turn shared media turned into a set of point to point links

Mick thinks- transmutation route will lead to disagreement on what .1x is. Could take EAP out and chuck it. Paul agrees, 802.1x is a transport for an authentication protocol. 
AOL authentication over LAN, EAP is just an encapsulation.
Establish means by which each media should establish an association.
Geoff in 802.3 standard, current state, shared media may not be the right terminology, 
broadcasts within the current standard, shared media is considered obsolete. PON and EFM are new examples of shared media. What we mean by shared media - where support more than one secure association. Point to point - support only 1 secure association.
What's the key word? - transmute or change, revise, enhance? as opposed to “select mechanisms which will achieve…”
Mick - what might go into a PAR? Marcus - key agreement.
What enhancements to 802.1x?  Support for "shared media". “enhancements” or “extensions”?
Extensions. Eliminate DOS attacks. 
What's the PAR called? Potential title for PAR: authenticated key agreement for MACsec/LinkSec

nickname ?

Paul Congdon, Things to Consider for a new version of 802.1x
Slides  http://www.ieee802.org/linksec/meetings/Sep03/index.html
Issues, high level concepts to consider.
Do we want to keep EAP as a higher layer? In doing 802.1x for 802.11i, they separated 802.1x and EAP. Some EAP methods meet Bob's requirements. There are some EAP methods that could be developed. 
Customers say that it's not so great to have so many methods- they have to figure out which to use. We should mandate some basic method, for interoperability.
EAP is still under development, changing, we will want EAP to run on top of this.
The problem is that layering was broken in EAP, requires the lower layer know more than it should need to. In particular, it needs to know that EAP is running on top.
Does using EAP as currently defined, break 802 layering? Some MACs in 802 don't provide the same service. EAP needs a convergence layer to map to anything.
802.1x was designed to support EAP, 802.1x and EAP got meshed.
Now, after separating them somewhat, we can say that the design of 802.1x is to support an authentication protocol of which one is EAP. Historically, EAP got extended to run over different things. Convergence layer concept can give us layering.
Should we design for any authentication protocol? Or should we design for EAP?

Symmetric - Authentication expects initiator/responder, not peer protocol.
How to achieve bi-lateral authentication, each authenticating to the other.
Are two associations, one in each direction, the same as one association that goes in both directions?

There should be a generic interface, also used by 802.15 and 802.16 as well as MACsec.
MACs that do encryptions, can't we define our layer to plumb theirs?
But reason not to write this into the PAR, because get held hostage to whatever other groups want. So don't want to bind ourselves, though it's a good design goal. Someone could object to taking this scope outside our domain. A larger number of people that need agreement complicates work enormously. Keep interface very simple, but don't expand scope of the PAR

Shared media requirement. How to manage multiple simultaneous independent exhanges over one single port? Do we need a new definition of a port? Use unicast addresses?

Provider bridging model may be similar to shared media.
Pre-auth is a shared media problem on DS side.
New Start-up sequence - AUP requirements -acceptable usage policy.
Consider a new EAP-hello message to initiate a peer conversation.
Protected EAPOL - Already doing a lot to establish protected EAP. What want to do with EAPOL?

Mick - binding things to SA security association, recall Russ's RFC 3378, about tunnels, part of use of SA is in combination with firewall and other policies. Weakness is that the tunnel gets tacked on, makes an insecurity, an attack point. 
Key material is high up in the stack, over 802.1x. There is a hierarchy of SAs. In 802.11i draft, there is a section on hierarchy of SAs. Want each end to independently get their keys, higher levels give keys to both MACsecYs. Use SA that MACsec has created.
Make it so that the ways the network can be compromised are independent, making it more difficult. How much do we need to get involved in backend server operation? RADIUS

Protecting EAPOL is a good idea, but not easy. Where do we get information to protect an EAPOL LOGOFF frame? What we don't want to do is reinvent our own protection protocol for EAPOL.
Independent Signals - 802.1x controls the switch port - either open or shut - that's all we’re trying to do.
When authentication protocol has completed, the person is authorized.
Keys exchanged and installs keys. When can send protected data?
Am i going to use the port?  Pre-auth – pre-associating, port not in use yet. From viewpoint of a roving station - an upside down fork.
buzz phrase, 802.1x ex, extended  802.1xx

David Johnston,  802.16 Packet CS and MacSec Leading to a Key Exchange Issuehttp://www.ieee802.org/linksec/meetings/Sep03/index.html 
Think about keying for existing crypto algorithms. Question from someone - how many 802.16 networks today? Answer- A lot of “pre”  802.16 standard gear is being manufactured.
Crypto can't co-exist on a network without crypto, in particular, not with 802.3. If this crypto function applies, have to be entirely on 802.16 network. If hand over from 802.16 to 802.11, can move between networks. Backhaul authentication must support this. 802.16 have built themselves an island, not interoperable. Could have been done differently, on a heterogeneous infrastructure.
What are goals and objectives of 802.16 moving forward? Want to carry secure association across some links that are not 802.16. There are mechanisms in 802.16 to pass information.
David Johnston, 802.1x Auth Time
Slides, http://www.ieee802.org/linksec/meetings/Sep03/index.html
A single subscriber talking to multiple endpoints simultaneously, how authenticate to multiple endpoints?
Mick Seaman, Authentication PAR Discussion 

project: P802.1af or P802.1x rev next?
MAC Security Keying MACsec Key Agreement

MAC Key Agreement MACsec Keying

Key Agreement for MAC Security Keysec

key agreement for the defined project MACsec

key management would be worse title
Disagreement about what MAC means. Bridges live in the MAC sublayer, all other dot groups believe MAC is what they control. The MAC sublayer in total, not the media specific part.
There is a coordination duty of 802.1. 802.3 charter says “data link”, not MAC.
802.1 is in the MAC sublayer. There is a difference within the 802 of what MAC means.
More on project description- Authentication framework, make keying possible, transport

framework- a bad word.
key agreement, agreement is a bad choice - unclear, but very clear meaning in the security world.
We are making key agreement possible, but we are not doing key agreement. There is more than transport going on here. key establishment?

Scope: Extend 802.1x to support use of 802.1ae MAC Security by providing cipher suite selection and key distribution for secure associations, and providing media independent association discovery for media that lack natural associations. To facilitate the use of additional industry standard authentication, authorization, and key management protocols, strengthening bilateral authentication and denial of service detection and isolation.

We are doing SA establishment of port pairings. SAE security association establishment

To extend 802.1x establishment of secure associations for MAC Security.

SA - set of policy and keys used to protect and form an association, from IPSEC.
Important to call out the discovery aspect, don't want to overlap with media that have already existing associations and/or discovery mechanisms.

Only have to do association discovery on forms of media that are shared.

DOS is too specific, not that we don't want and intend to do it. Remove from PAR so don't have to prove that we accomplished it.
Purpose: (same as MACsec)This standard will facilitate security communication over publicly accessible LAN/MAN media for which security has not already been defined, and allow the use of IEEE Std 802.1x already widespread and supported by multiple vendors, in additional …
Keysec

Scope: This standard extends 802.1x to establish security associations for 802.1ae MAC Security, and provide media access method independent association discovery. It facilitates the use of additional industry standard authentication, authorization, and key management protocols. 

We have about 3 weeks

Thursday September 25
Discussion of PAR for key agreement. 

Title discussion - Authenticated Key Agreement for Media Access Control (MAC) Security

acronym MKA

Scope- agreement

Purpose - change already to otherwise

Economic Feasibility- 
1. This is for MACsec.
802.1x currently is challenging at best to use  for bridge to bridge, switch to switch authentication. What we are doing will make this use much easier.

2. By extending the applicability of 802.1x, this solution  becomes viable as a comprehensive approach for an organization, thus meeting the common criteria for the required investment in deployment.

3. This solution leverages the significant investment already made in security infrastructures.

Similar technologies have been implemented in 802.11 and IPSEC and both have been proven to be cost effective.

--

Technical Feasibility

1. There are widely deployed key management and security association establishment technologies that demonstrate that technical support will be available for this standard. This project will not reinvent these technologies.  

Draft Key Agreement PAR
http://www.ieee802.org/linksec/meetings/Sep03/MACKeyPar02.pdf









