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Abstract

This paper describes the architectural implications of IEEE 802.1X pre-authentication. Starting from a
threat model, and an explicit set of goals and objectives, this paper describessome of the issues
surrounding IEEE 802.1X pre-authentication. These include advertisement of capabilities, integration
between with the 802.1X and 802.11 state machines, encapsulation of 802.1X pre-authentication data
frames, secure ciphersuite negotiation, authentication and integrity protection of management frames and
key establishment. For each issue, potential solutions are enumerated and evaluated, and relationships
with other aspects of the problem are described. The overall evauation isthat |IEEE 802.1X pre-
authentication appears both feasible and desirable.

1. Introduction

1.1. Overview of the architecture

Allowing IEEE 802.1X authentication to occur prior to association has a consderable
effect on the Robust Security Network (RSN) architecture. This document examinesthe
implications of IEEE 802.1X pre-authentication, andyzing the design tradeoffs ad
recommendi ng solutions. Problems addressed by this specification include:
Capabilities advertisement. This addresses how |EEE 802.1X pre-
authentication, ciphersuite support, etc. are advertised. Assuming support
for protected management frames, it is not necessary for Beacons or Probe
Reqguest/Response messages to be authenticated and integrity protected.
Thisisdiscussad in Section 2.
Secure state machine interlock. This addresses how |IEEE 802.1X is
securdly integrated within the 802.11 state machine. Since the origind
|EEE 802.11 specification supports pre-authentication, the exiting 802.11
state machine can be uiilized without modification Thisisdiscussed in
Section 3.
Low roaming latency. With |EEE 802.1X pre-authentication, it is possble
for STAsto authenticate prior to association. This enables areduction in
the period of connectivity loss during roaming in some, though not dl
gtuations. In an RSN-capable wirdess LAN, two types of pre-
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authentication are possible. In “unassociated pre-authentication”, STA A
pre-authenticates to STA B whileit is unassociated to any STA (State 1in
the 802.11 state machine). In “associated pre-authentication” STA A pre-
authenticates to STA B whileit is both authenticated and associated to
STA C (State 3 in the 802.11 state machine). Theimplications of each
gpproach, including security vulnerahilities, are described in Section 4.
Secure ciphersuite negatiation. This problem relates to how the desired
ciphersuite may be selected, and how both the available ciphersuites and
the selection can be determined to be authentic. This paper explores
severd approaches to secure ciphersuite negotiation, including support
within EAP, support within the 4-way key handshake, or support within an
authenticated Association/Reassociation exchange. Thisisdiscussed in
Section 5.

Protected control and management traffic. This problem relates to how
associations are established and terminated, and how to secure control
frames as well as Association Request/Response, Reassociation
Request/Response, Disassociate, and Deauthenticate frames. Deriving
keying materid prior to association makes this possible, and improves
resistance to denid of service attacks. This paper describes two
approaches to protection of management and contral traffic, oneinvolving
use of the existing TKIP and AES ciphers, and another gpproach involving
addition of a message integrity check (MIC). Issues with the current
design of TKIP and AES are described. Thisisdiscussed in Section 6.
Key establishment and sychronization This problem relates to how key
date is established between STAS, the key hierarchy, and how keys are
guaranteed to be fresh. The architecture in this document supports secure
key derivation as wel as synchronized activation of keys between two
STAs. Thisis accomplished usng a4-way key handshake in concert with
an authenticated association/reassociation exchange. Thisis discussed
within Section 7.

1.2. Threat model

In order to understand whether security objectives have been met, and evauate
aternative proposals, athreat model isrequired. The threat model for an RSN is
described below.

|EEE 802.11 is used to transmit data, authentication and control/management traffic over
wireless LANSs. Therefore the data, authentication and control/management treffic is
vulnerable to atack. Examples of attacks include:

[1] Anadversary attempting to acquire confidentia data and identities by snooping data
packets.

[2] Anadversary attempting to modify packets containing deta, authentication or
control/management messages.
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[3] Anadversary attempting to inject packets into an 802.11 conversation, including
data, authentication or control/management traffic.

[4] An adversary attempting to hijack an 802.11 conversation, including data,
authentication or control/management traffic.

[5] Anadversary atempting to deny service to 802.11 stations or access points.

[6] An adversary attempting to disrupt the security negotiation process, in order to
weeken the authentication, or gain access to user passwords. Thisincudes submisson of
inauthentic capability advertisements, disruption of the ciphersuite negotiation, or
disruption of the IEEE 802.1X authentication conversation.

[7] Anadversary attempting to impersonate a legitimate 802.11 Station or Access point.

1.3. Security Protocol

To address the above threats, an RSN MUST provide confidentidity, data origin
authentication, integrity, and replay protection on a per- packet basis for data traffic. This
is accomplished through the introduction of two new ciphers: TKIP and a cipher based on
AES. Confidentidity services are important for IEEE 802.11 data traffic since wireless
LANSs are inherently vulnerable to snooping.

Per-packet data origin authentication, integrity and replay protection isrequired for
control and management traffic. Confidentidity is not arequirement for control or
management traffic, Snce this traffic does not ordinarily provide information vauable to
an atacker. Negotiation of the ciphersuite and authentication methods MUST be
authenticated and integrity protected S0 as to prevent subversion of these negotiations.

Requirements for EAP authentication methods used with IEEE 802.1X and 802.11
indude the fallowing:

Mutud authentication. Mutua authentication of the communication endpoints
MUST be provided.

Key derivation. Authentication methods MUST derive keysin order to enable
per-packet authentication, integrity and replay protection aswell as
confidentidity. The key derivation MUST be accomplished in amanner capable
of providing a Pairwise Magter Key (PMK) to both the Supplicant and
Authenticator.

Dictionary attack resistance. The authentication method SHOULD provide
resstance againg offline dictionary attack. Where password authentication is
used, users are notorioudly prone to selection of poor passwords. Without
dictionary attack protection, it is easy for an attacker snooping authentication
traffic a apopular location to gather alarge number of authentication exchanges,
and successfully obtain a substantial fraction of the passwords used in those
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exchanges via an offline dictionary attack. Given the steadily declining prices of
computing power, successful dictionary attacks can now be mounted a minimal
expense.

Support for fast reconnect. Since IEEE 802.1X pre-authentication permitsa STA
to authenticate to multiple STAs while associating to only one STA, it potentialy
increases the load on the backend authentication server, if present. In order to
improve scadility, it is highly desirable for EAP methods used with 802.1X and
802.11 to support “fast reconnect”, enabling caching of authentication credentials
and shortening of the authentication conversation.

Protected EAP conversation. An important objective of the RSN architectureisto
provide protection for secure negotiations, including protected ciphersuite and
authentication negotiation, as well as secure communication of the result of the
authentication conversation. Asis described in Section 5, protected ciphersuite
negotiation can be provided via protection of 802.11 management traffic
(Association/Reassociation).  Within this specification, completion of the
protected A ssociation/Reassociation exchange also servesto signal key activation,
implying that “unassociated” |EEE 802.1X pre-authentication (described in
Section 4) is carried out without the protection of 802.11 ciphersuites. As aresult,
EAP authentication methods used with 802.11 SHOULD provide for the
authentication, integrity and replay protection of the EAP conversation, induding
the Identity, Nak and Notification types, and success and failure indications.

These requirements apply both to authentication within an ESS and an IBSS.

1.4. The Robust Security Network

A Robust Security Network provides anumber of additiona security features not present
in the basic IEEE 802.11 architecture. These features notably include:

enhanced authentication mechanisms for both APs and STAS,
key management dgorithms,

protection of management and control frames,

secure ciphersuite negotiation;

dynamic, associ ation-specific cryptographic keys, and

enhanced data encapsulation mechanisms, known as TKIP and AES Privacy.

An RSN makes use of protocols above the IEEE 802.11 MAC sub layer to provide the
authentication and key management. This provides added flexibility by dlowing
authentication and key management functiondity to be updated without requiring
modificationsto the IEEE 802.11 MAC sub layer.
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An RSN introduces several new components into the IEEE 802.11 architecture thet are
not present in non-RSN systems.

The first new component isthe 802.1X port access entity (PAE). Within an RSN, IEEE
802.1X pre-authentication is used to establish authentication and key state prior to
associaion. Thisis accomplished asthe result of aconversation between the 802.1X
Supplicant PAE and the 802.1X Authenticator PAE. However, as an RSN only employs
|EEE 802.1X for the purposes of pre-authentication, the 802.11 state machine determines
which frames may be accepted in which gtates, and therefore when used with 802.11,
there is no notion of 802.1X controlled and uncontrolled ports.

A second (optional) component is the backend Authentication Server (AS). The ASisan
entity that resdesin the DS that may participate in the authentication of STAs (induding
APs) in the ESS. The backend authentication server may authenticate STAs and APs—or

it may provide materid that the RSN eements can use to authenticate each other. The AS
communicates with the Authenticator on each STA, enabling the STA to be authenticated

to the ESS and vice versa. Mutua authentication of both the ESS and the STA isan
important god of the RSN.

Fgure 1 depicts some of the relationships among these components.

C<:o rtal

802.X
LAN

Figure 1: A robust security network (RSN)

Submission page 5 Aboba, Microsoft



May 2002 doc.:|EEE 802.11-02/TBDr0

2. RSN capability advertisement

STAs determine that RSN is available viaan information eement contained within the
Beacon, and Probe Response frames. The Beacon and Probe Response frames advertise
what the AP is capable of doing, and the protected association or reassociation request
frame contains what the ation is requesting for its association. The Probe Response
message contains what an IBSS gtation is capable of doing. Advertissment of RSN
cgpability isassumed to imply and require support for both “unassociated” and
“associated” |EEE 802.1X Pre-authentication. Pre-authentication is described in Section
4.

This document does not propose that Beacons or Probe Request/Response frames be
protected for severd reasons.

Since Beacons and Probe Request/Response frames may be sent and
received prior to authentication, dynamic keying materid may not exist
with which to protect these frames.

Since Beacons are broadcast frames, the default key would need to be
used to provide protection. This provides no assurance againg spoofing of
Beacon frames by STAs that have aready authenticated and obtained the
default key.

Since STAs use Beacon and Probe Response framesin order to discover
the existence and capabilities of other STAS, encrypting Beacons and
Probe Responses would creates a circular dependency: it is not possible to
pre-authenticate without learning the capabilities of the peer STA, and the
capabilities cannot be learned until pre-authentication is complete and
keys are available.

By including the information present in Beacons and Probe Responses
within the protected A ssoci ation/Reassociation exchange, it is possble to
confirm the authenticity of Beacons and Probe Responses, without having
to protect those messages.

Not protecting Beacons and Probe Responses does introduce potential security
vulnerabilities

By not encrypting Beacons and Probe Responses, an attacker can determine the
capabilities of RSN wirdess LANs. Thisis useful, for example, in discovering
networks with known security vulnerabilities, so that they can be attacked.
Turning off Beaconing does not help very much, since attackers can till monitor
Probe Response messages, which contain the same information. As aresult, the
best defense againgt this vulnerability isto make sure that the RSN configuration
is secure. Thisincludes avoiding use of both WEP and RSN on the same wirdess
LAN.

Were a spoofed Beacon or Probe Response to omit advertisement of RSN
capability, a STA might be fooled into believing that an RSN-capable AP lacked
RSN capability, thereby negotiating alower level of security. Since non-RSN
wireless LANs do not support protected management frames, forged Beacons or
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Probe Responses would not be detected. To address this vulnerability, it is
recommended that after a suitable trangtion period, RSN-capable APs SHOULD
be configured to accept only Association/Reassociation frames indicating RSN
support, and RSN-capable STAs SHOUL D be configured by default to ONLY
asociate with APs that advertise RSN capabilities.

RSN Information Element

The RSN Information Element contains alist of authentication and unicast cipher suite
selectors, asingle multicast cipher suite selector and whether unicast keys are supported.
No additiona capabilities are included in order to determine the algorithms used for
protection of management frames. All STAsimplementing RSN shdl support this
eement:

0 1 2 3
01234567890123456789012345678901
B i s i S s S ST S S I Rt o S S S S
| El emrent 1D | Lengt h | Ver si on |
B i S T T o s St S S S e S S
| Mul ti cast ciphersuite |
B e T i i o S i ks i S S I o S S g
| Uni cast suite count | Aut henti cation suite count |
B o S el i S S e T i I S S S
| Uni cast suite 1 |
B e o o e O kST R R S S S e R i i o o el ok o R S
~ Uni cast suite n ~
T e T e e e I S N S S
Aut henti cation suite
B i S T i S S S S
~ Aut hentication suite
T e e o e e S e i R S e O e i

+35 + 4+
+
!
+
!
+
l
+
!
+
!
+
!
+
l
+
!
+
!
+
!
+

Figure 2 RSN Element format

Element ID

The Element ID fidd isasingle octet. The RSN cgpability advertissment dement ID is
37 decimd (0x25 Hex)

Length

The length fild is one octet. It represents the length of the informetion dement following
norma |EEE 802.11 information element rules.

Version field
The verson fidd istwo octets. It represents the the verson number of the RSN.

It is expected that the station and AP/station may support arange of versions but
they must support a contiguous range of versions.
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The AP and dtation shdl advertise the highest verson it supports.

A dation shal request for the highest version it supportsthet islower or equd to
the verson the AP/dtation is advertisng.

If the AP/dtation is advertising alower verson than the station supports the
dation shdl not authenticate with or associate to the AP/station.

If the verson from a gtation is outside the range the AP/dtation supports, the
AP/station shal send an authenticated disassociation frame and/or a
deavithenticate message (authenticated or unauthenticated, depending on whether
authentication and key state has been previoudy established) to the station.
Otherwise the AP/station shdl adapt to the verson specified by the station.

Verson 1 specifies the following requirements:

1. RSN information ement. An AP/station supporting RSN shdl put the RSN
information element in Beacons and Probe Responses. A gtation supporting RSN
shdl put the RSN information eement in authenti cated association/reassociation
requests and responses.

2. TKIP encryption cipher. An AP and station shal support TKIP encryption.

3. Michad integrity check. An AP and station shal support the Michad integrity
check.

4. Key updates usng EAPOL-Key descriptor from this document.

A suite sHector has the following format:

0 1 2 3

01234567890123456789012345678901
T i S i S S S e i T S e i S S S S e s

| QU | Suite |
B i i o o e e O R i i S S T e i e ok o S S

The order of the OUI field follows the ordering convention for MAC addresses from
|EEE 802.11 7.1.1. For example, for an OUI of 010203 then the OUI fidld will appear as
follows
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0 1 2
012345678901234567890123414
B i i i S il sl o S S S
| Address + 0 | Address + 1 | Address + 2 |
| (0x01) | (0x02) | (0x03) |
B i T o ko S R i S O e e e S s

Tablel — Authentication Suite Selectors

Oul Type Meaning
00:00:00 0 None
00:00:00 1 Unspecified authentication
over 802.1X: default for RSN
00:00:00 2 Pre-shared Key over 802.1X
00:00:00 3-255 Reserved
Other Any Vendor Specific

The authentication suite selector value 00:00:00:1 “ Unspecified authentication over IEEE
802.1X” implies support for both “unassociated” and “associated” |EEE 802.1X pre-
authentication. Thisis the assumed default when this information is not supplied. A
dation shdl ignore any values it does not recognize.

The authentication suite sdlector vaue 00:00:00:2 “Pre-shared key over 802.1X” is used
when apre-shared key is used with 802.1X.

In IBSS mode RSN only supports 00:00:00:0 “None’. This means that RSN encryption
and integrity is supported but authentication and key management is not supported.

Note Theindusion of different Authentication types dlows the smplification of the

User Interface. It alows the pre-shared key Ul to be enabled/disabled on stations
depending on the configuration of the AP so users are only asked for the information that
isrequired for any particular scenario. Only one of “Unspecified authentication over
802.1X” or “Pre-shared key over 802.1X” isdlowed in an RSN information element, i.e.
both authentication suit selectors cannot be in an RSN information eement at the same
time.

Table2 — Cipher Suite Selectors

Oul Type Meaning

00:00:00 0 None

00:00:00 1 WEP

00:00:00 2 TKIP

00:00:00 3 Reserved for AES cipher:
default for RSN

00:00:00 4-255 Reserved

Other Other Vendor Specific
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The cipher suite sdlector 00:00:00:3 “AES’ istheimplied default cipher suite vaue when
thisinformation is not supplied.

The cipher suite sdector 00:00:00:1 “WEP’ isonly vdid for multicast cipher suite and

should only be used for non-RSN legacy support due to the reduction in security by using
WEP.

The cipher suite sdlector 00:00:00:0 “None’ isonly vaid for the Access Point and only
vdid for the unicast cipher suite. It shdl only be used if aunicast cipher cannot be used
by the Access Point, i.e. the multicast cipher and keys are to be used for unicast traffic as
well as multicast/broadcadt traffic (i.e. when the AP only supports default keys). An RSN
AP shdl use“Non€e’ to inform dl sations thet it will not be using Pairwise keys for
unicadt traffic and cannot be used in combination with another unicast cipher suite.

Note: A gtation shal dso support asingle Pairwise key, snce Group keys shdl not use
index O, Pairwise keys can dways be implemented as default key 0 on the Station.

Note: A station may choose not to associate to APs that does not support a unicast cipher
for security policy reasons. A gation shal ignore any vauesit does not recognize.

When the information eement is used in an association request message or Probe
Response for IBSS gtations no authentication suite and only one unicast cipher suite is
alowed.

Non-RSN capable sations shdl not use the RSN information element.
APs shdl not advertise RSN information eement unless RSN is supported and enabled.

APs shdl not advertise unsupported configurations and will send a Dissasociation
Natification (Reason code 1) and a Deauthenticate to a STA requesting an unsupported
configuration.

Example information elements:
1. 802.1X, AESfor unicast and multicast, WEP stations are not supported.
25,
02,
01, 00, I Verson 1
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2. 802.1X authentication, No unicast cipher suite and WEP for multicast cipher
suite, WEP stations are supported.

25,

0C,

01, 00, /[ Verson 1

00, 00, 00, 01 // Multicast WEP
01, 00

00, 00, 00, 00 /[ Unicast None

3. State machine

This section presents the concepts and terminology involved in integration of the IEEE
802.1X and |EEE 802.11 state machines. Specific terms are defined in the terminology
section. Illustrations convey the relationship between |EEE 802.1X concepts and
implementation within IEEE 802.11. The architectural descriptions are not intended to
represent any specific physica implementation of IEEE 802.1X, 802.11 or the backend
authentication server.

3.1. How wireless LAN systems are different

While many of the concepts presented within IEEE 802.1X remain valid, wirdess
LAN sygems differ fundamentaly from the wired networks for which IEEE 802.1X
was developed. As aresult, when |EEE 802.1X concepts need to be reformulated for
use with wireless networks. Principd differencesinclude:

- Supplicant initiation. Within awired network, either the Supplicant or the
Authenticator caninitiate 802.1X authentication. The Supplicant initiates by
sending an EAPOL-Start message; the Authenticator initiates by sending an EAP-
Request/Identity. However, within IEEE 802.11, authentication and association is
awaysinitiated by the STA, and asaresult, 802.1X pre-authentication may only
be initiated by the Supplicant. As aresult, RSN Authenticators MUST NOT send
unsolicited 802.1X data frames to Supplicants. Since Supplicants can only receive
802.1X data frames from Authenticators to whom they had previoudy sent an
EAPOL-Sart frame, unsolicited 802.1X data frames shdl be slently discarded.
Among other things, this diminates the potentid for Stuations in which both
Supplicant and Authenticator initiate 802.1X authentication.

Shared media. Wirdess LANSs are shared media, and therefore the point-to-point
connectivity assumed by |EEE 802.1X is not available. Thisimpliesthat a
cryptographic security association needs to be established between the Supplicant
and Authenticator in order to create a one-to-one relationship.

No controlled and uncontrolled ports. IEEE 802.1X assumesthat a port exists
prior to the initiation of the conversation between the Supplicant and

Authenticator. However in an RSN, 802.1X pre-authentication occurs prior to
association, and so acceptance of framesis governed by the 802.11 state machine,
and the concept of IEEE 802.1X uncontrolled and controlled ports does not apply.
Extended authentication requirements. IEEE 802.1X was developed for use with
wired mediawhere physica security may be assumed and security services such

as per-packet confidentidity, authentication and integrity protection may not be
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required. As aresut, 802.1X does not require use of EAP methods supporting
mutud authentication or key derivation. However, for use with IEEE 802.11,
rogue access points are a concern, and per-packet confidentidity, integrity,
authentication and replay protection is a requirement. As a result, when used with
|EEE 802.11, the requirements for EAP methods are consderably more stringent.
Need for key management and synchronization. Since IEEE 802.1X was
developed for wired networks, key management and synchronization techniques
were not well developed. However, in |[EEE 802.11 dynamic key derivationisa
requirement, as is synchronization of key ingtalation between the Supplicant and
the Authenticator.

Non-negligible latency and packet loss. 802.1X assumesthe low latency and
packet |oss characterigtic of wired networks. However, within wireless LANS
latency may be subgtantia, particularly on the edge of the coverage area, and low
packet loss cannot be assumed. STAs and APs may |ose connectivity for
substantial periods of time, and as aresult, it is possible for 802.1X endpoints to
lose synchronization. Asaresult, it is necessary to develop mechanismsto ensure
gtate synchronization between the Supplicant and Authenticator.

I ncreased scope of security threats On wired LANS, the 802.1X threast model
centers on attackers gaining physica access to the wired network. On wireless
LANS, attackers may act at adistance. On wired LANSs the threat mode centers
on data frame vulnerabilities; on wireless LANSs it is aso necessary to protect
Management and Contral traffic. Asaresult, on wireless LANSs the scope of the
security threatsis considerably greater, and articulation of the threat modd is
particularly important.

3.2.Roaming model

|EEE 802.11 enables authentication to be performed prior to association, dlowing the
STA to authenticate to multiple APs, while associating with only one. This provides
support for “make before break” roaming, alowing STAs to limit connectivity
interruptions resulting from authentication.

Thisis particularly important for |[EEE 802.1X authentication, which can require a
substantia number of round-trips. For example, when certificate authentication is used,
conversations of 10+ round-trips are common. Where a backend authentication server is
utilized, such initid authertication conversations can take a consderable time (hundreds
of ms) to complete. Whileiit is possible to shorten subsequent authentication
conversations via “fast reconnect”, where the backend authentication server islocated far
from the Authenticator, the latencies involved may ill be subgtantid.

With pre-authentication, as long as the IEEE 802.1X conversation can be completed prior
to Association/Reassociation, no additiond delays will result, aslong as sufficent timeis
available for pre-authentication. While some additiona processing is required to support
protected management frames, it is not expected that this will contribute subgtantidly to
the overdl time required to complete Associ ation/Reassoci ation.
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The amount of time available for pre-authentication depends on the degree of coverage
overlgp aswdl asthe velocity of the STA. In generd, where “fast reconnect” is
supported, only modest coverage overlap is required to permit pre-authentication to
completein time, provided that the STA ismoving at arate of speed characteridtic of a
human on foot or bicycle. Where the velocity is characteristic of amoving vehicle,
sufficient time may not be avallable for pre-authentication, without enabling the STA to
discover APs whose Beacon messages it cannot hear yet. Were such support to be
provided (such as via Candidate Access Router (CAR) discovery), “associated” pre-
authentication, discussed in Section 4, could be used without modification.

3.3. Relationships among services

A STA keepstwo Sate variables for each STA with which direct communication viathe
wirdess medium is needed:
Authentication gate: The vaues are unauthenticated and authenticated.
Asociation state: The values are unassociated and associated.
These two variables create three loca states for each remote STA.:
State 1: Initid start state, unauthenticated, unassociated.
State 2: Authenticated, not associated.
State 3: Authenticated and associated.
The relationships between the gtations Sate variables and the services are given in Figure
3 below:

Class 1
Frames

State 1:
Unauthenticated,
Unassociated

Deauthentication
Notification
(Authenticated)

Successful
Authentication

Class 1 &
Frames

State 2:
Authenticated,
Unassociated

DeAuthentication
Notification
(Authenticated or Unauthenticated)

Successful Disassociation
Association or Notification

Reassociation (Authenticated)
(Authenticated)

Class1,2&3
Frames

State 3:
Authenticated,
Associated

Figure 3 — Relationship between state variables and services

The current state existing between the source and destination determines the IEEE 802.11
frame types that may be exchanged between that pair of STAs. The Sate of the sending
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STA given by Figure 1 iswith respect to the intended receiving STA. The dlowed frame
types are grouped into classes and the classes correspond to the station state. In state 1,
only Class 1 frames are dlowed. In state 2, either Class 1 or Class 2 frames are allowed.
In State 3, dl frames are dlowed (Classes 1, 2 and 3). Within RSN, 802.11 authentication
frames are not used. Rather, authentication is accomplished via sending and recelving

|EEE 802.1X frames.

The frame classes are defined as follows:
a) Class1 frames (permitted from within States 1,2, and 3:

1) Control frames
I. Request to send (RTS)
ii. Clear to send (CTS)
iii. Acknowledgment (ACK)
Iv. Contention-Free (CF)-End+ACK
V. CF-End
2) Management frames
I Probe request/response
i Beacon
ii. Authentication: successful authentication enables a getion to
exchange Class 2 frames. Unsuccessful authentication leaves
the STA in State 1.
V. Deauthentication:

- Within RSN, Deauthentication messages are authenticated
using the key materid derived during IEEE 802.1X
authentication. While by default an RSN-enabled station
SHOULD slently discard Deauthentication messages that
are unauthenticated or fail authentication, an RSN station
MAY process unauthenticated Deauthentication messages
if explicitly configured to do so. Since this exposesthe
sation to denid of service attacks based on spoofed
Deauthenti cation messages, this capability should be
enabled with care.

A vdid Deauthentication notification when in State 2 or
State 3 changesthe STA's dtate to State 1. The STA shall
become authenticated again prior to sending Class 2

frames.
V. Announcement traffic indication message (ATIM)
3) Daaframes

I Data: Data frames with frame control (FC) bits“To DS’ and
“From DS’ both fse. IEEE 802.1X data frames sent the FC
bits“To DS’ and “From DS’ both fse are classfied as
Class 1 frames.
b) Class2 frames (if and only if authenticated; alowed from within States 2 and 3
only):
1) Management frames
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Association request/response.

Within RSN, Association request and response messages
MUST be authenticated and integrity protected using the
key materid derived during 802.1X authentication. When
RSN isenabled, Stations MUST slently discard association
request or response messages which are unauthenticated, or
which fall authentication.

Successful association enables Class 3 frames.
Unsuccessful, or unauthenticated association leaves the
STA in date 2.

Reassoci ation request/response.

Within RSN, Reassociation request and response messages
MUST be authenticated and integrity protected using the
key materia derived during 802.1X authentication. When
RSN is enabled, Stations MUST silently discard

reassoci ation request or response messages which are
unauthenticated, or which fall authentication.

Successful reassociation enables Class 3 frames.
Unsuccessful or unauthenticated reassocietion leaves the
STA in gtate 2 (with respect to the STA that was sent the
reassociation message). Reassociation frames shdl only be
sent if the sending STA isdready associated in the same
ESS.

Dissassociation.

An authenticated Dissassociation when in State 3 changes a
dation’s state to State 2. The station shall become
associated again if it wishesto utilize the DS,

Within RSN, Disasociation Notifications MUST be
authenticated and integrity protected using the key materid
derived during 802.1X authentication. When RSN is
enabled, Stations MUST dlently discard Dissassociation
Noatifications which are unauthenticated, or which fail
authentication.

c) Class3 frames (if and only if associated, dlowed only from within Sate 3):

1. Dataframes.

Data subtypes. Data frames dlowed. That is, either the
“ToDS’ or “From DS’ FC bits may be st to true to
utilize DSSs. |EEE 802.1X data frames with dther the
“ToDS’ or “From DS’ FC bits st to true are classfied
as Class 3 frames. These frames MUST have the FC
“WEP’ bit .

2. Management frames.

Deauthentication. A non-discarded Deauthentication
natification when in State 3 implies disassociation as
well, changing the STA’s state from 3 to 1. The station
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shall become authenticated again prior to another
association.

3. Control frames.
PS-Poll

If STA A receives an Association or Reassociation Request from STA B that is not
authenticated with STA A, STA A shdl send a deautherticate frameto STA B. Where
RSN isenabled, at STA A’sdiscretion, prior to sending the deauthenticate frame, it
MAY initiate IEEE 802.1X authenticationwith STA B, and once complete, use the newly
created key materia in order to send an authenticated deauthenticate frameto STA B.
Otherwise, STA A MAY send an unauthenticated deauthenticate frame to STA B.

If STA A receives a Class 3 frame with a unicast address in the Address 1 fidd from STA
B that is authenticated but not associated with STA A, STA A shdl send adisassociation
frameto STA B. When RSN is enabled, the disassociation frame MUST be authenticated
using key materia derived during |EEE 802.1X authentication. RSN-capable STAS
recelving disassociation frames that are unauthenticated or which fail authentication

MUST dlently discard these frames.

If STA A receives a Class 3 frame with aunicast addressin the Address 1 field from STA
B that is not authenticated with STA A, STA A shdl send an unauthenticated
deauthentication frame to STA B. Since STA B is not authenticated it cannot have
edtablished key state with STA A and there is no way to authenticate the deauthentication
frame. It isgenerdly infeasible for STA B to queue the Class 3 frames, theninitiate IEEE
802.1X authentication, and once complete, to dequeue and process the Class 3 frame.
Thisis because the latency involved in IEEE 802.1X authentication might require STA B
to queue alarge number of data frames.

(The use of the word “receive’ in this subclause refers to aframe that meets dl of the
filtering criteria specified in Clause 8 and 9).

4. |EEE 802.1X
Within an RSN, IEEE 802.1X is used for pre-authentication, so that the allowable frames
are determined by the IEEE 802.11 state machine, discussed in Section 3. Asaresult, the

|EEE 802.1X notion of controlled and uncontrolled ports does not apply to RSN wireless
LANSs.

For the purposes of describing the operation of |EEE 802.1X pre-authentication within
|EEE 802.11, a STA may servein one of two roles.

a) Authenticator. The STA configured to enforce authentication and authorization
adopts the Authenticator role;

b) Supplicant. The STA configured to access the services offered by the
Authenticator system adopts the Supplicant role.
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Only the Authenticator and Supplicant are required to complete an authentication
exchange. It ispossble for a STA to adopt the Supplicant role in some authentication
exchanges, and the Authenticator role in others. An example of the latter might occur
when a STA actsin therole of a Supplicant in aBSS, but as either the Supplicant or the
Authenticator in an IBSS.

In addition to the two required components, an optiona component may be present:

c) Backend authentication server. The backend authentication server, which is
typicaly located within the DS, performs the authentication function necessary to
check the credentids of the Supplicant on behdf of the Authenticator, and
indicates whether or not the Supplicant is authorized to access the Authenticator's
sarvices. Note that the backend authentication server is optiona, and that this
document does not specify use of an authentication, authorization and accounting
protocol for communication between the Authenticator and the backend
authentication server.

A Port Access Entity (PAE) operates the Algorithms and Protocols associated with the
authentication mechanismsfor agiven STA.

In the Supplicant role, the PAE is responsible for responding to requests from an
Authenticator for information that will etablish its credentias. The PAE that performs
the Supplicant role in an authentication exchange is known as the Supplicant PAE.

In the Authenticator role, the PAE is responsible for communication with the Supplicant,
and for submitting the information received from the Supplicant to the backend
authentication server in order for the credentias to be checked, and for authorization state
to be determined.

The PAE that performs the Authenticator role in an authentication exchange is known as
the Authenticator PAE. Within IEEE 802.1X pre-authentication, the Authenticator PAE
controls movement from State 1 (unauthenticated, unassociated) to State 2 (authenticated,
unassociated), based on the outcome of authentication and key establishment.

4.1. IEEE 802.1X pre-authentication

|EEE 802.1X dataframes of any Class can be used for pre-authentication or re-
authentication. |EEE 802.1X data frames with both the “From DS’ and “To DS’ FC hits
fdse are Class 1 frames, and thus may be sent within any state. IEEE 802.1X data frames
with either the “From DS’ or “To DS’ FC bitstrue are Class 3 frames and may only be
sent within State 3.

This specification supports two forms of IEEE 802.1X pre-authentication:
a.  Unassociated pre-authentication. Here the STA is not associated to any
STA. Sincethe STA isnot yet associated (States 1 or 2), Class 1 IEEE
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802.1X dataframes are sent, with the “To DS’ and “From DS’ FC bits
et to fase. With thisform of pre-authentication, it is necessary for the
STA to listen and send on the radio channel of the STA that it wishesto
autherticate to. Since keys have not yet been activated, |EEE 802.1X data
frames sent in unassociated pre-authentication have the “WEP” FC bit set
tofase.

b. Associated pre-authentication. Here the STA A is authenticated and
associated to STA C, but desires to pre-authenticate to STA B. Since the
STA isassociated, it may send Class 3 IEEE 802.1X data frames, with the
“ToDS’ or “From DS’ FC hits st to true (Class 3). With thisform of pre-
authentication, it is not necessary for the STA to send or receive on an
alternate channd. As aresult, connectivity interruptions are minimized
and interactions with power save are smplified. Since keys have been
activated, |EEE 802.1X data frames sent in associated pre-authentication
have the “WEP’ FC bit set to true.

Class 1 IEEE 802.1X data frames, sent within States 1 or 2, require that the sending STA
be tuned to the same radio channd asthe receiving STA. For aSTA that is dready
authenticated and associated to one STA, but wishing to pre-authenticate to another STA,
it can be difficult to switch radio channels long enough to complete a potentidly lengthy
pre-authentication without risking wholesale packet loss, even if power-saving mode and
associated queueing is utilized.

This problem can be avoided by utilizing Class 3 IEEE 802.1X data frames. Since Class
3 data frames can be sent within State 3, they may originate from, or be destined to the
DS, and thus may havethe“From DS’ or “To DS’ FC bits set to true. Thisadlowsa STA
in State 3 to pre-authenticate to another STA viathe DS without having to be tuned to the
same radio channd.

As an example, suppose that STA A has authenticated and associated with STA B.
Through active or passing scanning, STA A detects the presence of STA C, and wishesto
pre-authenticate to it. This can be accomplished by having STA A tuneto theradio
channel of STA C, followed by an exchange of Class 1 IEEE 802.1X data frames
between STA A and STA C. However, since STA A isin State 3 with respect to STA B,
it isalso possble for STA A to exchange Class 3 IEEE 802.1X data frames with STA C,
with STA B rdlaying these frames back and forth between the WM and the DS,

Note that IEEE 802.1X does not prohibit forwarding of |EEE 802.1X frames destined to
aunicast MAC address, only frames destined to a non-forwardable multicast MAC
address. IEEE 802.1X does not require filtering of IEEE 802.1X frames by Ethertype.

Reference model

This specification presents the architectura view, emphasizing the separation of the
system into four mgjor parts. the MAC of the data link layer, the PHY, IEEE 802.1X,
and Upper Layer authentication protocols. The layers and sub layers described in this
gtandard are shown in Figure 4.
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Figure4 — Reference M odel
ESS Authentication

Both 802.1X pre-association and the association process are driven by the gation. In the
ESS case the station MLME will chose APsthat it may want to associate to and will
request the 802.1X Supplicant to pre-authenticate to those 802.1X Authenticators or APs.
The 802.1X Supplicant starts the authentication process by sending an EAPOL-Start
frame to the Authenticator. The MLME in the AP on receiving the
Authentication.Indication will request the Authenticator to Sart the authentication

process by sending an EAP-Request/Identity message to the Supplicant. The 802.1X
messages are sent as 802.11 data frames to the Authenticator. During the 802.1X
authentication process, the Supplicant and Authenticator obtain keys.

Once pre-authentication has been completed, the STA sdlects the AP to associate to, and
the station MLME sends an authenticated |EEE 802.11 Association Request frame to the
AP. The AP will then send an authenticated |EEE 802.11 association response message
back to the station. When the Supplicant completes association, it ingtals the keysinto
the encryption/integrity engine for use by the association.

If the 802.11 Supplicant does an 802.1X re-authentication after initid 802.1X
authentication the 802.1X messages are sent as encrypted data messagesif key mapping
keys are used.
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The EAPOL-Key message is used to exchange information between the Supplicant and
the Authenticator for the keying process. There isasingle Pairwise key between the
Supplicant and Authenticator produced by the 4-way handshake. The Pairwise key is
used to transfer Group key updates and may be used as a Pairwise transent key. Group
key updates use two key indexes to mitigate the loss in the ongoing data transmissions
while keys are being distributed and applied at the Supplicants.

| BSS Authentication

The authentication process is driven by the Supplicant. In the IBSS case the MLME will
chose gtations that it may want to authenticate to and send an 802.1X EAPOL-Start frame
to the Authenticator. The MLME in the station on recelving a SSN MLME-
Authentication.Indication will request the Authenticator to Sart the authentication

process by sending an EAP- Request/I dentity message to the Supplicant. The data
messages are sent with the FromDS and ToDS bits set to 0 and they are dways sent
unencrypted since no keys are available. During the authentication process, the

Supplicant obtains keys.

The EAPOL-Key message is used to exchange information between the Supplicant and
the Authenticator for the keying process. Thereisasingle Pairwise key between the
Supplicant and Authenticator produced by the 4-way handshake. The Pairwise key is
used to transfer Group key updates and may be used as a Pairwise transient key.

4.2. Security issues

While enabling Class 3 IEEE 802.1X data framesto be forwarded to and from the DS
solves anumber of problems, it also introduces several potential security vulnerabilities

a. Anunauthenticated STA on the WM can attempt to pre-authenticate to an
AP reachable viathe DS.

b. Anauthenticated STA on the WM can attempt to spoof an |EEE 802.1X
data frame originating from an AP MAC address, sent to an authenticated
STA onthe WM.

C. A hogt onthe DS can spoof an IEEE 802.1X data frame originating from
the MAC address of an authenticated STA on the WM.

Attack aisnot feasible, Snce prior to authentication, a STA may only send Class 1 data
frames with “From DS’ and “To DS’ FC bits st to fdse. Thus, an AP receiving a Class
3 IEEE 802.1X data frame from an unauthenticated STA with the “From DS’ or “To DS’
MUST sdlently discard the frame.

Attack b isaso not feasible. Since IEEE 802.1X pre-authentication is dways initiated by
the STA, not by the AP, a STA receiving an unsolicited |EEE 802.1X data frame from an
AP MUST dlently discard the frame. Furthermore, APs MUST preclude an authenticated
STA from changing its MAC address once authentication and key state have been
established.
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In attack ¢, a DS host may attempt adenid of service by sending an EAPOL- L ogoff
frame to the AP, with a source MAC address of the STA on the WM. This attack can be
prevented by an AP that implements anti- spoofing precautions. While the EAPOL-
Logoff would be expected to arrive on the WM where the STA is attached, instead it
arives on the DS. Alternatively, the DS host could send an EAP Failure packet to the
STA, originating from the AP sMAC address. In this case, the AP receiveson the DS a
packet sourced from one of its own MAC addresses. In both these cases, basic anti-
spoofing functiondity can preclude an attack.

5. Authenticated ciphersuite negotiation

Within this specification, it is assumed that RSN-capable wireless LANS support
protected ciphersuite and authentication negotiation. This includes the ability to verify the
authenticity and integrity of capabilities advertised in the Beacon and Probe Response.

Saeverd mechanismsfor this are avallable, including:
Support within EAP.
Support within the 4-way key handshake.
Support within a protected Association/Reassociation exchange.

Support for authenticated ciphersuite negotiation within EAP is atractive since it
guarantees that the ciphersuite will be securdly determined prior to the exchange of
management frames and the initiation of the 4-way handsheke. Thisis convenient in that

it guarantees that the 4-way handshake, and associated derivation of the Pairwise
Transent Key (PTK) and Group Transent Key (GTK) are based on the correctly selected
cipherauite. This prevents arogue AP spoofing a Beacon or Probe Response from causing
an incorrect 4-way handshake to be run, deriving incorrect keysthat will later cause
management frame authentication to fail. Since not al EAP methods support protected
ciphersuite negotiation, so that if this approach is taken, ciphersuite negotiation probably
needs to be supported as an EAP extenson method, which could then be used aongsde
any exising EAP authentication technique.

Since the 4-way handshake results in the derivation of the PTK and GTK, which are
dependent on the selected ciphersuite, it can be argued that the ciphersuite should be
veified within the 4-way handshake. Since the 4-way handshake occurs prior to
association/reassoci ation, protected ciphersuite negotiation occurring at this point in the
conversation protects againg the derivation of incorrect keys, and does not require
extensons to EAP. On the other hand, inclusion of protected ciphersuite negotiation
within the 4-way handshake complicates its design.

Since the associ ation/reassoci ation messages are authenticated and integrity protected, it
is possible to use these messages to confirm the authenticity of capabilities advertised
within the Beacon and Probe Response, as follows:
The capabilities recaeived by the STA in the Beacon or Probe Response are
included within the Association/Reassociation Request.
The capabilities sent by the AP in its Beacon or Probe Response are included in
the Association/Reassoci ation Response.
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In order to authenticate and integrity protect the capabilities, the MIC caculation
isrun over the capabilities.

By comparing the capabiilities that were sent and received, it is possible for both
the STA and AP to determine whether Beacons and Probe Responses have been
tampered with, and if so, what changes were made.

The advantage of this gpproach isthat it does not require extensions to EAP, and does not
require adding features to the 4-way key exchange. On the other hand, since
Association/Reassociation occurs after both 802.1X pre-authentication and the 4-way
handshake, this increases the vulnerability to rogue Beacons or Probe Responses. Asa
result, if this approach is chosen there are some implications:

- Itisnecessary to ensure that authentication keys used in management frame
authentication are independent of the chosen ciphersuite, so that arogue AP
spoofing Beacon or Probe Response messages cannot cause management frame
authentication to fail.

It may be necessary to re-run the 4-way handshake when management frames fall
authentication.

6. Management frame authentication

6.1. Authenticated and unauthenticated management frames

In RSN-enabled Wireless LANS management framesincluding Association
Request/Response, Reassoci ation Request/Response, and Disassociation MUST be
authenticated and integrity protected using key materid established during |EEE 802.1X
authentication. As aresult, STAS recalving messages of these typeswhich are
unauthenticated or fail authentication MUST silently discard them. Deauthentication
messages may aso be authenticated and integrity protected, provided that key materid is
avallable. However, thisis not dways possble.

For example, consder what happens when, after STA A authenticatesto STA B, STA B
subsequently discards the authentication and key state for STA A, sending a Disassociate
or Deauthenticate frame. If STA A was disconnected at the time, it will not receive the
frame, and may not be aware that STA B has discarded its authentication and key State.

Asareault, STA A may congder itsdf to bein State 2, (in which case it may send an
Association or Reassociation Request to STA B), or in State 3 (in which case it may send
aClass 3 dataframeto STA B). On receiving these frames, STA B will send a
Deauthenticate frameto STA A. However, since STA B no longer maintains keying
materid for STA A, the Deauthenticate frame will be unauthenticated.

While RSN-capable STAsMAY send unauthenticated Deauthenticate frames, RSN-
capable STAs receiving such messages SHOULD slently discard them by default. Where
STA A believesitsdf to bein State 2, and has received and discarded the Deauthenticate
frame after sending an Association or Reassociation Request to STA B, it will resend the
Request to STA B, and will subsequently time out. Where STA A believesitsdf to bein
State 3, and has received and discarded the Deauthenticate frame after sending an Class 3
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Data Frameto STA B, no ACK will be recelved, and therefore STA A will aso
eventudly time out. Asaresult, STA A will eventudly delete its authentication and key
state with respect to STA B and return to State 1.

6.2. Detecting forged Beacon or Probe Response frames

In order to confirm that the informeation advertised within the Beacon and Probe
Response framesis authentic, it is necessary to echo this information within authenticated
Association/Reassociation Request frames. This enables the associating STAsto
determine whether unauthentic Beacons or Probe Responses have been received.

As aresult, the authenticated A ssoci ation/Reassociation Request frame contains the RSN
Information Element, representing the sdected ciphersuites and authentication method.
The authenticated A ssociation/Reassociation Response frame aso contains the RSN
Information Element, echoing the RSN |E included within Beacon and Probe Response
frames.

On receiving an authenticated A ssoci ation/Reassociation Response frame, the STA shdll
compare the RSN |E included within that frame with the RSN |E received in the
corresponding Beacon and/or Probe Response. If the two differ, then the STA shall
assumethat it has received aforged Beacon or Probe Response. If the STA would have
selected different security parameters based on the RSN |E included within the
authenticated Associ ation/Reassoci ation Response, then the STA sends an authenticated
Reassociation Request included the updated security parameters.

6.3. Approaches to management frame authentication

For authenticating management frames, including Association request/response,
Reassociation request/response, Disassociation, and Deauthenticate, several approaches
are possible. These include:
1) Useof RSN ciphers, such as TKIP or AES to authenticate,
integrity and replay protect and encrypt the management frames.
2) Addition of an Authenticator Information Element (IE) to
management frames.

Every thing dse being equa, use of the AES and TKIP ciphersis preferable, sncethis
dlowsthe STA to make best use of hardware support for cryptographic operations, if
avalable. Use of the RSN ciphers dso smplifies the key hierarchy, sncethe existing
RSN keying materia can be used for securing management and control frames aswell as
data

However, there are aso significant disadvantages to this approach. While STAs learn of
the available ciphersuites through Beacons and Probe Request/Response messages, the
ciphersuite is negotiated in the protected Association or Reassociation exchange. Since
management frames are sent prior to the completion of this exchange, it is not possible
for the STA to sdect the gppropriate ciphersuite with which to protect management
frames, based on this method. It is possible for the STA to sdect an EAP method that
provides for protected ciphersuite negotiation, thereby sdlecting the appropriate

Submission page 23

Aboba, M



May 2002 doc.:|EEE 802.11-02/TBDr0

ciphersuite during the IEEE 802.1X authentication process. However, not al EAP
methods support protected ciphersuite negotiation, so thisis not universaly applicable.

Note that the Pairwise Tempora Key (PTK) and Groupwise Tempora Key (GTK) are
derived during the 4-way key handshake, which does not include verification of the
selected ciphersuites. This means that if the keys used to authenticate management
frames depend on the selected ciphersuite, then it is possible for aforged Beacon or
Probe Response to cause management frame authentication to fail. Asaresult, use of
selected ciphersuites to protect management frames introduces a potentia vulnerability.
Aswewill describe, thisimplies that the key hierarchies associated with al ciphersuites
need to derive the management frame authentication keys in the same way.

Furthermore, RSN ciphersuites such as TKIP and AES are oriented towards protection of
MSDUs, not MPDUSs. In order to adequately protect Management frames, it is necessary
for the Message Integrity Check (MIC) to cover the entire Management frame, including
the Frame Control, Duration, DA, SA, BSSID, Sequence Control and Frame Bodly fields.
Typicdly, the integrity protection within RSN ciphers will only cover the SA and DA as
well asthe MSDU. Asaresult, in order to adequately protect management frames, it
would be necessary to encapsulate them as MSDUS, and then decapsulate and process
them after decryption.

Addition of an Authenticator Information Element to management frames avoids many of
these issues. Since management frames only require authentication, integrity and replay
protection, if management frame authentication keys are derived the same way for dl
ciphersuites, it is not necessary to negotiate the ciphersuite prior to sending authenticated
management frames. Since management frame authentication is independent of the
ciphersuite used to protect data, the MIC used for management frame authentication may
be defined independently of the MICs used in integrity protection and authentication of
data frames. This alows the Authenticator Information Element can be defined to cover
the desired fields of the Management frame header. By default within RSN version 1, dl
STAs MUST support the HMAC-SHA1 dgorithm for authentication and integrity
protection of management frames.

Disadvantages of the Authenticator Information Element approach are that the MIC
caculaion will typicaly need to be done in software, and therefore will not be able to
leverage hardware acceleration, if available,

6.4. Control frame authentication

Control frames include the PS-Poll, Request to Send (RTS), Clear to Send (CTS),
Acknowledgment (ACK), CF-END, and CF-End+CF-Ack. Control framesare Class 1
frames, and 0 they may be sent within any state. Thisimplies that, like Beacons and

Probe Request/Responses, they may be sent prior to authentication and key derivation. As
areault, it is only possible to authentication and integrity protect control frames sent in
States 2 and 3.
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Many of the same considerations apply to protection of control frames as apply to
protection of management frames. However, control frames may be sent at higher data
rates than management frames. As aresult, the performance pendty from handling
protection in software is much higher. Therefore, use of the native RSN AES and TKIP
ciphersis more atractive for protection of control frames than addition of an
Authenticator Information Element.

Unfortunately the TKIP and AES ciphers apply to MSDUS, not MPDUSs. As areault, they

do not encrypt, authenticate, or integrity protect the 802.11 header. Since management

and control frames represent MPDUS, not MSDUS, the TKIP and AES ciphers as defined

cannot be used to protect these frames. Thisisaflaw in the design of both the TKIP and
AES ciphers, and if not fixed, will expose RSN implementationsto denid of service
attacks.

It is therefore recommended that IEEE 802.11 Tgi consider gpplication of TKIP and AES

to MPDUSs, rather than MSDUSs.

6.5. Authenticator Information Element
The Authenticator Informeation Element is defined as follows;

0 1 2 3

01234567890123456789012345678901
B S S S S T T S S S

+

| El emrent 1D | Lengt h | Al gorithm |
B o S el i S S e T i I S S S
| Repl ay Count er |
B s T T o e T ik e S R S R s
| Repl ay Count er |
B e s S T T S e ok e S SN
| MC. ..

e S et i e S S s st SR S S S
+

MC. .. -
B S S S S T T S S S

Element ID

The Element ID field isasingle octet. The Authenticator element 1D is 38 decima (0x26
Hex)

Length

Thelength field is one octet. It represents the length of the information element following
norma |EEE 802.11 information eement rules.

Algorithm
Thedgorithm field is two octets. It represents the agorithm to be used in computing the

Message Integrity Check. In RSN verson 1, only the HMAC-SHA1 dgorithm is
supported (agorithm 0x0001) and MUST be implemented. Since only asingle MIC
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agorithm is supported for the Authenticator |E within RSN version 1, STAS can assume
that the dgorithm is avalable and it need not be negotiated.

Replay counter

The replay counter is 16 octets (64 bits). It represents a monotonicaly increasing counter
which may dart a any vaue. Before the replay counter wraps, authentication and key
state MUST be re-established, so that the Authenticator Information Element cannot be
replayed. A 64-bit NTPtimestamp MAY be used asthe replay counter.

MIC

The MIC fidd is of variable length, determined by the agorithm specified in the

dgorithm fidd. For the HMAC-SHA1 dgorithm, the length of the MIC field is 20 octets
(160 bits). The MIC fidd is cdculated over the frame control, Duration, DA, SA, BSSID,
Sequence Control, and Frame Body fields within the management frame. Thisincludes
the Authenticator |E present as the last information eement within the Frame Body, with
dl of itsfiddsfilled in (dement 1D, length, dgorithm, replay counter) with the exception

of the MIC fidd itsdf, which is set to zero.

6.6. Unicast frames

Unicast management frames indude A ssociation Request/Response, Reassociation
Request/Response, Disassociation, and Deauthenticate frames. For these frames, the MIC
iscaculated usng Authenticator Information Element transmit and receive MIC keys,
derived as part of the Pairwise Transent Key (PTK) hierarchy. The derived Authenticator
|E MIC keys are the same for any ciphersuite, so asto ensure that management frame
authentication is not dependent on the negotiated ciphersuite.

6.7. Multicast/broadcast frames

The Disassociation and Deauthenticate frames may be broadcast. When these frames are
sent to a broadcast destination, the MIC is cdculated using the Authenticator Information
Element MIC key, derived as part of the Group Transent Key (GTK) hierarchy. The
derived Authenticator IE MIC group keys are the same for any ciphersuite, so asto
ensure that management frame authentication is not dependent on the negotiated
ciphersuite.

Note that the use of group keys permits any STA with knowledge of the GMK to forge
broadcast Disassociation or Deauthenticate frames. Asaresult, STASMAY glently
discard broadcast Disassociation or Desuthenticate frames, even if they are successfully
authenticated. STAs taking this conservative gpproach will timeout rather than
immediately acting on the Disassociaion or Deauthenticate frame, so that performance
will be affected.
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7. Key management

7.1. Establishing and discarding authentication and key state

Within this specification, the STA establishes key state on another STA through
successfully completing IEEE 801.X authentication with that STA. Successtul
authentication includes establishment of key ate viaa4-way handshake. | EEE 802.1X
pre-authentication is dways initiated by the STA, and is never initiated by the AP.

It is assumed that a STA conforming to this specification will ether completely maintain

or discard authentication and key state. That is, once |EEE 802.1X authentication is
complete, the established key gtate, including the Pairwise Master Key (PMK), Pairwise
Transent Key (PTK), Group Master Key (GMK), Groupwise Transent Key (GTK) and
IV, will remain stored by the STA until all the authentication and key stateis discarded.
As areault, the 4-way handshake is consdered an integral part of the authentication
process, and is hot re-run prior to the Association or Reassociation exchange.

To maintain the integrity of the derive keys, STAs MUST NOT discard portions of the
authentication and key state. For example, it is forbidden for the STA to discard the 1V,
PTK or GTK while retaining the authentication state, PMK and GMK. This ensures that
when a STA associates or reassociates to a STA with which it had previoudy
authenticated, that either al the authentication and key materid remains valid, or the
STA will need to authenticate again.

Where the TKIP or AES ciphers are encrypted, the authenticity and integrity of protected
data frames shd| be verified. This SHOULD include determining that protected IEEE
802.1X data frames originate from an authenticated STA on the WM. Thisincludes
determining that the STA has not changed its MAC address since establishing
authentication and key state, S0 as to prevent spoofing.

7.2. Key activation

In IEEE 802.1X pre-authentication, there is an important distinction between when keys
are derived and when they are enabled for use with the selected ciphersuite. While IEEE
802.1X isused to derive keying materia, subsequent exchanges determine when the
keying materid isloaded into the integrity/confidentiaity engine. The 4-way handshake
confirms that the Authenticator and Supplicant have the same PMK, and that the PMK is
fresh. The 4-way handshakeisinitiated as part of authenticating a Supplicant and an
Authenticator but it shal be initiated if a dataintegrity failure occurs.

|EEE 802.1X messages are only encrypted using the Pairwise key because if Group keys
are used to encrypt 802.1X messages there is an initidization problem with Stations after
the first association. The 802.1X EAPOL-Key descriptor containing the Group key is
encrypted with the Group key when it is sent to the new ation.

Once keys have been activated, IEEE 802.1X data frames are sent with the “WEP’ FC hit
&t to true. Thus the timing of the activation determines when |IEEE 802.1X data frames
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may be protected. There are two dternatives for this: use of the 4-way handshake for key
activation, or use of the authenticated Association/Reassoci ation exchange.

Wherethe STA supports key mapping keys, it may conclude multiple IEEE 802.1X
authentication and 4-way key handshake conversations, each resulting in derivation of a
key mapping key for aTA/RA combination. On completion of the 4-way handshake, the
STA may load the derived key materid into the key mapping tables, or may store them
for future use. As aresult, where the STA supports key mapping keys, the 4-way
handshake may be used to determine when the keys are activated.

However, where the STA only supports default keys, loading the derived key materia
immediately would result in an inability to decrypt traffic sent by STAsusing the origind
default key. Asaresult, STAs supporting only default keys must wait to load keying
materia until after completion of the authenticated A ssociati on/Reassoci ation exchange.

Thus, if it isdedred to enable STAs that only support default keysto participate in an
RSN, then the completion of the authenticated A ssoci ation/Reassociation exchange will
need to sgnd activation of the derived keys, rather than completion of the 4-way
handshake. If it is possible to require support for key mapping keys, then the 4-way
handshake can be used instead.

Sections 7.2.1, 7.2.2 and 7.2.3 andyze the implications of the two gpproaches.

7.2.1. Activation via the 4-way handshake

If the 4-way handshake controls activation, |EEE 802.1X data frames are sent with the
“WEP” FC hit set in both States 2 and 3, since within these states both authentication and
the 4-way handshake have been completed. It is also possible to set the “WEP” FC hit on
the last frame of the authertication conversation within State 1 (the EAP Success/Failure
message), Snce by this time the authentication and 4-way handshake have been
completed.

7.2.2. Activation via the Association/Reassociation exchange

In this approach, key activation occurs as aresult of completing the protected
Association/Reassociation exchange (State 3). Asaresult, Class 1 |EEE 802.1X data
frames sent within States 1 or 2 will have the “WEP’ FC bit set to fdse. IEEE 802.1X
data frames sent within State 3, including both Class 1 and Class 3 frames, will have the
“WEP’ FC bit set to true.

Since data frames with the “WEP” FC hit st to true are not be sent until the STA has
entered State 3 (authenticated, associated), the authenticated associ ation/reassociation
exchange governs the activation of keys, and the sending of secured data frames, as
follows
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On sending a successful authenticated Association or Reassoci ation Response, the
sending STA will activate the derived keys for use by the integrity/confidentidity
engine.

On receiving a successtully verified authenticated Association or Reassociation
Response, the recaiving STA will activate the derived keys for use by the
integrity/confidentidity engine.

7.2.3. Summary

Since activation via the Association/Reassoci ation exchange only enables protection of
frames sent within State 3, the 4-way handshake approach is more secure, since it dso
enables protection of frames sent within State 2 and the tall end of State 1. For example,
whenthe 4-way handshake is used for key activation, EAP Success and Fallure messages
may havethe “WEP’ FC bit set to true in any State. Thisis possible because in State 1
the 4-way key handshake will complete prior to sending EAP Success and Failure
messages. Since keys are active upon entering State 2, the “WEP” FC bit may aso be set
to true for frames sent in this Sate.

Therefore, use of the 4-way handshake for key activation enables protection of the EAP
Success and Failure messages within any state. This is helpful since these frameswould
otherwise be sent in the clear, even if the chosen EAP method is capable of protecting
them. Thisis because IEEE 802.1X “manufactures’ cleartext EAP Success and Failure
messages on receiving an Access Accept/Re ect from the backend authentication server.
Asareault, even if the EAP method protects EAP Success and Failure messages, 802.1X
will throw the protected messages away, and replace them with cleartext messages.

Note that the selected EAP method does not support protection of the EAP conversation,
then security vulnerabilities remain, regardless of how the keys are activated. Even with
the 4-way handshake approach, without a protected EAP method, it is possible to spoof
messages of type Identity, Nak and Notification sent from within State 1. In State 1, only
EAP Success or Failure messages can be sent with the “WEP” FC bit turned on, since
thisis only enabled once the 4-way handshake has concluded.

7.3. Key hierarchy

There are two key hierarchies:

1. Parwisekey hierarchy

2. Group key hierarchy
The Pairwise key hierarchy takes a Pairwise Master Key and generates a Pairwise
transent key which is used to obtain the EAPOL-Key MIC and Encryption keys, the
Authenticator Information dement MIC transmit and receive keys, and the Pairwise data
MIC and encryption keys. Pairwise keys are used between a single Supplicant and a
sngle Authenticator.

The Group key hierarchy takes a Group Master Key and generates a Group Transent key
which is used to obtain Group data M1C and encryption keys, as well as the Group
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Authenticator Information Element MIC keys. Group Keys are used between asingle
Authenticator and al Supplicants authenticated to that Authenticator.

The following functions are used in the following section:

PRF Pseudo-random function defined in Section Error! Reference source not found..
L(,FL) Takefrom | starting from the l€eft, bit F for L bits moving to the right using 7.1.1 bit convention from
|EEE 802.11.

Theterms AA (Authenticator Address) and SA (Supplicant Address) are used. Inan ESS
network the AA isthe AP wirdess MAC address and SA isthe station MAC address. In
an IBSSthe AA isthe station (who has been chosen as the Authenticator) MAC address,
and other stations MAC address will be the SA.

Rekey

In addition to authentication, IEEE 802.1X may used by 802.11 in order to rekey MAC
keys, using the EAPOL-Key frame. Thismay occur when a given time period has
expired, when a pre-set byte or packet count is reached, or when the IV space of the
selected ciphersuite has been exhausted, since security is compromised when IVs are re-
used.

Since both the TKIP and AES ciphers support alarge IV space, in most situations
reauthentication and associated key update will occur before rekey isrequired. Therefore,
when the TKIP or AES ciphersuites are selected, rekey of the Pairwise Key hierarchy
will typicaly only in exceptiona circumstances, such as detection of an attack on the

TKIP cipher. Asareault, in norma operation with the TKIP and AES ciphersuites, the
primary use for the EAPOL-Key frameisto update the Group Key hierarchy.

Submission page 30

Aboba, M



May 2002

doc.:|EEE 802.11-02/TBDr0

TKIP and AES key hierarchies
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Pairwise master key (PMK)

The Pairwise Master Key is generated as aresult of authentication between the
Supplicant and Authentication Server involved. The EAP authentication method shall
generate a 256 hit key that is used for the PMK, and the backend authentication server
will ensure that thisis distributed to the AP using attributes specified in Appendix A. An
EAP authentication method normaly has a Master Key generated by the authentication
and the PMK should be derived from or protected by the Master Key. Thiskey
generation is normaly carried out independently and smultaneoudy on the backend
authentication server and the Supplicant, based on information that was communicated
between the backend authentication server and the Supplicant during authentication. In
generd, the mechanism for generating the PMK will be dependent on the EAP method
that is selected, as well as the mechanism used to transmit the PMK between the backend
authentication server and the AP as well as between the Supplicant and backend
authentication server.

Group master key (GMK)

The Group Master Key (GMK) for the Group key hierarchy should be initidized usng a
cryptographicaly secure random number. If thisis not possibleit shdl be initidized to
the first PMK the Group key master receives (since there is no need to send broadcast
traffic unlessthereis at least one station associated), but the following rules shdl then be

applied:
1. The GMK should be updated periodically from another current PMK.

2. The GMK ghdl be changed when the AP deletes the association date for the
station whose PMK is being used as the GMK.

Nonce Generation

All gations contain a globa Key Counter which is 256 hitsin size. It should be initidized

at system boot up timeto
PRF-256(Random number, “Init Counter”, Local Mac Address || Time)

The Local Mac Address should be AA on the Authenticator and SA on the Supplicant.

Random number should be the best possible random number possible and 256 bitsin
sze. Time should be the current time (from NTP or another time in NTP format). This
initidizationis to ensure that different initia Key Counter values occur across system
restarts whether ared-time clock is avalable or not. The Key Counter must be
incremented (all 256 bits) each time avaue is used as anonce. The Key Counter must
not be alowed to wrap to the initidization vaue.

Pairwise transient keys

Pairwise TKs are derived from the Pairwise MK using a PRF with AA, SA, SNonce and
ANonce asinputs. The size of the PRF computation shall be taken as the size specified

by EAPOL-Key Key Length plusthe sze of the EAPOL-Key MIC Key, the 9ze of the
EAPOL-Key Encryption Key, and the size of the Authenticator IE MICs, i.e. 32+16+16 +
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16 + 16 = 96 octets (768 hits) for TKIP and 16+16+16+16+16 = 80 octets (640 hits) for

AES.
PTK = PRF-640/768 (PMK, “ Pairwise key expansion”, Min(AA, SA)

|| Max(AA, SA) || Min(SNonce, ANonce) || Max(SNonce, ANonce))

AA and SA are concatenated in integer order i.e. the lower MAC address is concatenated
firg, followed by the higher MAC address. SNonce is a nonce sent by the Supplicant and
ANonce is anonce sent by the Authenticator to the Supplicant. They are concatenated in
integer order i.e. the smdler nonce is concatenated first, followed by the larger nonce.

The Min/Max of the MAC addresses and Nonces are done so the PRF is independent on
whether it is run on the Authenticator or Supplicant. AA and DA are part of the PRF
input so that the inputs are unique to each sation pair.

ANonce is a nonce taken from the Key Counter on the Authenticator whenever anew
Pairwise TK is derived. ANonce is used so the inputs to PRF are different for each TK
st If a gation re-associates to the same AP, a different ANonce vaue is used for the
derivation of anew TK set.

SNonce is a nonce taken from the Key Counter on the Supplicant; its value is taken when
aPTK isingantiated and is sent to the PTK Authenticator.

A PTK isnormaly derived once for an authentication sesson. A Supplicant or an
Authenticator may use the 4-way handshake to change the PTK. The only timethisis
gpecified in this document is when a data integrity failure occurs.

Note: A different ANonce shall be used for every 4-way handshake.

Group transient keys

The Authenticator may derive new Group Transent Keys when it wants to update the
Group encryption/integrity keys. The Key Counter is used and incremented whenever a
Group Trandent Key (GTK) is derived. GTKs are derived from the GMK using a PRF
with AA and GNonce as inputs. The sze of the PRF computation shall be taken as the
sze specified by the cipher suite, i.e. 32 + 16 + 16= 64 octets (512 bits) for TKIP and 16

+ 16 + 16 = 48 octets (384 hits) for AES.
GTK = PRF-384/512 (GMK, “Group key expansion”, AA || GNonce)

GNonce is avaue taken from the Key Counter on the Authenticator; its value is taken
when a GTK isingtantiated and is sent by the GTK Authenticator.
A Group key update may occur for a number of reasons:

1. A dation disassociating or deauthenticating may trigger a Group key update
otherwise the disassoci ated/deauthenticated station can still read broadcast traffic
from the network.

2. A daaintegrity falure shal trigger a Group key update.

4-way handshake
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The Authentication Server and Key Management system does not need to rekey for 1V
exhaustion. The IV space for TKIPis 2*® and 2*7 for AES. Thisis considered large
enough that 802.1X authentication will occur before the IV space is exhausted.

Rather, the 4-way handshake is used to confirm that the Authenticator and Supplicant
have the same PMK, that the PMK islive and to derive afresh PTK. It isaso used to tell
the Supplicant whether to ingal the encryption/integrity into the data encryptiorvintegrity
engine. The handshake isinitiated as part of authenticating a Supplicant and an
Authenticator but it shal beinitiated if a data integrity failure occurs. The handshake is

Authenticator -> Supplicant: ANonce
Supplicant -> Authenticator: SNonce,

MIC(EAPOL-Key MIC Key(PTK(ANonce, SNonce)), EAPOL-Key message)
Authenticator -> Supplicant: Ingtall, ANonce,

MIC(EAPOL-Key MIC Key(PTK(ANonce, SNonce)), EAPOL-Key message)
Supplicant -> Authenticator:

MIC(EAPOL-Key MIC Key(PTK(ANonce, SNonce)), EAPOL-Key message)

MIC(X, Y) where X isthe key and Y isthe datathat isMICed. Y isthe EAPOL-Key as
defined in the section on EAPOL-Key MIC. X isthe EAPOL-Key MIC key whichis
taken from the PTK as defined in Figure 5—Complete TKIP Pairwise Key Hierarchy.

ANonce is a nonce from the Authenticator.
SNonce is a nonce from the Supplicant.

Ingal istrueif the Pairwise data encryption and integrity key should beingdled in the
encryption/integrity engine.

The above messages are sent as EAPOL-K ey messages.

The Supplicant can trigger a4-way handshake by sending an EAPOL-Key message with
the Request bit set to 1.

Note: While the MIC cdculation isthe same in each direction the Ack bit is different in
each direction (It is set in messages from the Authenticator and not set in messages from
the Supplicant). 4-way handshake requests from the Supplicant have the Request bit set.
The Authenticator and Supplicant must check these bits to stop reflection attacks.
Thefirst message is from the Authenticator, contains a nonce and does not contain an
integrity check. The Supplicant on receiving the message generates a nonce and then
derives a PTK. The Supplicant then sends a message to the Authenticator containing its
nonce, with an integrity check using the EAPOL-Key MIC Key from the PTK.

The Authenticator takes the Supplicant nonce and derives the PTK and then checksthe
integrity check. The Authenticator then sends the third message to the Supplicant
containing information whether to ingal aPTK into the encryption/integrity engine and
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an integrity check from the EAPOL-Key MIC Key. The Supplicant then sends the last
message to confirm to the Authenticator that the key has been ingtaled if required.

If the Authenticator does not receive areply to its messages, it should retry three times at
one seconds intervals and then disassoci ate/deauthenti cate the station. If the station does
not receive the initial message when it expectsto, it should disassociate and
deauthenticate and try another AP/station.

Note: The timeout should be larger than the short retry timeout.

Note: The Authenticator should ignore EAPOL-Key messagesit is not expecting in reply
to messages it has sent or EAPOL-Key messages with the Ack bit set. Thisstopsan
attacker from sending the first message to the supplicant who responds to the
Authenticator. The Supplicant on cdculating anew PTK should hold it in temporary
storage until the 39 message is received, after vaidating the EAPOL-Key MIC using the
EAPOL-Key MIC Key from temporary storage, the EAPOL-Key Encryption key can be
used to initidized the RC4 engine used to decrypt the Group key EAPOL-Key messages,
the EAPOL-Key MIC key must be saved to validate EAPOL-Key messages received in
the future. The EAPOL-Key MIC key should be initidized to arandom number so
attackers cannot send EAPOL-Key messages during initidization. The
encryptionv/integrity keys are configured into the encryption/integrity engine once the

reply to the 3% message is sent. So only the EAPOL-Key MIC key needs to be saved per
association. The keeping of the new PTK in temporary storage is so an attacker cannot
interfere with norma communication between the Supplicant and Authenticator. An
attacker can interfere with a4-way handshake during the processing of a 4-way
handshake. The Authenticator should use the replay counter and Key information field to
filter mogt re-transmit and invaid messages but it is possible for an attacker to mimic an
Authenticator that reset during a 4-way handshake. In this case the Authenticator can spot
that it isrecalving messages that it did not initiate but the 4-way handshake state is
incorrect. In this Stuation the Authenticator will disassociate the station but it should

detect and log these occurrences.

Group key update

The Group key update sends a new Group Transent key to the Supplicant. It may be
initiated asthe final stage of authenticating a Supplicant if the Authenticator isthe GTK
Authenticator, it shdl beinitiated if a dataintegrity failure occurred on the GTK; when a
Supplicant disassociates or deauthenticates or on a management event.

Authenticator -> Supplicant: Key Index, Enc(GTK),

MIC(EAPOL-Key MIC Key(PTK(ANonce, SNonce)), EAPOL-Key message)
Supplicant -> Authenticator:

MIC(EAPOL-Key MIC Key(PTK(ANonce, SNonce)), EAPOL-Key message)

Key Index is the index in the encryptior/integrity engine that the Authenticator wants the
key ingtdled

Submission page 36

Aboba, M



May 2002 doc.:|EEE 802.11-02/TBDr0

Enc(GTK): The Group trangent key is encrypted using the EAPOL-Key encryption key
obtained from the PTK which is derived in the 4-way handshake.

MIC(X, Y) where X isthe key and Y isthe datathat isMICed. Y isthe EAPOL-Key as
defined in the section on EAPOL-Key MIC. X isthe EAPOL-Key MIC key whichis
taken from the PTK as defined in Figure 5—Complete TKIP Pairwise Key Hierarchy

A Group key update can be triggered by the Supplicant by sending an EAPOL-Key
message with the Request bit st.

An Authenticator shal do a4-way handshake before a Group key update if both are
required to be done.

Note: The Supplicant does not require the GNonce but the Authenticator should send the
Nonce it used to derive the GTK to help with interoperable issues.

Supplicant Request for key update

The Supplicant can request for akey update by sending an EAPOL-Key message with the
Request bit sat. Thisis used when the MAC detects a data integrity attack.

Use of the EAPOL -Key Replay Counter

The EAPOL-Key Replay Counter isto help the Supplicant and Authenticator discard
invalid messages. The replay counter should be initidized to O on association or re-
associaion. The Supplicant when replying to a message from the Authenticator should
use the replay counter in the message from the Authenticator. The Authenticator should
use thisto ignore invaid messages such as late messages from the Supplicant. The
Supplicant should also keep track of the replay counter for messages from the
Authenticator and ignore messages with invalid replay counter. The locd replay counter
that is used to check incoming messages should not be updated until the EAPOL-Key
MIC is checked and is vdid. This meansthat the Supplicant does not update the replay
counter from the first message in the 4-way handshake where no MIC existsin the
message, so the Supplicant must alow for the re-transmisson of the first message when
checking for the replay counter of the third message,. The Supplicant has areplay counter
for when it sends request EAPOL-Key messages to the Authenticator and the
Authenticator should check this replay counter on recelving Reguest messages.

EAPOL-Key encoding

The various exchanges described above are encoded using the EAPOL-Key asfollows:
EAPOL-Key (S, M, A, T, N, K, ANonce/SNonce, GNonce, MIC, GTK)

Parameters are:

S Initid Key exchange is complete. Thisisthe EAPOL-Key Information Secure
bit.

M: MIC isavailable in message. This should be set in al messages except the first
4-way handshake message. Thisisthe EAPOL-Key Information Key MIC bhit.
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A: Responseis required to this message. Used when the receiver should respond
to thismessage. Thisisthe EAPOL-Key Information Key Ack bit.

T: TX/Rx for Group key and Ingal/Not ingdl for Pairwise key. Thisisthe
EAPOL-Key Information Tx/Rx Hag bit.

N: Key Index. Specifies which index should be used for this Group Key. Index O
shall not be used for Group keys. Thisis the EAPOL-Key Information key index
bits.

K: Key type - P (Parwise), G (Group). Thisisthe EAPOL-Key Information Key
Type bit.

ANonce/SNonce/lGNonce: Authenticator/Supplicant/Group Nonce. Thisisthe
EAPOL-Key Key Nonce field.

MIC: Integrity check which is generated using the EAPOL-Key MIC Key. Thisis
the EAPOL-Key MIC field.

GTK: Group tempord key which is encrypted using the EAPOL-Key Encryption
Key. Thisis the EAPOL-Key Materid field.

EAPOL-Key messages

EAPOL-Key messages are used for two different exchanges:
4-way handshake to confirm the PMK at the Supplicant and Authenticator are the
sameandislive
Updating the Group Trangent key a the Supplicant.
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Annex A. IEEE 802.11/AAA Architecture Description (non-normative)

This Annex provides an overview of the usage of AAA protocolsin 802.11 Enhanced
Security systems, and provides examples of how the Pairwise Master Key (PMK) can be
derived and transported.

Authentication Server and Key management system

This specification does not require use of a backend authentication server, nor doesiit
require use of any authentication, authorization or accounting (AAA) protocol. Asa
result, any AAA protocol, including RADIUS, Diameter or COPS may be used. This
section provides an overview of the AAA authentication and key management process
which is used regardless of the AAA protocol that is employed.

There are three logica entities in the authentication and key management system, the
Supplicant, Authenticator and Authentication Server. The Authenticator and backend
authentication server communicate via the DS. The Supplicant and Authenticator
communicate viathe WM for in “disconnected” pre-authentication, and viathe WM and
DSfor “connected” pre-authentication. The Supplicant and backend authentication server
communicate indirectly usng the AAA protocol with the Authenticator acting as a pass-
through.

1. Authenticator/
Authentication server

5. Send Group keys

Supplicant channel

e gupp cant

Authentication server Authenticator

Authentication Server

Supplicant

3. PMK transferred to
Authenticator

Figure 9— Reationship between Supplicant, Authenticator and Backend Authentication Server

As part of the AAA exchange, the following operations occur:

1. The Authenticator and Authentication Server mutudly authenticate. Where
RADIUS is used, thisis accomplished via a shared secret (described in RFC 2865
and 2866) and/or |Psec (described in RFC 3162). For Diameter, authentication is
accomplished usng TLS or 1Psec. Within RADIUS, replay protection is provided
vialPsec where thisis employed or viathe Request Authenticator which must be
globaly and temporaly unique. Within Diameter, replay protection is provided
by IPsec or TLS aswdl as by incluson of Event- Timestamp and Nonce AVPs.

2. The Supplicant and Authentication Server mutudly authenticate and generate a
Master Key. The authentication is carried over the mutudly authenticated channd
created between the Authenticator and the Authentication Server.
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3. A Parwise magter key (PMK) is generated for use between the Supplicant and
Authentication Server. The PMK may be generated from the master key that is
obtained from the Supplicant/Authentication Server authentication, asit iswithin
EAP-TLS (RFC 2716), or it may be generated by some other means (e.g.
Randomly chosen by the Authentication Server) and protected in trangport from
the Authentication Server to the Supplicant usng materid derived from the
master key.

4. The Authentication Server trangports the PMK to the Authenticator over the
mutudly authenticated channel crested between the Authenticator and
Authentication Server. In order to protect the PMK from compromisg, it is
encrypted in some fashion. For RADIUS, this can be accomplished using the
shared secret as described in RFC 2548, or dternatively, |Psec ESP with non-nul
transform can be used as described in RFC 3162. With Diameter, protection can
be provided via IPsec ESP with nortnull transform, with TLS, or viause of CMS,
When a pre-shared key isused, it is used directly asthe PMK and thisstep is
skipped.

5. A 4-way handshake occurs between the Supplicant and Authenticator to confirm
the existence of the PMK, to confirm that the knowledge of PMK is current, and
to derive the Pairwise trangent key from the PMK. EAPOL-Key messages are
used to carry out this exchange. However, with IEEE 802.1X pre-authentication,
the 4-way handshake is not used to ingd| the encryption and integrity keysinto
the encryption/integrity engine if required nor to confirm ingtdlation of the keys.
Rether, thisis accomplished via the authenticated association/reassociation
exchange.

6. The Group Trangent key is sent from the Authenticator to the Supplicant to alow
the Supplicants to transmit and receive broadcast messages and optiondly to be
used to send unicast packets to the Authenticator. EAPOL-Key messages are used
to carry out this exchange.

Since the Supplicant/Authentication Server authentication is carried over the
Authenticator/Authentication server mutualy authenticated channe supporting replay
protection, and since the EAP conversation between the Supplicant and Authentication
Server isrequired to be authenticated, replay and integrity protected on a per-packet
basis, the Authentication Server can guarantee that the Authenticator it is communicating
with is the same Authenticator that the Supplicant is communicating with.

The Authenticator/Authentication Server authentication protocol is not specified here but
the protocol must meet the following requirements:
1. Per-packet mutua authentication and replay protection between the Authenticator
and Authentication Server.
2. Support for tunndling of EAP authentication between the Supplicant and
Authentication Server.
3. Generation and trangport of the PMK from the Authentication Server to the
Authenticator for use in communication with the Supplicant.
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RFC 2548 Attributes

If the protocol between the Authenticator or AP and Authentication Server isRADIUS
then the MS-M PPE-Recv-Key (vendor-id = 17) attribute (See RFC2548 Section 2.4.3)
MAY be used to transport the Pairwise Master Key (PMK). The PMK and any derived
keys shdl not be used any longer than the Sesson-Timeout attribute + the |[EEE 802.1X
reAuthMax* txPeriod val ues.

Note: If the Radius Session-Timeout attribute is not in the Radius Accept message the PMK lifetime is
infinite.
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