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Standard for Local and Metropolitan Area Networks: Secure Device Identity (Arrrrrrr….)
<<Boilerplate>>
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1. Overview

a. Introduction

b. Scope (exact words from PAR)

This standard specifies unique per-device identifiers (DevID) and the management and cryptographic binding of a device to its identifiers, the relationship between an initially installed identity and subsequent locally significant identities, and interfaces and methods for use of DevIDs with existing and new provisioning and authentication protocols.

· Should the scope be refined or enhanced to better define what we mean by provisioning and further narrow the scope? Include a sketch.  Replace provisioning with enrolment?   “Enrolment” is…
c. Purpose (exact words from PAR)

There is presently no standard identifier for IEEE 802 devices that is cryptographically bound to that device, nor is there a standard mechanism to authenticate a device’s identity.  A verifiable unique device identity allows establishment of the trustworthiness of devices. This facilitates secure device provisioning.

· Leave for now and refine as needed

2. References

a. IEEE 802.1AE

b. IEEE 802.1af
c. IEEE 802.1X

d. IEEE 1363-2000 – Standard Specifications for Public Key Cryptography
e. IEEE 1363a-2004: Standard Specifications for Public Key Cryptography - Amendment 1: Additional Techniques
f. NIST FIPS 180-2 – Secure Hash Standard (SHS)
g. NIST FIPS 186-2 – Specifications for the Digital Signature Standard (DSS)
h. NIST FIPS 196 – Entity Authentication Using Public Key Cryptography
i. NIST FIPS 201 – title – maybe not normative
j. NIST SP800-78 – Cryptographic Algorithms and Key Sizes for PIV
k. NIST SP800-56 – Guidelines for Key Management (also SP800-57)
l. NIST FIPS 140-2 – Security Requirements for Cryptographic Modules
m. ANSI X9.31

n. PKCS #1 ver. 2.1 June 14 2002

3. Definitions

4. Abbreviations

5. Conformance

a. Required Capabilities

i. All devices must implement the Device Supplier Secure DevID object specified at [xref] 

b. Optional Capabilities

i. Devices may optionally implement the Locally Significant Secure DevID object specified at [xref]

ii. Devices may optionally implement the capability to re-issue either or both of the Supplier or Locally Significant Secure DevID objects.  If implemented, devices will indicate support for the capability by permanently asserting true the SecureDevID.reusable field of the relevant SecureDevID object.  Devices that implement this capability will assert the SecureDevID.reused field on first re-issue of the relevant object.
c. Recommendations

i. issuerID: a globally unique identifier for the issuer of the credential.  For manufactures a good choice will typically be the manufacturer’s name including abbreviated corporate designator concatenated with the corporate entity’s head office country, e.g. “Example Networks Corp CA”.  Another good choice will be the URL of the certificate authority server, e.g. www.example.com/devid or cert-auth.example.com

ii. uniqueID: within the scope of the issuer’s domain an unique identifier that will remain unique for all device credentials issued by that issuer.  Examples include:
1. manufacturer’s serial number

2. service provider’s account name

3. device pre-programmed MAC address

6. Architecture / Principles of operation

a. Overview

i. Lifecycle of a Secure DevID

ii. About this clause

b. Creation of Secure DevIDs

i. Supporting infrastructure requirements

c. Mutual authentication of devices

i. Usage of Supplier Secure DevIDs
ii. Usage of Locally Significant Secure DevIDs

d. DevID trees
i. “sub-device” IDs

ii. multiple IDs at the same level of hierarchy

iii. virtualized devices

e. Decommissioning Secure DevIDs

i. Destruction of DevID objects

ii. Revoking DevIDs

7. Data formats
a. Secure Device ID definition
SecureDevID = {
issuerID : string[32];  // guideline!
uniqueID : string[32]; // guideline!
validFromDate : date-string; // define

devicePubKey : RSA-2048; // rationale from FIPS 201
reusable : uint1;

reused : unit1;

version : uint3; // standard version = 0

reserved : uint3;

signature : RSASSA-PSS; // from PKCS#1 ver. 2.1
// need to define what happens to this on decommissioning

}

total storage = 32+32

8. Cryptographic operations

a. Primitives

i. RSA-2048

ii. SHA-256

iii. RNG

b. Mutual authentication (ongoing)
i. Based on FIPS 196? Or similar
c. Device-only authentication (enrollment/device binding)
d. Enrolment protocol (user info, company info, locally significant ID, MAC addrs)

9. Management of Secure DevIDs
a. API operations

b. MIB

Annex A: Protocol Implementation Conformance Statement
a. External Representation of Secure DevID objects

b. Operations on Secure DevID objects

Annex B: Bibliography (non-normative refs)

Annex C: Sample mutual authentication protocol(s)
Annex D: Security Considerations and Critical Security Parameters
Annex Z: Issues
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