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Agenda
� 802.1Q Congruency Requirements & B-M A C L ea rning 
in Control -p l a ne

� B-M A C L ea rning using L ink -sta te P rotocol
� L oop  P rev ention & M itiga tion M ech a nisms

- In t r a -d om a i n :  R P F C  &  T T L
- In t e r -d om a i n :  T T L
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Agenda

� 802.1Q congruency requirements f or 
f orw a rd  & rev erse p a th s

� 802.1Q congruency requirements f or 
unica st & mca st

� B-M A C l ea rning in control -p l a ne & 
congruency requirements 
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Congruency in Forward and Reverse Paths - I

A B
• Be c a u s e  o f  f l o o d i n g  m e c h a n i s m  

o f  u n k n o w n  u n i c a s t  f r a m e s  i n  
8 0 2 . 1 Q ,  t h e  r e v e r s e  a n d  
f o r w a r d  p a t h s  m u s t  b e  t h e  s a m e  
– o t h e r w i s e ,  t h e r e  w i l l  b e  n o  
l e a r n i n g  o f  M A C  a d d r e s s e s  
t o w a r d  d e s t i n a t i o n  a n d  t h e  
f r a m e s  g e t s  f l o o d e d  f o r e v e r .

If  t h e  f o r w a r d  a n d  r e v e r s e  p a t h s  f o r  a  
g i v e n  V L A N  a r e  d i f f e r e n t ,  t h e n  i t  
c r e a t e s  t h e  f o l l o w i n g  i s s u e :
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Congruency in Forward and Reverse Paths - II

• T r a f f i c  i n  o n e  d i r e c t i o n  i s  
d r o p p e d  b e c a u s e  o f  t h e  
b l o c k i n g  b y  t h e  s p a n n i n g  t r e e  –
e . g . ,  X ’s  b l u e  S T I i s  n o t  
c o n g r u e n t  w i t h  Y ’s  r e d  S T I a n d  
t h u s  w h e n  X  f l o o d s  i t s  u n k n o w n  
u n i c a s t  t o  Y  a l o n g  X ’s  b l u e  S T I 
a n d  Y  i s  r e s p o n d i n g  a l o n g  i t s  
l e a r n e d  p a t h ,  i t  g e t s  d r o p p e d  b y  
t h e  Y ’s  r e d  S T I a t  n o d e  A .

If  t h e  f o r w a r d  a n d  r e v e r s e  p a t h s  f o r  a  
g i v e n  V L A N  a r e  d i f f e r e n t ,  t h e n  i t  
c r e a t e s  t h e  f o l l o w i n g  i s s u e s :

X Y

A C

B
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Congruency in Forward and Reverse Paths- III

X Y

P e r f o r m i n g  M A C  a d d r e s s  l e a r n i n g  i n  
c o n t r o l  p l a n e  r e m o v e s  t h e  r e q u i r e m e n t  
f o r  c o n g r u e n c y  o f  f o r w a r d  a n d  r e v e r s e  
p a t h s  b e c a u s e :

X Y
A

1 . W h e n  l e a r n i n g  i s  p e r f o r m e d  i n  
c o n t r o l  p l a n e  t h e r e  i s  n o  
f l o o d i n g  o f  u n k n o w n  u n i c a s t   -
e . g . ,  i f  a  n o d e  r e c e i v e s  a n  
u n k n o w n  u n i c a s t ,  i t  d r o p s  i t .

2 . W h e n  l e a r n i n g  i s  p e r f o r m e d  i n  
c o n t r o l  p l a n e ,  f r a m e s  f r o m  X  t o  
Y  c a n  t a k e  a  d i f f e r e n t  p a t h  t h a n  
f r a m e s  f r o m  Y  t o  X  b e c a u s e  
t h e r e  i s  n o  f l o o d i n g  o f  u n k n o w n  
u n i c a s t .

B

C

U n k n o w n  
U n i c a s t  f r a m e s  
g e t  d r o p p e d
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Congruency in Forward and Reverse Paths- IV

Concl usion:  
W h en using B-M A C l ea rning in control -p l a ne,  th ere is no 

need  to:
1. M a k e rev erse a nd  f orw a rd  p a th s congruent a nd
2. U se mech a nism such  a s P a th  V ector or Ref l ection 

V ector to ensure such  congruency 
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Congruency in unicast & m cast p aths – p art I

A B

• Since unknown unicast 
f r am es ar e f l ood ed  al ong  th e 
b r oad cast p ath ,  th e f ol l owing  
issues can h ap p en if  known 
unicast and  b r oad cast p ath s 
ar e d if f er ent:
a) O ut-of -or d er  d el iv er y
b ) I ssues with  E th er net 

O AM  ( 8 0 2 . 1 ag )
c) Bl ack h ol ing  in 

custom er ’s networ k
d ) L oop  cr eation in 

custom er ’s networ k

S h a l l  n o t  b e  a l l o w e d

F l o o d  &  U n i c a s t  p a t h s  
s h a l l  b e  t h e  s a m e
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Congruency in unicast & m cast p aths – p art II 
O ut of  O rder D el ivery

Consid er  th e f ol l owing  scenar io:  
• A wants to send  f r am es F 1  &  

F 2  to B.  W h en A send s F 1 ,  it 
h asn’t l ear ned  th e B’s M AC 
ad d r ess and  th us it f l ood s th e 
f r am e ov er  its f l ood  p ath .

• D ur ing  or  r ig h t af ter  A 
send ing  th e f r am e F 1 ,  it 
l ear ns th e M AC ad d r ess of  B,  
so th e nex t f r am e,  F 2 ,  is sent 
v ia th e unicast ch annel .  

• I f  th e d el ay  al ong  th e 
m ul ticast p ath  is l ong er  th an 
th e unicast p ath ,  th en F 2  can 
ar r iv e b ef or e F 1  at th e B and  
th us causing  p acket r e-
or d er ing   in th e stead y  state.

A B

C

F 1F 2
F 1

F 2
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Congruency in unicast & m cast p aths – p art II
E thernet O A M  Issues

• Since E th  O AM  p er iod ic 
Connectiv ity  Ch eck ( CC)  
m essag es ar e of  ty p e 
m ul ticast,  th ey  g o ov er  
ser v ice p r ov id er ’s m ul ticast 
p ath  and  th us if  th er e is a 
b r eak on th e unicast p ath ,  it 
cannot b e d etected  b y  CC 
m ech anism .  I n r eg ul ar  b r id g e 
networ k,  E th er net O AM  
( 8 0 2 . 1 ag )  p r ov id e cov er ag e 
f or  b oth  unicast and  m ul ticast 
tr af f ic.  

A B

C

OAM

C 1

C 2

C 3

OAM

OAM

OAM
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Congruency in unicast & m cast p aths – p art III 
B l ack  hol e

• I f  custom er ’s m ul ticast &  unicast p ath s 
with in th e p r ov id er ’s networ k ar e d if f er ent 
and  if  th er e is a f ail ur e in th e p r ov id er ’s 
unicast p ath ,  th en th e l oss of  unicast p ath  is 
not d etected  b y  custom er  b r id g es ( since 
custom er ’s BP D U s stil l  g ets ex ch ang ed )  and  
th is r esul ts in custom er ’s tr af f ic to g et b l ack 
h ol ed .

P r o v i d e r -A 
N e t w o r k

P r o v i d e r -B  
N e t w o r k

C 4

C 3

C 2

C 1
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Congruency in unicast & m cast p aths – p art IV  
L oop  Creation

• I f  custom er ’s m ul ticast &  unicast p ath s 
with in th e p r ov id er ’s networ k ar e d if f er ent 
and  if  th er e is a f ail ur e in th e p r ov id er ’s 
m ul ticast p ath  such  th at it r esul ts in l oss of  
custom er ’s BP D U s,  th en custom er ’s b r id g es 
unb l ock th eir  al ter nate p or ts wh ich  r esul ts in 
a l oop  with in th e custom er ’s networ k 
b ecause th e unicast p ath  is stil l  up  and  
r unning .

P r o v i d e r -A 
N e t w o r k

P r o v i d e r -B  
N e t w o r k

C 4

C 3

C 2

C 1
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Congruency in unicast &  m cast p aths - V I

Concl usion:  
• B-M A C l ea rning in control -p l a ne d oes not a l l ev ia te 

congruency requirement f or unica st & mca st p a th s in 
B-sp a ce b eca use if  th ey a re not congruent,  it resul ts 
in th e a b ov e issues f or th e customer.
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A  S i n g l e  C o n t r o l  
P r o t o c o l
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A S i ngl e C o nt r o l  P r o t o c o l
� A  singl e insta nce of  l ink -sta te control  p rotocol  ca n b e 
used  f or:

o n e i g h b or s  &  t op ol og y  d i s c ov e r y   
o b u i l d i n g  d i s t r i b u t i on  t r e e s  ( u s e d  f or  b ot h  u n i c a s t  &  m c a s t
t r a f f i c ) 

� O n e  t r e e  p e r  BE B,  i f  op t i m a l  f or w a r d i n g  i s  r e q u i r e d
� O n e  t r e e  p e r  BC B ( f or  s e l e c t e d  n u m b e r  of  BC Bs ),  i f  s u b -
op t i m a l  f or w a r d i n g  i s  r e q u i r e d

o D i s t r i b u t i on  of  B-V ID s f or  t r e e  i d e n t i f i c a t i on  ( on e  B-V ID  p e r  
t r e e )
o D i s t r i b u t i on  of  m c a s t g r ou p s  ( f or  B-s p a c e ) - f l ood i n g  s c op e  i s  
l i m i t e d  u s i n g  m c a s t p r u n i n g  a n d  N O T  V L A N  p r u n i n g  
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S el f -B u i l t  Au t o -D i s c o v er y
� T h ere is no need  to d istrib ute I -S I D  inf orma tion v ia  th is 
p rotocol . T h ere is no need  f or a uto-d iscov ery of  BE Bs
p a rticip a ting in a  giv en serv ice insta nce b eca use:

o I-S ID s a r e  m a p p e d  i n t o B-m c a s t g r ou p s  a n d  u n k n ow n  C -M A C  
u n i c a s t  g e t s  f l ood e d  ov e r  t h i s  B-m c a s t t u n n e l
o O n l y  I-S ID  t o B-m c a s t g r ou p  m a p p i n g  i s  n e e d e d .  T h i s  i s  a  
l oc a l  m a t t e r  c on f i g u r e d  on  e a c h  BE B
o B-m c a s t g r ou p  i n f o i s  d i s t r i b u t e d  u s i n g  IS -IS  c on t r ol  p r ot oc ol
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Agenda

� N eigh b or & T op ol ogy D iscov ery
� S h ortest P a th  T ree - S P T
� M ul tip l e S p a nning T rees - M S T
� M ul tica st D istrib ution T rees – M D T
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N ei gh b o r  &  T o p o l o gy  D i s c o v er y
� I S -I S  is used  a s a  l ink -sta te p rotocol  f or d istrib ution of :

o B-M A C  a d d r e s s e s  a s  i d e n t i f i e r s  f or  BC Bs a n d  BE Bs a m on g  
a l l  t h e  S P T  b r i d g e s  a l on g  w i t h  n e i g h b or  l i n k  c os t  

� m u l t i p l e  B-M A C  a d d r e s s e s  c a n  b e  u s e d  t o i d e n t i f y  t h e  
s a m e  b r i d g e  – e . g . ,  on e  B-M A C  p e r  l i n e  c a r d

� I t ca n a l so b e used  f or d istrib ution of :
o B-V ID s a s s oc i a t e d  w i t h  a  g i v e n  S P T  b r i d g e  – e a c h  B-V ID  
i d e n t i f i e s  a  t r e e  r oot e d  a t  t h a t  S P T  b r i d g e  ( m u l t i p l e  t r e e s  a r e  
n e e d e d  f or  E C M P s )
o M c a s t g r ou p  a d d r e s s e s  ( i n  B-s p a c e ) f or  l i m i t i n g  t h e  s c op e  of  
b r oa d c a s t  on  t r e e s  i d e n t i f i e d  b y  B-V ID s
o In d i c a t i on  of  w h e t h e r  a  t r e e  i s  b i -d i r e c t i on a l  or  u n i -d i r e c t i on a l  
( op t i m a l  t r e e s  a r e  u n i d i r e c t i on a l  b u t  s u b -op t i m a l  t r e e s  a r e  
b i d i r e c t i on a l ) 
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N ei gh b o r  and T o p o l o gy  D i s c o v er y
� P e r  c l a u s e  2 7 . 2  of  8 0 2 . 1 a q ,  t h e  f ol l ow i n g  c on f i g s a r e  r e q u i r e d :

- E a c h  b r i d g e  h a s a  g l ob a l l y  u n i q u e  M A C  a d d r e ss
- E a c h  b r i d g e  p or t  h a s a  1 2 -b i t  I D ,  u n i q u e  w i t h i n  t h e  b r i d g e
- E a c h  b r i d g e  h a s a  r e l a t i v e  p r i or i t y  w i t h i n  t h e  n e t w or k
- E a c h  b r i d g e  p or t  h a s a  r e l a t i v e  p r i or i t y  w i t h i n  t h e  b r i d g e
- E a c h  P or t  h a s a  P a t h  C ost

� T h e  l i n k  s t a t e  p r ot oc ol  c a n  u s e  t h e  a b ov e  i n f o i n  b u i l d i n g  i t s  l i n k -
s t a t e  d a t a b a s e  a n d  s u b s e q u e n t l y  b u i l d i n g  i t s  S P T  a n d  M S T  t r e e s
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S P T  C o nf i gu r at i o n &  S P V I D  As s i gnm ent s
� In  a n  S P T  r e g i on ,  a l l  b r i d g e s  m u s t  a g r e e  on  s a m e  a l l oc a t i on  of  
V ID s t o s p e c i f i c  S P T  &  M S T  t r e e s .  C u r r e n t l y  c l a u s e  2 7  of  8 0 2 . 1 a q  
d e s c r i b e  a  m e c h a n i s m  f or  

� S P T  c on f i g u r a t i on ,  c on f i g u r a t i on  i d e n t i f i c a t i on
� S P T  r e g i on  d e t e r m i n a t i on  a n d  i d e n t i f i c a t i on
� S P V I D  a l l oc a t i on

� W h e n  8 0 2 . 1 a h  i s  u s e d  w i t h  B-M A C  l e a r n i n g  i n  c on t r ol  p l a n e ,  t h e n  
I-S ID  ( r a t h e r  t h a n  V ID ) i s  u s e d  f or  c om m u n i t y  i d e n t i f i c a t i on .  F or  
l i m i t i n g  t h e  s c op e  of  b r oa d c a s t  w i t h i n  t h e  p r ov i d e r  n e t w or k ,  B-
M c a s t a d d r e s s e s  c a n  b e  u s e d  i n s t e a d  of  B-V ID  a s  i t  s c a l e s  l ot  
b e t t e r  a n d  p r ov i d e s  m a n y  b r oa d c a s t  d om a i n s .  T h e r e f or e ,  B-V ID  
c a n  b e  u s e d  j u s t  f or  t r e e  i d e n t i f i c a t i on  ( e . g . ,  1 : 1  m a p p i n g  b e t w e e n  
B-V ID  a n d  T r e e  ID ) 
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S P V I D  As s i gnm ent s  O p t i o ns
� 8 0 2 . 1 a q  d e s c r i b e s  a  c e n t r a l i z e d  m e c h a n i s m  f or  S P V ID  a s s i g n m e n t  
u s i n g  t h e  m a s t e r  b r i d g e

� In  8 0 2 . 1 a h  n e t w or k  w h e r e  S P V ID s c a n  on l y  b e  u s e d  a s  t r e e  ID s  a s  
d e s c r i b e d  a b ov e ,  w e  c a n  s u p p or t  u p t o 4 K  s u c h  t r e e s  – e . g . ,  4 K  
b r i d g e s  i n  a  s i n g l e  r e g i on  ( or  a r e a )! !

� S i n c e  t h e r e  c a n  b e  a  on e -t o-on e  a s s oc i a t i on  b e t w e e n  S P V ID s a n d  
b r i d g e s ,  on e  c a n  a s s i g n  S P V ID s a l on g  w i t h  a  b r i d g e  M A C  a d d r e s s  
a t  t h e  t i m e  of  c on f i g u r a t i on  

� IS -IS  p r ot oc ol  c a n  b e  u s e d  a s  a n  a l t e r n a t i v e  m e c h a n i s m  t o 
d i s t r i b u t e  t h i s  i n f o a m on g  d i f f e r e n t  b r i d g e s  a l l ow i n g  e a c h  b r i d g e  t o 
h a v e  v i s i b i l i t y  of  d i f f e r e n t  S P T s r oot e d  a t  d i f f e r e n t  b r i d g e s  a s  
i d e n t i f i e d  b y  t h e i r  S P V ID s
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Agenda

� N eigh b or & T op ol ogy D iscov ery
� S h ortest P a th  T ree - S P T
� M ul tip l e S p a nning T rees – M S T
� S h ortest P a th  T ree w /  E CM P
� M ul tica st D istrib ution T rees – M D T
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O p t i m al  D i s t r i b u t i o n T r ee - S P T
BE B

BC B



24

S P T s f o r  di f f er ent  E C M P  r o o t ed at  a B E B
R R R

R R R
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D if f erent S PT s rooted at dif f erent B E B s tak ing 
dif f erent p aths – A l l eviating the need f or E CM P S PT s

R R

R

R

R R
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O ne S P V I D  p er  S P T
� In  a  t y p i c a l  c on f i g u r a t i on  w h e r e  e d g e  s w i t c h e s  a r e  d u a l -h om e d  t o 
c or e  s w i t c h e s  a n d  c or e  s w i t c h e s  a r e  f u l l y  or  p a r t i a l l y  m e s h e d  
a m on g  t h e m s e l v e s ,  t h e n  h a v i n g  a  s i n g l e  t r e e  p e r  e d g e  s w i t c h  
s h ou l d  b e  s u f f i c i e n t .  S i n c e  a s  n u m b e r  of  e d g e  s w i t c h e s  b e c om e s  
l a r g e ,  t r e e s  b e c om e s  m or e  e v e n l y  d i s t r i b u t e d  ov e r  t h e  n e t w or k  
g r a p h .

� E C M P  l oa d  b a l a n c i n g  a m on g  d i f f e r e n t  l i n k s  i s  b a s i c a l l y  a c h i e v e d  
t h r ou g h  d i f f e r e n t  t r e e s .

o H ow e v e r ,  E C M P  a c h i e v e d  t h i s w a y  c a n  b e  su b -op t i m a l  
o B u i l d i n g  S P T s w i t h  m i n i m a l  ov e r l a p  r e q u i r e d  f u r t h e r  st u d y
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H o w  t o  B u i l d S P T  u s i ng L i nk  S t at e
a ) N e e d  a t  l e a s t  on e  t r e e  p e r  BE B ( i n  c a s e  of  E C M P  m u l t i p l e  t r e e s  

m a y  b e  u s e d  p e r  BE B)
b ) T h e  t r e e s  a r e  u n i -d i r e c t i on a l  w i t h  t h e  r oot  a t  t h e  BE B
c ) A  g i v e n  t r e e  i s  u s e d  f or  b ot h  u n i c a s t  a n d  m c a s t t r a f f i c  or i g i n a t i n g  

f r om  t h e  BE B w h o i s  t h e  r oot  of  t h e  t r e e
d ) E a c h  S P T  b r i d g e  i n  t h e  r e g i on  w i l l  c a l c u l a t e  t h e  d i s t r i b u t i on  t r e e s  

( i d e n t i f i e d  b y  t h e i r  S P V ID s ) b a s e d  on  L S P  i n f or m a t i on
e ) E a c h  S P T  b r i d g e  p e r f or m s  R e v e r s e  P a t h  F or w a r d i n g  C h e c k  

( R P F C ) on  t h a t  t r e e  ( a k a  B-V ID ) i n  or d e r  t o m i t i g a t e  t r a n s i e n t  
l oop s
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Agenda

� N eigh b or & T op ol ogy D iscov ery
� S h ortest P a th  T ree - S P T
� M ul tip l e S p a nning T rees – M S T
� S h ortest P a th  T ree w /  E CM P
� M ul tica st D istrib ution T rees – M D T
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S u b -o p t i m al  D i s t r i b u t i o n T r ee 
BE B

BC B
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M S T  T r ee 

R R

A s  i t  c a n  b e  s e e n  i n  t h e  f i g u r e ,  d i f f e r e n t  M S T s r o o t e d  a t  d i f f e r e n t  BC B c a n  u t i l i z e  
d i f f e r e n t  l i n k s  i n  t h e  n e t w o r k ,  t h e r e f o r e  m i t i g a t i n g  t h e  n e e d  f o r  E C M P  t r e e s  
w h e n  t h e r e  a r e  m o r e  o f  t h e s e  t r e e s  – e . g . ,  f o u r  t r e e s  i n  t h i s  e x a m p l e
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H o w  t o  B u i l d i t  ?
a ) E a c h  BC B i s  c on f i g u r e d  t o i n d i c a t e  w h e t h e r  i t  s h ou l d  b e  a  r oot  of  

a  s u b -op t i m a l  t r e e  a n d  i f  i t  i s  a  r oot ,  t h e n  h ow  m a n y  E C M P  i t  
s h ou l d  s u p p or t s

b ) T h e  t r e e s  a r e  b i -d i r e c t i on a l  w i t h  t h e  r oot  a t  t h e  BC Bs
c ) E a c h  b r i d g e  i n  t h e  r e g i on  w i l l  c a l c u l a t e  t h e  d i s t r i b u t i on  t r e e s  

r oot e d  a t  a  g i v e n  BC B ( on e  p e r  B-V ID ) b a s e d  on  L S P  
i n f or m a t i on

d ) E a c h  b r i d g e  p e r f or m s  R e v e r s e  P a t h  F or w a r d i n g  C h e c k  ( R P F C ) 
on  t h a t  t r e e  ( a k a  B-V ID ) i n  or d e r  t o m i t i g a t e  t r a n s i e n t  l oop s
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F ai l u r e:  L i nk ,  N o de,  and R o o t
� L ink  F a il ure:  
� N od e F a il ure
� Root F a il ure

If  a n  M S T  r oot  f a i l s ,  t h e n  t h e  t r e e  h a s  f a i l e d ,  a n d  BE Bs n e e d  t o 
j oi n  a  d i f f e r e n t  t r e e  r oot e d  a  d i f f e r e n t  BC B f or  t h e i r  
c or r e s p on d i n g  M S T  m c a s t g r ou p s
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Agenda

� N eigh b or & T op ol ogy D iscov ery
� S h ortest P a th  T ree - S P T
� M ul tip l e S p a nning T rees - M S T
� S h ortest P a th  T ree w /  E CM P
� M ul tica st D istrib ution T rees – M D T
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S P T  f o r  E C M P s - O p t i o nal
BE B

BC B
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D if f erent S PT s – E ach rooted at a B E B  or B CB  al ong 
the p ath

RR

R

R
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S P T  T r ee f o r  E C M P
� T h ere is a  S P T  tree rooted  a t ea ch  nod e
� I f  th ere a re E CM P s,  th en it gets ref l ected  in th e l ink  
sta te d a ta b a se f or th a t tree ( ref er to A p p end ix  A :  L ink  
S ta te P rotocol )

� T h is is th e typ ica l  w a y w h ere L ink  S ta te p rotocol  
op era tes
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H o w  t o  B u i l d S P T  u s i ng L i nk  S t at e
a ) E a ch  nod e b uil d s a  tree rooted  a t itsel f
b ) T h is tree is onl y used  f or unica st d a ta
c) A  singl e S P V I D  ca n b e used  f or a l l  such  trees so th a t 

it ind ica tes to th e receiv ing b rid ge th a t th e receiv ing 
f ra me must b e f orw a rd ed  b a sed  th e receiv ing nod e 
S P T  ( e.g.,  S P T  rooted  a t th e receiv ing nod e) .

d ) E a ch  S P T  b rid ge in th e region onl y ca l cul a tes its ow n 
S P T  ( a  singl e S P T  p er S P T  b rid ge) .
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E C M P  S P T  T r ee
� T h is tree h a s v ery l ittl e ov erh ea d  since ea ch  nod e 
requires to b uil d  one such  tree

� T h is S P T  is a n op tiona l  S P T
� T h is S P T  ca n b e used  in a p p l ica tions w h ere 
congruency requirements ca n b e rel a x ed . 
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Agenda

� N eigh b or & T op ol ogy D iscov ery
� S h ortest P a th  T ree - S P T
� M ul tip l e S p a nning T rees – M S T
� S h ortest P a th  T ree w /  E CM P
� M ul tica st D istrib ution T rees – M D T
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L i m i t i ng S c o p e o f  B r o adc as t
� E a c h  BE B s e n d s  a  l i s t  of  m c a s t g r ou p s  t h a t  i t  i s  i n t e r e s t e d  ( e n c od e d  b a s e d  on  M M R P  f or  e f f i c i e n c y )
� M c a s t g r ou p s  n e e d  t o i n d i c a t e  i f  t h e y  a r e  on  M S T  or  S P T  t r e e s
� F or  a  m c a s t g r ou p  on  a  M S T ,  t h e  p r u n i n g  i s  d on e  a l on g  t h e  b r a n c h e s  of  t h a t  M S T
� F or  a  m c a s t g r ou p  on  a  S P T ,  t h e  p r u n i n g  i s  d on e  a l on g  t h e  b r a n c h e s  of  t h a t  S P T
� If  a  m c a s t g r ou p  w a n t s  t o b e  on  a l l  S P T s ,  t h e n  i t  w ou l d  i n d i c a t e s  t h a t   a c c or d i n g l y  
� A l l  t h e  b r i d g e s  a f t e r  c om p u t i n g  t h e  c or r e s p on d i n g  t r e e s ,  t h e y  p r u n e  i t  b a s e d  on  t h e s e  m c a s t i n f or m a t i on
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L o o p  M i t i g at i o n
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Agenda

� Rev erse P a th  F orw a rd ing Ch eck
� H op  Count
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8 0 2 . 1 Q  I ngr es s  F i l t er i ng C ap ab i l i t i es
� 8 0 2 . 1 Q  c l a u s e  8 . 6 . 2  d e s c r i b e s  i n g r e s s  f i l t e r i n g  f u n c t i on  a s  f ol l ow :

� E a c h  P or t  m a y  su p p or t  a n  E n a b l e  I n g r e ss F i l t e r i n g  p a r a m e t e r .  A  
f r a m e  r e c e i v e d  on  a  P or t  t h a t  i s n ot  i n  t h e  m e m b e r  se t  ( 8 . 8 . 9 )  
a ssoc i a t e d  w i t h  t h e  V I D  sh a l l  b e  d i sc a r d e d  i f  t h i s p a r a m e t e r  i s se t .  T h e  
d e f a u l t  v a l u e  f or  t h i s p a r a m e t e r  i s r e se t ,  i . e . ,  D i sa b l e  I n g r e ss F i l t e r i n g ,  
f or  a l l  P or t s.

� 8 0 2 . 1 Q  c l a u s e  8 . 8 . 7  d e s c r i b e s  a c t i v e  V L A N  a s :  A  V L A N  i s  a c t i v e  i f  
e i t h e r  of  t h e  f ol l ow i n g  i s  t r u e :

1 )  T h e  V L A N ’s m e m b e r  se t  ( 8 . 8 . 9 )  c on t a i n s on e  P or t  t h a t  i s i n  a  
f or w a r d i n g  st a t e ,  a n d  a t  l e a st  on e  ot h e r  P or t  of  t h e  B r i d g e  i s b ot h  i n  a  
f or w a r d i n g  st a t e  a n d  h a s I n g r e ss F i l t e r i n g  ( 8 . 6 . 2 )  d i sa b l e d ;
2 )  T h e  V L A N ’s m e m b e r  se t  c on t a i n s t w o or  m or e  P or t s t h a t  a r e  i n  a  
f or w a r d i n g  st a t e .
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I ngr es s  F i l t er i ng &  R P F  C h ec k
� I ngress F il tering f ea ture ca n b e used  to p erf orm P RF C 
on a  V L A N  b a sis – e.g.,  a  giv en b rid ge a l ong th e p a th  
of  S P T  h a s one ingress p ort a nd  one or more egress 
p orts

� I f  ingress f il tering is ena b l ed  on a l l  p orts ex cep t th e 
ingress p ort f or a  giv en S P V I D ,  th en onl y f ra mes w ith  
th a t S P V I D  ca n come th rough  th e ingress p ort. A nd  if  
f ra mes w ith  th a t S P V I D s come th rough  a ny oth er p orts,  
th ey get d isca rd ed . 

� T h is ingress f il tering f unction p rov id es a n “RP F  Ch eck ”
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I ngr es s  F i l t er i ng &  R P F  C h ec k

R

B1

B2

B4

B3

• Br i d g e  B1  h a s  i n g r e s s  f i l t e r i n g  d i s a b l e d  o n  i t s  P 1  b u t  e n a b l e d  o n  P 2  &  
P 3
• Br i d g e  B2 ,  B3 ,  a n d  B4  h a v e  i n g r e s s  f i l t e r i n g  d i s a b l e d  o n  t h e i r  P 1  p o r t s

1

1

1

1
3

2

D e s i g n a t e d  p o r t  – f o r w a r d i n g  s t a t e
Ro o t  p o r t  – f o r w a r d i n g  s t a t e
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8 0 2 . 1 Q  M o di f i c at i o ns
� Cl a use 8.6 .2:

“E a c h  P or t  m a y  s u p p or t  a n  E n a b l e  In g r e s s  F i l t e r i n g  p a r a m e t e r .  
A  f r a m e  r e c e i v e d  on  a  P or t  t h a t  i s  n ot  i n  t h e  m e m b e r  s e t  ( 8 . 8 . 9 )
a s s oc i a t e d  w i t h  t h e  V ID  s h a l l  b e  d i s c a r d e d  i f  t h i s  p a r a m e t e r  i s  
s e t .  T h e  d e f a u l t  v a l u e  f or  t h i s  p a r a m e t e r  i s  r e s e t ,  i . e . ,  D i s a b l e  
In g r e s s  F i l t e r i n g ,  f or  a l l  P or t s . “

� Currentl y th ere is onl y one b it th a t ind ica tes w h eth er a  
p ort is in a  V L A N  memb er set or not. I f  th is b it is set a nd  
ingress f il tering is d isa b l ed ,  th en f ra mes ca n come a nd  
l ea v e th is p ort. I f  th is b it is not set a nd  ingress f il tering is
ena b l ed ,  th en f ra mes ca n not come a nd  l ea v e th is p ort. 
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8 0 2 . 1 Q  M o di f i c at i o ns  – C o nt .  
� W h a t w e need  is tw o b its p er p ort to ind ica te th e 
a l l ow ed  d irection f or th e f ra mes – one b it f or ingress 
d irection a nd  a noth er b it f or egress d irection. 

If  b ot h  b i t s  a r e  s e t  a n d  i n g r e s s  f i l t e r i n g  i s  e n a b l e d ,  t h e n  f r a m e s  
c a n  c om e  a n d  l e a v e  t h i s  p or t .  
If  i n g r e s s  b i t  i s  n ot  s e t  b u t  e g r e s s  b i t  i s  s e t ,  t h e n  f r a m e s  c a n
l e a v e  t h i s  p or t  b u t  c a n  N O T  c om e  i n  t h r ou g h  t h i s  p or t  - w h i c h  i s  
w h a t  w e  n e e d  f or  a  a  l e a f  p or t  of  a  u n i -d i r e c t i on a l  t r e e
If  b ot h  i n g r e s s  a n d  e g r e s s  b i t s  a r e  n ot  s e t ,  t h e n  f r a m e s  c a n  
N O T  c om e  a n d  l e a v e  t h i s  p or t
If  i n g r e s s  b i t  i s  s e t  b u t  e g r e s s  b i t  i s  n ot  s e t ,  t h e n  f r a m e s  c a n
c om e  t h r ou g h  t h i s  p or t  b u t  n ot  l e a v e  t h i s  p or t  – w h i c h  i s  w h a t  
w e  n e e d  f or  a  r oot  p or t  of  a  u n i -d i r e c t i on a l  r oot  t r e e
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R P F C :  V L AN  v er s u s  M AC -S A
� O n e  of  t h e  m a i n  a d v a n t a g e s of  d oi n g  M A C  l e a r n i n g  i n  c on t r ol  p l a n e  i s t h a t  
i t  c u t s t h e  n o.  of  l ook u p s i n  h a l f  – e . g . ,  l ook u p  f or  M A C -S A  i s e l i m i n a t e d  
b e c a u se  t h e r e  i s n o l e a r n i n g  i n  d a t a -p l a n e ,  t h u s i m p r ov i n g  p e r f or m a n c e

� H ow e v e r ,  som e  a r g u e  t h a t  c u r r e n t  b r i d g e s a l r e a d y  p e r f or m  t w o l ook u p s 
p e r  p a c k e t  a n d  t h u s n ot h i n g  i s l ost .  B u t  t h a t  i s n ot  t h e  p oi n t .  T h e  p oi n t  i s 
t h a t  R P F C  b a se d  on  M A C -S A  i s n e w  f u n c t i on a l i t y  w h i c h  d oe sn ’t  e x i st  a n d  
t h e  q u e st i on  i s w h a t  i s t h e  b e st  &  m ost  e f f i c i e n t  w a y  t o i m p l e m e n t  R P F C  
w h e n  B -M A C  l e a r n i n g  i s p e r f or m e d  i n  c on t r ol  p l a n e .

� M a n y  of  t h e  e a r l y -a d op t e r  b r i d g e s u se  n e t w or k  p r oc e ssor  t o i m p l e m e n t  t h e  
f u n c t i on a l i t y  a n d  t h u s a f f e c t i n g  t h e  t h r ou g h p u t  of  t h e  d e v i c e  d i r e c t l y  – e . g . ,  
f or w a r d i n g  N  #  of  p a c k e t s/ se c  v e r su s f or w a r d i n g  2 N  



49

Agenda

� Rev erse P a th  F orw a rd ing Ch eck
� H op  Count - O p tiona l  
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I nt r a-AS :  P o s s i b l e H o p -C o u nt  O p t i o ns
0 x 8 8 a 8 B-V ID E t h T y p e T T L I-S ID

B-V ID  +  T T L

0 x 8 8 a 8 B-V ID T T L +  I-S ID

E t h T y p e

E t h T y p e E t h T y p e

E t h T y p e

I-S ID

1 )  U s e  a  s e p a r a t e  
E t h T y p e f o r  T T L

2 )  U s e  a  e x t e n d e d  
V L A N -t a g  

3 )  U s e  p a r t  o f  I-S ID  
t a g  
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P r o s  &  C o ns  o f  D i f f er ent  O p t i o ns
C on sP r osO p t i on s

� R e q u i r e s a d d i t i on a l  l ook u p  
i n  B C B s

� M ost  e f f i c i e n t  i n  si z e  t h a n  
op t i on  ( 1 )
� B a c k w a r d  c om p a t i b l e  w /  
e x i st i n g  8 0 2 . 1 Q

1 . U s e  I-t a g

� S t i l l  r e q u i r e s a d d i t i on a l  2  
b y t e s
� N o b a c k w a r d  c om p a t i b i l i t y

� M or e  e f f i c i e n t  i n  si z e  t h a n  
op t i on  ( 1 )
� R e q u i r e s n o a d d i t i on a l  l ook u p  
i n  B C B s

2 . U s e  
e x t e n d e d  
V L A N  t a g

� R e q u i r e s a d d i t i on a l  4  b y t e s
� R e q u i r e s a d d i t i on a l  l ook u p  
i n  B C B s

� B a c k w a r d  c om p a t i b i l i t y  w /  
e x i st i n g  8 0 2 . 1 Q

1 . U s e  a  
s e p a r a t e  
t a g
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Inter-A S :  O nl y a S ingl e H op -Count O p tion

0 x 8 8 a 8 B-V ID T T L +  I-S IDE t h T y p e

In  c a s e  o f  i n t e r -A S ,  t h e r e  i s  b a s i c a l l y  a  s i n g l e  
o p t i o n  f o r  H o p -C o u n t  a n d  t h a t  i s  t o  b e  
i n c l u d e d  a s  p a r t  o f  I-t a g  b e c a u s e  t h e  s e r v i c e  
i n t e r f a c e  f o r  i n t e r -A S  s c e n a r i o s  o n l y  c o n t a i n s  
I-t a g .
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