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SDE PDU Structure
SDE uses a single PDU type.
SDE PDU may contain up to five elements.
1. Clear Header
2 Protected Header

3. Data (SDE SDU)
4. PAD
5. Integrity Check Value (ICV)
All these elements are optional except Data.
Protected Header, Data, and PAD may be transformed by the Integrity algorithm.

Protected Header, Data, PAD and ICV shall be transformed when the confidentiality
algorithm is applied.
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Construction of the SDE PDU
Source Address #=| Source Address
Destination Add #=| Destination Address
MSDU e MSDU
SDE_UNITDATA. request 7\ MA_UNITDATA.request
:’Q';.'::’“;L, =]
o e+ g
=] == [T

SDE Security Associations

Attribute values & A’s SAID
System and/or # System and/or
Key Mgmt. - - - Key Mgmt.
Station A Attribute values & B’s SAID Station B
Initial Excl
Security Associations
Attributes Confid. | Integ. | Alg.ID | Alt.ID MDF oo
Security Asso. # 1 Y Y 1 2 S8ADBC7
Security Asso. # 2 N Y 1
L ]
[ ]
Security Asso. # n
SMIB
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Notify
SDELM

Transmission of an MA_UNITDATA.request

Obtain Security Asoc.
from Src/Dest Addr.
and/or SDE SAP

Station Obiect

« Station_Clear_Hdr: Boolean
« Station_MDF': Boolean

Prepend Station ID If

ID_pres=TRUE

;

» Local_SAID: Octetstring

Append Pad If
dding_pres =TRUE

» Remote_SAID: Octetstring

\

« Assoc_MDYF': Boolean

Calculate & end ICV |
Integrity =TR!

! « Confid: Boolean
» Confid_Alg_ID: Octetstring

L

« Integ: Boolean

Encipher If
Confidentiality =TRUE

« Integ_Alg_ID: Octetstring

|

» Padding_pres: Boolean
» ID_pres: Boolean

Form Clear Header if

Station_Clr_Hdr = TRUE
Prepend SAID/SDE Designator

- SDE_SAP: Octetstring
. Remote_SDE: Boolean

Prepend MDF If Assoc_MDF=T
- « Outgoing_Source_MAC_Address: Octetstring
Pase to MAC Sublayer « Outgoing_Destination_MAC_Address: Octetstring

« Incoming_Source_MAC_Address: Octetstring
« Incoming_Destination_MAC_Address: Octetstring
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MA_UNITDATA.indication

SDE

NO

Designation
t

Find Security Assoc
using SAID/addr.

‘Fonnd

Check MAC addr.
against SMIB

‘ox

Remove Clear Hdr.

Not Found

Y

Find Securlty Assoc

Not Found

using addresses

L

Decipher if
Confid. = TRUE

;

Check ICV if

BAD

Integrity = TRUE

oK
\

Remove Pad If
Pad_pres = TRUE

BAD

| Check Station ID
I ID_pres = TRU

OK

YToLLC
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SDE TYPES

Case 1. Single SDE used by STA1 & STA2
Case 2. Two Options;

a. Single SDE used by STA1 & STA3, AP1 passes
SDE unmodified, may still check validity.

b. Two SDE’s used one for STA1 to AP1 and
another for AP1 to STA3, AP1 removes SDE
from one path and insert new SDE other path.

Case 3. STA1 to AP1 SDE may be same or different from
AP2to STA4 SDE.

Case 4. STA1 SDE is passed unmodified through AP1
and AP2 to STA4, may check for validity, other
combinations possible.

Case 5. AP1 removes SDE for transport of SDU to WS1,
(no knowledge on WS1).

Case 6. AP1 leaves SDE intact with knowledge that WS1

is an SDE entity, may check for validity.

. In cases 2b, 3, and 5 Access Point treats all SDE’s alike,
applies SDE on wireless portion of path only.

. In cases 2a, 4, and 6 AP determines final destination and
either passes SDE unmodified or replaces it with new
SDE. SDE’s treatment is dependent on knowledge resi-
dent in AP data base.

Station Security Associations

SDE
1.STA1l < - STA2
SDE,

2. STAL 2  STA3
SDE,

3.STAl AP2 <@~ STA4
SDE,

4.STAl P2 <P STA4

CLR

5.STAl - WslI
SDE,;

6. STA1 PT <@ WS1
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