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Connectivity model:
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Problems identified in 236.

* The connectivity functionality is decreased compared
to the B2 draft.

- Does not allow AP4to-AP transfers.

- Infra Station to/from Ad-Hoc station not possible.

= There is a problem with Sta-to-Sta Acknowledgement.
* More complex Flitering requirements in 236

+ Different address fleld fliters for station and AP,

* Different fleide | d as for gtheCTS or
Ack responses.

» Frame overhead Is significantly Increased.
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What was the function of the MPDUID:
* Matches RTS, CTS, Data, Ack together for a glven

- Mechanism: Use Hesh to create a unique value per
source.
* Used to detect and eliminate duplicates.
= Mechanism: Include a Seq ber in the Hash.

To resolve the problem:
* The functions are OK, but the proposed mechanisms
were a problem, so:
= Change the mechaniem to serve both purposes.
= Use a sequence number par MSDU with a minimum sequence

length and unique sequence. )

~
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Basic adjustment Proposal: e
Druft Standurd 2082
Frume Fermass,
236 ‘Pmpma‘l//- \_&u‘gg{:ltd approach:
- Chamge FC Bbd defimitions. - Adept 136 IC chenges.
« Chamge NID In 48 bit Addyars. - Adwpt 236 NID chamge.
+ Chamge MPDUID hute 34, Fi. - Change 2952 MPDUID.
 Use plaim bunt E3$1D, - Adepi 236 ESSID change,
« All Eramses harve CRCI2 - Adogt 236 CRCIL change.
« Madmond C: Penctbonality. - Seamse pemmicsivicy femctionality ae 2000
E:::.',::_"__“__ - Relncsd Prume overbond compared 14 134,
- Mors Prama overhend, » Smpliled Mtaring / processing requirements.
- A mumber of fancilessl problams. - Resobran 136 probiams.
\ ¢ Conclusion: Change the 2082 MPDUID mechanism.
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MID Definition:

12 bits
MID Field: [ Dialog Taken | Fragments |

* DTflsaseq ber (g d per MSDU).
= Need low probability of two stations using the same sequencs.
- Long length desirabls for dupis end i
the uniqueness probability.
- canbe d using a with a unique (odd)
increment velue per station.
* Probabliity that a “DT# match® will cause a problem with data
communication is negligable.
- Only relevant during Deta collsione.
~ and only when coliding Data POU’s have spprox. equal length.
-m:«mmuuukm-mmnn than for the

* Suggest thet RTS/CTS have different DT#than Data/Ack
* Includes 4-bit Fragment numbar,

4 bits
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Field Definitions:
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* FC: Function and Control Field (2 Bytes)
= Identifies PDU Type and contain necessary control bits.
- Same as the B3 or doc 94/248 proposal.

* MID: MSDU-dentification Field (2 Bytes).
~ Contains a 12-bit “Dlalog Token" (DT).

» This Is a sequence number used to kientify POU's that belong
together, like RTS/CTS and Data/Ack.

» it is aiso used for duplicate detection (If Retry bit in FC).
- Contalns a 4-bit Fragment number (F#)
* Dur: Duration Field (2 Bytes).

— This fleld contains the time in usec from the end of the current
frame untll the end of the Ack, for the next Data /Ack exchange.
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Resuiting Frame Header Formats: s Resulting changes compared to 20B3;
RTS: FC, MID, Dur, RA =12 il U U ctonatty and ot
= Does ore unctional an er as was
cTs: FC, MID, Dur =6 available In 20B2, but was Inadvertently lost in 20B3.
Data: FC, MID, Dur, RA, BID/DA, SA =24 - MID a 12 bit rand ber rather then a Hash.
Ack: FC, MID, Dur =6 - Elminates need for 8 Byte address flelds In RTS,CTS and Ack.
Mngt: FC, MID, Dur, RA, BID/DA, SA =24 * Sequence# and Fragment# fields eliminated / moved.
Poll: FC, MID, Dur, RA, SID =14 = MiDallows Duplicate detection, and the e
* Address Filtering and Duration fields always on fixed
fleld position In Header.
Savings compared to Doc SjEndi2ons:; * Reduced / Simplified address comparison requirements
RTS + CTS + Data + Ack = 48 Bytes  (was 60 -20 %) and processing

Data + Ack = 30 Bytes
= All Header are sizes, mod 2 Bytes.
- Data and Management Headar size are, mod 4 Byte.

(was 34 -11.8 %)
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Different address field filters:
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* Improved Frame ordering of 84/264 simpiifies address
fleld flitering.
= Variabliity of Address flalde Is resolved In the lunlmmor
= Recelve rules are static and requires no

p
* The 248 proposal requires additional receiver
complexity:
= Real time fiiter complexity in the receiver.
» Different ndes for AP and o Stetion.
» RTS and Data have different fltering rules.
= The fleld used as relum address in the Ack Is different :
» For an AP R le the BA or TA fleld.
» Por an infrastructure Station &t is the BSSID.
» For an Ad-Hoo station it ie the SA fleld.

—
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Field Definitions (cont'd):
* RA: ﬁeclplent Addrass (6 Bytes).

- Identifies the IEEE address of the direct Wireless recipient.

» This is the AP address when the PDU is destined to the AP, or
nesde to go via the AP to a final destination.

» This Is the Final Destination Address when the ToAp=0,
» This is the fleld used by all MAC's for address fitering.
¢ DA: Destination Address (6 Bytes{when ToAP=1).

- This Is the final Destination Address when the PDU Is sent via
the AP, or to the AP,

* BID: BSSID (6 Bytes) (when ToAP=0).
= Uniqualily Identifles the BSS.
» by using the 48-bit IEEE address of the AP,
» of the Ad-Hoc station that initiated the creation of the BSS.
* SA: Source Address (6 Bytes)
= This ls the original source address of the MSDU or Mngt frame.

Shde
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- BSSID fittering onty needed on BC/MC framaes.
* Header lengths have been considerably decreased.

— Frame Format adjustment proposal [——— \
AP Filtering (248): s 12
AURTS:  RTS: FC[DA] (SA) DUR
CTS: FC |DA
Stato DS: Data: FC DA S# FR DUR
(orto AP) Ack: FC [DA]
AP to AP: Data: FC m DA S##t F# DUR SA
Ack: FC Em
D' Address Fiitering (C_=Fleld copy
AP's filter always on first address field.

\

- The Sta to AP worke bocause BSSID=Maddr(AP)
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Station Filtering (248): k)

AIIRTS:  RTS: FC DUR
cTs: Fc [DA]

DS to Sta: Data: FC €SSIDIDA]SA S# F# DUR
Ack: FC [DA]

APto Sta: Data: FC BSSID S# F# DUR
Ack: FC SAP address

Stato Sta: Data: FC asss# F# DUR
Ack: FC [DA]

D Address Fiitering Flml copy
Stations filter depending on type.
\ The fiald used for Ack address depends on From bit. /
—
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Conclusion:

* The 20B2 version MPDUID functions are restored and
repaired and combined with fragment numbering In

Sae 13

the MID consept.
= All y fi ality ls
~ Duplicate fitering fi Improved pared to 238,
= No need for Fi ber fleld.

¢ All other 236 changes are adopted.
* Frame format fleld sequence is adapted for consistent
filtering implementations,
= No unique formate to

y cases.

pport all
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How does this compare with 248:

* Both proposals offer the same functionality.
* The maln difference is:
-G d uniqu versus P
= High overhead versus Low overhead.
= Differences in real time fiitering complexity.
* The 248 proposal can be improved to reduce the field
order to ease filtering.

= This doss not soive the separate WDS frame format, uniess
8n extra address fteid is added to every frams for uniformity.

Smag 17

fallure mode.
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94/254 Filtering: soute
AlIRTS:  RTS: FC DUR[RA]
CTS: FC M DUR
Stato Sta: Data: FCQMID) DUR[RA] BID SA
Ack: FC il DUR
Stato AP: Data: FC(WID) DUR[RA] DA sA
Ack: FC DUR
APto Sta: Data: FC(MID) DUR[RA] BID SA
Ack: Fc [Mi§ DUR
APto AP: Data: FC DUR[RA] DA sa
Ack: FC ] DUR
B Address Filtering Field copy Matching

Very consistent filtering Independent of AP/Sta or type. /
S
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Where are we?

* Connectivity problems In 236 are recognised and
considered valid.

- WDS support
= All Statlon to Station cases.
* There are two proposals that try to correct the
236/2083 flaws.
¢ Mechanisms proposed are different.
- Differences in WDS support mechanism.
l:‘:pnnmeom—umommuhmodh

- Diffe In Impl

= sepecially filtering differences., i
- Difference In Frame overhead.

—
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Miscorrelation probability is very low: s«

* it compares to the Lost frame probability of an
Ethemet network.
= 0023 with 10e-@ BER will have Be-8 packet fallure rate when
using 800 Byte framan.
= Higher laysre are designed to cope with that.
* Doc 270 does not take all factors into account.
~ The collision probabliiity is not considered.

» Miscorvelation onfy ls an lssue when there ls an medium socess
oolision with an spproximats equal length frame.

= Doc 270 assumes a high danger of repeated matching errore.
= We did take bimodal frame length distributlon into sccount.

Diepstraten, Fischer
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Benefit Summary e 10
254 248
Supports WDS Supports WDS
Uniform header lengthe WDS headers have

8 octets Inserted
and removed enroute
Simpler flitering than 20b3 Same fittering as 20b3
Lowaer overhead than 20b3 Same overhead as 20b3
with RTS: 48 octets vs. 80 except +8 octets for WDS
no RTS: 30 octets vs. 34
Risk of miscorreistion Na risk of mlacorrelation
1 frame in 3e6 (under rather
pessimistic assumptions)

\_ -/
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Miscorrelation: A Rare Occurrence
* The sequence of events for a miscorrelation is:

IEEE P02 11-04/254b \

Sae 21

Event (pessimistic} Probability

Simuitaneous TX start [NOTE 1| 0.05

Same frame type 1.00

Approx. equai frame length [NOTE 2| 0.50

Same fragment number [NOTE 3) 1.00

Exactly 1 frame recelved correctly 0.80

Same Dlalog Token value 24404
OVERALL PROBABILITY: 3.08¢-8

~ NOTE1: P aC! slots then ps 0.031.

- NOTE 2: ﬂionqninﬂo%o'-ﬁ-muobomm
= NOTE 3: Assumes B33 that doso not require fregmentation.
\ This probability decrenses as plequal frame length) increases. )

T
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Extreme case analyses:
¢ The sequence of events for a miscorrelation Is:

Skm

Event {Very pessimistic) Probabllity

High Simultanecus TX start [NOTE 1] 0.28

Same frame type 1.00

Approx. equal frame length 1.00

Same fragment number [NOTE 3) 1.00

Min 1 frame received cormectly 0.80

Same Dlalog Token valus[Note 4] 07e-3
OVERALL PROBABILITY: 1.22e4

~ NOTR 1: This is an extreme loed case using exponential backoft.
= NOTE 3: Assumes BSS that does not requirs fragmentation.
- NOTE 4: A that 4 resp e g« (hardly )

(
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Miscorrelation: A NON-Problem

* MAC-ayer acknowledgement is for use within the
MAC, not for use by higher layers:
~ 802.3 has no MACayer acknowledgement.
= The 802.5 “frame copled™ bt is not used by higher layers.
= Experience with ARCNET has Indicates strongly to not rely
upon ind of MAC ach dg t to mean that the
ipient NOS (vs. p NIC) recelved the frame.
* LAN protocol stacks use acknowiedgement at the
Network and/or Transport layers:

= A mliscor lon |s by LLC and higher
layers, from an 802.3 frame that has no colilsion detected, but
does not reach the Intended reciplent.

- All common LAN protocol stacks work over 802.3, where
higherdayer acknowledgement is the only confirmation of
delivery.

s /
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Miscorrelation: The Bottom Line

* The frequency of miscorrelation is no worse, and
typically much better, than frame loss on a wired LAN.
= A wired LAN with 1e-6 BER wiif fall to dellver 8600-octet frames
due to bit errore with p= 6e-8; and 1100-octet frames due to
blt errors with p= fe-8.
= This 284 proposal will fali to dellver frames due to
miscorrelation with p< 3¢-8.

* If a protocol stack works over 802.3, It will work just
as wall over 802.11 using this 264 proposal, and better
(due to shorter headers and simpler filtering) than
802.11 using 248.

S 22
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Miscorrelation in extreme overload:

* Assume extreme peak load.
= Many stations contending with same frame length.
= Colllsion p ity ls y higher.
* Yes this will cause higher lost frames @ LLC
boundary but it Is still only 1.22e~4max. per station.
= However this does not cost bandwidth.
= The ber of frames itted DOES NOT INCREASE.

- It takes only longer to discover “Lost Frame”, before
retransmission can start by the higher layer (Time-out).

= This tes o “Soft i the load will smear
out over a longer period.

* Lost frames will also start to occur due to a “Retry-
limit overrun”.

* This does not have effect on stabllity.

Saie 24
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Conclusion: a2 Motion: s
* The miscorrelation failure mode does not affect * Move:

stabllity even in the extreme case. To adopt the Frame Formats and associated
=The of f ltted DOES NOT INCREASE. mechanisms as defined in 94/254,
* In those cases it Is possible that the “Max-retry limit"*
fallure will be higher then the miscorrelation error.
* lt does compare very well with a wired “lost frame"
fallures.

* We should adopt the most efficient Implementation.
~ and reduce complexity at the same time.

\ AN .
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MID Match failure modes backgrounds: == MID match effects: ]

* Thesa slides show more extensively the failure mode ey

Ack Thmsent Ack Thmsont Ak
analyses. -
+ Tis sesumes: =T | ] [
- Unique seq due to station d dent seeds. E S e i E =

- RTS and Data will have different MID'n.
MO matels does mat et

X

MID st ch dows 0ot couss & prodklim MDD erustich dews prmiil 1o usdelecied los of

* Collislons on approx. Equal Length frames can have a
MID matching problem.

/ ASeTI50 Frame Format adjustment proposal PROZ 11042540 \ / ATaviDo Frame Format adjustment proposal EEE PR0211-042540 \
MID match effects in RTS/CTS: = Understanding the failure mode. ]

* MID collisions are only relevant during an actual
collision on the medium.
= The MID value of the TS and Ack frames are only relevant for
those statione that sre walting for a CTS or Ack during a small
window following an RTS or Data fragment respectivaly,
- 80 only when two (or more) sources generate a CTS or Ack in
responsae to an RTS In the same window are relevant.
» This is only when an AT$ colides with an other RTS.
» or when a Data frame colides with an other Data frame with

epproximately the same length.
© Ondy this results in an Ack wilhin the Ack_Time-out window.
MID match n RTS will conse MID sumich dues mot couww @ prodiam = W a6 When bath a
& Data Calltihom, which s |{kaly dotocted 5 by Ondy onve
e Yo seiboquend ot o0 S WD, + Nots @t the Data le going s the cormect destination.
- Collisions of RTS and Data are not relevant for the MID match
\ ) \ fallure mode. /
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What is the probability: e The failure mode is then: —
* The DT# In the MID uses Is a PRN generator with ¥ r”’:::";'::‘l:l :"‘;‘I’I;"' will g the subsequent Data
length of 4K. TEme Wi e
sequence ~ Detection of this colision Is very likely when the
* So the MID match probability is : Osta/Ack does use a different MID then the RTS/CTS,
. " * i Data Collision: Two t sthatg the data
. 'I'hlsc :l:::’:::’;:":::: :ccount the frame length f ot Ll thatthe wae full
- Ahough that , & Is more
distribution, which will be application dependent. came ot nsomm. ," “l:" sge': SIS
¢ Lets assume a File transfer environment: = Alost frame goes undetected in this case.
- Many small length fi with a ber of lengths <64 Bytes. ~ in case that none get through there is no matching issus.
These are higher layer dependent. * The probabillity of this g depend on the load, and
= Most frames >64 Bytes wiil be of the maximum size. Is approaximately:
- There will be ¢ with lengths In b ] -"Col-lon):mbﬂyl‘l(lz(mwmlz(omymh
= Assume that In a busy network the LongiShort frame ratio Is 70% » nm;g a coliitsion probability of % Is approx. <3108

» 30 the probability that two equal length frames colide is less then .5 » Thie meanas that the higher layers need to recover from this,

NG A A
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Is this acceptable: ==n

* Please note that this is NOT the same as the
‘“undetected error rate”, because that concerns with
the probability that a received frame Is not flagged to
be in error, while it Is.

* The resulting error rate of less then approx. 3 out of
1046 frames is lost at the MAC level is considered
very acceptable, in a “‘Best effort” service scenario.

¢ Conclusion:

- The MID non-uniqueness is no issus, and does not reduce the
functionality.

= No special p ® are ded to Ive its effects.
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