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State Machine Notation

X0 X1 X2
State Y State Z State Q
Conditions causing state transition Conditions causing
» transition to self
[X0:1a] Actions associated with state transition

[X1:1] Actions associated with
transition to self

Conditions causing OPTIONAL state transition -‘

[X0:1b] Actions associated with OPTIONAL state transition, . .
Conditions causing

state transition

Conditions causing state transition without associated actions i .
[X1:2] Actions associated

[X1:0] with state transition

example of transition arrow from X2 to X0
which crosses, but does not enter, X1

-

[X2:1]
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MDO MA_UNITDATA t MD1 e
o .reques : :
Idle (null, mdDA, mdData, Validate Request Dete.rlflme
mdRoute, mdPri, mdSC) Recipient
fiz
[MD0:1] request valid
=8
[MD1:2] attach MAC header to create
(Length(mdData) > aN{ax_Frame_Length) | mdMSDU which includes
. (dem_'te I=nulD | . mdFromDS := 0, mdType := Data,
(mdPri != {contention | con?entlon_free} )1 mdAddr2 := aMAC_Addr
(mdSC != {asynchronous | time_bounded} )
-
discard request [MD1:0a]
. . . MD3
(mdPri = contention_free & !F_CFavail) | E
(mdSC = time_bounded) nqucue
7| l .......................................... ToDS
discard request [MD1:0b] at AP F AP &
( (AccessState(mdDA) !=1) |
| PsState(mdDA)=1) )
.‘ mdToDS :=1, [MD2:3]
Enqueue(mdMSDU, ToDSq) vp3:0] | mdAddr3 :=mdDA,
mdAddrl := Current_BSS_ID
MD4
Enqueue for
Transmission
(AccessState(mdDA) =1) &
<& (PsState(mdDA) != 1)
Enqueue(mdMSDU, TXq) [MD4:0] ‘
mdToDS :=0, [MD2:4a]
mdAddrl := mdDA,
MD5 mdAddr3 := Current_BSS_ID
Reception
to LLC IF_AP &
F_RXq ( (AccessState(mdDA) !=1) |
— (PsState(mdDA) = 1))
[MDO0:5]  Dequeue(mdMSDU, RXq) <&
mdToDS :=1, [MD2:4b]
mdAddr3 := mdDA,
mdAddrl := Current_BSS_ID
MA_UNITDATA.indicate [MDS:0] I
(mdSA, mdDA, mdData,
null, mdPri, mdSC)
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MAC Management Service
State Machine goes here

MAC State Diagrams Page 5§ M. Fischer, Digital Ocean



Diagrams for document 95/014r2 doc: IEEE P802.11-95/014r2A

DS1 DSO DS2
Distribute from Idle Distribute
Wired DSM from ToDSq
F_ToDSq
MSDU available from wired DSM -
[DS0:2] Dequeue(dsMSDU,ToDSq)
obtain DSM reception in dsMSDU [DSO0:1]
DS3
to LLC
multicast | unicast to LL.C
multicast | unicast to LLC <&
= Enqueue(dsMSDU,RXq) [DS2:3]
[DS1:3] Enqueue
(dsMSDU,RXq) unicast DS5
to Wired DSM
[DS3:0]
. unicast to wired
multicast distribution system
Enqueue [DS3:4] unicast send dsMSDU [DS2:5]
(dsMSDU, | on wired DSM
FromDSq) [DSS:0]
DS4
to BSS multicast
multicast
not from DSM [DS5:6] Enqueue
(dsMSDU,
[DS4:5] send dsMSDU FromDSq)
. on wired DSM
unicast to BSS
g
unicast to BSS Enqueue(dsMSDU,FromDSq) [DS2:4]
[DS1:4] Enqueue unicast
(dsMSDU, DS6
FromDSq) [DS4:0] to WDS
{done}
multicast [DS6:0] B —
from DSM
[DS4:6] Enqueue(dsMSDU,FromDSq) unicast to WDS
i D
guigEHgADS > Enqueue [DS2:6]
[DS1:6] Enqueue(dsMSDU,FromDSq) (dsMSDU,FromDSq)
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Co C1 C3
Inactive Idle F_CFaware & IF_PC Process
I F_Awake | F_DTIM RxIndicate(crMPDU, crLength, crDir, crTs) & Reception
(crDir = 1) & (crType = { any with CF-Poll } )
[C0:1] TxSt:=0  |Trotnemmesromoostsmsmsssssosessssssssssssssssssssssssessees i
[C1:3] Set(F_CFpoll)

'F_Awake & !F_DTIM & (TxSt=0) (TxSt>=0) & ‘
RxIndicate(crMPDU, C2 i
[C1:0] | erLength, crDir, crTs) Service State :
& (crDir =1) & (crType = h
RxError(crAddrl) & (TxSt>0) | ¢ management | data | PS-Poll}) &

(T_IFS = aSIFS) & !F_CFP
TxRequest [C1:1a] .
(GenACK(crAddri, 0), 10) [Cl:2a] TxRequest ServiceState(crAddr2,crType) = 1
Cc4 > (GenACK(erMPDU), 10) | [c2:3] Clear(F_Backoff)
Prepare Tx (TxSt>=0) &

RxIndicate(ctMPDU, crLength,
F_TXq & (F_CFpoll | (cCFnext=1) | crDir, crTs) & ( (crDir =0) |

‘ (IF_CFP & (TxSt=0))) (crType = control) ) & !F_CFP ServiceState(crAddr2,crType) =0
Dequeue(cMSDU,TXq) [Cl:4a] [C1:2b] ’ [C2:1] Clear(F_Backoff)
F_FrDSq & ((cCFnext=1)| |<&
gy Crcm == 0)) (c¢Type =RTS) & (NAV =0) & !F_Mbusy & (T_IFS =aSIFS) & !F_CFP
1:4b
Dequeue(cMSDU,FrDSq) [C1:4b] TxRequest(GenCTS(crMPDU), 10) [C3:1a]
( (cAddrl = multicast) & !F_DTIM) (crType = {Management | Data} ) & (crFragLast =0)

| (PsMode(cAddrl) =1) - ==
[C4:1a] Enqueue(cMSDU,PSq)

Assemble(crMSDU, crMPDU, crLength) [C3:1b]

( (crType = Management) & (crFragLast =1) ) | (crType = PS-Poll)

!F_CFpoll & (cCFnext = 0) <
Assemble(crMSDU, crMPDU, crLength), [C3:1c]
[C4:1b] c¢CW :=aCW_Min, Mglndicate(crMSDU, crLength, crDir, cr'Ts)
TxST :=1, SeqNum +=1,
cRetryCnt := 0, cFragNum :=0, ( (crType = Data) & (crFragLast=1) ) & (crToDS=1) & F_AP
Fragment(cMSDU, cMPDU,
cFragNum, cFragLng, cFragLast) Assemble(crMSDU, erMPDU, crlength), [C3:1d]

Enqueue(crMSDU, ToDSq)
F_CFpoll | (¢cCFnext =1)
"""""""""""""""""""" I ( (crType = Data) & (crFragLast = 1) ) & (crToDS = 0)
[C4:1c] TxST :=-1- (2 * cCFnext), )
SeqNum +=1, cCFnext:=0, | Agssemble(crMSDU,erMPDU,crLength),Enqueue(crMSDU,RXq) [C3:1¢]

cRetryCnt := 0, cFragNum := 0,
Fragment(cMSDU, cMPDU,
cFragNum, cFragLng, cFragLast)

(crType={CF-End | CF-End+Ack} ) & (crAddr2=aCurrent_BSS_ID)

ChangeNAV(0), Clear(F_CFP) [C3:1f]
State C1 continues, subsequent o
transitions enabled when TxSt != 0: - — ——
TxSt = { 112} for DCF transfers [C3:1g]
TxSt = { -11-2 } for CF—Poll response from\, .
TxSt={ -3 -4} for Point Coordinator " C12 < process frame received during CF period >

MAC State Diagrams Page 7 M. Fischer, Digital Ocean



Diagrams for document 95/014r2 doc: IEEE P802.11-95/014r2 A

C1, Idle
(continued)
((TxSt=1) & / (TxSt = 1) & F_Backoff & (NAV = 0) C5
((NAV !=0) | F_Mbusy)) ' &!F_Mbusy & (T_IFS >=aDIFS) & Wait for CTS
| (TxSt =2) (cAddrl = individual_address) &
(cFragLng >= aRTS_Threshold) &
TxSt:=1, [C1:1b] (Duration(cFragLng, A, R) <= T_Dwell)
T_Backoff ;= (Int(cCW * {F_TxDone
Random() ) * aSlot_Time), [C1:5] TxRequest(GenRTS(cMPDU), 16)
Clear(F_Backoff), Start(T_Backoff), _ [C5:5] Restart(T_Resp)
aTotal_Backoff_Time += T_Backoff, (T_Resp >= aCTS_Timeout) &
¢CW := Min((cCW * 2), aCW_Max) (cRetryCnt < aCTS_Retry_Max) "
L TxS¢ := 2, cRetryCnt += 1 [C5:1a]
1 .
(Ctaslle 8 (T_Resp >= aCTS_Timeout) & RxIndicate(crMSDU, , ,) &
TxSt := 2, [C1:1c} (cRetryCnt >= aCTS_Retry_Max) (crType =CTS) & (T_IFS =aSIFS)
¢CW := aCW_Min [C5:6] c¢More :=F_TXq,
e TxSt :=0, TallyQ [C5:1b] TxRequest
(¢cMPDU, cFragLng),
C7 (TxSt =1) & (FragNum =0) & (NAV =0) & Cé cRetryCnt := 0
Transmit F_Backoff & !F_Mbusy & (T_IFS >= aDIFS) Wait for
. & (cAddrl = individual_address) &
Multicast (cFragLng < aRTS_Threshold) & ACK
(TxSt=1) & (Duration(cFragLug, A) <= T_Dwell)
IF_Mbusy & (NAV =0) e
& (T_IFS >= aDIFS) & [C1:6a] cRetry := (cRetryCnt > 0), cMore :=
(cAddrl=group_address)& F_TXq, TxRequest(cMPDU, cFragl.ng) <
(cFragNum =0) &
(Duration(clragLng)<=T_Dwell) (T_Resp >= aACK_Timeout) &
= (cRetryCnt < aACK_Retry_Max)
TxRequest [C1:7a] .‘ .
IF_TxDone
(cMPDU, cFragLng) TxSt = (2 * TxSt), cRetryCnt+=1  [C6:1a]
i [C6:6] Restart(T_Resp)
F_TxDone & (cFragLast = 0) (T_Resp >= aACK_Timeout) &
B » (cRetryCnt >= aACK_Retry_Max) ==
{C7:1a] cFragNum += 1, <
TxSt := 0, Tall, Cé6:1b
Fragment(cMSDU,cMPDU, X » TallyQ [C6:1b]
cFragNum, cFraglng, (cFragLast = 0) & (F_CFack|
cFragLast), Tally() ‘ ( RxIndicate(crMPDU, ,, ) & (crType = ACK))
cFragNum += 1, Fragment(cMSDU, [C6:1c]
(TxSt=1) & ¢cMPDU, cFragNum, cFragLng, cFragLast),
(T_IFS = aSIFS) & TxSt := 0, Tally()
(cAddrl=group_address)& (cFragLast = 1) & (F_CFack |
(cFragNum > 0) & ( RxIndicate(crMPDU, , , ) & (crType = ACK) )
(Duration(cFragLng)<=T_Dwell) ‘
= TxSt := 0, Tally() [Cé6:1d]
[C1:7b]

TxRequest ((TxSt=-1) | ((TxSt = 1) & (FragNum > 0) ) &
(cMPDU, cFragLength) (T_IFS >= aSIFS) & (cAddrl = individual_address)
& (Duration(cFragLng, A) <= T_Dwell)

F_TxDone &
(cFragLast=1) [C1:6b] cType := (cType | F_CFpoll),
cMore :=F_ TXq, cRetry :=(cRetryCnt > 0)

[C7:1b] TxSt:=1,Tally) ¢ TxRequest(cMPDU,cFragLng), Clear(F_CFpoll)
#
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C1, Idle C10 C11
(continued) Prepare CF Multicasts Send Multicasts
: F_PC & F_CFP & (TxSt=0) & (NAV =0) (cCFnext=1) & F_TXq
& !F_Mbusy & (T_IFS >= aPIFS) |
............................................ [IE [C10:11a] Dequeue(cMSDU, TXq),
[C1:10] TxSt := -3, cCFnext := 1 ckragNum := 0, SeqNum +=1,
Fragment(cMSDU, cMPDU, cFragNum, cFragLng,
F_PC & F _CFP & cFraglLast), cCFnext := cFragLast
((TxSt=0) & ((NAV !=0)| F_Mbusy)) |
((TxSt = -3) & (Duration(cFragLng,A) > T_Dwell)) ¢CFnext=0 -
[€l=ld] Clear(F_Backoff), T_Backoff := [C10:11b] cFragNum+= 1,Fragment(cMSDU,cMPDU,

(Int(aCW_Min * Random() ) * aSlot_Time), cFragNum,cFragLng,cFragLast), cCFnext :=cFragLast

aTotal_Backoff_Time += T_Backoff,

Start(T_Backoff), TxSt := Min(TxSt, —2) F_TxDone & (T_IFS >= aSIFS) &

(Duration(cFragl.ng) <= {T_Dwell & T_CFDR})

A (e - X s A
(TxSt=-2) & F_PC & F_CFP & F_Backoff < & (cAddrl != individual address)

i T i TxRequest(cMPDU, cFragLn, C11:10

[Cl:te] TxSt := 0 ; = e e
af l ----------------------------------------

|. F_TxDone & (T_IFS >= aSIFS) & ( (Duration(Length(cMPDU)) <= T_CFDR) | !IF_TXq)
] | R

TxRequest(GenCFend(), 16), Clear(F_CFP), cCFnext := 0, TxSt := 0 [C11:1a]
} cAddrl = individual address

L1 | R LR L L L LT PP TP PP PP

cCFnext := 0, cRetryCnt := 0, Set(F_Backoff), Clear(F_CFack) [C11:1b]

C12

(TxSt = -3) & (cCFnext = 0) :
& (T_IFS >= aSIFS) & F_Backoff & Wait for CF-Ack IF_TxDone

(Duration(cFragLng,A) <= {T_Dwell & T_CFDR})

----------------------------------------- e [C12:12a] Restart(T_Resp)
[C1:12a] cRetry :=(cRetryCnt > 0),

cType := (cType | PollList(cAddrl) | F_CFack), "‘
TxRequest(cMPDU,cFragLng), Clear(F_CFack)

(!F_TXq & 'F_RXq & 'PollList() ) |

(T_Resp >= aPIFS) & (cRetryCnt < aACK_Retry_Max) (IF_TXa & !F_RXq &
] | R LR L CELE PR CEE R PP (Duration(aMax_Frame_Length,A) > T_CFDR))
T_Backoff :=(Int(aCW_Min*Random() ) [C12:1a]
* aSlot_Time), aTotal_Backoff_Time += [C12:12b] Ll
T_Backoff, Start(T_Backoff), cRetryCnt += 1 ==t
(T_Resp >= aPIFS) & (cRetryCnt >= aACK_Retry_Max) . .
o || .................................................. RxIndicate(ctMPDU, crLength, crDir, crTs) &
cCFnext := 1, cRetryCnt := 0, Tally() [C12:1b]| (F_CFack | (crType=ACK)) & (FragLast = (;)
------------------------------------------ Iy
(TxSt=-3) & IF_TXq & !F_RXq & [C12:3a] cFragNum += 1, Fragment(cMSDU,
(T_IFS >= aSIFS) & (Duration(aMax_Frame_Length, A) ¢MPDU, cFragNum, cFragLng, cFragLast),
.............. e & T O R ) e Set(F_CFack), Tally(
[C1:12b] cRetryCnt := aACK_Retry_Max, RxIndicate(ctMPDU, crLength, crDir, crTs) &
TxRequest(GenCFpoll(PollList(next),F_CFack), 24) | (F_CFack | (crType = ACK) ) & (FragLast=1)
------------------------------------------
(TsSt = —4) | (Duration(cFragLng,A) > T_CFDR) [C12:3b] cFragNum := 0, cCFnext := 1,
""""""""""""""""""""""""" Set(F_CFack), Tally()

[C1:1f] TxRequest(GenCFend(F_CFack), 16),
Clear(F_CFP), cCFnext := 0, TxSt := 0
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MO M1
Inactive . Station Idle
aActing_as_AP_Status = False
1 F_BCN
[MO0:1] Clear(F_AP, F_PC, F_Assoc, CF_Avail), Restart(T_TSF), . = F A

L_BCN := aBeacon_Interval, Restart(T_BCN), L_Dwell := aDwell_Time, [M1:1a] _ mSndBcn_.— !F_Assoc,
Restart(T_Dwell, L Slot := aSlot_Time, Restar((T_Slot), mCFPent :=0, | mDTIMent +=1, F_DTIM = F_Assoc &

¢ Clear(F_CFP), Reset(T_CFDR), mDTIMent :=0, Clear(F_DTIM), SeqNum :=0, (mDTIM = ?PT{M—II;“:“N ),

! F_PSM :=aPower_Save_Mode, Set(F_Awake), L_Awake := < awake time >, mCFPent += F_CFavail, Clear(F_BCN),

aScan_State := SCAN, aCurrent_BSS_ID := 0, (reset service state & association)

MglIndicate(mrMSDU,,,) M2 - Scan

& (mrType ={ Beacon | Probe Resp }) aScan_State = SCAN

F_CFP :=(mCFPent=aCFP_Interval)

F_CFP & F_CFavail & (T_CFDR =0)

Clear(F_Prl), Set(F_Pr2)

(aScan_Mode = ACTIVE) &
{F_Mbusy & (NAV =0) &
(T_IFS >= aDIFS) & F_Pr2

[M2:2b] Generate(Probe Request,
mMSDU), Enqueue(mMSDU,TXq),
Restart(T_Probel),Clear(F_Pr2)

(update list of known APs), [M2:2a]
(record capability & PHY info) ._

F_Prl A F_Pr2
& (more channels to scan)

(set PHY to next channel), [M2:2c]
PHY.CCARESET, LoadNAV(0),
Restart(T_Pr2), Clear(F_Pr2)

= -
M3 - Authentication
(responder selected @ mrAddr2)

(aScan_Mode = ACTIVE)
& F_Mbusy & (T _Prl !=0)

[M2:2d] Stop(T_Prl1),Restart(T_Pr2)
-

aScan_State := null [M2:3]

(authentication frame processed)

[M3:1a] Generate(Authentication, mMSDU, mrAddr2), Enqueue(mMSDU, TXq)

MglIndicate(mrMSDU, , , ) & mrType = { Authentication | Deauthentication }

[M1:2]

[M1:1b] mCFPcnt := 0,
T_CFDR := aCFP_Max_Duration,
Start(T_CFDR),
UpdateNAV(aCFP_Max_Duration)

F_DTIM

[M1:1¢] mDTIMcnt:=0,Clear(F_DTIM),
Restart(T_Awake), Set(F_Awake)
-

F_Dwell

[M1:1d] (set PHY to next channel),
PHY.CCARESET, Clear(F_Dwell)

(mSndBen = 1) & (IF_Mbusy) & (NAV=0)

[M1:1e] mSndBcn := 2,
mBcenDly := T_BCN - ( aSlot_Time *
Int(aCW_Min * Random() ) )

. [M1:3]
(auth resp seq successful/infrastructure) & !F_Assoc

[M3:1b] Generate(Assoc Req, mMSDU, mLength), Enqueue(mMSDU, TXq )

(auth resp seq complete) | (auth req compete/ad-hoc) | (deauth proc)

[M3:1c] (update service state based on sequence and result)

Mglndicate(mrMSDU, , , ) & (mrType = Association Response)

_

(mSndBcn = 2) & (T_BCN = mBcnDly)

[M1:1f] mSndBcn := 3,
Generate(Beacon, mMSDU, mLength),

Enqueue(mMSDU, TXq, head)
B

F_PSM & (T_Awake=L_Awake) & F_Assoc

Reset(T_Awake, F_Awake)

[M1:1g]
-

F_Assoc ;= (mrStatus = 0), (if successful set service state =3)

MgIndicate(mrMSDU,, , ) & (mrType = Probe Request) & (mSndBcn = 3)

[MI:1m]
e

MglIndicate(mrMSDU, mrLng, mrDir, )
& (mrType = Beacon)
& (mrAddr2 != aCurrent_BSS_ID)

Generate(Probe Resp,mMSDU,mrAddr2), Enqueue(mMSDU,TXq) [Ml:a

MgIndicate(mrMSDU, , ,mrTs) & (mrType=Beacon) & (mrAddr2=aCurent_BSS_ID)

[M1:1h]

<=}

UpdNAV( mrCF_dur_rem),
(update list of known APs)

(mTraffic =1) & F_PSM

T_TSF := Max((T_TSF * IF_Assoc),(mrTs + mOffset)), mSndBen :=0, [M1:1p]
mTraffic := mrTIM[0] | mrTIM[mSID], LoadNAV(mrCF_dur_rem),
Stop(T_Awake), F_Awake := !F_PSM | (mTraffic !=0),

(update beacon, DTIM, CFP and F_CFavail settings from mrMSDU) r-’

MgIndicate(mrMSDU,, , ) & (mrType =Disassociation) & F_Assoc

<

Clear(F_Assoc), set service state =2, aScan_State := SCAN

[M1:1j] Generate(PS-Poll, mMSDU,
aCurrent_BSS_ID,mSID), mTraffic :=0,
Enqueue(mMSDU, TXq, head)

MglIndicate(mrMSDU, mrLng, mrDir, )
& mrType = (any other)

[M1:1r]

] [M1:1K]

discard mrMSDU
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doc: IEEE P802.11-95/014r2 A

MO M11 - AP Idle
Inactive ) F_BCN & (mSndBcn = 0)

1 aActing_as_AP_Status = True

. [M11:11a] mSndBcen =1,

[M0:11] Set(F_AP), F_PC := (aCF_Max_Duration != 0), Restart(T_TSF), mDTIMent += 1, F DTIM :=

L_BCN := aBeacon_Interval, Restart(T_BCN), L_Dwell := aDwellTime, (mDTIM = aDTIiVI _Int erval)

Restart(T_Dwell), L_Slot := aSlot_Time, Restart(T_Slot), mCFPcnt := 0, mCFPent +=1,F_CFP:=(T (EFDR ' =0)’

Clear(F_CFP, F_DTIM), Reset(T_CFDR), mDTIMcnt := 0, [ (mCi‘P—cnt i aCFi’ Interval)

/ SeqNum := 0, Set(F_PSawake), (clear power save and association info), Generate(Beacon, mMSDU, ;nL - gth),

$] 3 t]

.-

F_CFavail := F_PC, (inform distribution system that this BSS is present)

MglIndicate(mrMSDU, mrLng, mrDir, ) & (nrType = Probe Request)

Generate(Probe Resp,mMSDU,mrAddr2), Enquene(mMSDU,TXq) [M11:11m]

M12 - Association

Mglndicate(mrMSDU, mrLng, mrDir, ) & (mrType = Association Request)

- [M11:12a] |~
(association request processed)

Generate(Association Response, nMSDU, mrAddr2,mrSID),
Enqueue(mMSDU, TXq), (update association info for mrAddr2),
(if successful, inform distribution system and set service state =3),

[M12:11a]

-

Insert TIM{mMSDU, mLength)

F_CFP & F_PC & (T_CFDR =0)
[M11:11b] mCFPcnt := 0,
T_CFDR := aCFP_Max_Duration,;
Start(T_CFDR), UpdatePollList()}

[M11:11c]
MovePSframes(cfp, head),

ul
F_DTIM & (mPSawake = 0)

(if successful & PSM set up to buffer and indicate traffic by assigned SID)
Mglndicate(mrMSDU, mrLng, mrDir, ) & (mrType = Reassociation Request)

[M11:12b]

o

(reassociation request processed)

[M12:11b]  Generate(Reassociation Response, mMSDU, mrAddr2),
Enqueue(mMSDU, TXq), (update association info for mrAddr2),

<

[M11:11d] mDTIMcnt := 0,
InsertDTIM(mMSDU, mLength),
MovePSframes(mc, head),
T_Awake := < station awake time >,
Start(T_Awake), mPSawake := 1

F_Dwell

(if successtul, inform distribution system about reassociation of mrAddr2)

M

(if PSM reclaim buffers and stop buffering and indicating traffic)

[M11:11e] (set PHY to next channel),
(notification from distribution system about association/reassociation) < PHY.CCARESET, Clear(F_Dwell)
mSndBcen =1
i . [M11:12c]
(notification from distribution system processed)
[M11:11f] mSndBcn := 0,
[M12:11c] (update association information & reply to DS as needed) Enqueue(mMSDU, TXq, head)
i . . L. (mPSawake = 1) & (T_Awake = 0)
MglIndicate(mrMSDU, mrLng, mrDir, ) & (mrType = Disassociation)
[M11:12d] [M11:11g] Clear(F_DTIM),
(disassociation processed) : Stop(T_Awake), mPSawake :=
[M12:11d] (remove association for mrAddr2, set service state =2, inform DS), MglIndicate(mrMSDU, mrLng, mrDir,

& (mrType = PS-Poll)

)

13 - Authentication Mglndicate(mrMSDU, mrLng, mrDir, ) &

( mrType = { Authentication | Deauthentication })

[M11:11h] MovePSframes(mrAddr2)

Mglndicate(mrMSDU, mrLng, mrDir, )
& (mrType = Beacon)

[M11:11j] UpdNAV( mrCF_dur_rem)

MglIndicate(mrMSDU, mrLng, mrDir,
& (mrType = any other)

)

-
R [M11:13]
(authentication frame processed)
[M13:11a] Generate(Authentication,mMSDU,mrAddr2),
Enqueue(mMSDU,TXq), (if successful, set service state =2, else =1)
(deauthentication frame processed)
—>
[M13:11b] (set service state =1)

[MI11:11K] discard mrMSDU

MAC State Diagrams
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TO T1 T2
Idle Start Transmission Transmit
Frame Body
_— IF_WEP |
xRequest(tMPDU, tLength) (F_WEP & (tType !=Data) )
[T0:1]  Clear(F_TxDone), -
tOctet :=0 [T1:2a] tPLCPlength := tLength + 4
iy 1, Y PHY_TXSTART.request PHY_DATA.confirm
- s
Tally() i eCtin) [T2:2]  PHY_DATA.request
F_WEP & (1Type = Data) (tMDPU[tOctet] ),
................................. {Js CRC(tCre¢, tMPDU[tOctet] ),
[T1:2a] Encrypt(tMPDU, tLength), tOctet +=1
tPLCPlength := tLength + 4

PHY_TXSTART.request '

(TxVector)
T3
Transmit Timestamp
tOctet =24 &
IATNED I oonfion) (tFrameType = ProbeResponse |
PHY DATA.request  [T3:3] |ogg tFrameType = Beacon)
(tTs[(tOctet-24)]), {Ts := T_TSF + tOffset  [T2:3]
:i)ltz(ttfzci S 20 tOctet = tLength
’. tOctet = 32 ] —
e [T2:4] tOctet := 0,
[T3:2] tCrc := tCrc » OhFFFFFFFF
T5 T4
End Transmission Transmit CRC
<

PHY_DATA.confirm

PHY_DATA.confirm
PHY_DATA.confirm & tOctet =4

Set(F_TxDone), [T5:0]
Restart(T_IFS)

[T4:4] PHY_DATA.request

PHY_TXEND.request [T4:5] (tCreftOctet] ), tOctet += 1
B
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Diagrams for document 95/014r2

doc: IEEE P802.11-95/014r2 A

RO R1 R2 R3 R4
Inactive Idle Activity Detected Receive Frame Validate
F_Awake | F_DTIM A . rOctet=24 Frame
PHY_CCA.indicate(Busy) | PHY_ RXSTART.indicate
[RO:1] Set(F_Mbusy), i (RxVector) [R3:3a] rTs:=T_TSF
Restart(T_Busy), [R1:2] Set(F_Mbusy), » ‘
PHY_CCARST.request Restart(T_Busy) | [R2:3]  rOctet:=0,

F_Awake & 'F_DTIM

PHY_CCA.indicate(Idle)

rCrc := OhFFFFFFFF

[R1:0]

¢

PHY_DATA.indicate

(rMPDU[rOctet] )

PHY_CCA.indicate(Idle)
| (T_Busy > aDIFS)

Reset(T_Busy), [R1:1]
Clear(F_Mbusy),
Restart(T_IFS)

Reset(T_Busy), [R2:1] [R3:3b] CRC(rCrc,
Clear(F_Mbusy), rMPDU[rOctet] ),
Restart(T_IFS) rOctet > aMax_Frame_Length ‘ nQctetcesl

Reset(T_Busy), Tall R3:1a

eseT_Busy), Tally)  [R3:1al | - by RXEND.indicate
PHY_CCA.indicate(Idle) R i
[R3:4]
Reset(T_Busy), Clear(F_Mbusy), Tally(, [R3:1b]

Restart(T_IFS)
(RxError != No_Error) | (rOctet != rPLCPlength)

-
.' Reset(T_Busy), Tally() [R4:1a]
R9
Repor ¢ < (RxError = No_Error) & ( (rCre != 0hC704DD7B) | (rProtocol _Version !=0) )
Result Reset(T_Busy), UpdNAV( * see notes * ), Tally() [R4:1b]
rDir !=-1
- R6 (rCrc =0hC704DD7B) &
[R9:1a] Reset(T_Tbusy), Decode Add (RxError= No_Error)
RxIndicate(rtMPDU, ECoae EESS
(rOctet-—4), rDil% rl’}‘sg), ‘ invalid address (rType={any CFack} ) [R4:5]
a .
rDir =-1 L Reset(T_Busy) [R6:1] & (ThisBSS(rMPDU) RS
R6:6
[R9:1b] Reset(T_Tbusy), R7 e Update NAV
RxError(rAddr2), Filter Duplicates Set(F_CFack) -
TallyQ (rToDS = 0) &
AT GER ) F_CFP & ThisBSS(rMPDU)
DupFilter(rtMPDU) =0 g (rAddri=aMAC_Address) & (rDuration < 0h8000)
<& - Dir :=1 [R6:7a) [ -
rDir :=-1 [R7:9] LoadNAV(rDuration), {R5:6a]
T T (ToDS=1) & F_AP & Clear(F_CFP)
T = er . .
'F_WEP) | RS o PDU)1 feag-CAdrI=aMAC Address) " rDuration < 0h8000
= Decrypt Dir :=1 R6:7b
(Igéc'rvyv‘lj‘tz&)l,‘:‘m yp [R7:8] il RG] | UpdNAV(rDuration) [R5:6b]
’
= rType = Beacon !F_CFP & ThisBSS(rMPDU)
-‘ rOctet) =0) ) &
ir:=-1 [R8:9a] < < (0h8000<= rDuration <0hC000)
rDir := 0, UpdNAV(rCF_Dur_Rem) [R6:8a]
CWEP <0 Set(F_CFP), [R5:6¢]
({rAddr1 = Broadeast_Address) | UpdNAV(aCF_Max_Dur)
[R8:9b] (rAddrl = {aGroup_Addresses} ) | 0h8000<= rDuration <0hC000
F_WEP & (aPromiscuous_Status = true) ) &
(rWEP=1) & (Decrypt | (ThisBSS(rMPDU) & (rAddr3 !=aMAC_Address) ) . [R5:6d]
(MPDU,rOctet) = 1) 4- rDuration >= 0hC000
1) | EEEEEEEERCREEEEEEELEEE 1Dir :=0 [R6:8b]
[R8:9c¢] UpdNAV(@DurPsPoll) [R5:6¢]
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By Popular Demand

Not only smiley faces!
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