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This paper proposes changes to the Dl Draft to reflect the 
resolution of comments on Section 3 arrived at during the March 
95 meeting asshpown in the companian document 95/64 RI. 

Adopt the changes in this paper to update the relevant portions of 
P802.11lD1 

Introduction 

All comments to the D1 Draft were consolidated into a list of issues. The issues which 
were resolved to be included in the D 1.1 edition of the Draft were applied to an 
extraction of the Draft. Comments which: 

were accepted 
indicated that text needed to be added 
did not supply the text 

had hidden text added to the appropriate paragraph indicating that text was to be supplied. 
In order to go to the D1.2 state, such paragraphs will require submissions to complete the 
section. 

This updated Draft will be the subject of a letter ballot vote to update Section 3. Refer to 
IEEE PS02.11-95/1S-3r2 for the original comments, list of issues and disposition of those 
issues. 

Other Contributors 
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1. 1.(text omitted) 

2. (text omitted) 

3. MAC Service Definition 

3.1 Overview of MAC Services 

3.1.1 General Description of Services Provided 

3.1 .1.1 Asynchronous Data Service 

This service provides peer LLC entities with the ability to exchange MAC Service Data Units. To support 
this service, the local MAC will use the underlying PRY-level services to transport an MSDU to a peer 
MAC entity, where it will be delivered to the peer LLC. Such asynchronous MSDU transport is performed 
on a best-effort connectionless basis. There are no guarantees that the submitted MSDU will be delivered 
successfully. Broadcast and multicast transport is part of the asynchronous data service provided by the 
MAC. All Stations are required to support the Asynchronlus Data Service. 

3.1.1.2 Time-bounded Services 

Time-Bounded services are implemented within the Point Coordination Function CPCF) 
as connection based data transfers. The access point adds connections to the polling-list in 
a best attempt to maintain the requested connection. Maintaining time bounded services 
within an ESS shall be supported. 

Since the PCF is optional. support for Time-bounded Services are also optional. 
The peef to peef Time bO\~nded sefvices shall be pfoyided at the MACILLC b9l:Uldary (MAC SAP to 
MAC SAP). Time bOHnded seryices shall not be inteffl:lpted when a stati9li reassociates with a new access 
point in i~ eliffent 1388. ~ro reqliireffleat is made lipOR the eon~nlianee of time bOlinded ser'/ices whea a 
station associates with an aeeess floiRt that is Bot a member of its eHffeRt ESS. 

3.1,1.3 Security Services 

Security services in 802,11 shall be provided by a subset of the service described in IEEE Std 802.10-1992, 
Secure Data Exchange (SDE), (clause 2) [2], hereafter referred to as SDE. The scope of the security 
services provided is limited to Station-to-Station associations. The minimum service offered by any 802.11 
implementation shall be the encipherment of the MSDU payload. For the purposes of this standard, the 
SDE is viewed as a logical sub-layer located above the MAC sub-layer as shown in the reference model -
section 2.4. Actual implementations of the SDE sub-layer is considered transparent to the LLC or other 
layers above the MAC sub-layer, 

The security services provided by the SDE to 802.11 are: 

1) confidentiality; 
2) authentication; and 
3) access control in conjunction with layer management. 

Threats protected against are: 

1) unauthorized disclosure; 
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2) unauthorized resource use; and 
3) masquerade. 

The IEEE 802.10 SDE [2] describes five parts to the SDE]DU: Clear Header, Protected Header, Data, 
Pad, and Integrity Check Value (ICV). 

Only the data is required, all other parts are optional to the particular implementation and the security 
services provided by the application of the SDE. All implementations of 802.11 shall provide for 
encipherment of data using the default algorithm(s). The default encipherment algorithm is specified in 
section 5.4.(5) are fer furtaer study. 
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Figure 3-1: Construction of the Structure Gf-SDE_PDU 

ICV 

(Opt.) 

I 
>=1 

PAD 
Length 

1 

Note 1 - The enciphered data may include expansion and/or cryptographic information. 

;:;. 

;:;. 

The Layer 2 security services provided by the SDB rely on information fro m non-Layer 2 management or 
system entities. Management entities communicate the information to the SDH entity through a Security 
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Management Information Base (SMIB). The implementation of the SMIB is a local issue: however. IEEE 
802.l0r. SDE Sublayer Management. provides information on the managed object classes and attributes. 
The SMIB provides the interface between the local System Management Application Entity (SMAE) and 
the LM of the protocol stack. This is illustrated in Figure 3-2: 

Remote Local 

I SMAE I I SMAE 

I I 
I CMIP/802.1B r ~ CMIP/802.1B I 

I 
I 

Upper Lay. 
Layer 2 

LLC 
Manager 

SDE SMIB 
SDE LM 

MAC 

Figure 3-2: SDE management architecture 

3.1.2 Basic Service and Options 

3.1.2.1 Reordering of MPDUs 

The services provided by the MAC Sublayer permit the reordering of MSDUs. The MAC does not 
intentionally reorder MSDUs. However, since MSDUs can transit a DS. and a DS might reoder MSDUs, it 
is not possible for the MAC to guarantee MSDU ordering. 

The serviee pro>"ided by tlie MAC SHblayer does Rot permit tlie reorderiRg of MPDUs transmitted witli a 
giveR Hser priority. MA UNITDATA • .iRdieatioR serviee primitives eOHespoRdiHg to 
MA UNITDI'..TA.reEll:l65t fJrimitives with Ihe-seme reqHested priority 8fe reeei'ied in the SBffie order as the 
reqHest primitives Viere proeessed. 

3.1.2.2 Security Service 

As described in Section 3.1.1.3 above. all 802.11 Wireless LANs shall provide for data encipherment in 
accordance to the appropriate sections of SDE [2]. Elements of the SDE procedures applicable to 802.11. 
including transmission and reception processing. are defined in this sub-clause. Other elements including 
management architecture. addressing. Security Management Information Base (SMm). and the definitions 
of the managed objects are contained in section 2.3 of IEEE 802.10 SDE [2]. 

During the association exchange, parties A and B exchange of the attribute values of the security association 
managed objects defines in IEEE 802.10 SDE [2]. These values specify the security parameters (e.g. 
algorithm, key. etc.) that will be needed for the association. 
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System / Attribute values for A , System / 

Key Mgmt. 
/' / 

Key Mgmt. :' 
Attribute values for B 

Figure 3-~: Initial Exchange 

The management entity enters the values for the association objects into the SMIB. This may be done by a 
secure exchange between stations using a higher layer protocol or the SMIB may be pre-established by 
other techniques (e.g. SmartCard). 

Simple Example of Security Management Information Base (SMIB) 

Station ID Remote_SDE Data Privacy Mask Algorithm 
(N·bit ID) (True = 1, (M·bit Data "Key") Number 
(Note I) 

Sta (a) 
Sta (b) 
Sta (c) 

False = 0) (Note 2) (Note 3) 

1 abcd12987fed ... O=Default 
a None 0 
1 abcdef0123456789 2 

Note 1 - The station ID could be 48 bit "Ethernet like" address or other type (this is not 
necessicarily the same as the SID) 

Note 2 - The Data Privacy Mask can be either fixed or variable (max) length to accommodate a 
variety of algorithms. 

Note 3 - Algorithm Number is an algorithm number registered per IEEE 802.10. 

3rBeSB'lissiOA proceEltifes. Tile kaflsB'lissioR procedures are a=tose ifwel· .. ee in processing Be UNITDATA 
reql:lest. The nmctiens are represeRtee as a flew chart sho, .... R belew, (Object vall:les are eontaiRea iR the 
SMIB). 
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False 

Obtain Sec_Assoc. 

from SMIS 

Found 

Remote_SDE= 

True? 

Continue MAC 

Processing 

Not Found " 

True 

Append CRC & PAD 

if necessary 

Encipher using 

alg. & key from SMIS 

/ 

Notify 

Local Mgmt. 

Figure 3-3: Example of SDE Transmission Procedure 

IR respeRse te aR UNITDATA reqllest frem the LLC sllb layer, the sllpplied address parameters are lIsed te 
search fer a secl:Ifity asseeiatieR ia the SMIB. 

1) If ilie seareh is sllecessfl:ll, the data is preeessed er passed lIRpreeessed if the SMIB iRdieates 
that Remete SDB False. 

1) If Re seellrity asseeiatieR is follRd, the leesl msaagemeat eRtity is Retified. This may iaitiste 
the asseeiatieR preeedlire. 

Reeeptiea Procedl:l.res. '-VAeR sa tJPonTDATA iRdieatioa is received, f'Fecessing 68ft Y8f}' de~ending eft tae 
leeakn9:Aagemeat ruact-ions. If any secl:ldty (elevsRt exceptioas are encol:lfttered dl:lriag proeessiBg ey ilie 
SDB eRtity, the loe9:l maa8gemeRt is Rotified. 
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False 

Obtain Sec_Assoc. 
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Remote_8DE= 
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Not Found 

True 

Decipher using 

alg. & key from 8MIS 
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OK 

, 
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Sad CRC "-
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Error 
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Figure 34: Example a1 SCi Reseptian Prasedure 

gefore a statioA caA process af\ iACOffiiflg PDU, a security asseciatiefl shaH exist before oOEl1maAicattofi is to 
be allowed. ll." bootstrap 'Ia":le shaH have a security association in the 8MIB to perffiit stations to become 
85sociated through a higher layer protocol or a flre established 85sociation. 
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3.2 Detailed Service Specification 

3.2.1 MAC Data Services 

3.2.1.1.1 Function 
This primitive defines the transfer of a MSDU from a Local LLC sublayer entity to a single peer LLC 
sublayer entity, or multiple peer LLC sub layer entities in the case of group addresses. 

3.2.1.1.2 Semantics of the Service Primitive 
The semantics of the primitive are as follows: 

MA UNIT DATA Request ( 

MA UNITDATA.reguest ( 

souree address, 
destination address, 
daCR, 
priority/ser'riee elass 

) 

source address. 
destination address, 
routing information, 
data, 
priori.ty, 
service class 
1 

The source_address parameter (SA) shall specify an individual MAC sub layer entity address, this SA shall 
be replaced in the MPDUs resulting from this request with the individual MAC sublayer address of the 
MAC entity to which the request is made. The destination_address parameter (DA) shall specify either an 
individual or a group MAC sublayer entity address. The routing information parameter specifies the route 
desired for the data transfer (a null value indicates source routing is not to be used). The data parameter 
specifies the MAC service data unit (MSDU) to be transmitted by the MAC sublayer entity. The length of 
the MSDU shall be less-than or equal to 2304 octets. The priority parameter specifies the priority desired 
for the data unit transfer Cconention or contention-free). -The priority/service3lass parameter specifies the 
prioritylservice_c1ass desired for the data unit transfer (asynchronous or time-bounded). 

3,2.1.1.3 When Generated 
This primitive is generated by the LLC sublayer entity whenever a MSDU must be transferred to a peer 
LLC sublayer entity or entities. This can be as a result of a request from higher layers of protocol, or from a 
MSDU generated internally to the LLC sublayer, such as required by Type 2 operation. 

3.2.1.1.4 Effect of Receipt 
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The receipt of this primitive shall cause the MAC sublayer entity to append all MAC specified fields, 
including DA, SA, and any fields that are unique to the particular media access method, and pass the 
properly fonnatted frame to the lower layers for transfer to peer MAC sublayer entity or entities. 

3.2.1.2 MA_UNlT=DATA.J-Indication 

3.2.1.2.1 Function 
This primitive defines the transfer of a MSDU from the MAC sublayer entity to the LLC sublayer entity, or 
entities in the case of group addresses. In the absence of error, the contents of the data parameter are 
logically complete and unchanged relative to the data parameter in the associated MA_UNIT_DATA­
Request primitive. 

3.2.1.2.2 Semantics of the Service Primitive 
The semantics of the primitive are as follows: 

MA UNIT DATA ifldieatiofl ( 

MA UNITDATA.indication{ 

sOl:lree address, 
destift&tiofl_eddress, 
data, 
recefltiofl statl:ls, 
priority/service eless 
) 

source address. 
destination address, 
routing information, 
data. 
reception status. 
priority, 
service class 
} 

The source_address parameter must be an individual address as specified by the SA field of the incoming 
frame. The destination_address parameter shall be either an individual or a group address as specified by 
the DA field ofthe incoming frame. The routing information parameter specifies the route desired for the 
data transfer (null for 802.11 MACs). -The data parameter specifies the MAC service data unit (MSDU) as 
received by the local MAC entity, and shall be less than or equal to 2304 octets in length. The 
reception_status parameter indicates the success or failure of the incoming frame. The priority parameter 
specifies the priority desired for the data unit transfer (conention or contention-free). -The 
flriority/service_class parameter specifies the flriority/service3lass desired for the data unit transfer 
(asynchronous or time-bounded). 

3.2.1.2.3 When Generated 
The MA_UNIT_DATA-Indication primitive is passed from the MAC sublayer entity to the LLC sublayer 
entity or entities to indicate the arrival of a frame at the local MAC sublayer entity. Frames are re[,!orted 
only if at the MAC sublayer they are validly formatted, received without error, received with valid (or null) 
privacy encryption. and their destination address designates the local MAC sublayer entity as either an 
individual or group member. When the receiving MAC sublayer entity is operating with a nutl privacy 
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function. frames that are received in error may be reported. at the option of LLC; however. when operating 
with WEP enabled. erroneous reception (e.g. CRC failure) precludes validation of the ICV. so to report . 
such frames when operating with WEP enabled could constitute a breach of security. frames are reported 
oRI}' if at the-MAC slislayer they are validly formatted reeoi'/oa witholit erroF;-&Rd-their eesaRft£ioli address 
desigAates the-iocaJ MAC sllsiayer eAtity. 

3.2.1.2.4 Effect of Receipt 
The effect of receipt of this primitive by the LLC sublayer is dependent on the validity and content of the 
frame. 

3.2.2 MAC Management Services 

To facilitate the three distribution system services: 

• Association 

• Reassociation 

• Disassociation - including the detection of link outage 

3.2.3 Contention Free Connections Services 

Contention Free Connections (CFCs) Services is a set of optional connection-oriented services. Connection 
setup is done once per association with an ESS. and is maintained across BSS transitions (reassociations) 
but must be reestablished if a disassociation occurs (either due to explicit disassociation or timeout). 

3.2.3.6 Access Point Initiates Connection Set-up Illustration 

The following exchange will be used when an AP wants to establish a connection. 

1. AP MAC user makes Start Connection Request. If the AP MAC believes that it can support this 
connection then the AP MAC generates Start Connection Request frame (otherwise the AP 
MAC asserts a Connection Not Granted Indication). 
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2. If the STA MAC can support this connection then it generates a Grant Connection frame and a 
Grant Connection Indication. On receipt of the Grant Connection Frame a Grant Connection 
Indication is generated. 

Note: Only one connection request may be outstanding, with anyone station, at any given time. The 
exchange fails if no response is received before a time-out (connection set up time-out). This will result in a 
Connection Not Granted Indication. 

AP 

____ Request Connection 
(payload, Conn ID) 

Connection Granted 
(ConnID) 

STA 

Figure 3-5: Connection Initiated by AP 

3.2.3.7 Station Initiates Connection Set-up Illustration 

The following exchange will be used when a STA wants to establish a connection. 

1. STA MAC user makes a Start Connection Request. If the STA MAC can support this 
connection then it generates a Start Connection Request frame (otherwise it will assert the 
Connection Not Granted Indication). 

2. If the AP MAC believes that it can support this connection request then it will generate a Grant 
Connection frame and a Grant Connection Indication. 

Note: Only one connection request may be outstanding at any given time. The exchange fails if no response 
is received before a time-out (connection set up time-out). 
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AP 

Request Connection 
(Payload) 

Connection Granted 
(ConnID) 

STA 

Figure 3-6: Connection Initiated by STA 

3.2.3.8 End Connection 

Either an AP or a station may end a connection in the following way: 

1. End Connection. 

No MAC layer negotiation is needed to end a connection. 

AP 

End Connection 
(ConnID) 

Figure 3-7: End Connection 
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