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Abstract: This paper presents the changes to section 5.4 in the Draft Standard P802.111D 1 as a result of the 
Response to Draft Dl Letter Ballot processed at the March 1995 Meeting. Not all Letter Ballot 
comments were processed at the March 1995 Meeting, 

Action: Adopt the changes in this paper to replace the relevent portions of Section 5.4 of P802.111D 1. 
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5.4 The Wired Equivalent Privacy Algorithm (WEP) 

5.4.1 Introduction 

Eavesdropping is a familiar problem to users of other types of wireless technology. P802. 11 specifies a wired LAN 
equivalent data confident-(\llity· algorithm. Wired equivalen~ privacy is defined as protecting authorized users of a wireless 
LAN from Casual eavesdropping. This service is intended to provide functionality for the Wireless LAN equivalent to 
that provided by the physical security attributes inherent to a wired media. 

Data confidentiality depends on an external key management service to authenticate users and distribute data 
enciphering/deciphering keys. P802.ll specifically recommends against running an 802.11 with privacy but without 
authentication. While this combirlation is possible, it leaves the system open to significal!:t ~ecurity threats. 

5.4.2 Properties of the WEP Algorithm 

The WEP algorithm has the following properties: 

Reasonably Strong: I; 

The security afforded by the algorithm relies on the difficulty of discovering the secret key through a brute-force 
attack. This in tum is related to the length of the secret key and the frequency of changing keys. WEP allows 
for the changing of the keYl (k) and frequent changing thdnitiaHzation VectO'r (IV). 

Self Synchronizing: 

WEP is self-synchronizing for each message. This property is critical for a data-link level encryption algorithm, 
where "best effort" delivery is assumed and packet loss rates can be high. 

Efficient: 

.. ~ 

The WEP algorithm is efficient and can be implemented in either hardware or software. 
. . ' .. " " !! 

I 

Exportability: 

Every effort has been made to design the WEP system operation so as'fa tha5(jmlze 'the chances of approval of 
export from the U.S. of products containing a WEP implementation via the C9mmerce Department. However, 
due to the legal and political climate toward £Gryptography at the time of publication, no guarantee caneetHd be 
made that any specific 802.11 implementations that whleh uses WEP wilIwooM be exportable frOql the United 
States.- Therefore. th~ !mplementation and use of WEP is a~ 802.11 option. . 

Therefere, the im~lemefttatieft aftc:iuse ef WBP is aft 802.11 e~tieR. 

!. . \ ~ . 

The !,ro~~ss of disg:~'is'i'~g (binary) d~ta in order to hide its infogpation content is called encry.~ti~nl .. 'qa~a tl;tat is not 
en9ip?~ecJ is callep plaintext (denoted by P) and data that is enciphered is called,ciphertext (denpted by C). The 
'procesS' of turning cipherte~t back into plaintext is caIled decryption. A cryptographic algorithw, or . .c-i'phc;r, is a 
mathematical function used for enciphering or deciphering data. Modern cryptographic algorithms use a key sequence 
(denoted by k) to modify thejr output. The encryption functionE operates on p .to produce C: 

• . ;,.1 ... I'v . ". -'. 

"; .. 

1 Bruce Schneier, "Applied' Cryptography,: F~otocols, Algorith~s and $o!-l~ce Code in ' C", Joh'~ Wiley & Sons, 
InC. t~94 . . , . ; . . . 

. :~ , 
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In the reverse process, the decryption function D operates on C to produce P: 

! ' ,c 

As illustrated in Figure 5-21, note that ift~;e ~~.ekey is· used· for encryption anddec~Pt~~n th~n 
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Figure 5-21: A Confidential Data Channel 
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The WEP algorithm proposed iR tHis sl:leffii.SSioR is a!~foini of:electroi'lic code'bbok in which·a block of plaintext is bitwise 
XOR'd with a pseudo random key sequence of equal length, The key sequence is generated by the WEP algorithm. 
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Referring t~ Figur~ 5~21 arid folIowin#'0I1} leff to right, en~iphermen~ begins wit~. a sec~~t ke'~ t~a,t?as R~eri .distribut~d 
to cooperatmg statIOns by an external 'key management servIce. WEP IS a symmetnc algonthm IIlWfiICh the same key IS 
used for encipherment and decipherment. 

The secret key is concated with eefReiRed with-an initialization vector (IV) ~nd the resq~tipg st:e~ ir~.inp}lt to ,a pseud~ 
random number generator (pRNG). The PRNG outputs a key sequence k 6f pseudb-randClrri bits 'e'q'uar til length- t6 the 
largest possible MSDU, Two processes are applied to the plaintext MSDU. To protect against unauthqrized d,ata. . ., 
modification; tan ihteg'rity' ajgoritliril operafes on P'to produce an integrity chec~ .value (iCV). ~p6ti'phbrment is thien " 
accompl.ished)IW matnematically combining the key'1iequence with P. The o~tpui' of th~e p[oces-r i~ 'a ineSsage.6ontaining 
the resulting ~iplTert~t;'tfieIV. a'~d thineV:: i.' ::: . ; .... ' .. ' . ," .. ' c.~ ' , ." )' ,.OJ' 

'~, /, f~~,: . \, : ' I I \ "' , . " ', !- : .J. -;~ I ... . ~ . , " l. ! /I.j 

The WEP PRNG is the critical corriponent of dii's process, since it trarisforfus d relatlvdy sMrt s~~ret'key Intb' an t; ' 

arbitrarily long key sequence. This greatly simplifies the task of key distribution as only the secret key needs to be 
communicated between stations. The IV extends the useful lifetime of the secret keY,~n~ Pt;9vj.ges the .self-synchronous 
property of ~e ~;I.g?,ri.E~m"il?e.~e~ret k.?y, rem~i~~ constant while the IY~~~~;e~ ~.erio,di,~al.Iy, ;eaph nrw IV re~u)ts in a 
new seed and' key Sequence, thus there IS a one-to~one correspondence between the rv and k. The IV may be changeq.as 

S b . , ... - -- .-- .. ..... 
U nusslon 1 ':.:: ~ , i'~ ".: ," 
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frequently as every}1SDU aM. smce Kp:a"'ef ,wirb the message, the~.celVeI;~jllal~;sYs-be able to decipher any 
mesSage-.: Tn'e {V.may k. transmitte~ iii Qie C!eiu' since itdoes .not provide anatta<;ke,r ~ith any information about the 

' se'c~~t']:~7 : • .. :-:... ., .' : __ '-' ... 1: _. . ~:'-:. ., . ... . . , "~ .:! '.~ .~" ... " 

Because IV and the ICV ~ti'stbe tiaii~mltted with the MSDU, ;fragment~tlon ~ay be in'~ok~d. The WEP algorithm is 
applied to an MSDU. The {IV, MSDU, ICV} triplet forms the actual data to be sent in the data frame. 

For WEP protected f)ata..frames, the first four octets of the frame contain the IV field for the MSDU. This field shall 
contain two sub· fields: A I·octet field that contains the confidentiality algorithm ID, followed by a 3-octet field that 
contains the initialization vector 'The 'INBP'pris 16'bits. The 64-bit PRNG seed is formed ' using the secret key as the 
most significant 40 bits and the in itialization vector as the least significant 24 bits. The IV is followed by the MSDU, 
which is followed by the ICV. 'TheWEP ICY ts"32 bits. The WEP Integrity Check' algorithm is CRC=-32. 

The entire {IV, MSDU, ICV} package may be split int9 sexeral fragments (depending on the realtive values of the 
MSDU and the active MPDU size). . " 

As stated previously, WEP combines k- with P using 6itwlse XOR. 

.~~ 
-----I~~LJ -I 

Secret Key Key 

IV ;:':''' 1. sequence,: fa:l ' Pla;ntext 

Ciphertext ---------------"- .-, ~-lJ " J 
IlntegritY'Algorithrrr-~ 

lev -• I 

ICV' = ICV? 

Message .,. . "., 

Figure 5-23: WEP Decipherment BI,Qck Diagram 

Referring to Figure 5-23 and following from left to right, decipher.mept~begins, ,'/'lith the arrival of a message. The IV of 
the incoming message is used to generate the key sequence necessar)tto' decipher the incoming message. Combining the 
ciphertext with the proper key sequence yields the original plaintext. Correct decipherment isIf desired, this may be 
verified by performing the integrity algorithm on the recovered plaintext and comparing the output ICV' to the ICV 
transmitted with the message. If lCVa is not equal to ICV, the received MSDU is not passed to LLC and and error 
indication is sent to MAC management. 

5.4.4 WEP Algorithm Specification 

The specific PRNG algorithm is unspecified at present. Reviewers of this draft are encouraged to comment on 
appropriate PRNG algorithms for adoption by 802.11. 

5.4.5 Relationship of WEP to IEEE 802.10, Secure Data Exchange (SDE): 

The WEP uses a subset of the IEEE 802.10 SDE structure shown in Figure 3-1 of section 3.1.1.3. Figure 5-24 shows the 
SDE PDU as constructed by the WEP. 

The 802.10 SDE settings for 802.11 WEP shall be clear header length -null, protected header length =null, pad =null, 
and ICV - 32 bits. The data field shall include a 32Dbit IV field immediately preceding the MSDU. This field shall 
contain two sub-fields: A I-octet field that contains the confidentiality algorithm ID, and a 3-octet field that contains the 
initialization vector, 
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The 802.10 WEP mechanism allows for 802.10 SDE entities to be operating in the same protocol stack. If a user chooses 
to deploy an SOE environment-that· requires SOE settings more compre~ebs Vie than 'thoSe in' the wEI> subs'et,' a~dlor 
based on an encryption algor.ith.fu rrot'supp'ort'ed for'the WEP·function:'th'llt user'lm~'y cJj 'atilt! the WE? funcfiori:~ereby 
avoiding the overhead of performing twice on the same MSOU. This is consistent with the 802.10 model, in \vnic h ' 
lowerDlayer SOB entities are generally disabled when higherDlayer SOE entities are present. 
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