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4. Frame and MPDU Formats

4.1. MAC Frame Formats
Each frame shall consist of the following basic components:

a) A MAC Header, which comprisesinctudes frame control-infermation, duration, addressing
and ;-sequenceing control informationfragmentation-identification-and-duration.

A variable length Frame Body, that may-containg information specific to thevarious frame

ypes.
c)  AnIEEE 32-bit CRC.

b)

4.1.1.General Frame Format

The MAC frame format comprises a set of fields that shall occur in a fixed order in all frames.—Seme-fields
mey-boabsentrem seme-frame-Bpos

Figure 4-1 depicts the general MAC frame format-and-field-order. The fields that appear shaded are only
efi

present in certain frame types. Each field i in section 4.1.2. The the individua
frame types is defined in section 4.2, Thefex he he e is-define

A frame is an ordered octet string. The order of transmission of the octets of a frame shall be from left to
right.

Octets: 2 2 6 6 6 2 6 0-2312 4
Frame | Duration/ Sequence Frame
Control D Address 1 | Address 2 | Address 3 Control Address 4 Body CRC
D MAC Header "

Figure 4-1: MAC Frame Format

4.1.2.Frame Fields

4.1.2.1. Frame Control Field

The Frame Control field shall consist of the following sub-fields: Protocol Version, Type, Subtype, To DS,
From DS, Last Fragment, Retry, Power Management and WEPElements-Present. The remaining subfields
in the Frame Control field are reserved. All reserved bits and fields shall be set tosent-as '0'. Reserved bits
and fields shall be ignored on reception.

Protocol To | From | Last Power
Version Type Subtype DS DS Frag Rety Management WEP | Rsvd
Bits: 2 2 4 1 1 1 1 2 1 1

Figure 4-2: Frame Control Field
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4.1.2.1.1. Protocol Version

The protocol version Fhis-twe-bit-field shall be two bits in length and shall be invariant in size and
placement across all revisions of the 802.11 standard. For this revision of the standard the value of the

rotocol version shall . All other e Fhe-valuesshall-be-assianed-sequentiathvstarting
with-the-valuezere- The revision level shall be incremented only when a fundamental incompatibility exists
between a new revision and this revision of the standarda-lewer revision-and-the-current-standard. A device
that receives a frame with a higher revision level than it can understand shall discard the frame without
indication to LLC.

4.1.2.1.2. Type and Sublype

The Type field shall be two bits and the Subtype field four bits in length. The Type and Subtype fields shall
together identify the function and-interpretationof thea frame. There are three frame types: control, data
and management. Each of the frame types may-have several defined subtypes. The table below defineslists
the valid combinations of Type and Subtype.

Type Value | Type Description Subtype Subtype Description
Value

00 Management 0000 Association Request

00 Management 0001 Association Response

00 Management 0010 Reassociation Request

00 Management 0011 Reassociation Response

00 Management 0100 Probe Request

00 Management 0101 Probe Response

00 Management sVA T} Privacy-RequestReserved

00 Menegoment ot Privacy-ResponseReserved

00 Management 1000 Beacon

00 Management 1001 ATIM

00 Management 1010 Disassociation

00 Management 1011 Authentication

00 Management 1100 DeauthenticationGenneetion
Pogrost

00 Management 1101 Grant-Connection Request

00 Management 1110 GrantEad Connection

00 Management 1111 End ConnectionReserved

01 Control 0000-100110 | Reserved

01 Control 1010 PS-Poll

01 Control 1011 RTS

01 Control 1100 CTS

01 Control 1101 ACK

01 Control 1110 CF End

01 Control 1111 CF End + CF-ACKPel

10 Asynehreneus-Data 0000 Data

10 Asynehreneus-Data 0001 Data + CF-Ack

10 Asynehrenous-Data 0010 Data + CF-Poll

10 Asynchronous-Data 0011 Data + CF-Ack + CF-Poll

10 Asynehreneus-Data 0100 Null Function (no data)

10 Asynehronous-Data 0101 CF-Ack (no data)

10 Asynehrenous-Data 0110 CF-Poll (no data)
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10 Asynehronous-Data 0111 CF-Ack + CF-Poll (no data) |
10 Asynehrenous-Data 1000-1111 Reserved |
11 Reserved 0000-1111 Reserved

Table 4-1: Valid Type/Subtype Combinations

DlstrlbutlonSystem his-one-bitfield-shall-indicate-that-the-frame-is-destined he-distribution em-in
6 I This-bitshall siead lyvif the Tge=L 1y
ﬁame—ts—enteﬂﬂg—t-he—dismbaﬂen—system— It shall be set to '0' in all other framestransmitted-as-azero;

4.1.2.1.4. From DS

The From DS field shall be one bit in length and shall be set to '1' in Data Type frames exiting the
Dlstrlbutlon System %ﬂ%&%ﬁhﬂhﬂdﬁﬁ%ﬁ-ﬁ%ﬂ%&d&%ﬁ%&&dﬁm&m

aad-&he—&ameﬁe*}ﬂﬂg—the-d}smbuﬁen—system—lt shall be set to '0' in all other ﬁames&aasmﬂed—as—a—zefe-

The permittedpessible To/From DS bit combinations and their meaning are given in the-felewing-table 4.2 =

To/From DS Values MeaningBDeseription
To DS ='0'Ealse A Data Frame direct from one
From DS ='0'BS STAtatien to another STAtation

Eelse- within the same BSS.
To DS =1"True Data Frame entering the DS.

From DS = '0'Ealse
To DS ='0'Ealse Data Frame exiting the DS.

From DS ='1"True
To DS ='1'"Frue WDS frame being distributed
From DS ='1"Frue fErom one AP to another AP.

Table 4-2: To / From DS Combinations

4.1.2.1.5.

The Last Fragment field shall be one bit in length and This-ene-bit-Held-shall be set to '1' in a frame
containing indicate-thatthis-frame-is-the last fragment of a fragmented MSDU, or the sole fragment of an
unfragmented MSDU.

Last Fragment

4.1.2.1.6. Retry

The Retry field shall be one bit in length and Fhis-ene-bit-fHeld-shall be set to '1' in a Data Type frame that
indicate-that-the-frame is a retransmission of an earlier frame. A station shallmay use this indication to aid

in the process of eliminating duplicate frames.

4.1.2.1.7.

The Power Management field shall be two bits in length and The-tweo-bitfield-shall be used to indicate the
power management state and buffered traffic state of the station. The value of this field shall remain
constant in each frame within a frame sequence defined in section 4.3. The value sest shall indicate the state

Power Management
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in which the station will be after the completion of the transmission-of the-frame sequence. The permitted
values for this field and their meaning are given in table 4-32.

Value Description
00 Active Mode-(CAM-or-TAM), with
More buffered frames
01 PSP - Power Save, Polling
10 PSNP—Power-Save-Ne-Pelling
11 Active Mode{CAM-or-TAM),
without More buffered frames

Table 4-3: Power Management Values

4.1.2.2. Duration/-er-Gonnestion-ID
The Duration/ID field shall be 16 bits in length. The contents of the this field shall be as follows:
a)__In Data

mformatron assoc1ated w1th a time- bounded connectlon= the Duratlon/ID field shall carry the
connection identity of the time-bound connection.

b) _In Control Type frames of SubType PS-Poll, the Duration/ID field shall carry the station
identity (SID) of the station that transmitted the frame.
¢)___In all other frames the Duration/ID field shall contain a duration value. For frames

transmitted during the contention period the duration value shall be set to the time in
microseconds from the end of the current frame to the end of the next anticipated frame of

e | an e ACK., For fra ti riod t
duration value shall be set to 0. The be set to 0. The duration yalue shall be used to update the Net Allocation
Vector accordmg to the procedures deﬁned 1n section 5.

4.1.2.3. Address Fields

There are four address fields in the MAC frame format. These fields are used vasieusly-to indicate the
BSSID, source address, destination address, transmitting station address and receiving station address. The
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usage of the four address fields in each frame type will be indicated by the abbreviations BSSID, DA, SA,
RA, TA indicating BSS Identifier, Destination Address, Source Address, Receiver Address and Transmitter
Address, respectively. Some frames may omit some of the address fields.

4.1.2.3.1. Address Representation
Each Address field shall contain a 48-bit address as defined in section 5.2 of IEEE Std 802-1990.

4.1.2.3.2. Address Designation
A MAC Sublayer address is of one of two types:

a)___-Individual Address. The address associated with a particular station on the network.
b)__-Group Address. A Multidestination address, associated with one or more stations on a given
network. There are two kinds of Group Addresses:
1)__-Multicast-Group Address. An address associated by higher-level convention with a |
group of logically related stations.
2)__-Broadcast Address. A distinguished, predefined multicast address that always denotes |
the set of all stations on a given local area network. All 1's in the Destination Address
field shall be predefined to be the Broadcast address. This group shall be predefined
for each communication medium to consist of all stations actively connected to that
medium; it shall be used to broadcast to all the active stations on that medium. All
stations shall be able to recognize the Broadcast Address. It is not necessary that a
station be capable of generating the broadcast address.

The address space shall also be partitioned into locally administered and globally administered addresses.
The nature of a body and the procedures by which it administers these global (U) addresses is beyond the
scope of this standard. (Please refer to the IEEE Standard Overview and Architecture, IEEE Std 802-1990,
ISBN 1-55937-052-1)

4.1.2.3.3. BSS Identifier

The BSS Identifier (BSSID) shall be a 48-bit field of the same format as an IEEE 802 MAC address. This
field shall uniquely identify each BSS in an infrastructure LAN. The value of this field, in an infrastructure
LAN, shall be the MAC address of the STA in the APaseess-peint of the BSS. The mechanisms used to [
ensure the uniqueness of MAC addresses also create unique BSS Identifiers. The Individual/Group bit of

the address shall be transmitted as zero.

In an ad hoc LAN, this field shall be transmitted with the BSS ID of the ad hoc network.—Fhis-field-shall-be
alocalb-administered-multicast-group-address—The-value-of this-field-shal-be-chosen-by-the-station-that
establishes-the-ad-hee LAN: The value of this field, in an ad-hoc LAN, shall be the MAC address of the
STA that initiated the ad-hoc network Measures-shall be-taken-in-the-selection-of the-value-of thisfieldte

differentiate-it-from-other-ad hoc LANs-in-the-vicinity:

4.1.2.3.4. Destination Address
The destination address (DA) field shall contain an IEEE MAC individual or grou identifies

the MAC entity or entities mtendgd as the final recipient(s) of the MSDU (or fragment thereof) contained in
the frame body field. Fre Destination-Addre eld-shall-identify-the-destination-addressee 0
whdch-thefromeisintondeds
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4.1.2.3.5. Source Address

Ind1v1dual/Group b1t shall always be transmltted as a zero_in the source address—

4.1.2.3.6. Receiver Address
he receiver addres field COI‘IT‘&I an IEEE MA : d
identifies the int dim iate n thew i the MP

frame body field. The

4.1.2.3.7. Transmitter Address
hall in an I indivi e identifies the TA

Ind1v1dual/Group b1t shall always be transmltted as a zero.

4.1.2.4. Sequence Control

The Sequence Control field shall be 16 bits in length andFhis+6-bit-field shall consist ofeontain two
subfields, the Sequence NumberBialegTeken and the Fragment number. The format of the Sequence
Control field is illustrated in figure 4-3.

Fragment
Sequence Number Number
12 bits 4t

Figure 4-3: Sequence Control Field

4.1.2.4.1. Sequence NumbeerJeg—Ieken
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fra entshall e set to zero in the first or only fi mnt fanM DU andshall ei d
ach successive fragment of D he-Eracment-Numb b hall-indieate

4.1.2.5. Frame Body

The Frame Body shall beis a variable length field and shall contain that-may-vary-from zere-to-2304-bytes:
ﬂnformatlon spe01ﬁc to individual frame types and subtypes-shall—be—p}aeed—m—t-he—llrame—Bedy The

he maxi

&‘M

4.1.2.6. CRC

hall be a 32 bit field containing a 32-bit li k (CRC). T
be calculated over all the fields of the MAC header and the frame body field. These are referred to as the
calculation fields.

The CRC shall be calculated using the following standard generator polynomial of degree 32:

G(X)=x32+x26+xz3 +X22+X16+X12+X11+X10+X8+X7+X5+X4+X2+X+1

The CRC shall be the one's complement of the sum (modulo 2) of the following:
1) _The remainder of xki(zﬂ ﬂ@ ﬂ2—9 +o+x2+x+1 ) divided (moduto 2) by G(x), where k is

the number of bits in the calculation fields. and

2) _The remainder after multiplication of the contents (treated as a polynomial) of the calculation
fields by x32 and then division by G(x).

The CRC field shall be transmitted commencing with the coefficient of the highest order term.

is then modified by division i nerator nomial
complement of this remainder is transmitted, with the most significant bit first, as the CRC field.
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4.2. Format of Individual Frame Types

4.2.1.Control Frames
In the following descriptions, "immediately previous" frame means a frame, the reception of which
concluded within the prior SIFS interval.

The subfields within the Frame Control field of Control frames shall be set as illustrated in figure 4-4
below.

Protocol To From Last Power

Version Type allblype DS DS Frag el Management WERS RSid

Protocol Power

Version Control Subtype 0 0 0 0 Management 0 0
Bits: 2 2 4 1 1 1 1 2 1 1

Figure 4-4: Frame Control field subfield values within Control Frames

4.2.1.1. RTS Frame Format
The frame format for thean RTS frame shall be as definedis-shews in Figure 4-54.

octets: 2 2 6 6 4
Frame 3
Control Duration RA TA CRC
< >
MAC Header

Figure 4-5: RTS Frame

The RA of the RTS frame shall be the address of the STA, on the wireless medium, that is the intended
immediate recipient of the pending directed Data or Management frame.

In an infrastructure B
frame is associated.

The TA shall be the address of the STA transmitting the RTS frame.
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4.2.1.2. CTS Frame Format
The frame format for thean CTS frame shall be as definedis-shews in Figure 4-65.

octets: 2 2 6 4
igrame Duration RA CRC
Control

) MAC Header i

Figure 4-66: CTS Frame

The Receiverdestination Aaddress (RA) of the CTS frame shall be copiedtaken from the Transmittersouree
Aaddress (TA) field of the immediately previous RTS frame to which the CTS is a response.

4.2.1.3. ACK Frame Format
The frame format for the ACK frame shall be as definedis-shews in Figure 4-76.

octets: 2 2 6 4
Frame Duration RA CRC
Control

< >
MAC Header

Figure 4-76: ACK Frame

The Receiver AddressPA of the ACK frame shall be copied fromthe-address-contained-in the Address 2
field of the immediately previous directed Data_or Management frame.

4.2.1.4. PS-Poll Frame Format
The frame format for the Power Save Poll (PS-Poll) frame shall be as definedis-shews in Figure 4-87.

octets: 2 2 6 6 4
Frame
Control SID BSS ID TA CRC
< »
MAC Header

Figure 4-87: PS-Poll Frame

The BSS Identifier shall be the address of the STA contained in the AP. The TransmitterSeurce Address
(TA) shall be the address of the ST Astation transmitting the frame. The SID shall be the value assigned by
the AP in the Associate Response frame.
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4.2.1.6 CF-End Frame Format

he frame fo
octets: 2 2 6 6 4
Frame )
Control Duration RA BSSID CRC
< ' o
MAC Header

Figure 4-9: CF-End Fram

The BSS Identifier shall be the address of the STA contained in the AP. The Receiver Address (RA) shall
be the broadcast group address.

The Duration field shall be set to 0.

4.2.1.5 CF-End+CF-ACK Frame Format

The frame or
defined in Figure 4-10.,

octets: 2 2 6 6 4
Frame .
Control Duration RA BSSID CRC
< >
MAC Header

Figure 4-10: CF-End + CF-ACK Frame

The Duration field shall be set to 0.
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4.2.2.Data Frames

4.2.2.1. DATA Frame Format

The frame format for a Data frame is independent of subtype and shall be as definedis-shews in Figure 4-
118.

Octets: 2 2 6 6 6 2 6 0-2312 4
Frame | Duration/ Sequence
Control D Address 1 | Address 2 | Address 3 Control Address 4 Frame Body CRC
b MAC Header g

Figure 4-118: DATA Frame

The contents of the Address fields of the Data frame shall be dependent upon the values of the To DS and
From DS bits and are defined in table 4-4, below. Where the content of a field is shown as N/A, the field
shall be omitted.

To DS From DS Address 1 | Address 2 | Address 3 | Address 4
0 0 DA SA BSSID N/A
0 1 DA BSSID SA N/A
1 0 BSSID SA DA N/A
1 1 RA TA DA SA

Table 4-4: Address Field Contents

A station shall use the contents of Address 1 field to perform address matching for receive decisions. In
cases where the Address 1 field contains a group address, the BSSID must also be validated to ensure that
the broadcast, or multicast originated in the same BSS.

ledgeme

is necessary.

The DA shall be the-destination-ofthe-framei-e-the destination of the MSDU (or fragment thereof ) in the
frame body field.-

The SA shall be the address of the MAC entitystation initiating the transmission of the MSDU (or fragment
thereof) in the frame body field.transmitting-the-frame-

The RA shall be the address of the STA contained in the APaceess-peint in the wireless distribution system
that is the next immediate intended recipient of the frame.

The TA shall be the address of the STA contained in the APaceess-peint in the wireless distribution system
that is transmitting the frame.

The BSSID of the Data frame shall be determined as follows:

a) Ifthe station is an AP or is a-associated with an AP, the BSS Identifier shall be the address of
the STA contained in the AP.

b) Ifthe station is a member of an ad hoc LAN, the BSS Identifier shall be the BSS ID of the ad
hoc LAN.
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The Frame Body shall be the MSDU or a fragment thereof, plus the WEP IV and ICV if the WEP subfield

in the frame control field is set to '1'.- The frame body is null (zero octets length) in Data frames of Subtype

01xx.

Data frames sent during the contention period shall use the Data Subtypes €0000, or 0100}. Data frames
sent by the PCF during the contention free period shall use the appropriate ones of the Data Subtypes 0000—
0111 based upon the usage rules:

Data Subtypes 0010, 0011, 0110, and 0111 shall only be sent by a PCF.
Data Subtypes 0000, 0001, 0100, and 0101 may be sent by any CF-aware station.

Stations receiving Data frames shall only process the Data frame body, and shall only consider the frame
body as the basis of a possible indication to LLC, if the Data Subtype is of the form= 00xx. Stations
capable of transmitting in response to polling by a PCF shall interpret all Subtype bits of received Data

frames for CF purposes, but shall only inspect the frame body if the Subtype is of the form 00xx.-
All stations shall process the duration field contents of valid data frames to update their NAV settings as

appropriate under the coordination function rules.

4.2.3.Management Frames

The frame format for a Management frame is independent of subtype and shall be as definedis-shows in
Figure 4-129.

Octets: 2 2 6 6 6 2 0-2312 4
Frame . Sequence
Control Duration DA SA BSSID Control Frame Body CRC
b MAC Header -

Figure 4-129: Management Frame Format
The address fields for Management frames shall not vary by frame subtype.
The BSS Identifier of the Management frame shall be determined as follows:

a) Ifthe station is an AP or is a-associated with an AP, the BSS Identifier shall be the address of

the STA contained in the AP.
b) Ifthe station is a member of an ad hoc LAN, the BSS Identifier shall be the BSS ID of the ad

hoc LAN.
c) _In Management frames of Subtype Probe, the BSSID shall either be a specific BSSID. or the

broadcast BSSID as defined in the procedures specified in section 7.

The DA shall be the destination of the frame.

The SA shall be the address of the station transmitting the frame.

The Frame Body shall consist of the fixed fields and information elements defined for each management

frame subtype.be-the-information-elemen - All fixed
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nts are mandatory unless stated otherwis
order.

by—me;easmg—element—%e—eede—va}ue—smnons encountermg an element type they do not understand shall

ignore that element. Element type codes not explicitly defined in the standard are reserved, and shall not
appear in any frames.

4.2.3.1. BEACON Frame Format

The Frame Body of a Mana ement frame of Subtype Beacon shall contameempﬂse the followmg
information: n-inte M-peric -

Order Information Note
Timesmp
Beacon Interval
Regulatory Domain
Capability Information
ESS ID
Supported Rates
FH Parameter Set
CF Parameter Set
DTIM
TIM

N =

[S]ro]iee| i 1] 14 | oo | 02| 1=

eter Set informa
using Freguency Hoppmg Physical Layer

2 The CF Parameter Set information shall be mandatory only within Beacon Frames generated by APs
supporting a PCF

The-ErameBedy-shall-benull

4.2.3.3. Disassociation Frame Format

The Frame Body of a Management frame of Subtype Disassociation shall contain the following
information:this-frame-is-aull-

o

rder Information Note
1 Status Code

4.2.3.4. Association Request Frame Format

The Frame Body m“_aMﬂggznem_ﬁmm_Qﬁumxp_ﬁggm;m_ngugﬂﬁhal] contam the following

information:sh
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o
=~
o
D
=
r
=3

Information

Capability Information
ESSID

Supported Rates

IR =

4.2.3.5. Association Response Frame Format

The Frame Body ofa Management frame of Subgype Association Response shall contam the followmg
information:ces e an-e " n—the o . -

SH)-

Order Information Note

Capability Information
Status Code

Station ID (SID)
Supported Rates

1| N ] =t

4.2.3.6. Reassociation Request Frame Format

The Frame Body of a Management frame of Subtype Reassocmtlon Request shall contain the following
information:cen he-curren ddress-and-then corithm pumbe

Order Information Note

Capability Information
Current AP Address
ESSID

Supported Rates

[ RN | =

4.2.3.7. Reassociation Response Frame Format

The Frame Body ofa Management frame of Subtype Reassociation Response shall contam the following
information:cen aty 6. an-erroris n-and-the :

(o]
=
o
(]
=

Information Note
Capability Information
Status Code
Station ID (SID)
Supported Rates

oo 1IN | |—

4.2.3.8. Probe Request Frame Format

The Frame Body of a Management frame of Subtype Probe Response shall contain the following
information:eensist-of the-suppertedrates:

(0)

g

er Information

Capability Information
ESSID

Supported Rates

Z
o
-
(]

RN =
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4.2.3.9. Probe Response Frame Format

The Frame Body Qi a Managgmgm frame gf Suhtypg Prghe gggpgngg 5 ]a[l ggm;am ;l]g fQ] Q_\_& ng

mformatlon

Order Information Note
Timestamp
Beacon Interval
Regulatory Domain

1

2

3

4 Capability Information
S ESS ID
6

1

8

Supported Rates
FH Parameter Set

CF Parameter Set

I Hed

£ 1N i drdimeic
APs supporting a PCF

4.2.3.12. Authentication Frame Format
The Frame Body of a Management frame of Subtype Authentication shall contain the following
information:
Order Information Note
1 Authentication Algorithm Number
2 Authentication Transaction
Sequence Number
3 Status Code 1
4 Challenge Text 2

Notes:

1__The Status Code information shall be reserved and set to 0 in the Authentication frames defined in the

table below.

Submission Page: 17 Simon Black



May, 1995 Doc. IEEE P802.11-95/110

Authentication Authentication Trans. Status Code Challenge Text
Algorithm Number Sequence Number

Open System 1 reserved not present

Open System 2 status not present
Shared Key 1 reserved not present
Shared Key 2 reserved present
Shared Key 3 reserved present
Shared Key 4 status not present

information:
Order Information Note
1 Status Code
4.2.3.14 Connection Request
information:
Order Information Note
TBD

Order Information ote

42316 End Connection

e of Subtype
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Order Information Note
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4.4. Management Frame Body ComponentsElement-Content Definitions

Wlthn andat rame bod nts are defmed as ﬁxed ﬁelds=

441 Fixed Fields

44.1.1 Timestamp

This field shall represent the value of the TSFTIMER of a frame's source. The element specific field length
is eight octets.

4.4.1.2 Beacon Interval

length of the Beacon Interval ﬁeld is one octet

4.4.1.3 Regulatory Domain

The Regulatory Domain field shall identify a regulatory domain. The following values are defined:

| USA
2 Europe
3 Japan

T S Are rese

The length of the Regulatory Domain field is one octet.

4.4.1.4 Capability Information
ility Information fie i f subfields that are used to indicate requeste
ilties. The | ility Information octet is one octet. The followin field
are defined:

Bit 0:  Infrastructure BSS
Bit 1: Ad-hoc BSS
Bit2: CF-aware

Bit3: CF Polling Request
Bits 4 - 7: Reserved

44.1.5 Station ID (SID)

bit ID of a statlon Thelength of the SID ﬁeld is two octets .

4.4.1.6 Current AP Address

he Current AP 1 t dr fth int with whi e station i
currently associated. The length of the Current AP Address field is six octets.
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4417 Authentication Aigorithm Number
The Authentication ithr mber field shall indicate a single authenticati i The length of
icati il i ts. The followin :

Authentication Algorithm Number = 0: Open System

Authentication Algorithm Number = 1: Shared Key
All other values of Authentication Number shall be reserved.

4.4.1.8 Authentication Transaction Sequence Number

The Authentication Transaction Sequence Number field shall indicate the current state of progress through a
multi-step transaction. The length of the Authentication Transaction Sequence Number is one octet.

4419 Status Code

ed to indicate

is St le : : e ilure of an operation.
code field is one octet. If an operation is successﬁ_.ll then ;hc Status Code shall be set to 0. If an operation
results in failure the Status Code shall indicate a failure cause. The following failure cause codes are
defined: TBD

4.4.2 Information Elements

Elements are defined to have a common general format con31st1ng of a one- -octet Element IDCede ﬁeld

one octet length field a1-bit M i or-(iden hetheraddition e-presen b
Einlcfield; and a variable- length element—spemﬁc mformat1on field. Each element is assigned a unique
Element IDeode as defined in this specification. The lengthLink field shall specifybe the number of
remaining-octets in the information fieldelement.

Element ID

Length

Information

Figure 4-130, Element Format

The set of validpessible elements is defined below. E
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Information Element Element ID
“ESSID 0
Supported Rates 1
FH Parameter Set 2
CF Parameter Set 3
DTIM 4
TIM 5
Challenge Text 6

Thisfeldshall ! i il 15k 3 ions—The-ol i
Helddength-isonoestat

4421 DTIM-Count
The DTIM element shall contain two fields DTIM Count and DTIM Period.

Element ID 1 octet

Length 1 octet
DTIM Period 1 octet
DTIM Count 1 octet

The DTIM countis field shall indicate how many BeaconsTHMs (including the THMHn-the-current frame+f
any) will appear before the next DTIM. A DTIM Count of 0 shall indicate that the current TIM is a DTIM.

The DTIM count field shall be a single octet. Fhe-element-specific-fieldlength-is-one-ostet:

Theis DTIM period field shall indicate the number of Beacon™M intervals between successive DTIMs. If
all TIMs are DTIMs, the DTIM Period field shall have value 1. The DTIM period field shall be a single

octet, The-clement-spesific-feld longth isene-cstet

4.4.26.2 Traffic Indication Map (TIM)
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Element ID 1 octet
Lenglh 1 octet
Block ID 1 octet
1 I
: Blocks : 0 -8 octets
] I
]
Block ID 1 octet
1-8
Block Groups
1 ]
i Blocks : 0 - 8 octeis
I
I
B i
|
|
1 |
1 1

The TIM Element information fEield shall contain between one and eighta-variable-sumber-of block groups,
with each block group consisting of a block identifier followed by 0 to 87 one-octet blocks. Each bit within
a block shall indicate whether a frame is currently buffered for a station with a particular Station ID. There
is a one-to-one mapping between the bits in a virtual bit map and the station IDs. The virtual bit map is
maintained within the access point; the actual transmitted TIM is a compressed representation of the virtual
bit map. Fhe ald lencthis bebweer sne-and-eicht octe

Block Group: Consists of a Block Identifier followed by from 0 to 87 Blocks.

Bl Bn e Bm
Block Identifier 0 - 8 blocks

BI: Block Identifier (1 octet)

b0 b7
B1|B2|B3|B4|B5|B6(B7|B8

Bit N (N = 1..87) 0 = Nth block in this group is absent
1 = Nth block in this group is present
F=Another-block-srouptolows
Block (8 bits) Each bit corresponds to a specific station within the block. If this block represents
the Nth block within the virtual bit map, then Bit M within the block shall
correspond to the station with Station ID equal to 8*(N-1) + M.
Bit = 1: There is a frame pending for this station
Bit = 0: There is no frame pending for this station.
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4.4.2.39. ESS ID
The ESSID elementis-field shall indicate the identity of the Extended Service Set.

Element ID 1 octet
Length 1 octet
ESS ID 1 0-32octets

]

The ESSID Information field shall be between 0 and 32 octets. A zero octet information field shall indicate
the broadcast ESSID. The-element-specifiefield length-is-a-variable number of octets-
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(Editor’ to-(GE) Nood list-of.d ins]

4.4.2.422. FH Parameter Set

The FH P: - Set el n i e et of paramet 1§ Q;é l_y to allow sxﬂghmms_a_tlgn for
S usi I i FH) P er. The i

et. Hop Patte Jop Index | len th fthemfrm ion field shall tets.
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Element ID 1 octet
Length 1 octet
Dwell Time (ms) 2 octets
Hop Set 1 octet
Hop Pattern 1 octet
Hop Index 1 octet
[he Dwell Time field shall be two octets in length and contain the Dwell Time in ms.Set

The Hop Set fieldis-field shall identify the particular set of hop patterns and shall be a single octet.- Fhe
clomentspecific-feld longth-is-enc-estet

The Hop Petternis field shall identify the individual pattern within a set of hop patterns and shall be a single
octet. —The-clementspecific ficld lensthis onoostot

The Hop Indexis field shall select the channel index within a pattern_and shall be a single octet.—Fhe

4.4.2.56- Supported Rates

The Supported Rates elementis-field shall specify all the rates in which this station is capable to receive.
The information field¥ is encoded as 1 to 8a—variable-number-of octets where each octet describes a single
supported rate in units of 100 kbit/s (e.g. a 1 Mbps rate will be encoded as 0x0A).

Element ID 1 octet

Length 1 octet

Supported Rates 1 - 8 octets
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4.4.2.628. Connection ID

The Connection ID elementisfield shall be used to specify a unique identifier for a time bounded
connection to transfer data between an access point and a station. Each connection ID shall be unique for a
given station. The element specific field length is two octets.

[needs work - SAB]

4.4.2.7 CF Parameter Set

h meter Set elemen i meters necessary to su
i i i ati 1_I! PArdincle L

[needs work - SAB]

4.4.2.8 Challenge Text

The Challenge Text element shall contain the challenge text within Authentication exchanges. The element
information field shall be 128 octets in length.

[needs work - SAB]
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4.3. Frame Exchange Sequences
The following frame sequences are valid:

a) DATA

b) DATA-DATA (fragmented broadcast MSDU)
¢) DATA-ACK

d) RTS-CTS-DATA - ACK

€) DATA - ACK - DATA - ACK (fragmented MSDU)

f) RTS-CTS-DATA - ACK - DATA - ACK (fragmented MSDU)
g) POLL - DATA - ACK

h) POLL - DATA - ACK - DATA - ACK (fragmented MSDU)

i) POLL - ACK (no data)

) REQUEST - ACK

k) RESPONSE - ACK
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