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Abstract

This paper presents a practical method for translating frame errors into bit errors while taking into
account the frame size and other factors such as the Inter Frame Spacing. A method previously
presented in May 95 PHY meetings, takes into account only frames of 112 octets for the purpose
of Bit Error calculation from Frame Error Rate.

1. Introduction
One of the objectives of the IEEE 802.11 Medium Access unit is to provide a mean bit error rate at

the MAC layer of less than one part in 10 s, As we all know, bits are grouped in frames, but
unfortunately 802.11 does not specify a maximum frame error rate. From the MAC stand point
FER is the measurement that makes sense, being the only thing it can measure. From the PHY
standpoint BER makes more sense because the PHY deals with a bit stream and it is easier to
measure.

The wireless LAN environment provides a number of additional challenges and differences frem
versus models developed for the wired environment that usually assume Gaussian noise
distribution. In the wireless environment the channel is interference limited with bursty
characterisitics, and the error rate depends on a complex combination of factors.

The issue is what performance are we trying to quantify. Are we looking at the performanceof the
radio only, the radio and the post detectionprocessing, or the whole chain from the antenna to the
output of the MAC. As defined today 802.11 has only two points of access: the antenna and the
top of the MAC. If we make the optimistic assumption that all nodes in the network have equal
receiver sensitivity some of these factors are:

1. Number of active users on the same LAN, their transmitted power, their access statistics and
distance.

2. Number of similar LANSs in the same area , number of active users on each LAN, their
transmitted power, their access statistics and distance.

3. Number of dissimilar devices transmitting in the same area and their transmission
characteristics and statistics.

Unfortunately, in 802.11 we have not defined yet a channel model to offer a standardised method
_ for performance measurement equal for all wireless LAN devices, and this adds another dimension
to the complexity of the problem.

Availability of a PHY - MAC exposed (or reachable) interface would resolve the
problem by allowing each part to measure errors utilising the most convenient
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“method and then translate the effective error rate.ufilisitig one of thé standard
_ methods. However we don t have an agreed gxposed MAC-PHY interface.

R ]

»; oy +; For the purpose of this presentation it is asﬁamed that s}rors detectccl in the MAC are not a result of

#w = i factors.other than PHY or,channe] performance.; { For those interested in the PHY performance

.g 22 5 Muit:pre Brr Errors (Moﬁ“p! 2)

with an ideal channel -i.e Gaussian noise;only- ag isolated test environment will be required)
It addition to factors outlined above, the bit or frame errof rates are definitely a function of:
- the length of the frame ot W , 3
- the spacing betiveen frames
- the disturbance's characterisitics.
... {note:.in the followuig,‘l 11 yuse the term g}smrbgnce for any factor that dlStUI‘bCS the received bit
strgam,g such a$ poise, 1qterfcrcnc§,, cphsmns etc. s

- L~ Providinga systetﬁ that. meets aiy.particular it error rate in: ubsolute terms is next to impossible
g Becauwe it fvould require transmigsion of aniinfinite number of bits. For that purpose (less accurate
¢ibut acceptable) statistical miethdds based om finite experimental measurements have been
dcvclopetl This documeiit préseiits a techniques for calculating bit error rates based on measured
1 erc erior rates and frame Iengthg I h%ope tms wﬂl a]lev:ate the controversy 3

N L4

"3 " 'Noise ‘Moddls’, T
w270 THotghvthe Wireless environments: have multLplc complex rnodels I will uy to classify the error

vmodeis td.only lwo byithe effects: produced by disturbances.

AR l,'-'.j.". ik ?"h ) !w& Qr;i 2 ciEG T o I 3

24 &+ Single kB# Errers:{Modbl < 1) - Wy ovged
The first model to be considered is base,t:l on short disturbances' that cause 'single bits to be received

s mcérrectly, iea l'ogic Zero 1§ read as one and a logic one is read as zero. In this case we can

‘i aséume a uniform distribiition miodel: This model does not prcclude muluple errors (i.e multiple
consecutive single bit errors).
Single bit errors-during (dir).collisions with any signal (similar or dxs?;mlar signals) seem not to be
a‘problem.: A single etror, pen frame allpws for a simple calculation of the BER. If frequent
interfereénce orcollisions occur, the frame rate can be lowered toa level that will minimise
mterference cffects (or colhsxons)

Lavs R, i

% When neise or co,lJ isions occuf if. ldng ct;sturbanccs the rcsuit will be totally different than the

. - Single. bit:nodel, depending on the length and position of the disturbance in relationship with the

.glter,trame gap. (]fn 802.11 we have to, deal with, several values of interframe gaps IFS,DIFS,
FS.)
If the disturbance burst is short relatlve to the interframe: gap, the effect will be identical to the
£ single biterrors and. thie frame widl be igjected. If the burdiiis longer, it may cause not only
. multiple errofs in a/franie, butenrots i fﬁumple frames. The pmbablhty of multiframe destruction
e, _de.'peﬁds on the' fokl’meg fact@rﬁ ng, Wftag et B e 2

i Dlstmrbance lg:ngth
2. Interframe spacing ' -
.. .3. Frame length o '
e “.S“éanstrés*of“rh‘e dis’tui'bzfncé 4 il e

K imay

' When the interfrime Spaemg m(rreases 01' frarie size 1ncreases thé probability of a burst to
affecting more than one frame decreasés. On heavily loadéd networks, the average interframe
spacing will be small. In the average, the length of the disturbance is expected to be more than the
average interframe gap, therefore the frame error rate will increase to reflect this situation. The

3 mcreaae can be appmmmatcd by A

s
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TN T ={Awg frarie length) s ar B i

As with single’ ‘bit'error model the frérne ertor rte:should be reduved by a factor.to;actount for the
collision rate. “The collision fate and thé probability thift long: drsturbanécs will aff’ect mOre than one
frame will be both posmvely proportronal'to thér nétwc;rk lcxﬁd- 2703 O R e

3. Error Calculatlon Methods

3.1 Direct Measurement Y

At the Physical layer the bit etfor raté can B§ méﬁﬁnre by dlrectly compariﬂg the rct:elved bits
(after demodulation, data and clock recoVery) with the bits transmitted. The easiest W4y fo
implement: this type of test isiwithout any framing. By fransmitting & sufficiently.large enough
number of bits, the:bit error fate:can be proven.with a: very high- probab,lllty (This rm;hod is very
common in testing nadro equzpment on prodtrc{m lines’ andrsuuable for non~bursty evenly
distributed errérs... SR T (IS A 1 He L i R R

However, this method does not repré;sent the realdife sunatron for the; ;adle PHYsi the PLCP part
is not accurately represented in this type of measurement and the en v;ropment is n;ostly bursty
Therefore, this method represents just a raw bit error rate measuréitient,

For a more realisti¢c picture whichwill represent:receiver’s ability toi:synchronise
and recover bits, a frame based:test would seem/to’' be: more -appmprlate « b1

In order to represent real llfe, various frame lengths and various interframe
spaces (i.e frames with various spacing) have 'to'be transmitted fgr. long enough
to provide a.good statistical probability, :

At the output of the MAC the relevant real data, bnts will thcn be compared with f, uansnuttcd bits.
The number of rptelved frames will be counteq Erarnes wrtl;l eqrors m thq PL " OF u} tl‘lé body of
the frame will be reJected

If the disturbanct Bursts are*very shor'f. such'as-in‘the*noise - Mo&el 44 t:hen the comimuom
measurement method will provide a'good-indicationof the effects of the disturbancé onithe
network throtighput. Each bit error will ¢ause in averhge oné frame loss and vicéVersa: i

If the disturbances are long, such as in Model 2, then dxrect measurement will (cxaggerate) amplify
the effects of disturbance on the network throughput +If a:noise.burst for example, causes 50
consecutive bit errors ( 50 microseconds burst), it Imght destroy one framie buit would be counted
50 times under the direct measufement. The; drsq‘lbuﬁon of the'bit érrors should be récorded and
the equivalent frame error rate teduced accordingly: For butsts less thah the' mterfr“ame dpacing ,
only one error shotild be counted.Fof disturbances longer than one interframe Spacmgibut less

than an average frame 51ze n frame e errors should be countcd ek T

There are several putennal problcms with the. dlrect measurcment method ﬁrst,: st,andarq MAC

. controllers can'not be used, second;:any meansi(such as jabbers) that limit the length: of;; 1
transmissions would interfere with the measurement and need to be drsabled (if, posslble) Most
MAC designs would also have maximum frame size limitations. Another problem would-be
creating a “quiet” environment where no other devices utilise the medlurn All théSe are hard to

implement in an open “wireless” environment. B St

The only way the direct method can be utilised, is in an isolated envrronment and thh the PHY
separated from the MAC in a spegial test ﬁ;;mre providing all the necessary MAC controls and
interfaces. This would be a chhllengc for the compllﬁﬂce testers

3.2 Ind:rect Measurement N " . it -1-’- R b- AKET L iy,

On the assumptlon that many of the MAC controllers wal be &1mllar wnth existmg LAN J1;;01'1lrollcrs
they will be capable to record the number of received frames that contain errors. These errors
usually fall in one of the following categories:
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CRC errors: one or more bits have been received incorrectly.

Alignment Errors: One or more bits h'aue Beetl téceived incorrectly and the nismber of bits
received does not correspond to an mtegéi‘ ‘number of octets. Interfcrcnce can cause extra bits to be

2k retcew'edwareafc extra u*ansmons i tkmﬂtgna‘l stteatyy .l | Halae v g

SR THRRe Brrors: fetd'tiah i intifut lehgth Frisbrie vad recelvcd Aﬁhough this typically
is a result of a collision, noise or interference it cafi also wipe out enough bits to prevent reception
of a minimum length frame.
The advantages of using the indirect measutement ethod are as following:
1. Standard MAC controllers can be used. Sifice they are part of the entlre cham the overall bit
error rate of the system may be estimated. S ~ o

2. Other activity on the network can contifiue and may even be encouraged to create realistic test
env1ronmentg sat vaied 1 Lassgo rt A g0, S 7T B SR o ien s

3. The real Frame Error rate is measured.
The disadvantages of this method:

The calculated bit error rate is ot ds aceurate as the diréct continuous bit stream measurement.

r !

I
.4

3.2.1 Calculating Bit Error R?;e uudeé Nofse Model 1 7: -
Assumptions: ’ = i R i

1. For the simplification of thi presentation n"j:g assumeﬂ tlm pxt em}fs are umformly distributed
throughout the frame (I ‘ertors distribution is significantly different; theﬁ the results can be

multiplied with the fiinctiba r&‘presbnnng‘&ﬁdﬁs{dﬂundﬂ)" e e
- 2. The bit error rate is much lcss ghamI O
" Definitions:
Bit lor0 foo &
s 5 OTweE & w8 Lt s L e s e 0w e
Frame 64 to 1500 Octets
B o o sdCiBibesormatel 0 0 20 ke sl ik i P
f Frame error ratc S
PR Number of bits per frame s o
& om Nutfiber of fiames tansniitdd 7~ . Ao
P(r,1) Probability of exactly i errors iri ni fmnas e
S¢m,i) Cumulative probabili pﬁm,o,m ;rrorsm n»ﬁ"ms =
el The gross frame: egmrﬁate Wilkbeis iy Lo A v
T | | S, ; | A. ‘ e ;»ﬁ Fegie L [3-1]
Dunng tlm mﬁl; ofim frarms sthe: mmb@‘af'frame ertors i isiwecorded. "Fhe value for i is in the
range of O to'n. For large “n” the probability of exactly i errors in n frames follows a Poisson
dlstnbut:on of the form LA AR
= ’ 8, » “' i z%‘j rag A ’Pgn’b),: e -y ’[k_f,vi,’lhwrx TN ’ [3-2]
v ;Hﬁ*f o " [3-3]
Note: “*” denotes multiplication.
Then the cumulative probability is calculated as:
s ~L.Bit Erponatate vs. frame Brror Rate - v paged sy - Nathan Silberman - Nortel Corp.
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= s 2 rne e R T

Ayt D0 W s whc ey oy AHLh
H’& R A .)' " §(I}'1) EP("’Z),m oo e end e i A [3-4]

s t - . . - 5 s
£ £ AT B [ R TR FICNCRAE LF ORI ¢ T LA 2

The cumulatlve probablhty can then:be -used; wath‘rzkfe test.results to prove BitiErrof. Rate ta the
desired accygacy. Tables for Sgw tior V":H‘IOLLS vq.lues of ;% i anq b c%m be-co co %ﬂed ,and. used
durmgtestmg. e b niali e . ' ,

O sl

Example. A0
S T TN N [t T 2% AT
This example is Uséd to dembnstrite tH'e af:prozfch e
& [£3 6\); P 3> ;'Jf b ¥ .*r' I'L W aw SERAT
Number of transnurtc& frames'= 10 LBt 4 ) T
No of Frame errors= 85 e L , L
Frame size 1500ctets.: ™ "+ 8 % b LGOS B3 W LR T, Fu A S
In order to calculate the probabﬂlty that the BER is equal or better than IO BTl il
b= 10_8 B LI e e g gL e E
m = 1500 * 8=12000 Sedllain T e Lnatetin el T
i =85 ) , N ' o , .
n= 10 Sl R TR L LY ST BE WM MG g R IOT el e e T Lerdal o orE Y
N 8112000
f=1-(1-b)" 71-(1-107) "L, 199293 *10 Janu e H{orwed 0 pebectindels (1R
n*f=(1.19928 * 10 * (1 * 10°) = 1.9928 * 10 R Y

P(n 0) =e ™V *viil=e 0.y 0I01=824, 10 -
The same calculatrons gre r,epeafed for P(n,l) P(,n 2} E’(n.85) | -,' A :1 ; W
The probabrllty that the bit ¢ error rate.is. lesgytlmn Qgegpal to ;l{), st;_s prov;de.d by .

1-S(n,i)= lig‘(ilbvgs) TR T

[3-5]
SRS {ITECIS
Calculation of S(n,i) o -
In order to calculate the cumulative probabilities a computer routine baSed on the followmg formula
can be used. S I B A g
Due to overflow limitation of computing machines it is hrghly desuabie 10: utlhse a naturah
logarithm formula: C e Bl ;
In (Pni) =In (e Vo vi/j,!;, o [3-6]
Note: “In” denotes natural logarithii** i : ﬁ’-‘j
ié

after mathematical manipuilations’ the*fonnula b&omes': BRI i
P(n,i)=exp. [-v+E*In(v))- (o’ (1)+ 1r(2) <. 4edn’ ()} ST [3-T)

" Frame size considerations: as frame sizes v ,there is a small window in the PLCP
preamble where a corruption of a few. bits. ca) be tolerated. Since this window is re]atively small in
relatronsh1p with; the fsame size, 111 car be neglectectfﬁn the- purpose of calcu}atxoﬁs (AR

4 SUMMARY

A practical method for translating the Frame-ErrarRate to Bit Error Rates has been shown A
similar method has been used for estimation of BER in: wired LANs with.good results

-,',..4 £ 1‘-, j"lp.ﬂ a4 J i\

R o s W

Any improvements on the method are welcomed,. v
r e
1 R S 1 Ay L) 3
1',_1!;‘2} L i ;,1,u 30 ) By n ‘f

Bit Error Rate Vs Erame Error Rate - - pag"& S . Th . Nathan Silbérman.- Nortel Corp.



1oea
e T S . = o S
* ¥
e | P .
L 1 m =N 1 S
B
il 1
rFl
B .
v '
g u )"I i = 1
1 1 '
- ' - ' R |
1 il
y = =l 1 . 1 1
- ' -
. ' i 1 ' =l
- N 1 h
. i A
Con L l 1 1 kna LT o'y p
- n RN B ] R 2 me
1 f -, I I
NI | -
1 1 .
|‘ 1 L
] (N BT
N -
1
Al '
r
¥
. Ty
L
"
oy
=
I
of - - ) -z ) -z

-



