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use macsors
use macmib ;
Systemn Station MaUnitdata.indication, MimeConfirmSignals, 1_STA_1b(3)
MaUnitdataStatus.indication MimelndicateSignals
| a MAC_SAP SM_MLME_SAP
L r q
lMBUnildala.requ&st ‘ /[MErneF-taques‘lSignalsJ
R —— = - — — — -
Includes request| “Includes filtering
validation and |- — — |of Mime requests
add/remove MAC_Data_Service MAC_Management_ 'and MIB access.
MAC headers. | Service MIB attributes are
- = |remote variables,
l exported by their
\ 7 |source processes.
[Msdulndicate} IMsduConfirm] SmtConfirmSignals,
SmitindicateSignals,
RSDU | TSDU la
IMsduRwuest] MmRequest,
= N PsChange,
Includes power | R PsResponse, MMGT
save queuing, | SsResponse
fragmentation, PDU_Generation
encryption, and |
Tx life timing.
Includes DCF, | ‘ i MmConfirm, | SmtRequestSignals,
Rts/Cts and Ack, — PduConfirm, Polled.} Pslnqt.r‘fry. ResetMAC
handling, retries.| | Ready, ResetMAC Ssinquiry sV SV A
CF-poll respons, |Includes scan, join,
CF-ack detect, | POU MMTX — beacon/dwell and
Atim handling, Station. MLME awake/doze timing,
and reassembly. | Pdunequest] - |(reldis)associate,
e R MCTL {de)authenticate,
|Includes backoff | | Istart IBSS, and
— and timestamp monitor of station
: - Mmimed, MmDone, B
| linsertion. MAC_Control MmCancel, Mmindicate, Psindicate, SaEoneE S
| MmCmd, MmCmdAck, Ssinquiry,
SsResponse, | | Ssinquiry | tdx
| TxConfirm, TBTT,
TxDone ResetMAC
|
| X RxIndicate, RX PS
| TxRequest, TxCancel, NeedAck,
DoBackoff, TxImed, RAxCfAck ChangeNav, [
| ReseiMAC ResetMAC SsHesponse}
1 ' =W e oot e e
L llncludes validate, decrypt,
cs — laddress & duplicate filter,
Transmission Reception |chanqel state (physical
and virtual carrier sense),
Busy, |and IFS & slot timing.
Iae, | 4#/' 1 | EEEEmE=EEE=
7] Siot
PhyTxConfirmSignals ) [PImeConfirmSignals} LPhnySignals}
PHY_SAP_TX MLME_PLME_SAP PHY_SAP_RX
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I
|use macsorts }l

|use macmib ;
System Station 1_STA_2b(3) |
i N signal I\
_| MmCancel,
| . MmCmd(CtICmd, Intstring),
- MmCmdAck(Boolean, Intstring),
> MmConfirm{Frame, TxResult),
|signal ,7}\ MmDone(TxResult),
Busy, ] Mmimed(Frame),
ChangeNav(Time,Duration,NavSrc), Mmindicate(Frame,Time, Time,StateErr),
DoBackoff(Natural,Natural), MmRequest(Frame,CfPriority) ,
Idle, MsduConfirm(Frame, CfPriority, TxResult),
ldx(Octetstring, MacAddr,MacAddr), Msdulndicate(Frame, CfPriority),
MaUnitdata.indication(MacAddr,MacAddr, MsduRequest(Frame,CiPriority),
Routing,Octetstring,RxStatus, mSet(MibAtrib,MibValue},
CfPriority,ServiceClass), NeedAck(MacAddr, Time,Duration),
MaUnitdata.request(MacAddr,MacAddr, PduConfirm(FragSdu, TxResult),
Routing,Octetstring, CiPriority, ServiceClass), PduRequest(FragSdu),
MaUnitdataStatus.indication(MacAddr, PhyCca.indicate(Ccastatus),
MacAddr, TxStatus,CiPriority, ServiceClass), PhyCcarst.confirm,
MimeAssociate.confirm(Success), PhyCcarst.request,

{* MimeAssociate.indicate(MacAddr), AP only /| PhyData.confirm,
MimeAssociate.request{MacAddr,Natural), PhyData.indicate(Octet),
MimeAuthenticate.confirm PhyData.request(Octet),

(MacAddr,AuthType,Success), | PhyRxEnd.indicate(PhyRxStat),
MimeAuthenticate.indicate PhyRxStart.indicate(Natural),
(MacAddr,AuthType), PhyTxEnd.confirm,
MimeAuthenticate.request PhyTxEnd.request,
(MacAddr,AuthType, Natural), PhyTxStart.confirm,
MimeDeauthenticate.confirm PhyTxStart.request(Natural),
(MacAddr,Success), PimeGet.confirm(MibStatus,
MimeDeauthenticate.indicate(MacAddr), MibAtrib,MibValue},
MimeDeauthenticate.request(MacAddr), PlmeGet.request(MibAtrib),
MimeDisassociate.confirm(Success), PimeReset.confirm(Success),
MimeDisassociate.indicate(MacAddr), PimeReset.request,
MimeDisassociate.request(MacAddr), PlmeSet.confirm(MibStatus,MibAtrib),
MimeGet.confirm PlmeSet.request(MibAtrib,MibValue),
(MibStatus,MibAtrib,MibValue), Polled(Boolean,MacAddr,Stationld),
MimeGet.request(MibAtrib), PsChange(MacAddr,PsMode),
MimedJoin.confirm(Success), Psindicate(MacAddr,PsMode),
MimeJoin.request(BssDscr), Pslnquiry(MacAddr,PsMode),
MimePowermgt.confirm(Success), PsResponse(MacAddr,PsMode),
MimePowermgt.request(PwrSave,Natural), Ready(MacAddr, Stationld),
MimeReassociate.confirm(Success), ResetMAC,
/* MimeReassociate.indicate RxCfAck,
(MacAddr), AP only */ RxIndicate(Frame, Time, Time, Duration),
MimeReassociate.request(MacAddr,Naturai), Slot,
MimeReset.confirm(Success), SsInquiry(MacAddr),
MimeReset.request, SsResponse(MacAddr,
MimeScan.confirm(BssDscrSet), StationState, StationState),
MimeScan.request(BssTypeSet, MacAddr, TBTT(Duration,Duration,
Octetstring,ScanType,Intstring, Intstring), Duration,Duration),
MimeSet.confirm(MibStatus,MibAtrit), TxCancel,
MimeSet.request{MibAtrib,MibValue), TxConfirm(BackoffStatus,Natural),
MimeStan.confirm(Success), TxDone, |
MimeStart.request(Octetstring,BssType, Txlmed(Frame), 1
Natural,CiParms,PhyParms) ; TxRequest{Frame,Boolean, |
Natural,Natural) ; |




luse macsorts I\

use macsorts
use macmib ; 7

I System Station

1_STA_3b(3)
1 1|
signallist ) signallist N {signallist N
MimeRequestSignals= MimeConfirmSignals= MimelndicateSignals=
MimeAssociate.request, MimeAssociate.confirm, MimeAuthenticate.indicate,
MimeAuthenticate.request, MimeAuthenticate.confirm, MimeDeauthenticate.indicate,

MimeDeauthenticate.request,
MimeDisassociate.request,
MimeGet.request,
MimedJoin.request,
MimePowermgt.request,
MimeReassociate.request,
MimeReset.request,
MimeScan.reguest,
MimeSet.request,
MimeStart.request ;

MimeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimeGet.confirm,
MimedJoin.confirm,
MimePowermgt.confirm,
MimeReassociate.confirm,
MimeReset.confirm,
MimeScan.confirm,
MimeSet.confirm,
MimeStart.confirm ;

signallist

SmtRequestSignals=
MimeAssociate.request,
MimeAuthenticate.request,
MimeDeauthenticate.request,
MImeDisassociate.request,
Mimedoin.request,
MimeReassociate.request,
MimeScan.request,
MimeStart.request ;

signallist
SmtConfirmSignals=
MimeAssociate.confirm,

MimeAuthenticate.confirm,
MimeDeauthenticate confirm,
MimeDisassociate.confirm,
MimedJoin.confirm,
MimeReassociate.confirm,
MimeScan.confirm,

MimeStart.confirm ;

signallist

PhyTxRequestSignals=
PhyTxStart.request,
PhyTxEnd.request,
PhyData.request ;

signallist
PlmeReguestSignals=
PlmeGet.request,
PimeSet.request,
PimeReset.request |

. signallist

PhyTxConfirmSignals=
PhyTxStart.confirm,
PhyTxEnd.confirm,
PhyData.confirm ;

signallist

PimeConlirmSignals=
PlmeGet.confirm,
PImeSet.confirm,

PimeReset.confirm ;

MimeDisassociate.indicate ;
/* The signals named below are
only generated at APs:
MimeAssociate.indicate,
MimeReassociate.indicate */ |

signallist

SmitindicateSignals=
MimeAuthenticate.indicate,
MimeDeauthenticate.indicate,
MimeDisassociate.indicate ;

I* The signals named below are
only generated at APs:
MimeAssociate.indicate,
MimeReassociate.indicate */

signallist

PhyRxSignals=
PhyRxStart.indicate,
PhyRxEnd.indicate,
PhyData.indicate,
PhyCca.indicate,
PhyCearst.confirm ;
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Block MAC_Data_Service

[MaUnitdata.indication]

R

[MaUnildataStaius.indiution]

11_MD_1b(1)

TN
n
e o
ToLLC FromLLC
MaUnitdata,requesi}
MSDU_to_LLC MSDU_from_LLC
(1,1) (1,1)
Msduindicate | MsduConfir |
RxMsdu TxMsdu
MsduFlaquestJ
RSDU TSDU



Process MSDU_to_LLC

from beginningof —
MSDU to obtain the |
LLC data octet string.,

Reception status .|
always successful—
because any error|
would prevent the '
Msdulndicate

from reaching

this process.

Msdulndicat
(sdu,pericd)

da:= addr1 (sdu)

sa:=if frDs(sdu)=1
then addr3(sdu)
else addr2(sdu) fi

l

servi=
if orderBit(sdu)=1
then strictlyOrdered
else reorderable fi

|

LLCdata:= substr
(sdu, sMacHdrLng,
length(sdu)-sMacHdrLng)

—|

MaUnitdata._
indication(sa,da,nul

period, serv)

I
LLCdata, successiul_

111to_1b(1)

del LLCdata Octetstring'
del period CfPriority ;
dcl sa, da MacAddr ;

del sdu Frame ;

dcl serv ServiceClass ;
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Process MSDU_from_LLC 112fr_1b(1)
|_ o —|\ "_I';R;ult_rgpoﬁ rga;-sogl imported mlbss Boolean ; |

N for failure, including M imported mPcAvail Boolean;
| noBss, noAuth, noAssoc.l imported mPsm PwrSave ;

retryLimit, txLifeTimeout; I |
However, the only status
code for Tx failure in | dcl LLCdata Qctetstringy
From_LLC 6.2.1.3 is 'undeliverable'. dcl period CfPriority ;
_____ - del result TxResult ;
del route Routing ;
| dcl sa, da MacAddr ;

[

MaUnitdata.| MsduConfirm dcl sdu Frame ;
. LLC \ 72 N
>request ——g:‘:itg d ser(\j/)ata (sdu,period, —J del serv ServiceClass ;
(sa, da, i del status TxStatus ;
status:= then successful
if result= else undeliverable
successful fi

(null_rt)

status:= non_ i servi= if then strictlyOrdered
NullSource_ T else reorderable
Routing orderBit(sdu) = 1 i
da:= if then addr3(sdu)
toDs(s.du) =1 Fiw addri(sdu)
i
else (reorderable) (strictly_ I_L‘
Ordered;
status:= J MaUnitdata!  [(addr2(sdu),
unsupported_ status._ da, status,
ServiceClass (sta_active) else \\ind\iiation |period, serv)
status:= !E:Jilr.:l_f;anTe wmzroct-e_t.
period unavailable |— MAC header and LLCdata:
ServiceClass | ftype:= data
else (contention) {contentionFree) ‘ | addri:=da
addr2:= aMacAddress
status:= | | (sa parameter not used)
unsup_ported_ addr3:= mBssld
Pririt ||| <other header fieids> := 0.
|
MaUnitdata | (sa,da,unavaii_ sdu:= ¥
status._  [——ablePriority, mkFrame H%%r;(t;r;Bssld).
indication |period,serv) (data, da,
else
status:= iodi=
excessive_ cge;'eo t:_
DataLength ntention
| | (strictlyOrdered)
, | . sdui=
' @ ey setOrderBit
| (sdu, 1)
MaUni [ifBSShasno
st:tl:lgtdata__ (sa, da, status, L 0?35 ha.;;:i - MsdiRequest
N indication period, serv) inform LLC, ' (sdu, period)

change priority
X to contention,

(‘ \r Jand send MSDU.
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Block MAC_Management_Service |:MlmeGet.confirm,

12_MM_1b(1)

MimeSet.confirm
C N

' i

This block is a
summary of
MIB access
and update.
MIB attributes
are defined

ilASﬁ1 code. |

MIB(1,1)

MimeGet.request,
MimeSet.reguest

]

I[Hasetlw\cj

:[is!J

ReqConf

MIimeAssociate.confirm,
MimeAuthenticate.confirm,

MimeScan.confirm,
MimeStart.confirm

MimeAssociate.request,
MimeAuthenticate.request,

MimeDisassociate.request,
MimedJoin.request,
MimePowemngt.request,
MimeReassociate.request,
MImeReset.request,
MimeScan.request,
MimeStart.request

mR

SMT_Requests

[M]meAsscciaLe.indicale.

MimeDeauthenticate.confirm, Indicate
MimeDisassociate.confirm,

MimedJoin.confirm,

MimePowermgt.confirm,

MimeReassociate.confirm, — — — —
MimeReset.confirm, [This biock handles

MimeDeauthenticate.request, | [lhis, Mime_Req_Rsp

MimeAuthenticate.indicate,
MimeDeauthenticate.indicate,
MimeDisassociate.indicate,

ImeReassociate.indicate
- 2

rirequests sequentially.

tStan. join, powermgt,

J 1 [scan. refdis/associale
| and deauthenticate
must be sequential,

| Authenticate allows
. |the possibility of
multiple requests
lomslanding, To do

would need to cache
challenge text and

| match responses 10
Joutstanding requests,

SMT_Indications

(1,1) (1.1)
= - w
MimeAssociate.confirm, MimeAssociate._
MimeAuthenticate.confirm, indicate,
MimeDeauthenticate.confirm, MimeAuthenticate._
MimeDisassociate.confirm, indicate,
MimeJoin.confirm, MimeDeauthenticate._
MimeReassociate.contirm, indicate,
MimeScan.confirm, MimeDisassociate._
MimeStart.confirm indicate,
= = || MimeReassociate._
indicate

MimeAssociate.request, w
MimeAuthenticate.request,
MimeDeauthenticate.request,
MImeDisassociate.request,
MimedJoin.request,
MimeReassociate.request,
MimeScan.request,
MimeStart.request,
ResetMAC

mgtS = = FromMgt
ToMgt

MMGT

7
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| Process MIB
| N
I 1

71

'reset read-write 'export default
attributes to alues of aﬂeruter

default values' declared here'

— 1l

| lexuortsd HCJ-‘]

‘mSet is used to do]

MIB updates from m

other processes.

The attribute name| |

is assumed to be
valid and there is
no confirm signal. |

|

]
MimeGet._
request

(]

Get_Set
[
> ResetMAC

e

‘invalid' ‘valid' ‘write_only' ‘invalid' ‘valid' 'read_only'
/ MimeGet._ 'obtain value(x), /" MimeGet._ MimeSet._ MimeSet._ /" MimeSet._
confirm importing if confirm confirm confirm confirm
(invalid,x.) necessary’ (write_only.¥,) (invalid,x) {success,x) (read_only,
a
\[,- ! \J/ \| b Y
MimeGet._ 'update value(x)
- confirm - - and export for -
(successax M)\ use elsewhere'

v

f* Import of {Read-Only} MIB attribute
values exported from other processes */
imported aAckFailureCount, aFailedCount,
aFcsErrorCount, aFrameDuplicateCount,

aMulticastReceivedFrameCount,
aMulticastTransmittedFrameCount,
aMultipleRetryCount,
aReceivedFrameCount, aRetryCount,
aRtsFailureCount, aRtsSuccessCount,
aTransmittedFragmentCount,
alcvErrorCount  Counter32 ;

/* Declarations of internal MAC variables
(updated from multiple sources using mSet)
del exported
mBssld MacAddr:= nullAdadr,
mibss Boolean:= false,
mSsld Octetstring:= null ;

L

121mib1b(1)

I
MimeSet._ '
request > mSet(x,v)
(x.v)
R |

/* Declarations of MIB attributes exported from this process */
/* Read-Write attributes */
del exported  aAuthenticationType Integer:= 1,
aExcludeUnencrypted Boolean:= false,
aFragmentationThreshold Integer:= 2346,
aGroupAddresses MacAddrSet:= empty,
alongRetryLimit Integer:= 4,
aMaxReceivelifetime Kusec:= 512,
aMaxTransmitMsduLifetime Kusec:= 512,
aMediumQOccupancyLimit Kusec:= 100,
aPrivacylnvoked Boolean:= false,
aReceiveDTIMs Boolean:= true,
aRtsThreshold Integer:= 3000,
aShortRetryLimit Integer:= 7,
aWepDefault Keylndex:=1,
aCurrentChannelNumber Integer,
aCurrentDwellTime Kusec:= 390,
aCurrentSet Integer,
aCurrentPattern Integer,
aCurrentindex Integer ;
/~ Read-Only attributes */
del exported  aAuthentication Algorithms
AuthAlgSetl:= (open_system or shared_key) ;
/* Write-Only attributes */
del exported  aDefaultWepKeys KeyVector ;

del exported  aWepKeyMapping KeyMapArray:= (. nullAddr, false, null .) ;

/0
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Process SMT_Requests 122req1b(2)
| del exported mActingAsAp Boolean:= false ; del alg AuthType 1\ dcl ph PhyParms ;
—| dcl exported listen as mListenint Natural:=1; dcl bss BssDscr ; dcl rqState
\ , dcl exported psm as mPsm PwrSave:= sta_active ;| |dcl bssSet SmtRqState:= idie ;
T jimported mibss Boolean ; BssDscrSet ; dc! scan ScanType ;
dcl ¢f CtParms ; dcl ss Octetstring ;
/ newtype SmtRqState dcf chlist, dcl sta MacAddr ;
k literals idle, bss, ibss, ap; chtime Natstring ; del btype BssType ;
endnewlype SmtFAqgState ; dcln Natural ; del typeSet
dcl ok Success ; BssTypeSet ;
|Rejecl Authenticate . Allow Authenticate
IDLE and Deauthenticate, (IDLE) and Deauthenticate,
|allow Start ifidle [reject Start if not idle.
|
| I ] I 1 ]
.. MimeStart._| MimeAuther]_ MimeDeauth_ MimeStart._| MimeAuthen _ MimeDeauth_
»request(ss, ticate.request enticate._ request(ss, ticate.request enlicate._
btype,n,cf,ph) (sta, alg, n) request(sta) btype.n.cl.ph) (sta, alg, n) request(sta)

MimeAuther]_
ticate.confirm
(sta,alg false)

(independent)

MimeDeauth
ticate.confir]

(sta, false

MimeStart._
confirm(falsg

(sta, alg, n)

) ( : ) (o)

(infrastructure)

[MimeStart._
request(ss,
1 btype,n.cf.ph

Wait_SMT

mActingAsAp:= sCanBeAp
false
}/_ (true) (false)
£ |
export mActingAsAp:= MimeStart._|
(mActingAsAp) true confirm(false
L1

‘Reset and power |
management
always accepted. ! l

MimeDeauth >
enticate. _
request(sta)

‘ResetMACis
propagated to e !r\gln;e;l:lase Lt
all proc. with 9

MimePower!
Mgt.request
{psm,listen)

multlple states_|

ResetMAC to
MIB

export
{psm,listen)

ResetMAC to
Mime_Req_|

MimePowerl
Magt.confirm

Alloﬁsé_m:lat_e Reject Assocnate
and Reassociate |and Reassociate gf;?‘uﬁ?z;: -
litjoined bss. it not syno wibss. [
MimeAssoc, MimeReassoc_ MimeAssoc! MimeReassoc_
iate.request iate.request iate.request iate.request rqState:= idle
{sta, n) ; {sta. n) [5!3. n) (sta, n)
| | —
MimeAssoc_. MImeReas MTmeAssnc 1l MimeReass¢c_ | mActingAsAp:= MimeReset
iate.request iate.request iate.confirm iate.confirm false, listen:=1, confirm(tru b
(sta, n) (sta, n) {false) (false) sm:= sla_aclive!
» | i)
export
Wait_SMT (mActingAsAp, IDLE
psm, listen)

/
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Process SMT_Requests

i_ - _,\ IWan_fo‘r I\H\C_ ?ave_nevnreal_;estj_ |
—| Wait_SMT management to signals while awaiting —
= e e T response ffom SMT._|
I I I I | |
MimeStart. Mimedoin._ Mlmem:lhien Mr‘paﬂeaulh MIm_eScan._ .
confirm(ok) confirm{ok) ticate.conlir enticate._ confirm
(- (sta, alg, ok) confirm(ok) (bseSet)
MimeStart,__ Mimedoin,_ MimeAuth MimeDeaut MimeScan. |
confirm(ok) confirm(ok) ticate.confi enticate._ confirm
(sta, alg, ok confirm(ok) (bssSet)
¢ # \
(false) Retumtothe |
ok state prior to r
Wait_SMT.
(true) | (false) (rue) | | | — _l"' -
| [Assumes sync | [MimeAssoc_ MimeReassoc”  [MimeDis_ ~
rqState:= idle —]wﬂh old BSS iate.confirm iate.confirm assoclate
retained during (ok) {ok) L :
lion attempt. |
7 {false) MimeAssoc | MimeReasspc_ MimeDis_
IDLE mp iate.confirm iate.confirm associate._
(ok) (ok) confirm(ok)
Al
(idie)
bt

rqState:= ap

rqState:= ibss

rqState:= bss

1 IDLE

=

e H

Reje-cTJoin
and Scan at
|achve AP.

\L
BSS )
AP

Lo &8

AIIow Jom Esa:s'ocae _’ Bi_sagoci:te _l
and Scan if allowed at AP — rejected if o
|not AP, and sta in bss. | | idle in ibss._ ’

| T
| |

MimeJoin._ MImeJoin._ IDLE,
Egg;‘)es‘ Egg:]es‘ B8 1BSS
N\ MimeScan. | sla, ss, scan, N Mfme.‘_‘-can___ma' s8, scan, N Mlmepic_ MlmcI_Jio_
request chiist, chtime) request chlist, chtime) associate. _ associate._
(typeSet, : tlypeSet, : request(sta)| requesi(sta)
—
MimeScan._| Mimedoin._ MimeSca \’ MimeDis_ MimeDis_
confirm confirm lequtfsl :La",;sé; ;;:1':3) |associate._ associate._
(emptystring) {false) pesat ' [request(sta) confirm(false)
\J) | e ~
MimeJoin._
Wait_SMT request Wait_SMT -
(bss)

122req2b(2)

/2




Process SMT_lIndications

N
5

B
[

(Pass_Th rough

del alg AuthT

del sta MacAddr ;

This state machine passes indications through, unmodified, from
SMT to the MLME SAP. MimeAssociate.indicate and

—— | I 1 1
Mime_ Mime_ MimeDeauth Mime_ Mime_ /
Associate._ Authenticat enticate._ Disassociat Reassociat
indicate(sta) Indicate(sta,al indicate(sta) indicate(sta) Indicate(sta) \
Mime_ MimeAuther]_ MimeDeauth_ Mime_ Mime_
Associate._ ticate.indicale enticate._ Di R ciate.
indicate(sta) (sta,alg) | indicate(sta) indicate(sta), indicate(sta)

Fa

———

COCOCO

123ind1b(1)

/3



TSDU

I

=)

(2]

l Block PDU_Generation
I N
| 1

e — e —

signat
FragConfirm(FragSdu, TxResul
FragRequest(FragSdu) ;

:

MsduConﬁrmJ

Msdu

Prepare_MPDU
(11

FragConfirm,
ResetMAC

FragMsdu

IF:agHequest]

PM_Filter
(1.1)

PsResponse
PsChange

S

PduConfirm,
Polled,
Ready,
ResetMAC

Mpdu

PduFiequasl]

14_PD_1b(1)

Mmpdu

MmConfirm,
Ssinquiry

X

[Pslnquiry:|

PwrMgt

]

PDU

MM_

=

=Dy

)]

RS
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l Process Prepare_ MPDU 141pre1b(2)

| N { \ IProcedure used for WEP and dol f FragNum ; }_S
—| ( = ) Encrypt tshared key authentication, If del fsdu FragSdu ;
| . aPrivacyOptionimplemented del k, mpduOvhd, p, phmax,
- l |sfalse, procedure is absent. pduSize, thid Integer ;
= del pri CiPriority ;
[ imported mAssoc, mlbss, aPrivacylnvoked Boolean del requester Pid ;
>ResetMAC imported mBssld MacAddr ; del result, rsl TxResult ;
\_ imported aFragmentationThreshold Integer ; del sdu, rsdu Frame ;
Z ] /* imported aPrefMaxMpduFragmentLength Integer ; */ del sst, asst StationState ;
\L‘ imported aDefaultWepKeys KeyVector ; dcl useDs Boolean:= true ;
imported aWepDefault Keyindex ; del useWep Boolean:= false ;
'\ Prepare_ldle imported aWepKeyMapping KeyMapArray ;
—  — =, e ]
Mmpdu requests] Mm_ Frag_ * The RC4 PRNG is accessed LE.
assumed to not | —Request Confirm as an external procedure: |
{sdu,pri) need validation. (sdu,pri) (fsdu,pr,rrsl) pmString:= call RCA(key,length)

The placeholder for the RC4
remote procedure is in MIB.
rsdu:= substr 2/
(fsdu'pdus(0), imported procedure RC4 ;
0.sMacHdrLng) fpar PrngKey, Integer ;
| returns Octetstring ;

requester:= requester.=
sender sender

Wep_Bi—H;u_e in | useWep:= if

Sslnquiry

# pri:=
request for 3rd — wepBit(sdu)=1 thel -
(addri(sdu)) frame of shared ] | true else false fi fsdutperiod
key auth. seq._j | |
useWep:= |aPrivacylnvoked)
Wait_Sta_State |— useWep and [——jand aPrivacy_ u; pd!ulse
import( Option_
[ Implemented else (management)
ra

Fag?enﬁnd_ Msdu_ MmConfirm
— ‘encrypt logic Confirm (rsdu,pri,rest)
| is on next page. (rsdu,pri,rrst) to fsdulenfTo

(true)

MsduConfi [(asst=not_auth)  If associated w/BSS,
(sdu,pn, {* or another toDs=1 on all Msdus
undeliverable) reason to send ||o group addresses

| Msdu via Ds %/ _| 'or unauthenticated
lpeers, A station
’_ sdu:=setAddr1(sdu, may send all Msdus

setAddr3(sdu,
addri(sdu)),

import{mBssld)),  with toDS=1 when in
sdui=setToDs(sdu, 1) infrastructure Bss.
ICriteria are not
|specified for when
to use toDs=0 in an

D

|_| No Tx attempt if

not in (1)Bss.
|Also reject if
deauthenticated
|by DA in IBss.

/5
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Process Prepare_MPDU 141pre2b(2)
N
| o
frag_ make_
ment pdus
Initialize | [ fsdulfTot:=1, | [fsduteck= 0, fsdulsqfic 0, o |
FragSdu ~—i{ fsdulfCur:= 0, fsdulsre:= 0, fsdullrc:= 0, B
structure __' fsdultAne:= 0, |fsdulpsm:= false p:=sMacHdrlng
fsdulgrpa:=
: fsdulenfTo:= requester, fsdulpdus(f):=
tyfe MacAddr isGraup— fsdulper:= pri null
{addri{sdu)),
\i
mpduOvhd:= if useWep fsdulpdus(f):= sMacHdrLng) //
sMacHdrlng + |—then sWepAddLng fsdulpdus(f) // ——{substr(sdu,p,
sCrelng + else O fi substr{sdu,0, _pduSize)
rﬁaﬁgrrro!_- phmax:= thid:=import fsdulpdus(f).=
rgroup-addressed aMaxMpdu_ (aFragmentation_ setFrag(
frames is not Length, Threshald) {sdulpdus(f).f)
| lenecked because I
|they cannotbe e d e e e e
I fragmented. thid:=if thid < Threshold used is the shorter
| |aMaprduLength phmax then thid— ‘of aFragmentationThreshold
must be >= else phmax fi land laMpduMaxlength.
| [sMaxMpduLng. (ise)
| fsdulpdus(f):=
setMareFrag(
| 2 fsdulpdus(f), 1)
l (false) [ (true) H
| pduSize:= pduSize:= ﬁ—rlisau%nz -
length(sdu) - aPrefMaxMpdu_— a common case.
sMacHdrlng FragmentSize |  |Selection of Mpdu
[ |size is arbitrary, (true) (false)
so long as the
pduSize:= |chosen size is: Encrypt
pduSize - >=256, even, and (fsdulpdust(f),
m%Ovhd [ <=aMpduMaxSize. asst)
K__
fsdulfTot:= if (length(sdu) fim fad pduSize:= if
(length(sdu) / —— mod pduSize) /=0 R (p+pduSize) > length(sdu)
pduSize) + then 1 pi= p+pduSize, Tlhan (length(sdu) - p + 1)
N else 0 fi /k | else pduSize fi
(false) .~ | IFinal fragment may
be shortar than
initialintermediate
(true) |fragments.
FragRequest
(fsdu)
o
Prepare_ldle

/8
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Procedure Encrypt

f;_fpar_ TN
Iin/oul wepdu Frameé,
in dstAuth

ﬁe ;I-goﬁﬁlm_ _] encryplLng:=
for changing r length{wepdu) -
thekeyldis not | | | sMacHdrlng
specified. If | | |
all statonsina '\ 1 . - _ —
BSS use the same | kndx:= [The algorithm for generating
aWepDefaultKeys import j(s-octet) IV strings is outside
vector, a station's [ (aWepDefault) | me scope of this standard.
keyld algorithm owever, generating a new
does not affect | IIV string for each frame is
interoperabiity. ;| mewlvi | | |RECOMMENDED STRONGLY.
call genlV(x)'
Insert IV ;;d —| wepdu:= newlV // Frame!mkstring(0x00)
keyld between substr(wepdu,0, —/f substr(wepdu,
MAC header | sMacHdrlng) / sMacHdrlLng.encryptLng)
and data field._|

kmap:= keyLookup
(addr1(wepdu), import

keyLookup returns
map'keyOn=false

del icv Cre:= initCre
dcl encryptlng, k, n

del key PrngKey ;
del kndx Keyindex ;
del kmap KeyMap ;

’

Integer ;

del encryptStr, newlV Octetstring ;

del kvec KeyVector ;

en_
cipher

144encib(1)

k= 0,
n:=sWepHdrlLng

(awepkeappinal | [\ i S Toundin
aWepKeyMappingLength el
pieyMappingtength} |aWepKeyMapping. . lK
T iCjvalue | icvi= crc32
(false) clalf;ulated e | 7] (icv, wepdu(m)
————— kmaplkeyO pantex .
! iri ‘ - ]
| (true) kvec:= import Encrypt by xor | wepdu(n):=
(aDefault_ of payload with , — wepdu(n) xor
| WepKeys) encrypt string. | encryptSir(k)
| | o |
[ (auth_open) key:= i RA hats no key
|— |map entry, use
| kveginad) default key for
| | | mWepKeyld. _
key:= |wepdu:= wepdu:= | [Fseateﬂey—is
[ Kkma fv’)lé—Ke tsetKeyld IsetKeyld{wepdu —|null, return WEP
piwepHey, |(wepdu, 0) kndx-1) | 'frame but do not
! ' 3 | lencrypt payload.
| NoTE: 8325aysMiB |
{sets maplwepOn=true key=nullKe .
only for stations using (true)
other than open system (false)
]aulhentication. Since - — _| = ﬂ
authentication can occur Concatenate . 1's complement o ;
after loading key map key with IV |7 Pr‘;eg);{; k'ﬁe)alv/v/IV unencrypted cr032| —-Wrili’::;(?\':‘:(lilg/l;)f
array, the test is done for encryption v appended to pdu,
|here during Tx setup. PANG seed. | M8Sb-first, as ICV. | |
‘Use RC4 PRNG | encryptSir= ‘SetWEP bit | wepdu:=
to generate an | —j call RC4(key, in Frame — setWepBit
encrypt string l encryptlng) Control field. | (wepdu,1)
at long as the - —
MPOU payload.

en_
cipher

&

“f
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RSDU PDU
=
Block MAC_Control [Msdulndica!eJ PduConfirm, Polled, 15_MC_1b(1)
ResetMAC Ready
|
n
| e e tolLC
'signal
Ack(Time),
Cipoll{Time),
Change(ChangeType), TN
Cts(Time), |
:zgtyr:ne, Reassembly
RxFlush, ) THB&BiM)\C‘i
RxPdu(Frame), 4
Suspend,
[ TxCrAck(Time) ; RxPdu, Tdat Tenb UcMgt
RxFlush
[Mmlndicate]
Mmimed, MmCancel,
[PduRequest:l MmCmd, TBTT,
"ﬂ ResetMAC Tmgt
[TxCanﬂrm,] MCTL
b
one Tx_Coordination MmDane,
(1,1) MmCmdAck
S
I Ack; Rdat )
PImeGet._ Cts, {Mmlndlcate,
request, Cipoll, Ssinquiry
Pmeset.| || Repy
Tximed, ™0 Pfeq“es“ TxCiAck
' me
TxRequest, Reset. BeMat
ResetMAC requesT Change, g
= L Resume,
,fﬁ Suspend
Petl Actl  TxRx
Txfmed] Rx_Coordination
o Trsp (1,1) -
) SsHaspunse.J
ResstMAC
[TxDone] N y
NeedAck,
RxCfAck,
RxIndicate
PimeGet. _
request,
PlmeSet._
request, Rx
PimeReset._ [ChangeNav.
request
q ResetMAC Cha_ngeNav]

MLME_PLME_SAP

RX

/8
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Process Reassembly

2 ()

Use?geiﬁ
function to
force all

imported mCfp Boolean ; L
imported aMaxReceivelifetime Kusec ;

buf:= now + kUsec(
" ;IIIWR{GMEXRB,,
ArAge(buf, ceiveLifetime)+1)

buffers empty. |
- T ra

‘ Asm_ldle

dcl k Integer;

del pri CiPriority ;
del rpdu,rsdu Frame ;
del bufent, nbr, ageTarget Boolean ;

dcl buf ReasmArray ;

L
RxPdu
(rpdu)

Msdu_
Indicate
{redu, if

I

RxFlush

ResetMAC |
|

N1

[l

fragNum(rpdu),
bul(k)lreok=

cerrve!_u"!elime))

( :

buf(k)!rsdu:=
rpdu

rpdui=
buf(k)!rsdu

|

buf(k)linUse:=
false

iver

and Use?geiﬁg _| _ now + klsec{
moreFrag | (fragNum function to =T An : u;.(_buf ——|import{aMaxRe__
fcu)=0 (fal (rpdu)=0)) forfc;e all ' 9 ' ceivel.ifetime)+1)
buffers empty. |
import(mCfp)=true
then contention_free ';i%ﬁ;’_m
else contention fi) ‘ (false)
Ki= ki= addr2(rpdu},
=T age arSearch seqNum(rpdu),
ArFree(buf) (buf, fragNum(rpdu))
: k>0 ‘-‘ 3 k>0
true false false
(true) (false) (false) l (true)
buf(k)linUse:= addr2(rpdu), buf:= HINCur:= buf{k)trsdu:=
true, ——1ibuf(k)Irsn:= ArAge frzu ,5:3'_; ( ug;) +——ibuf(k)Irsdu //
buf(k)irta:= seqNum(rpdu) (but,now) grumpdL: | |substr(rpdu,
i I sMacHdrLng,
Sl length{rpdu)-
buf(k)irCur:= now + kUsec( sMacHdrLng)

151ras1b(1)
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Process Rx_Coordination

( (RxC_ldie) )

synonym ctsframe Frame = O1// cts // O2 // nullAddr ;

synonym ackframe Frame = O1 // ack // O2 // nullAddr';
timer Tsifs ;

5 C )
o - [ )\ |
dSifsDly:= del ackTo MacAddr ;
:gﬁgl:: e') 1 dUsec >Ftas_eiMhC del ctype ChangeType ;
aSilsTime - del dAck, dCts, dRsp,
I ] dSifsDly Duration ;
dcl endRx, strTs Time ;
(aMpduDura_ dRsp:= dUsec( del pdu, rspdu Frame ;
tionFactor * —1 aSifsTime + fix{ reset(Tsifs) del sas, sau StationState ;

(float(aPreamn_
bleLength) +

0.5 + (sBitTime

del susp Boolean:=

imported mNavEnd

false ;
Time ;

|Class 1 frames handled
—on this page, class 2 and

RxIndicate

(pdu,endRx,
strTs,dAck)

[ (clend_ack

e

float(aPlcpHdr_ A
Length) + float
(sAckCtsLng) RxC_ldle )
1))
| |
[ | | |
NeedAck
(ackTo, Suspend RxCfAck
endRx, dAck)
| | /
dAck:= dAck -
if dAck>0 then Reply Ack
dRsp else O fi
rspdu:=
setAddri susp:= true -
ackframe,ackTo
rspdu:=
RxC
setDurld by Ack
| (rspdu,dAck) ( _Suspended) <
Mmindicate
(pdu,endRx,
L,
set{endRx+ strTs,noerr) Jl
dSilsDly, to Synch_
Tsifs) ronization

‘ Wait_Sifs }

{ack)

z

\\ rspdu=setAddri
Teifs " - | (ctsframe,
/ addr2{pdu))
e |
CTSresponeto| = 9257 says the | dCts:=
RTS only when RTS response |, — durld(rspdu) -
the Nav is dear‘l duration is hasedl dHsp
~ 7 77 7 onthedatarate | T
N of the RTS. This
is not currenly | rspdu:=
Wait_TxDone done because setDurld
rX data rate is {rspdu,dCts)

i
not reported by
the Phy. |

(probe_req,
beacon)

RxC_ldle,
FxC_Suspended

strTs,noerr)

Mmindicate
(pdu,endRx,

to Synch_
ronization

}

'sent to Synchronization

directly. All others

[sent via Reassembly.

(false)

< RxPdu(pdu)

| [None of these

llames should
i oreRIe:

‘Acknowledge |

directed data & | —|

mgmt frames. I
N

rspdu=setAddri
(ackframe,
addr2(pdu))

rspdu:=
setDurld
(rspdu,0)

153mx¢1b(2)
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Process Rx_Coordination

[ N
a!
Ssinquiry
(addr2(pdu})
v
SsResponsg .
( ,sas,sau)

|Rx with toDs=1
rdiscarded by
IFitter_MPDU.
I [ers=1 never
sent by Sta, so
| [explicit test
for to/from

| Inot needed here.

| ]

153rxe2b(2)

Wait_TxDone
1

(false) (true)

il

|However, PS-Poll -
should not be RxC_ldle N
[_[sen_t to a station. Suspended

Mm|ndicate

ftype(pdu)

RxC_ldle

(false)

Mmindicate
(pdu, , ,class2)
to Mime_Req_Rsp

(null_

_frame) | (atim)

(data, null, atim,
asoc_req, reasoc_req,
asoc_rsp, reasoc_rsp)

- (sau=
amh@— authKey)

(true)

(pdu, , ,class3)
to Mime_Req_Rsp

(data_ack, data_poll,
data_poll_ack, pspoll,
cfack, cfpoll, cfpoll_ack)

(false)

(true)

(data_
_ack)

else

ftype(pdu)
(data_poll,
(ps_poll) | (cfpoll, data_poll_
cipall_ack)

(cfack)

)

Mmindicate
RxC_ldle (pdu, , ,noer RxPdu(pdu}
to Synchronization

TxCfAck
(endRx)

CfPoll
(endRx)

|7

I )

(false)

N

dAck:= dAck -
if dAck>0 then
dRAsp else 0 fi

\Used while
Su':XCE ded [station is
- jscanning,

RxPdu(pdu)

RxC_ldie

rspdu=setAddri
{ackframe,

addr2(pdu))

>Resume

RxIndicate = FB_eamn and probe_rsp
(pduendRx, & — — — — — —lsent to Mime_Req_Rsp
strTs,dAck) while scaning, other

I

|

rspdu:=
setDurld

{rspdu,dAck)

susp:= false

L

|types acknowledged
(if unicast to this

(beacon,
probe_rsp)

- strTs,noerr)
wn:r:ﬁi ——to Mime_
¥ | |_Req_Rsp
| ===

2/
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! Block Station_MLME

I N
"

p—

MimeJoin.confirm,
MimeStart.confirm
mSet

Bss

MimedJoin.request,
MimeStart.request,

MimeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimeReassociate.confirm,
MimeScan.confirm,
MimeAuthenticate.indicate,
MimeDeauthenticate.indicate,
MimeDisassociate.indicate,

/\ |'MlmeAssociate.confirm,
I MimeAuthenticate.confirm,

16_SM_1b(1)

ReselMAC mSet ]
WL
Tsf [MmConfirm] Synchronization
(1,1)
)
Mmindicate, /l\ "
Done, I 0]
[MmF{equest ::mcmd: Hold, Idx] P
Release
MMT ¥
[MmRequest]
Psm Syn Req Hid MimeAssociate.request,
r MimeAuthenticate.request,
g:g:::gsﬂse ’ MimeDeauthenticate.request,
v MmConfi HoldAck MimeDisassociate.request,
SsResponse [ men |rm:| [ = ] MimeReassociate.request,
MimeScan.request,
ResetMAC
Mime_Req_Rsp [
1,1)
[SsFtesponseI
[MmDone. } s R
Mmindicat Su XS
MC. mindicate
TL
[stastate,
| Ssinquiry,
ResetMAC
[Pslnquiry.-‘ -
Sslngui
o Signal
Hoid
SsResponse Sst y
[ P ] \ Power Save HoldAck,
) _Monitor(1,1) Release, ,
[Sslnqwry] StaState(MacAddr, StationState) ;
. Pslindicate,
Records power | | Sslnquiry
savemodeand | — — <
station state. _I FromRx
[SsFlesponse:l
PS

27
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Process Mime_Req_Rsp

162rqr1b(5)

dcl exported mAssoc, mPcAvail, mPcDIvr, mPcPoll, mRxA Boolea!ﬁ
imported aAuthenticationAlgorithms AuthTypeSet ;

imported aAuthenticationType Natural ;
imported mBssld MacAddr ;

imported mCap, mSupRates Octetstring ;

del alg, ralg AuthType ;

del clist, ctime Intstring ;

del dResp, dMax, dMin Duration ;
del dscr BssDscrSet ;

dcl endRx, startTs Time ; !

TypeSubtype:= null_frame ;
del mmpdu, rspdu, rxpdu Frame ;

del n, k, seq, rseq Integer ;—B
del ok Success ;
del psm PsMode ;
del response Boolean:= false ;
del result TxResult ;
del sc, challenge StatusCode ;
del scan ScanType ;
del ss Ocetestring ;
del sst, rst, asst StationState ;
del sta, peer, src,

apAddr, bss MacAddr ;
del types BssTypeSet ;

timer Tresp, Tmax ;

request(stg).

/* Source of the key us
to generale challenge
text is not specified. */
del cixtKey Octetstring ;

mmpdu:=

| N
e s
— |
( expect:= null S ResetMAC
\
| dcl algset AuthTypeSet ;
algset:= import ResetMAC to
(aAuthentica_ reset(Tresp) Power_Save_
tionAlgorithms! Monitor
: 8 T ) T = T del err StateErr ;
’_L‘___.__ dcl expect
PcAvail:=false,
mPcDlvr:=false,
mPcPoll:=false
[ | 7 A Y P
Assoc:=false, |0n this page are
apAddr= Mime_idle DISASSOCIATE Request and
nullAddr |DEAUTHENTICATE Request.
T
| T ———
export(rmAssoc, MimeDis_ The Mime request
mPcAvail, associate._ | —has no reason parm,
PeDivr,mPcPoll) request(sta) | |use reason 1 (or 8).
|
mmpdu:= sta,
mkFrame J- import(mBssid),
(disassoc, unspec_reason)

MmRequest
(mmpdu,

contention)

Wait_Disassoc_
_Confirm

MmConfirm
(, result)

[ ]

|

ok:= (result=
successful),
sst:= dis_assoc

MimeDis_
associate._
canfirm(ok)

1

sla,
mkFrame l impart(mBssid),
(deauth, UNSpec_reason)

MmRequest
(mmpdu,

contention)

Wait_Deauth_
_Confirm

lThe Mime request
has no reason parm,
juse reason 1.

MmConfirm
(., result)

2

Tt current AP is | |

disassociated/
deauthenticated |
clear the Bssld.

£]

|

‘Update local station]
state even if frame |
is undeliverable.

StaState
(sta, sst)

>

ok:= (result=
successful),
ssti=de_auth

mSet
(mBssld,
nullAddr)

mAssoc:=false

(false)

export(mAssoc)

(wmm)

| I

MimeDeauth_
enticate.con|
firm(sta,ok)

23
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Process Mime_Req_Rsp 162rqr2b(5)

== o i paga e — fam
_| Mime_ldle ASSOCIATE Request and response:=false | asocw‘]

| |REASSOCIATE Request. | N A

—— = - T T == = S T T

MlmeAssoc_; I_R_(.ejeavaso_c_re_q
iate.request in state 3.
(sta, n) Reasoc ok in

MimeReasso_
ciate.request
(sta, n)

Wait_Asoc_
_Rsp

| | states 2 or 3. ]
= r = — ]
peer:= sta, @—ee 7.2.3.6. peer:= sta, l
expect:= —]Need means for expect:= ] Tresp < response > L
reasoc_rsp | 'SME to set a50C_rsp
| Icapability bits. I [R—
mmpdu:=mkFram all (import{mCap) // mkOS | eon IStatus in Mime
[(reasoc_req, sta (import{mListenint),2) P - confirm has no
import(mBssid), I apAddr // mkElem | |cause of failure.
(eSsld import(mSsid)) | else (successful)
/f mkElem(eSupRates,
|limport{mSupRates)) ) ) import i mSet wepBit(rpdu)),
mBssid). 2 (aPrivacy_ mSet{aStationiD,
(nuliacn TS rnw])ked. asgnSID(npdu))
£
dResp:= mmpdu:=mkFram (import(mCap) peer:= nullAddr, mPcDIvr:? mPcFQll::_
dUsec(.n) (asoc_req, H mkOS(import  expect:=null_frame, pollReqBit —— pollableBit(rxpdu),
sta, nullAddr, {mListenint),2) response:=false (rxpdu), mPcAvail:= (mPcDlvr
| /l mkElem or mPcPoll),
I (eSsld,import apAddr:= peer
set See7.234. | | |(mSsid)) /s export S
(now+dResp, Need means for — |mkElem(eSup_ (mPcAvail,
Tresp) SME to set | Rates,import nPeDlvr,mPcPoall
i | ey S
; 'do something aBssBasicRateSet
(S;Iar;qwry with supported — |is no longer in
rates element’ l’the MIB. Without
| the basic rates
'i! is unclear
Wait_Sst_ ok:= false, ok:= true, what to do with

|_sup_por1e_d rates.

_Response ssti=dis_assoc sst:= assoc
[ =
i ] I
. ( Wait_Asoc_ l .
(sta, asst) / 7 "~ Confirm reset(Tresp) mAssoc:=ok
' — | |
I I
mSet
" > Tresp > ?!Te?mf;'m < (mBssld, export(mAssoc)
. peer)

StaState
(sta, sst)

(un_auth,
de_auth)

(false)

asoc._ mare
fail asoc

(asoc_req) (reasoc_req)

Mime_ MimeRe_
Mime_lIdle Associate. _ associate._
confirm{ok) confirm{ok) |
I ]
Y

Wait_Asoc_
_Confirm

24
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Process Mime_Req_Rsp 162rqr3b(5)

[ N MimeAuth ior
1 ticate.request

|On this pa_ge is [a:hpy_chz;ﬁéng?
Mime_idle AUTHENTICATE —text from auth
(sta,alg.n) |Request. | |seq #2 frame.

| - 1

dResp:= mmpdu:=mkFrameg | alg // mkOS(3,2) //
dUsec(.n) (auth, sta, iccessful /f
import{mBssid), subsir{rpdu,31,128))

set mmpdu:= vargha?;i -
(now-+dResp, setWepBit — 'key frame #3
Tresp) (mmpdu,1) |for encryption.

MmRequest
(mmpdu,
contention)

alg // mkQS(1,2) //
successful),
peer:= sta,
expect:= auth

Wait_Auth_
_Confirm_3

I | I
MmConfirm
> Tresp > (mmpdu, .
result)

seqi=4,
response:=false

contention)

Wait_Auth_
_Confirm_1

| | 1
MmConfirm . auth_
>Tresp >( , result) / / fail
[ | ]
resrxsceqn:.:::ff'alse / = / >Tfesp < response >

—
(rxpdu

expect:= null,
response:=false )
I (successful)
ok:= false, ok:= true,
< response > E sst:=de_auth sst:=auth_key
(open_system)
[ 1

)k ]

reset(Tresp)

(false) = (true)

ok:= true,
sst:=auth_open

(shared_key) |
'l

lAn unsuccessful
|authentication attempt
leaves the requester
|de-authenticated.

StaState
{sta, sst)

MimeAuthen_ |mSet
ticate.confirm— (aAuthentication_
(sta,alg,ok), Type, alg)

Mime_ldle )

5
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Process Mime_Req_Rsp

TR \
-

b o

‘Replytoron- |
authenticated
sender of a

I

I -

RESPONSES TO| Mmindicate * (Wait_Probe,
INCOMING (rxpdu,endik, Wait_Active,
MANAGEMENT | s!anTs.err} Wait_Passive)
FRAMES —]

Reply to un- _l ._ftype(rxpdu), bss:=

associated srei= A .

sender of a |—| addr2(ntpdu), import(mBssid)

dass2fame. | | class3frame. | | |

|25y

(class2) I

|

(class3)

fspdui=mkFrame |

\'spdu =mkFrame

(deauth,src,bss, sre.bss
class2_err) class3_err)
rst:=de_auth rst:=dis_asoc

— —

MmRequest
(rspdu,
datagram)

(ft=expect)
and
(response=false)

StaSlate
(sre, rst)

Response:=true |

at arrival of frame
with type=expect |
and source=irom.|

Other directed, |

unsolicited mgmt
frames ignored. ,
Other processes |
receive Beacon,

] else

|Don t handle
responses while
|communlcat|on
suspended for
|scan procedure.

If dissassociate |

or deauthenticate —
is from current |
Ai clear B_ssld_l

(auth)

(deauth) (disasoc)
| ]
rsti= rst=
de_auth dis_assoc

MimeDeau_
thenticate._
indicate(src)

<

MimeDis_
associate. _
indicate(src)

\

15eq:= ralg:= StaState
a“‘{’r‘f:;u':“m [ JAuthAlgiapdy)  |(sro, rst)

(ft=expect) and
(response=false)
and (rseq=seq)

t s
(true) §

response:= true,
expect:= null

”

(false)

nullAddr)

mAssoc:=false

This is allowed to —|_ Atim & Probe req.| s export
report other status ‘ unsupt_alg (mAssoc)
codes & reject the {open_system) -
atempt, see 8.1.1, | - | —
Tn_dicaolas cﬁy pdu:=mkFrame
for successtul {aulh src,bss, = -
}aulhenﬂcmlons lg/imkOS(2,4)) else
| =
| StaState rspdu:=mkFrame Sl
(sre, {auth,src,bss, ol
I {auth_open) rala//mkOS(2.4)) aulh_seq_faj
|' [
v 4 MrrneﬂulheH awall?ng;ext_isl challenge:= rspdui-mkFrame rapdu:-mkMrame]
ficate.indicale 128 octets from | —f call RC4 (auth,src,bss, (auth, src,
the RC4 PRNG. | [ (ctxtKey, 128) |  |alg/mkOS(3,4)) bss, ralg)
o
Mmﬁequast futhRs rspdu:= |StaState scim rspdu:=
(rspdu, uIatl rspdu // mkElem (src, chin ﬁfail rspdu // mkOS
datagram) challenge auth_key) / ning._tal (lseq+1 \2) // sc
L_
StaState ‘cache £ An unsuccessful
(src, (src,challenge) "32:': authentication anempt u::?s
to check seq #3' leaves the requester
|

de_auth)
]

de- authenncated J

—
162rqrdb(5) |

7%
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Process Mime_Req_Rsp 162rqr5b(5)

(o INeed means for I Probe delay is
i “| Mime_ldle |gnstg::,\§> fgeuest —JSME to set the local because
. | q | |capability bits. aProbeDelay no
o | - T | | — T 7 7 |longerinMIB*/

del di v Duration ;
MimeScan. | mmpdu:= bestAddr, sta,
request — 2:‘;“8 %?%e) mkFrame ] ss // import ?;Ee
(types, sta, ! (probe_req, (eSupRates) ) P
! |
— | ——
dMin:= usec dMax:= MmCmd Switch to next
Hold (ctime(1)), [——usec(ctime(2)), (chansw, — 'channel on
k=1, dscr:= Empty clist(k)) |ianEt._ .
] ]! !
set
Wait_HIda (now+dDelay,
Tresp)
/ I_ |?yn<;vai§ur;a'
- HoldAck acceptable time, Wait_Probe
/ | [suspends OCF,
then responds
[with HoldAck. _

MmbDone [Only start response
(result) = |timing after Probe_req
sent, skip channel if

(passive_scan) (active_scan)

gNitE to?ext— |

MmCmd else
Mmimed
channel on (chansw,
scanlist. | clist(k) (mmpdu) ']
| (successful)
set(now+dMax, y I set(now+dMin, (now+dMax,
Tresp) [ Tresp), Trmax)
?encﬁro?é req|_! ﬁ( ﬁvity—flag—.
Wait_Passive after probe —exported by
delay expires. | | |Validate_Mpdy._
| o | i
[gync waits until Mmindicate Mmindicate Tres
H next TBTT, then Tresp {r<pdu,endRx, (mpdu,endR Trnag'
resumes DCF on stariTs.er) starfTs,arr)
| Joriginal channel._ Z
|
scan_
| - ftype(npdu
{probe_rsp,
|

else beacon)

‘or response
info into dscr
(BssDscrSet)'

b

l

|—< Release

[— reset(Tresp) ki= k+1
[
I
|
(false) i

(false) (true)

r

IWait for more uReset the dMin
responses on probe timeout
|this channel |upon detection
until the dMax of activity on
_____ |probe timeout. [this channel.

MimeScan. |
confim
(dscr)

( Mime_ldle

2%
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Process Power_Save_Monitor 163psm1b(2)
| —[\ I* Each of these sets holds MAC addresses of S [dl’.‘] psm [E Clear specific |
“| slations with given operaling state. Members PsMode ; | authentication —

[ . are added to/removed from sets due to MLME [del psquery info at startup |
I requests and bits in received headers. The sets Boolean ; but not reset. |

are not aged because the standard does not del sst, asst e

require periodic activity by a station in order StationState ; |

to remain a member of a set, although aging to del sta :

remove inactive stations is permitted. */ MacAddr ; |

dcl awake, /* detected in active mode */ | |
asleep, /* detected in power_save mode */ '
unauth, /* stations detected, not authenticated */

4 . : authQs:= empty,
authOs, /* authenticated by open system alg. */ Y, —]

= empt

authKey, /* authenticated using any other alg. */ Uity Py

deauth, /* deauthenticated or authenticate fail */ ¢ ]

assog, /* associated (<=1 member except AP) */ L T

disassoc /* disassociated or associate fail */ [unauth:= empty, Clear info on
MaoadrSer e ey [T

non-authenticated
stations at startup
[arE at reset.

|'P_ower Save Mode and
Monitor_Idle Station State monitoring
|nere, query or next page.

assoc:= empty,
disassoc:=empt A

! \—I__{ — _l _____ | ﬁ—_. b P

PsIndicate StaState
(sta, psm) (sta, sst)

awake:= empty, .
>ResetMAC asleep:= empty ( Monitor_Idle )

| I
(power_save)
(sta_active) (auth_open) (auth_key) (de_auth) | (dis_assoc)
|
| awake:= awake:= assoc:= authOS:= authKey:= deauth:=
Incl(sta,awake) Del(sta,awake) Incl{sta,assoc) Incl{sta,authCs) Incl(sta,authKey Incl(sta,deauth)
l [ | | | | I
fal
{folse) asleep:= disassoc:= r deauth:= deauth:= authOS:=
Incl(sta,asleep) Del(sta,disassoc Del(sta,deauth) Del(sta,deauth) Del(sta,authOs)
|
— | ! | | |
?fcr‘a”ge ,;f]”d PfCh.a“ge | | authKey:= authOS:= authKey:=
sta, I |when sleeping
sta_ active) lstation reports | Del(sta,authKey) Del(sta,authOs) Del(sta,authKey)
|active mode. 1 _ |
- T T a— o
] {false)
asleep:= |
Del(sta,asleep)
i =l |

<
m | Assneiation adds disassoce | |
(authOs or ass_omathn state nel(sta,disassoc]
authKey or while leaving the ! |
uth) (false) |authentication [
1‘ ) linfo intact. There I
rue
unauth:= o e \;vhetre unauth:= associ— |
Incl(sta,unauth) © auinentication | pe|(sta,unauth) Del(sta,assoc)
| type is needed |
| 5S¢ ‘_' Mi L=———J l |
‘Deauthentication

station causes
disassociation

] of associated l—’
|
at the same time.’

70
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Process Power_Save_Monitor

Power Save and Station State
Monitor_Idie query and response below,
|monitoring on previous page.
— ===
S

Psinquiry
(sta)

|

|Ps|nquiry returns PsResponse to
— 'report power mode awake, asleep,

{true)

(true)

163psm2b(2)

ISsInquiry returns SsResponse to report
— Istation state as not_auth, de_auth,

|assoc, or dis_assoc; and authentication
state as not_auth, de_auth, auth_open,

psm:= psm:= psm:=
unknown asleep awake
- (true)
Tz 1 | (false)
Y
F:t?e:fr:?se. asst:= assti=
to sender auth_open auth_key
5 ap_ - stain
addr deauth
(true)
(false) |
asst:= |
not_auth |
T (false) |
(false)
assti= assti= |
de_auth not_auth |
e |
e e e |
ssti= ssti= |When there is no association |
o S — sst:=asst — 'info, station state is identical
2e=00 dis_assoc |to authentication state.
1 7 J=— T T mees |
SsResponse There could be another test | |
(sta,sst,asst to distinguish not_auth from —
to sender unknown, but this distinction|
is not useful to the senders I
of Ssinquiry signals. |
I* PsInquiry returns B

[asleeplawakelunknown] ';‘l




< sy
TX
Block Transmission [TxDone:V TTxConfirm] 17_TX_1b(1)
Y
| s =
signal
TxStart(Frame) ;
IgnoreCS UseCS
TxRequest,
TxCancel,
DoBackolf,
ResetMAC
)
‘Exhange of TxRequest and TxConfirm |
signals is synchronous between Blocks — — — — — — — — Backoff (1,1) & FromCs
MAC Control and Transmission. MAC | Busy,
Control waits for a TxConfirm before | idle,
sending another TxRequest. However, Slot
a Tximed/TxDone exchange may occur | [‘l’ Daon J
oceur while a TxRequest is pending. Tximed Acane
An example is a TxImed to transmit an I ResetM'AC
ACK in response to a frame received
while a pending TxRequest is in backoff.|

TxCancel terminates the TxRequest if |
transmission has not yet started, and
returns the residual backoff counter |
value with the TxConfirm.

Y E——

IdleCS

Data_Pump (1,1)

PhyTxStart.confirm,
PhyTxEnd.confirm,
PhyData.confirm

ToPHY

PhyTxEnd.request,

I-‘*h'_.r‘l'scSlart,nequuast,1
PhyData.request J

PHY_SAP_TX

J0

Ccs
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Process Backoff

l

171bakib(1)

del cw, slotCnt Integer
del dSlot Duration ;
dcl pdu Frame ;

dcl txPending Boolean ;

To dofresume |

| ﬂR;uegwill—l
— = = resume backoff —] just a backoff —|
if slotCnt/=0. procedure I
die and Slot May be delayed | | (no transmit), | | lBusy y (and Slot).
ignored in Channel_ldle by DoBackoff. = use DoBackoff. - Channel_Busy ignored in
this state. I | fthis state.
i | J
TxRequest | TxRequest
o, o, Z&B:}Z?éﬁn i paon, | L S00ety (e
siolCn't) s!otCnt] g
txPending:= txPending:= txPending:= txPending:=
true false (Channel_Busy) true false Channel_ldle
[Caiculate random
backoff slot count g: annell_édle,
according to 8.2.4. annelBusy
(=0) (=0) lp=siotoatcow (=0) (=0)
'slotCnt:= ‘siotCnt:=
call Random J( ————— call Random
(ew) (ew)'
4 J
Y e, S -
|Enter Count_Slots slotCnt could =0, ] TxConfirm
Align_to_Slot on slot boundary, so wait until idle, Wait_for_ldle (inactive,
|save TxRequests. save TxRequesls.|
; xheguess. 0 e RS

>TxCanceI

Busy <

Idle,
Slot

>TxCancel

l

L

TxConfirm
(cancelled,
slotCnt)

( Wait_for_ldle )

o
( Channel_ldle l

1
f TxRequest f

—
/ TxRequest /

St
( Count_Slots )7
|

TxConfirm
(cancelled,
slotCnt)

TxStan{pdu)>

|Count slots while idle.
No delay if slotCnt=0

I |
ot < Busy < >TxCanceI
| L |
slotCnt:= TxConfirm
slotCntL; Wait_for_Idle (cancelled,
slotCnt)

D)

z (falst
Channel_|dle

Wait_TxDone

< slotCnt=0 > ((channel_.BUsyD

TxDone <

|

> ResetMAC

TxConfirm
(txdone,0)

e) | (true)

Channel_Busy

Il
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Process Data_Pump

]_ - —’\ dclfes Cre;
—| dc! dTx Duration ;
|- . del k, txLength Integer ;
del pdu Frame ;
— L dcl source PId ;
ICalculate PHY
ij delay added Send_Frame Send_CRC
A | o TSF time to
; | lget timestamp.
dTx:= dUsec [
(aTxRiDelay + | PhyData._ PhyData._ //
aTxPlepDela confirm confirm :
ﬁ o \
,SIFS responses PhyData._
Tx_ldle —sent by TxImed, request s
|hence its priority. | |(pdu(k))
| (false) ! (true)
TxStart fes:= cre32 m‘;ﬂ::a‘- > PhyTxEnd._>
(pdu) (fcs,pdu(k)) (fes(k)) request
= I I i3
n Save sender's
psabrnll Pl for address ki= k1 ki= k+1 Wait_TxEnd
o Jof TxDene._ | , |
k:=0, PhyTxEnd.
fes:= initCre @ [ Send_CRC ) confirm
) (false) (true)
txLength:= fcsl'(—:n?i;'ror — ;'fsczclagggzent itoinio
Length(pdu) (not(fcs)) CRC value is g ouITES
(beacon, transmitted,
—_— = — probe_rsp) [MSb to LSb.
PhyTxStart._ |PLCP length is .
longer than PDU Send_CRC Tx_Idle
|due to GRC field.

Wait_TxStart

(false)

172dat1b(1)

PhyTxStart.,
confirm

Insert_
(Send_Fram:) ( Timestamp )

Upon confirmation |

PhyData._
confirm

of 24th oclel, inserl, —
current time, offset I

by Phy Tx delay, l :
into octets 24:31

of Beacon & Probe
Response frames;

ICheck for start
of timestamp
|ﬁe|d in probe
response and
|beacon frames.

TxDone is not |
generated if

Tx is halted |
by ResetMAC. |

(Tx_ldle)

y

) ResetMAC
PhyTxEnd._ ‘_'

§%4
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RX PS
i
Block Reception Pslindicate, 18_RX_1b(1)
Ssinquiry,
j_ e -[\ Idx
| il
—=ETE RxIndicate,
- NeedAck,
signal RxCfAck
ClearNav(NavSrc),
RtsTimeout,
RxMpdu(Frame,Time,Time),
SetNav(Time,Duration,NavSrc),
UseDifs(Time),
UseEifs(Time) ;
FromCtl Rval ToCtl ToPS
[ResetMAC]
ChangeNav,
ResetMAC
Filter_MPDU (1,1) !
ToTx UpdNav
Channel_State (1,1) |2 SsResponse
Busy, Idle, Slot:| L JISB[N&U' j| \—
ClearNav R¥Mp du]
PhyCca.indicate, RisTimeout,
PhyCcarst.confirm UseDits, Fil
UseEifs L

1fsCH
o Validate_MPDU (1,1)

PhyRxStart indicate,
PhyRxEnd.indicate,
PhyData.indicate

PhyCca FromPHY

[PhyCcarst.request]

PHY_SAP_RX

23



Process Filter_MPDU

181fil1b(2)

7

dcl exported ¢cDup as aFrameDuplicateCount Counter32:=
cErr as alcvErrorCount Counter32:=0,

| cMc as aMulticastReceivedFrameCount Counter32:= 0,

cRx as aReceivedFrameCount Counter32:=0 ;

imported aGroupAddresses MacAddrSet

imported aExcludeUnencrypted,
aPrivacylnvoked Boolean ;

imported mBssid MacAddr ;

!

[F_ix/fFat used here
because {temporarily}
aMpduDurationFactor

dPsp:= dUsec(
aSifsTime + fix(
0.5 + (sBitTime *

y
7|

cache:=
clearTuple_
Cache{cache)

d

Filter_Idle

—

o

(aMpduDurationFactor * (

float(aPlepHdrlength) +

(

float(aPreambleLength) +

float(sAckCtsLng) )))))

imported mSsid Octetstring ;

Decrypt limported aWepKeyMapping KeyMapArray ;

del cache TupleCache ;
del dup, icvOk, myBss Baoolean ;
del dNav, dPsp, dAck Duration ;
|det endRx, strTs Time ;

(false) (true)

mtialize tuple cache
|for duplicate filtering.
Cache capacity is set
by "tupleCacheSize"
but a specific size

uM_aca igEJre.s— I

dcl grpA MacAddrSet;
dcl pdu Frame ;
dcl rDur Integer ;
dcl src NavSrc ; |

ftype(pdu)

else (cfpoll_ack,
data_ack,
data_poll_ack,

cfend_ack,

/" The RC4 PRNG accessey,
as an external procedure:
pmString:=call
RC4(key,length)

all unsolicited | The placeholder for the AC4
RxMpdu < RxCfAck signals.l remote procedure is in MIB.
ResetMac (pdu,endRx, - el = = il
starlTs) o \imported procedure RC4 ;
L————} |If addrt (RA) is fpar PmgKey, Integer ;
— —group address, returns Octetstring ;
| [checkthe Bssid.
(duriD(pdw) > | [
- 32767) [
 dAck= then dUsec MmyBss:= import(mBssld)
if (moreData (urdedu)) || (it fiDs(pdu)=1 (=aMacAddress)
(pdu) = 1) or else 0 fi then addr2(pdu)
else addr3(pdu) fi) sre:=if rts=
Pslindicate [Gather Power ttt)gpt:(lggu)s::ez oRx:=ino(cRx)
(addr2(pdu),— |management
pwrmgl(pdu info from all [
| vl rames. o
export(cRx)
dNav:=dUsec
(durld(pdu)), durld(pdu)
Src:= misc
{1: (49153:
—————— | 32767) | 51159)
import(aGroup_
toDs(pdu) Addresses) or
BeAddr)
(false) (true)
Lipdate Nav to [ .
cover PS-Poll | dgl:s\/.—
Ack response l P
when Duration/ [

SetNav
(endRx,
. dNav,sre)

( Filter_Idle

Ignore frames |
addressed to '
other Groups !
in this BSS. _

Frames with toDs

=1 ignored by non-
AP stations, other
than Nav update

Iby Duraton fild. _

*( Filter_ldle r

\ ID field is _S_-ID.___
Update Nav !
using value —
in Duration/ID I
field of frames
directed to all
other stations.J

Filter_idle

imported aDefaultWepKeys KeyVector : ' [




— 96/7182

Process Filter_MPDU 1811il2b(2)
| L\ { uni_
] cast
{Retry bit tested
retryBit |beeftc:¥eb\llt\/::;§2d export cRx:=inc(cRx),
{pdu) avoid decrypting (cRx, cMc) cMe:= inc(cMc)
{=1) (=0) |duplicate frames. [ (beacon) [ (cfend, else
cfend_ack)
dup:=
searchTupleCache
({cache, addr2(pdu), (cfend, ClearNav
seq(pdu), frag(pdu)) (beacon) cfend_ack) (cfendOther]
— i
P
Filter_ldle
dNav:=
dUsec(
(false) ciDurRem(pdu))
(true)
cDup:= SetNav Ffor? Mﬁe oT l
. . (endRx,dNay, BSSID/SSID
inc(cDup) cipBss) Qnﬂict |_|
5 I
wepBit ClearNav ]
export(cDup) (pdu o 7] el <(cfensts) |
[ (=0) |
ldx(ssid(pdu), |
addr2(pdu),
D) (false) addr(pdu))
| (true) N
NeedAck RxIndicate NeedAck Rxindicate
{addr2{pdu), (pdu,endRAx, (addr2(pduy), (pdu,endRx,
endRx,dAck strTs,dAck) endRx,dAck siTs,dAck)
5 else
FI'IM_fra;és Fayl Invoked) and dNav:=
be omitted from — aPrivacyOption_ Filter_ldle dUsec(
caiheﬂee i29_| Implemented ciDurRem{pdu))
< {pd> (false)
u alse SetN
(data, ) Decrypt (endRx.dNa
management) | else (pdu,icvOk) cpr!he’n '
cache:= -
updateTupleCache el .
(cache, addr2(pdu), . lincrement ICV )
seq(pdu),frag(pdu) cErm=inc(cErr) |-t |error count on Fiiter_Idle
| endB ' unsuccessful
: |deeryption. ~__
! RxIndicate
| Filter_ldle (pdu,endRx, export(cErr)
strTs,dAck)
| Iz l(
_IE'N%E a-rTew?act;en‘{r;. or_repl_ace- NeedAck ch;wlgge;d discard
an old entry, if the (addr2,seq) pair Filter_ldle {addr2(pdu),i— |frames with ICV errors &
is not cached. Update fragment endRx.dAck frames using WEP received
number and time in existing entry atnon-WEP stations.
lfthe (addr2seq) pairis cached. T T T T
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Process Channel_State

- N ItimarTiis: del cs CcaStatus |
_] timer Tnav ; del rxtx, slot, sifs Natural ;
N timer Tslot ; del dDifs, dEifs, difs, dNav,
dRxTx, dSifs, dSlot Duration ;
del tNew, tRef, tRxEnd Time ;
dcl exported del newSre, curSrc NavSrc ;
tNavEnd as
| mNavEnd Time
dSifs:= dUsec | __|dRwTx= dUsec(aRx_ Wait_IFS ‘%i?/rNT?s\llétﬂi‘ger?;zom’
(aSifsTime), TxTurnaroundTime) /* IDLE */ [in Wait_IFS state,
— 2R
| | 1 I ] )
1
dSlot:=dUsec |  [dDifs:= dSifs+ not Tifs PhyCca._ (St;tel\:ad\;\l av
(aStotTime), (2"dSlot) active(Tifs) indicate(cs) curS;c} !
| - |
'dEifs:= TEIFS duration
call cale_Eifs — |calculated using
(?) the formula in
|clause 9.29. (idle) (busy)
aeama\h_l:t!sﬁmezlt,_
reset(Tnav) - ﬁsgag';‘(a_‘; ITnav, Tifs, Tslot ignored
l | |in Cs_noNav state.
- lidle signalis
| gnal is SetNav
tNar\:Exd._ Idie — |sentat end of 52?;?:(:5) (tRef,dNav,
the M2 interval curSre)
|(Figure 47). |2
[PhyCearst.confirm - -
PhyCcarst.confirm set
PhyCcarst. . tNavEnd:=
- always ignored (now+dSlot,
request |because ‘effect of Tslot) = iREHdhiay
[receipt undefined. Fits, AtsTimeout, [
Ty o= Tnav, ClearNav
csi=busy — 'b umefcl: Pahnne noCs_noNav ignored in set
= busy @uapuntil Ehy /* IDLE */ |noCs_noNav state. (tNavEnd, Tnav)
|indicates idle. sl Ee s
[ | | 1 |
SetNav
curSrc:= nosre P hyCca._ (tRef,dNav, Tslot Wait_IFS export(tNavEnd)
indicate(cs) curSrc)
T
Eotggnﬁs -
Igzzﬁﬂs a: Slot Igenerated at Cs_Nav
the end of each
(busy) ] I |M2 interval
(Fig..47) while
/ cet set |channel is idle.
Busy - (now+dSlot, - T —
& (tNavEnd, Tnav) Tsiot)
| | il _
< Busy ( ] ) o
\
— |
( noCs_Nav ) export(tNavEnd)
I ——

182¢s_1b(2) ]

36
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. B

Process Channel_State 182cs_2b(2)

[Tslot and Tifs
ignored in
|Cs_Navstate.

Cs_Nav
/*BUSY ¥/

(Tslotand Tifs
;ogﬁ_sl;l(a'\; ignored in
|noCs_Nay state.

————

PhyCca._ PhyCea._
indicate(cs) < >T"“" indicate(cs) ‘< >T"a"

-

noCs_Nav,

Cs_Nav
/* all NAV ¥/

PhyCcarst._ PhyCcarst._
request request
{busy) (idle)
ra sl
curSrc:= null ( - ) ( noCs_Nav ) curSrc:= null
set set
(now+dlfs, (now-+difs,
Tifs) Tits)

: cs_nONav :

Clearing the NAV on RTS
timeout is optional. See

[

SetNav
(tRef,dNav,
newSrc)

ChangeNav . "
L ) ClearNav UseDifs UseEifs
HiisTimeaut l‘_::‘jgfga"' (newSrc) (tRxEnd) (tRxEnd)

==
| ]
- difs:= difs:=
K dDifs-dRxTx dEifs-dRxTx
set
tNew:= dlfs:=
P (tRxEnd-+difs,
tRef+dNav dDifs-dRxTx (newSro=cfendBss) Tifs)
and (curSrc=cfpBss) ]
(false
d (false)
! (true)
|;Na\rEnd:=lNew, ( R ) tNavEnd:=now, ;
curSrci=newsSrc | r curSre:= nosre ( endOther)
1 z | ] and (curSre=cipOther)
set(tNavEnd, I
Tnav) | (false)
|

%f

l

export(thlavEnd) to now. This causes immediate
Tnav signal to enable exit from

| [noCs_Nav or Cs_Nav state.
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Process Validate_MPDU 183val1b(1)
Ir— T _f\ dcl exported cErr as dcl fes Cre; Eavﬁm;)f Rx
—| aFesErrorCount Counter32:= 0 ; dcl D1, dRts Duration ; r—end as reference
| I del exported mRxA Boolean:=false del endRx, startTs Time ; |for start of IFS.
- timer Trts ; del k, Length Integer ; | = ===
del pdu Frame ;
del status PhyRxStat ; I .
Rx_Frame del v Octet ; | (Rx_tdle)
N Calculate PHY J I | I'
Rx delay to be —— — ==t R 1
D1:=dUsec Accumulate PhyRxEnd._ |
btracted f
(aRxRfDelay+ J lﬁzwraatci:dicraotg]d F'h\_rﬂxData. = octet into Mpdu indicate ResetMAC
aRxPlepDelay) . indicate(v) | |and CRC check. [(status) |
' |reference points. — [ '
[Save arrival time pdu:= _J_ fosis endBx:=
|—]01 first octet of pdu // crc:'.‘,-.‘é(fcs v now-D.1— reset(Trts)
{what may be a} mkstring(v), !
| ftmestamp field. | |
[
] mRxA:=false
| (true) (false) (no_error)
L] starTs= ki= k+1 export(mRxA)
now-D1 '
— |
(false) (=sVersion)
£
- ‘ Rx_Error
(false) (true)
N = = = .
PhyData.indicateI PhyRxEnd._ UseDifs
Rx_lIdle ignored to drop | —Jindicate cErr:= inc(cErr) (endRx)
EXCess ¢ ocﬁs.__| {status)
— |
PhyRxStart._ .
Trts indicate [— enr;?NRS; export(cErr)
{rxLength)
| [ | [ e else (rts)
| [Save time of Fx < UseEif "dRts:= call
RtsTimeout reset(Trts) —end as reference Se=ls b
< [for startof IFS. _ (endRx) .calc_HlsTo{pdu]]
- - |
J I R S |
Indicate that pdu:- substr |
- mRxA:=true |— |a reception I mRxA:=false (pdu,0.(rdength set(n.l.i::)dms'
|is in progress. - sCrelng)) |
I I T b
Indicate that | | Rts Timeout I_J
export(mRxA) reception is i export(mAxA) —] formula is in
| | notin progress. ! 9.2.5.4. This
| | ‘deflnmon is |
e S | yre sy N — informal
k:=0, Initialize CRC & Drop CRC field | | because PHYs |
Rx_Frame fes:=initCre, — 'clear pdu buffer Rx_idie fram valid frame —  do not report
pduz= null | (ength(pdu)=0). before passing | data rate in |
- up forftering. | the RxVector, |
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Procedure Decrypt 184dec1b(1)
dcl asst StationState ;
————— delicv Cre:=initCre ;
|; fpar infout pdu Frame, del decrypting, k, n Integer ;
infout icvOk Boolean ; dcl decryptStr Octetstring ;
| dcl key PrngKey ;
decl kmap KeyMap ;

/‘ i dcl kvec KeyVector ;

LD gps-
result T
maplkeyOn |

e | I=faise if the

kmap:= keyl.ookup TA (addr2) ki=0,

(addr2(pdu), import | | [ a1 not In:=sWepHdrLng

(aWepKeyMapping), found in I

I n o e
aWepKeyMappinglLeng! . aWepKey_ o e
| |Mapping. Decrypt by xor | pdu(n):=
of payload with | —  pdu(n) xor
- decrypt st_rllwg._J decryptStr(k)
. ICV test val .
Ssinquiry calcu?:te\cliaf;em | —f icv=crad2
(addri (pdu)) decrypted _gata;| (icv, pdu(n))
(false)

- NOTE: 632 says e MiB =

Han_ O 1 - ensures map!wepOn=true only for n.'—— n+1‘

—riesponse lstations that use other than open B

system authentication. However,
hentication. H
lauthentication may occur after
| loading the key map table, so the
e S< / ' / Liestis done here for Rx Mpdus. __
y | ICVfield is not |
- encrypted, so
(auth_open) kvec:= import validation test | iov:= cre32
(aDefault_ uses ICV octets (icv, pdu(n))
WepKeys) as received.
e p——
. - Use default key, selected
K k?y: K (kge?'&(pzn?f1) — |by keyld value, if no key
map:weprey 4 |mapping entry for TA.
[ N
key = TseE:tem(e)_'_is nTIl
report success
fatse L wilhout deorypting. __
(true)
decryptLng:= | |(sMacHdrLng + s
length(pdu) - sWepAddLng) ™
- ‘Concatenate - pdu:= I{ substr(pdu,
P key:= J;ey i |key with IV substr(pdu,0, —-l-—'sWepHerng,
mKeylivipdu) from frame sMacHdrLng) |decrypiLng)
| for decrypt |
|PANG seed. I s

decryptStri= _ — — J |[Remove ICV If calculated | Il

call RC4{key, —I l__ Co il o icvOk:= true 5—and IV fields ICV not valid, |—"¢ icvOk:= false

decryptLng) g)sgeﬁg‘;(;e;') frorn MPDU, discard frame

~ report decrypt body, and
——'decrypt string |success if ICV report error. |
[at long as the |result correct - - -
encrypted or selected
|payload. |key value null.
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Package macsorts . 3101_b\MacEnum(23)
f* PACKAGE MACSORTS */ IN
=— = /* This package contains definitions of the custom sorts (data types), operators,
| ) literals, and synonyms (named constants) used by the MAC state machines. */
I _
/* ENUMERATED TYPES for the MAC State Machines */ ,\
”

BackoffStatus -- indicates status of the Backoff process when a TxConfirm is generated */ —‘
newtype BackoffStatus literals

txdone,  /*indicates compietion of a transmission requested with TxRequest "/

cancelled, /*indicates cancellation of an unstarted transmission attempt due to TxCancel */

inactive ; /*indicates that the Backoff process was inactive when a TxCancel was received */
endnawtype BackoffStatus ;

s

ChangeType -- indicates the type of change in communication at the upcoming boundary */

newtype ChangeType literals dwell, mocp, bss ; endnewtype ChangeType ;

e

CtiCmd -- identifies the function in MmCmd signals */
newtype CtiCmd literals
suspend, /* halts transmission attempts (to permit scanning) */
resume, /" restarts transmission after suspend */
sleep, /* enters doze state after confirmation of doze from PHY */
wake, /*leaves doze state and reactivates PHY */
chanSw; /* requests change of PHY channel /  endnewtype CtiCmd ;
P
NavSrc -- identifies the source of a duration value for SetNav and ClearNav signals */
newtype NavSrc
literals rts, cfpBss, cfendBss, cfpOther, cfendOther, cswitch, misc, nosrc; endnewtype NavSrc ;
/e
PsMode -- identifies the power save state of a station in PsResponse */
newtype PsMode literals sta_active, power_save, unknown ; endnewtype PsMode ;
/e
StateErr - sent to MLME with Mmindicate 1o initiate class 2 or class 3 error response */
newtype StateErr literals noerr, class2, class3;  endnewtype StateErr ;
i

StationState -- identifies association/authentication state of a station in SsResponse */
newtype StationState literals
unknown, /* no information is available about the subject station */
not_auth, /* subject station known but not authenticated */
de_auth, /* subject station explicitly deauthenticated */
auth_open, /* subject station authenlicated using open system algorithm */
auth_key, /* subject station authenticated using any algorithm except open system */
assoc, /* subject station associated */
dis_assoc ; /* subject station explicitly disassociated */ endnewtype StationState ;
,
TxResult -- identifies (detailed) result of transmission attempt */
|newtype TxResult literals successiul, noBss, noAuth, noAssoc, retryLimit, txLifeTimeout ;
entinewtype TxResult ;
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l Package macsorts

3102_b\LmeSaps(23)

/~  ENUMERATED TYPES and TYPE SETS for MAC_SAP and MLME_SAP Parameters */ B
’”
AuthType -- used for <authentication type> parameter of MimeAuthentication primitives */
newtype AuthType inherits Octetstring operators all ;
adding literals open_system, shared_key ;
axioms open_system == mkOS(0,2) ; shared_key == mkOS(1,2) ;
endnewtype AuthType ;
newtype AuthTypeSet powerset(AuthType); endnewtype AuthTypeSet ;
I

BssType -- used for <BSS type> parameter/description set element for MimeScan, Join, and Start */
newtype BssType literals infrastructure, independent ;  endnewtype BssType ;
newtype BssTypeSet powerset(BssType): endnewtype BssTypeSet ;
I

CiPriority -- used for <priority> parameter of MAC data service primitives, and for intra-MAC
signals MsduReguest, MmRequest, and PduRequest. "datagram"” is a special case of "contention”
used with some {internal} Mmpdu transmissions to suppress the corresponding MmConfirm. */
newtype CfPriority literals contention, contentionFree, datagram ;  endnewtype CfPriority ;
I

MibStatus -- used for <status> parameter of {MimelPIme}Get.confirm and {MImelPime}Set.confirm */
newtype MibStatus literals success, invalid, write_only, read_only;  endnewtype MibStatus ;
P

PwrSave -- used for <power management mode> parameter of MimePowerMgt.request */
newtype PwrSave literals sta_active, power_save ; endnewtype PwrSave ;
I
Routing -- used for <routing information> parameter of MAC data service primitives
Only "null_rt" is accepted from LLC; “other" exists for testing of TxStatus=nonNullSourceRouting. */
newtype Routing literals nuli_rt, other;  endnewtype Routing ;
I

RxStatus -- used for <reception status> parameter of MaUnitdata.indication
NOTE: successful and failed are defined, but there are currently no conditions which report failed. */
newtype RxStatus literals successful_rx, failed_rx; endnewtype RxStatus ;
I

ScanType -- used for <scan type> parameter of MimeScan.request */
newtype ScanType literals active_scan, passive_scan; endnewtype ScanType ;
/e

ServiceClass -- used for <service class> parameter of MAC data service primitives
An Mpdu requiring strictlyOrdered service has the orderBit=1 in its Frame Control field. */
newtype ServiceClass literals reorderable, strictlyOrdered ;  endnewtype ServiceClass ;
I
Success -- used for <operation successful> parameter of MimeXyz.confirm primitives */
syntype Success = Boolean endsynlype Success ;
”

TxStatus -- used for <transmission status> parameter of MaUnitdataStatus.indication
NOTE: All transmission failures (vs. Msdu validation failures) return "undeliverable.” Several
kinds of transmission failures could be distinguished, such as txLifeTimeout, retryLimit, and noBss. */
newtype TxStatus literals successful, undeliverable, excessiveDatalength, nonNullSourceRouting,
unsupportedPriority, unavailablePriority, unsupportedServiceClass, unavailableServiceClass ;
endnewtype TxStatus ;

/* ENUMERATED TYPES for PHY_SAP Parameters */

CcaStatus -- used for <status> parameter of PhyCca.indicate */
newtype CcaStatus literals busy, idle;  endnewtype CcaStatus ;
/
PhyRxStat -- used for <rxerror> parameter of PhyEnd.indicate */
newlype PhyRxStal literals no_error, fmt_violation, carrier_lost, unsupt_rate ; endnewtype PhyRxStat ;
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Ay
Package macsorts 3103_b\IntraMac(23) |
= F=raas |
| N [ INTRA-MAC REMOTE VARIABLES {not part of the MIB} — names begin with "m* */ [\ l
' _] /" mActingAsAp =true when this station is operating as an Access Point (from SMT_Requests) 'i} |

remote mActingAsAp Boolean nodelay ;

/* mAssoc =true if this station is associated with an AP (from Mime_Req_Rsp) */
remote mAssoc Boolean nodelay ;

/* mAtimW =true if the ATIM window is in progress (from Synchronization) */
remote mAtimW Boolean nodelay ;

/* The identifier of the current (1)BSS; =nullAddr if not started/joined a BSS (from MIB) */
remote mBssld MacAddr nodelay ;

/* mCap holds capability info <<ADDED TO>> join request (from Synchronization) */ |
remole mCap Octetstring nodelay ;

/* mCfp =true when a contention free period is in progress (from Synchronization) */
remote mCfp Boolean nodelay ;

/* mibss =true when this station is a member of an independent BSS (from MIB) */
remote mibss Boolean nodelay ;

/" The current number of beacon intervals between waking up at TBTT (from SMT_Requests) */ |
remote mlistenint Integer nodelay ; |

/* Time that the current NAV setting will end, <now when NAV is clear (from Channel_State) */ |
remote mNavEnd Time nodelay ;

/* Scheduled Time of the next medium-control boundary; =0 if none (from Synchronization) */
remote mNextBdry Time nodelay ;

/* Time at which the next beacon interval is scheduled to begin (from Synchronization) */
remote mNextTbtt Time nodelay ;

/* mPcAvail =true if a point coordinator is operating in this BSS (from Mime_Reqg_Rsp) */
remote mPcAvail Boolean nodelay ;

* mPcDlvr =true if the CF-period is used for delivery only (from Mime_Req_Rsp) */
remote mPcDlvr Boolean nodelay ;

/" mPcPoll =true if the CF-period is used for delivery and polling (from Mime_Req_Rsp) */
remote mPcPoll Boolean nodelay ;

/* mPsm ={sta_active | power_save} for the current power save mode (from SMT_Requests) */
remole mPsm PwrSave nodelay ;

/" mRxA =true when the PHY indicates that a reception is in progress (from Validate_Mpdu) */
remote mRxA Boolean nodelay ;

/* The name identifying the current (I)BSS; =null if not started/joined (from MIB) */
remote mSsld Octetstring nodelay ;  /* maximum length=32 */

/* If aPrivacyOptionimplemented=true, the remote RC4 is available for WEP PRNG\
The RC4 algorithm is not included in this formal description. For technical and |
licensing information on RC4, contact RSA Data Security, Inc. (see 8.2.4). */

remote procedure RC4 nodelay ; fpar Octetstring, Integer ; returns Ocletstring ;

/* PLACEHOLDERS FOR MLME/PLME GET/SET PARAMETER VALUES
”
MibAtrib is a placeholder until integration of the MIB using Z.105 */
syntype MibAtrib = Charstring  endsyntype MibAtrib ;
I

MibValue is a placeholder until integration of the MIB using Z.105 */
|syntype MibValue = Integer  endsyntype MibValue ;
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I* NAMED STATIC DATA VALUES -- names begin with “s” in the form "sNameOfitem" */ L
/* Maximum number of octets in an MSDU passed to or from LLC */
synonym sMaxMsdulLng Integer = 2304 ;
/* Number of octets in the basic MAC header for Data and Mgmt frames (without WEP) */
synonym sMacHdrLng Integer =24,
/* Number of octets in the basic MAC header plus IV/keylD for Data and Mgmt frames with WEP */
synonym sWepHdrlng Integer =28 ;
/* Number of octets added to a PDU when using WEP (both 1V/keylD and ICV fields) */
synonym sWepAddLng Integer=8; |
/* Number of octets added to the MAC header for Wireless Distribution System transfers =/ |
synonym sWdsAddLng Integer=6; /* this is the length of the addr4 field */
/* Number of octets in a CRC (or ICV) field */
synonym sCrclLng Integer=4;
/* Maximum number of octets in an MPDU, and the corresponding index range */
synonym sMaxMpduLng Integer = (sMaxMsdulLng+sMacHdrLng+sWdsAddLng+sWepAddLng+sCrelng) ;
syntype FramelndexRange = Integer constants 1:sMaxMpdulng endsyntype FramelndexRange ;
/* Index of the first octet of the Timestamp field of Beacon and Probe Response frames */
synonym sTsOctet Integer =24 ; /* this value for use with the 0-ORIGIN Octetstring defined herein */
/* Minimum allowed value for aMpduMaxLength */
synonym sMinFragLng Integer = 256 ; /* NOTE: Fix the MIB, which no longer lists this minimum. */
/* Maximum fragment number and corresponding index range ™/
synonym sMaxFragNum Integer = (sMaxMsduLng / (sMinFragLng-sMacHdrlng-sWepAddLng-sCrcLng)) ;
/* Number of bits in ACK and CTS contro! frames */
synionym sAckCtsLng Integer =112,

f* STATION CONFIGURATION FLAGS {supplementary to MIB} -- names begin with "s" */ h
/* Protocol version number supported by this version of the MAC */
synonym sVersion Integer=0; /* must be =0 for the current MAC */
/* sCanBeAp =true il this station is capable of operating as an Access Point /
synonym sCanBeAp Boolean =false; /* set to correct value at each kind of station */
/= sCanBePc =true if this station is capable of serving as a Point Coordinator */
synonym sCanBePc Boolean = false; /* set to correct value at each kind of station */
[* sCfPollable =true if this sttation is capable of responding to polls from a point coordinator */
|synonym sCfPollable Boolean =true; /" setto correct value at each kind of station */
I

* ** THE FOLLOWING IS A TEMPORARY DEFINITION * * *
$BitTime is the time (in microseconds) needed to transfer 1 bit over the wireless medium
at the minimum PHY data rate for the active (I)BSS. sBitTime is defined for use
[ in lieu of the minimum value in aBssBasicRateSet, which is no longer in the MIB. */
synonym sBitTime Real=1.0; /*this value is for PHYs with 1Mbps minimum basic rate */

3104_b\StaticData(23)
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Package macsorts

N
:

3105_b\Usec(23)

newtype Usec inherits Integer operators all ;

endnewtype Usec ;

newtype Kusec inherits Integer operators all ;

endnewlype Kusec ;

DISCRETE, MICROSECOND-UNIT TIME AND DURATION SORTS ¥/ [S

SDL does not define the relationship between its coricept of Time and physical time in the
system being described. An abstraction is needed to establish this relationship, because
Time in SDL. uses the semantics of Real, whereas time in the MAC protocol Is discrete. The
MAGC uses intervals with specific, integral relationships, distributes time synchronization
information as a 64-bit count of microseconds, and defines many aclions relative 1o this
1MHz timebase. Therefore, time for the MAC is modeled using Natural, */

In these MAC state machines, 2 change of 1.0 in Time (or Duration) is assumed to represent
one microsecond of physical lime. To avoid issues with roundoff and repeatable tests for
equality, the time and duration calculations are generally done using the sublypes of integer
defined below, with explicit conversion to SDL Time (using the tUsec operator), SDL Duration|
(using the dUsec operator), or from SDL Time {using the uTime operator) only when needed
to set timers or to comply with SDL's strong type checking, These operators are defined with
each time sort to allow conversion functions to be changed as needed for future applications
(e.g. simulation of the MAC protocal). */

-
Microsecond sort -- also provides selection operators min and max */

adding operators
dUsec : Usec -> Duration ;
tUsec : Usec -> Time;
uTime : Time -> Usec;
max : Usec,Usec -> Usec;
min : Usec,Usec -> Usec;
axioms
for all u, w in Usec (
u>=w ==> max(uw)==u;
u<w > max(u,w) ==w ;
u>=w ==> min(uw)==w;
u<w ==> min(uw)==u;
forall tin Time { for all rin Real (
r=float(u) ==> tUsec(u) == time!(duration!(r)) ;
r=float(u) ==> uTime(time!(duration!(r)) ==u;));
for all d in Duration ( for all rin Real (
r=float(u) ==> dUsec(u) == duration’{r) ;) ));
constants >=0 /* constrain value range to non-negative, as with Natural */

e
Kmicrosecond sort -- (Kusec) = (1024 * Usec) */

adding operators
dKusec : Kusec -> Duration ;
tKusec : Kusec -> Time ;
kuTime : Time -> Kusec;
u2K  : Usec -> Kusec;
k2U : Kusec -> Usec;
axioms
for all k in Kusec (
tor all t in Time ( for all r in Real (
r=float(k) ==> tKusec(k) == time!(duration!(1024r)) ;
r=float(k) ==> kuTime(time!(duration}(1024*r)) ==k ;) );
for all d in Duration ( for all rin Real (
r=float(k) ==> dKusec(k) == duration!(1024*r) ; ) )
for all u in Usec (
U2K(u) == u/1024; k2U(k) == k*1024;));
constants >=0 /* constrain value range to non-negative, as with Natural */
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Package macsorts 3106_b\String0(23)

- N
N

1 0-ORIGIN STRING GENERATOR  */ |
r String0 generator (derived from Z.105, Annex A) creates strings of any sort, indexed slaningl"
"~ with 0 rather than 1. String0 includes all String operators, and adds Tail (all but first item), */
f Head (all but last item), and aggregators S2, S3, S4, S6, and S8 (String0 of listed length). */
generator String0{type Item, literal Emptystring)
literals Emptystring ;
operators
MkString : Item -> String0 ; /* make a string from an item */
Length : Stringd -> Integer ; /* length of string */
First : String0 -> ltem; /* firstitem in string */
Tail  : String0 -> String0 ; /* all but first item in string =/
Last : Stringd -> item; /* lastitem in string */
‘ Head : String0 -> String0; /* all but the last item in string */
| "/f* . String0, String0 -> String0 ; /* concatenation */

Extract! : String0, Integer -> ltem; /* get item from string */
Modify! : String0, Integer, ltem -> Stringd ; /* modify value of string */
SubStr : String0, Integer, integer -> String0; /* string0 of length j starting at i-th item =/

S2 : Item, Item -> String0;

S3 : ltem, item, ltem -> String0 ;

S4 : Item, Item, ltern, ltem -> String0 ;

S6 : Item, Item, Item, Item, Item, Item -> String0 ;

S8 : Item, Item, Item, ltem, Item, item, ltem, ltem -> String0 ;

axioms for all item0, item1, item2, item3, item4, item5, item6, item7 in Item (
for all s, s1, 82, $3 in String0 ( for all i, j in Integer (
/" constructors are Emptystring, MkString, and *//*; equalities between constructor terms */
s//Emptystring==s; Emptystring//s==s;
(s1//s2) /] s3==s1//(s2//s3);
/* definition of Length by applying it to all constructors */
type String Length(Emptystring) == 0 ;
type String Length(MkString(item0)) =1 ;
type String Length(s1 // s2) == Length(s1) + Length(s2) ;
/* definition of Extract! by applying it to all constructors, Error! cases handled separately */
Extract!(MkString(item0),0) == itemO0 ;
i < Length(s1) ==> Extractl(s1 // s2,i) == Extractl(s1,i) ;
i >=Length(s1) ==> Extractl(s1 // s2,i) == Extract!(s2,i-Length(s1)) ;
i< 0ori>=Length(s) ==> Extract!(s,i) == Error! ;
/* definition of First and Last by other operations */
First(s) == Extractl(s,0);  Last(s) == Extract!(s,Length(s}-1) ;
/* definition of substr(s,i,i) by induction on j, Error! cases handled separately */
i>=0and i <= Length(s) ==> Substr(s,i,0) == Emptystring ;
i>=0andj> 0 and i+ <= Length(s) ==> Substr(s,i,j) == Substr(s,i j-1) //
MkString(Extract!(s,i+j-1)) ;
i<0orj<0ori+ > Length(s) ==> Substr(s,i,j) == Error! ;
/* definition of Modify!, Head, Tail, and Sx by other operations */
Modifyl(s,i,item0) ==
Substr(s,0,i} // MkString(item0} // Substr(s,i+1,Length(s)-i-1) ;
Head(s) == Substr(s,0 length(s)-1) ;  Tail(s) == Substr(s,1,length(s)-1) ;
S2(item0,item1) = MkString(item0) // MkString(item1) ;
S3(item0,item1 item2) == MkString(item0) // MkString(item1) // MkString(item2} ;
S4(item0,item1 ,item2,item3) == MkString(item0) // MkString(item1) //
MkString(item2) // MkString(item3) ;
S6(item0,itemn1item2,item3,itemd4,item5) == MkString(item0) // MkString(item1) //
MkString(item2) // MkString(item3) // MkString(item4) // MkString(item5) ;
S8(item0,item1 item2,item3,item4, item5,itemé item7) ==
MkString(item0) // MkString(item1) // MkString(item2) // MkString(item3) //
MkString(item4) // MkString(item5) // Mkstring(item6) // MkString(item?7) ;) ) ),
endgenerator String0 ;
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I
3107_b\Bitstring(23)

/" ASN.1-style BIT SORT (identical to definition of Bit in Z.105, Annex A)
/* Bit is a subtype of Boolean -- bit values 0 and 1 cannot be used with Integer operators */
newtype Bit inherits Boolean literals 0 = FALSE, 1 = TRUE ; operators all ; endnewtype Bit ; |

*f

/*  ASN.1-style BITSTRING SORT (derived from Z.105, Annex A)

newtype Bitstring String0(Bit, ")
adding literals
macro Hex_literals ; /* macro Binary_literals ; */
operators
“not” : Bitstring -> Bitstring ;
"and” : Bitstring, Bitstring -> Bitstring ;
"or" : Bitstring, Bitstring -> Bitstring ;
“xor" : Bitstring, Bitstring -> Bitstring ;
"=>" : Bitstring, Bitstring -> Bitstring ;
noequality ;
axioms
macro Hex_axioms ; /* macro Binary_axioms ; */
for all s, s1, s2, s3 in Bitstring (
s=s==True;
s1=82==82=5s1;
sl /=s2==not(s1=s2);
81 =52 ==True ==>s1==82;
((s1 =52) and (s2 = s3)) ==> 51 = s3 == True ;
((s1=+s2) and (s2 /= §3)) ==> s1 = s3 == False ;
for all b, b1, b2 in Bit (
not(") == "+
not(MkString(b) // s) == MkString( not(b) ) // not(s) ;
“and" ==":

Length(s) > 0 ==> " and s == MkString(0) and s ;
Length(s) > 0 ==> s and " == s and MkString(0) ;
(MkString(b1) // s1) and (MkString(b2) // s2)
== MkString(b1 and b2) // (s1 and s2 ) ;
s1 or s2 == not (not s1 and not s2) ;
s1 xor s2 == (s1 or s2) and not(s1 and s2) ;
81 =>s2 ==not (nots1ands2);} );
map for all b1,b2 in Bitstring literals (
for all bs1, bs2 in Charstring literals (
/* connection to the String generator */
for all b in Bit literals (

Spelling(b) = bs1 ==> b1 == MkString(b) //b2:) ) ) ;

endnewtype Bitstring |

Spelling(b1) =" // bs1 // bs2 // ™, Spelling(b2) =" // bs2 // ™",

*

but parsing these requires relaxation of a Z.100 rule regarding the use of apostrophes.
Therefore, this version of Bitstring provides hexadecimal literals 0x00:0xFF. Bitstrings of
non-actet length can be constructed by concatenating individual bits using MkString.
Operators ‘not', ‘and’, ‘or’, 'xor’, and '=>" act bitwise on Bitstring operands.

For dyadic operators, the length of the result is equal to the longer of the source operands. */

/* Bitstring is a 0-origin string of Bit. Z.105 provides binary (1011'B) and hexadecimal ('D3'H) literaEI

I\
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3108_b\Octetstring(23)

/* OCTET and OCTETSTRING SORTS (somewhal influenced by Z.105, Annex A)  */ |_‘3
/* Z.105 defines Octet as "syntype Octet = Bitstring constants size (8) endsyntype Octet ;"
Unfortunately, “size” is an extension to the abstract grammar of SDL, unavailable in Z2.100.
Therefore, Octet is defined here as a subtype of Bitstring, and relies on proper usage to
establish and maintain lengths which are integral multiples of 8. The easiest way to create
octet lengths is to use mkOctet or the hexadecimal literals defined for Bitstring (e.g. 0xD5).
This definition of Octet includes the following operators:
o:=mkOctet(i) converts a non-negative Integer (mod 256) to an Octet (always exactly 8 bits)
i:= octetVal(o) converts an Octet to an Integer (0:255)
o:=flip(o) reverses the order of the bits within the octet (0<-->7, 1<-->6, 2<-->5, 3<-->4) */
newtype Octet inherits Bitstring operators all ;
adding operators
mkOctet : Integer -> Octet ;
octetVal : Octet -> Integer;
flip : Octet -> Octet;
axioms
foralliin Integer {  forall zin Octet {
i=0 ==> mkOctet(i) == $8(0,0,0,0,0,0,0,0); i=1 ==> mkOctet(i) == $8(1,0,0,0,0,0,0,0) ;
i>1andi<=255 ==> mkOctet(i) == substr( ( first(mkOctet(i mod 2)) // mkOctet(i / 2) ), 0, 8)
i>255 ==> mkOctet(i) == mkOctet(i mod 256) ;
i<0 ==> mkOctet(i) == error! ;
z = MkString(0) ==> octetVal(z)==0; 2z =MkString(0) ==> octetVal(z}==1;
length(z) > 1 and fength(z) <=8 ==>
octetVal(z) == octetVal(first(z)) + (2*(octetVai(substr(z,1,length(z)-1)))) ;
length(z) > 8 ==> octetVal(z) == error! ;
flip(z) == S8(2(7),2(6),2(5),2(4),2(3),2(2).2(1).2(0)) ; ) )+
endnewtype Octet ;
P
Octetstring is a 0-ORIGIN string of Octets (UNLIKE the 1-origin Octet_string of ASN.1).
Conversion ops to and from Bitstring, plus integer to Octetstring, but only literals are "null®
and 1-4 position 0x00 strings O1, 02, 03, and O4. Octetstring constants are created using
these literals and aggregation operators S2, S3, S4, S6, and S8. */
newtype Octetstring String0 (Octet,null)
adding literals
01,02, 03, 04 ;
operators
Bit_String : Octetstring -> Bitstring ;
Octet_String : Bitstring -> Octetstring ;
mkOS : Integer,Integer -> Octetstring ; /* mkstring(mkOctet(i1)) 0-extended to length i2 */
axioms
for all b,b1,b2 in Bitstring {  for all sin Octetstring (  for all o in Octet (
Bit_String(null) =" ;
Bit_String( MkString(o) // s ) == o // Bit_String(s) ;
Octet_String(") == null ;
Length(b1) > 0, Length{b1) < 8
==> Octet_String(b1) == MkString(b1 or 0x00) ; /* expand b1 to 8 bits */
b ==b1//b2, Length(b1)=8
==> Octet_String(b) == MkString(b1) // Octet_String(b2) ;
for all i, k in Integer (
k=1 ==> mkOS8(i,k) == MkString(mkOctet(i)) ;
k>1 ==> mkOS(i,k) == mkOS(i,k-1) // MkString(0x00) ;
k <=0 ==> error!;);
01 == mkstring(0x00) ; 02 == S2(0x00,0x00); 03==01/02; 04==02//02;) ) );
map for all 01, 02 in Octetstring literais (
for all b1, b2 in Bitstring literals (
Spelling( 01 ) = Spelling( b1), Spelling( 02 ) = Spelling(b2) ==> 01 =02=b1=b2;) );

endnewtype Ocletstring;

~
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3109_b\MacAddr(23)

[ N\ [ MACADDRESS SORTS N

/* MacAddr is a subtype of Octetstring with added operators
isGroup(m), which returns true if given a group address,
isBest(m), which returns true if given the broadcast address, and
isLocal(m), which returns true if give a locally-administered address.
MAC addresses must be defined such that they are exactly 6 octets long. The preferred
ways to achieve this are to use the S6 aggregation operator or nullAddr synonym. */
newtype MacAddr inherits Octetstring operators alt ;
adding operators
isGroup : MacAddr -> Boolean ;
isBest : MacAddr -> Boolean ;
isLocal : MacAddr -> Boolean ;
adrOs : MacAddr -> Octetstring ;
axioms for all m in MacAddr (
(length(m) = 6) and (extract!(m,0) and 0x01 = 0x01) ==> isGroup(m) == true ;
(length(m) = 6) and (extract!(m,0) and 0x01 = 0x00) ==> isGroup(m) == false ;
(length(m) = 6) and (m = SB(0xFF, OXFF, OXFF, OxFF, OxFF, OxFF)) ==> isBcst == true ;
(length(m) = 6) and (m /= S6(0xFF, OxFF, OXFF, OXFF, OxFF, OxFF)) ==> isBcst == false ;
(length(m) = 6) and (extract!(m,0) and 0x02 = 0x02) ==> isLocal ==true ;
(length(m) = 6) and (extract!(m,0) and 0x02 = 0x00) ==> isLocal == false ;
length(m) /=6 ==> Error! /* common error! term %/ ;
for all 0 in Octetstring (
m = MacAddrlo == adrOs(m)=0;));
endnewtype MacAddr ;
/= set of Mac Addresses */
newtype MacAddrSet powerset(MacAddr) endnewtype MacAddrSet ;
/* Broadcast Address */
synonym BestAddr MacAddr = S6(0xFF, OxFF, 0xFF, OxFF, OXFF, 0xFF) ;
/* Null Address (an ali-zero, 6-Octet string for use as placeholder) */
synonym NullAddr MacAddr = S6(0x00, 0x00, 0x00, 0x00, 0x00, 0x00) ;

/* BSSDESCRIPTION SORTS */ §
/* The BssDscr structure is used in parameters of MimeScan.confirm and MimeJoin.request *
newtype BssDscr Struct
bdBssld  MacAddr ;
bdCap Capability ; /* capability information <<ADDED -- NOT IN 10.3.3.1>> */
bdSsld Octetstring ; /* max length=32, not enforced by data structure */
bdType BssType ;
bdBenint  Kusec;
bdTstamp  Octetstring ; /* 8 Qctets from Probe Response or Beacon frame */
bdPhyParms PhyParms; /= empty if inapplicable for active PHY */
bdCfParms CfParms ; I* empty if no point coordinator in BSS */
bdlbssParms IbssParms; /* empty if infrastructure BSS */
endiewlype BssDser ;
/* set of Bss Descriptors */

newtype BssDscrSet powerset(BssDscr) endnewtype BssDscrSet :

49
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3110_b\TupleCache(23)

/*  DUPLICATE FILTERING SUPPORT STRUCTURES  */ I;
/* Range of possible fragment numbers */
syntype FragNum = Integer constants 0:sMaxFragNum endsyntype FragNum ;
/* Range of possible sequence numbers */
|syntype SeqNum = Integer constants 0:4095 endsyntype SeqNum ;
I” Tuple strucure (used for duplicate filtering and Msdu/Mmpdu reassembly. */
newtype Tuple Struct
full Boolean ; /* =true if Tuple contains valid/current frame information */
ta MacAddr; /*transmitting station (Addr2) */
sn  SegNum ; /* Msdu/Mmpdu sequence number */
fn  FragNum; /* Mpdu fragment number */
tRx Time ; /*reception time (endRx of fragment) */
default (. false, nullAddr, 0,0,0 .} ;
endnewtype Tuple ;

operator
clearTupleCache

operator
searchTupleCac

operator

updateTupleCachi

/* TUPLE CACHE SUPPORT */ N
/* Number of entries in tuple cache at this station, and associated index range */
synonym tupleCacheSize Integer =32; /* cache size {>2} is implementation dependent */
syntype Cachelndex = Integer constants 1:tupleCacheSize endsyntype Cacheindex ;
/* Tuple cache array with search & update operators */
newtype TupleCache Array(Cachelndex,Tupie) ;
adding operators
clearTupleCache : TupleCache -> TupleCache ;
searchTupleCache : TupleCache, MacAddr, SeqNum, FragNum -> Boolean;
updateTupleCache : TupleCache, MacAddr, SeqNum, FragNum, Time -> TupleCache ;
operator clearTupleCache ; fpar cache TupieCache ;
returns TupleCache ; referenced ;
operator searchTupleCache ; fpar cache TupleCache, taddr MacAddr, tseq SeqNum,
tirag FragNum ; returns Boolean ; referenced ;
operator updateTupleCache ; fpar cache TupleCache, taddr MacAddr, tseq SeqNum,
tfrag FragNum, tnow Time; retuns TupleCache ; referenced;

endnewtype TupleCache ;
/*  32-BIT (unsigned) UP-COUNTER WITH WRAPAROUND  */ [é
/* Used for MIB counters, inc(cntr) increments value by 1, with wraparound from (2432)-1 to 0.

newtype Counter32 inherits integer operators all ;
adding operators
inc : Counter32 -> Counter32 ;
axioms
for all ¢ in Counter32 (
€ < 4294967295 ==> inc{c)==c+1;
¢ »>= 4294967295 ==> inc(c)==0; );

|endnewtype Counter32 ;
/* STRING OF INTEGER ¥/
newtype Intstring String(Integer,nolnt) ; endnewtype Intstring ;
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3111_b\Queue(23)

N

=

levie = o

QUEUE GENERATOR ¥/
/" Queue generator (a variant of the String0 generator) creates Queues of any sort with operalors
Qfirst{queue,item) which adds item as the first queue element, and
Qlast(queue,item) which adds item as the last queue element.

Since Queue is derived from String0, operators Length, //, Firsl, Last, Head, Tall, efc. are available., |

Since operators cannot modify source operands, removal of queue elements is a 2-step process:
dequeue firstis item:= First(queue); queue:= Tail(queue);
dequeue last is item:= Last(queue); queue:= Head(queue); */

generator Queue(type ltem, literal Emptyqueue)

literals Emptyqueue ;
operators

MkQ i ltem -» Queue; /" make a queuve from an item */

Length : Queue -> Integer; /* number of items on queue */

First : Queue -» llem: /* firstitem in string */

Qfirst @ Queue, ltem -> Queue ; /* add item as first on queue */

Tail i Queue -> Queue; /*all but firstitem on queue */

Last : Queue -> ltem; /*lastitem on queue */

Qlast : Queue, Item -> Queue ; /* add item as last on queue */

Head  : Queue -> Queue; /* all but the last item in string */

‘i : Queue, Queue -> Queue; /" concatenation */

Extract! : Queue, Integer -> Item ; /* get item from queue */

Modify! : Queue, Integer, Item -> Queue; /* modify value of item in queue */

SubQ  : Queue, Integer, Integer -> Queue ; /* queue of length j starting at i-th item */

Qsearch : Queue

axioms for all item0 in ltem ( for all g, q1, g2, 93 in Queue ( foralli, jin Integer (

/* constructors are Emptyqueue, MkQueue, and "/"; equalities between constructor terms */
q// Emptyqueue ==q; Emptyqueue //q==q;

(91//92) /1 q3==q1//(q2// q3) ;

/* definition of Length by applying it to all constructors */
type Queue Length(Emptyqueue) == 0 ;
type Queue Length(MkQueue(itemQ)) == 1 ;
type Queue Length(q1 // 92) == Length(q1) + Length(q2) ;

/* definition of Extract! by applying it to all constructors, Error! cases handled separately */
Extract!(MkQueue(item0),0) == item0 ;

i < Length(q1) ==> Extractl{q1 // q2,i) == Extracti(q1,i) ;
i == Length(gt) ==> Extract!(q1 // q2,i) == Extract!(q2,i-Length(q1)} ;
i<0ori>= Length(q) ==> Extract!(q,i) = Error! ;

{* definition of First and Last by other operations */

Firsi(q) == Extractl(q,0) ; Last{g) == Extractl{q,Length(q)-1) :

1* definition of SubQ(q,j) by induction on |, Error! cases handled separately */
I>=0and i <= Length(q) => SubQ(q,i,0) == Emptyqueue ;
i>=0and > 0 and i+] <= Length({g) ==> SubQ(q,i,j) == SubQ(q.ij-1) #

MkQueue(Extract(q,i+i-1)) ;
i<0orj<0ori+> Length(q) ==> SubQfq,lj) == Errar! ;

/* definition of Modify!, Head, Tail, Qfirst, and Qlast by other operations */
Modifyl(q),],ltem0) == SubQ(q,0.i) / MkQueue(item0) // SubQ(q,i+1,Length(g)-i-1) ;
Head{g) == SubQy(q,0,length{g)-1) ; Tail{q) == SubQ(q,1 length(q)-1) ;
Qfirst(q,item0) == MkQueue(itemD) // q;  Qlast{g,item0) == q // MkQueue(item0); ) ) );

|endgenerator Queue ;
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3112_b\Fragment(23)

{Toperator w
| Qsearch |

V)

| r

!
Array to hold up to FragNum fragments of an Msdu or Mmpdu */

newtype FragArray Array(FragNum,Frame); endnewlype FragArray ;
I

The FragSdu structure is for OUTGOING MSDUs and MMPDUs (generically SDUs)

Each SDU, even if not fragmented, is held in an instance of this structure, awaiting its
(re)transmission attempt(s). Transmit queue(s) are ordered lists of FragSdu instances.
Depending on station capabilities and BSS type, there may be one or more such queues. */|

newtype FragSdu Struct

fTot FragNum; /* number of fragments in pdus FragArray */
fCur FragNum; /* number of next fragment to be sent */
fAnc FragNum; /" number of next fragment to announce in ATIM or TIM */
/* when fAnc>fCur, pdus(fCur)+ may be transmitted. */
eol Time; /* =0 until first Tx attempt, then =(now+dUsec(aMaxTxMsduLifetime)) */
sqf SeqNum; /* SDU sequence number (set, along with eol, at first Tx attempt) */
src  Integer; /* short retry counter */
Irc Integer; /*long retry counter */
dst MacAddr; /" destinaton address */
grpa Boolean; /* =true if RA (not DA) is group address */
psm Boolean; /*=true if RA (not DA) is not known to be active */
cnfTo Pld; {* address of process to send confirmation
per  CfPriority ; /* requested priority (from LLC) */
pdus FragArray ; /* array of Frame to hoid fragments */

endnewtype FragSdu ;
/.

Queue of FragSdu for power save buffering, etc.
Searchable using the Qsearch operator
index:= Qsearch(queue, addr)
where queue is an SduQueue and index is returned to identify the first queue entry
at which entryldst = addr; of as =1 if no match found (or for and empty queue). */

newtype SduQueue Queue(FragSdu,emptyQ) ;
adding operators

Qsearch : SduQueue,MacAddr -> Integer ;

Operator Qsearch ;

fpar que SduQueue, val MacAddr; returns result Integer; referenced ;

endnewtype SduQueue ;

FRAGMENTATION DATA STRUCTURES ¥/ B

5/
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3113_b\Reasm_Sld(23)

/* REASSEMBLY DATA STRUCTURES */
’”
The PartialSdu structure is for INCOMPLETE MSDUs and MMPDUs (generically SDUs)
for which at least 1 fragment has been received. Unfragmented SDUs are reported
upward immediately, and are never stored in instances of this structure. */
newlype PartialSdu Struct
inUse Boolean; /*=true if >=1 fragments are buffered in this instance of PartialSdu */
rMa  MacAddr; /*transmitting station (Addr2) */
rsn SeqNum; /" Msdu/Mmpdu sequence number */
rCur FragNum ; /* Mpdu fragment number of most recent fragment */
reol Time; /* =(now+dUsec(aMaxReceivel ifetime) at first fragment */
rsdu Frame ; /* Mpdus concatenated into this buffer, Mac header from first Mpdu */
endnewtype PartialSdu ;
”

Number of entries in reassembly array at this station, and associated index range */
syntype reasmindex = Integer constants 1ireasmSize endsyniype reasmindex ;
I

Array of PartialSdu for use reassembling fragmented Msdus and Mmpdus.
Searchable using the AsSearch operator
index:= ArSearch(array, addr, seq, frag)
where array is a ReasmArray and index is returned to identify the first element
for which (inUse=true) and (entry!na=addr) and (entry!rsn=seq) and (entry!rCur=frag-1);
or as =1 if no match found.
index:= ArFree(array) returns index of free entry, or -1 if none
array:= ArAge(array, age) frees entryleol < age (also used to clear array). */
*/
newtype ReasmArray array(reasmindex, PartialSdu) ;
adding operators
ArSearch : ReasmArray,MacAddr,SeqNum,FragNum -> Integer ;
ArFree : ReasmArray -> Integer ;
ArAge : ReasmArray,Time -> ReasmArray ;
Operator ArSearch ; fpar ar ReasmArray, adr MacAddr, seq SeqNum,
frg FragNum ; returns Integer; referenced ;
Operator ArFree ; fparar ReasmArray ; returns Integer; referenced ;
Operator ArAge ; fparar ReasmArray, age Time; returns ReasmArray ; referenced ;
endnewtype ReasmArray ;

synonym reasmSize Integer =6 /° number of reassembly buffers {minimum 3} is impl. dep/

N

/" SORTS for POWER MANAGEMENT SUPPORT */ 'Il
”
define Stationld */
synonym sMaxSId Integer = 2007 ;
syntype Stationld = integer constants 0:sMaxSld endsyntype Stationld ;
I

define size of Stationld table (<= sMaxSld+1) */
synonym sSldTableSize Integer = 2008 ;
/* Stationld table

searchable by MacAddr

index:= addrTold(table, addr)

where table Is a SldTable, returns the first Index vaue where

the table entry is equal to addr, or -1 if no match found. */
|newtype SidTable Array(Stationld,MacAddr);
adding operators

addrTold : SldTable,MacAddr -> Integer ;

operalor addrTold ; fpar bl SidTable, val MacAddr; returns Integer ;
endnewltype SidTable ;

]
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(i N /' SORTS FOR CRC-32 (CRC and ICV values) */
—| /* Crc is a subtype of Octetstring with added operators

Cre32(cre,octet), which retums an updated Cre value including the new octet, and
Mirror(cre), which returns a Cre value with the order of the octets and of the
P N bits in each octet reversed, suitable for transmission MSb-first.
f Ioperator | Cre variables must be defined such that they are exactly 4 octets long. The preferred
{ creas :J ways to achieve this are to use the S4 aggregation operator or initCrc synonym. */
\I | newtype Crc inherits Octetstring operators all ;

adding operators
crc32 : Crc, Octet -> Crc;
mirror : Crc -> Octetstring ;

operator cre32 ;
fpar crcin Cre, val Octet; returns Crc; referenced ;
axioms forall ¢cin Crc (
mirror(c) == S4(flip(c(3)), flip(c(2)), fiip(c(1)), flip(c(0))) ; )
endnewtype Crc ;
/* Initial Cre value (all 1s) */
synonym initCrc Crc = S4(0xFF, OxFF, OxFF, OxFF) ;
/* Valid Crc value after accumulation of Crc32 on Pdu including Crc field */
synonym goodCre Cre = S4(0x78, 0xDD, 0x04, 0xC7) ;

/*  SORTS for WIRED-EQUIVALENT PRIVACY (WEP) */ [‘_
/* define length of KeyVector and nullKey value */

syntype Keylndex = Integer censtants 1:4 endsyntype Keylndex ;

synonym nullKey Octetstring =03 // 02 ;

I syntype PrngKey = Octetstring default 03 // O2 endsyntype PmgKey ;

operator /
keyLookup KeyVector for default WEP keys. Array of Octetstring indexed by Keylndex.
Length(KeyVector(n)) must =5, it is assumed that the MimeSet.request enforces this. */

newtype KeyVector Array(Keyindex,PrgKey) ; endnewtype KeyVector ;
I
Number of entries in aWepKeyMapping array at this station.
Actual length of key map array (10 is the minimum per 8.3.2). */
| synonym sWepKeyMappingLength Integer=10;
syntype KeyMappingRange = Integer constants 1:sWepKeyMappinglLength
| endsyntype KeyMappingRange ;
K
KeyMap structure -- used as elements of KeyMapArray
Length(wepKey) must =5, it is assumed that the MimeSet.request enforces this. */
newtype KeyMap struct
mappedAddr MacAddr; keyOn Boolean; wepKey PrngKey; endnewtype KeyMap ;
”
KeyMapArray -- used for aWepKeyMapping table; an array of KeyMap indexed
by KeyMappingRange. Procedural operator keyLookup searches the array for the
mapping of a given address:
keyMap := keyLookup(addr, keyMapArray, keyMapArraylLength)
If an entry is found with mappedAddr=addr, keyMap is set to the value of this entry.
If no entry is found with mappedAddr=addr, keyMap is set to (. addr, false, null .) */
newtype KeyMapArray Array(KeyMappingRange, KeyMap) ;
adding operators
keyLookup : MacAddr, KeyMapArray, integer -> KeyMap ;
operator keylLookup ;
fpar luadr MacAddr, kma KeyMapArray, kml Integer; returns KeyMap: referenced;
endnewlype KeyMapArray |
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3115_b\Frame_1(23)

. NI

' 7 /" Frame is a subtype of Octetstring with added operators for creating MAC headers,
| - extracting each of the header fields and some management frame fields, and moditying
T most header fields and some other fields. There are no operators for the frame body,
IV, ICV, and CRC fields, which are handled directly as Octetstrings. */ |
newlype Frame inherits Octetstring operators all ;
adding operators
mkFrame TypeSubtype,MacAddr,MacAddr,Octetstring -> Frame ; /* Data or Mgt frame */
mkCtl : TypeSubtype,Qctetstring,MacAddr -> Frame; /* make Control frame */
protocolVer : Frame -> Integer;  /* Protocol version field (2 bits) */
basetype : Frame -> BasicType; /* Type field (2 bits) */
ftype : Frame -> TypeSubtype ; /* Type & Subtype fields (6 bits) */
setFtype : Frame, TypeSubtype -> Frame;
toDs : Frame -> Bit; /* To DS bit (1 bit) */
setToDs  : Frame, Bit -> Frame ;
rDs : Frame -> Bit; /* From DS bit (1 bit) */
setFrDs  : Frame, Bit -> Frame;
moreFrag : Frame -> Bit; /" More Fragments bit (1 bit) */
setMoreFrag : Frame, Bit -> Frame;
retryBit : Frame -> Bit; /* Retry bit (1 bit) */
setRetryBit : Frame, Bit -> Frame;
pwrMgt . Frame -> Bit; /" Power Management bit (1 bit) */
setPwrMgt : Frame, Bit -> Frame ;
moreData : Frame -> Bit; /* More Data bit (1 bit) */
setMoreData : Frame, Bit -> Frame;
wepBit ¢ Frame -> Bit; /* WEP bit (1 bit) */
setWepBit : Frame, Bit -> Frame:
orderBit : Frame -> Bit; /" Order [strictly ordered] bit (1 bit) */
setOrderBit : Frame, Bit -> Frame;
durld : Frame -> Integer; /* Duration/ID field (2 octets) */
setDurld  : Frame, Integer -> Frame ;
addr1 : Frame -> MacAddr;  /* Address 1 [RA/DA] field (6 octets) */
setAddri  : Frame, MacAddr -> Frame ;
addr2 : Frame -> MacAddr; /* Address 2 [TA/SA] field (6 octets) */
setAddr2  : Frame, MacAddr -> Frame;
addr3 : Frame -> MacAddr; /* Address 3 [Bssld/SA/DA] field (6 octets) */
setAddr3 : Frame, MacAddr -> Frame;
addr4 : Frame -> MacAddr; /* Address 4 [WDS-SA] field (6 octets) */
insAddr4  : Frame, MacAddr -> Frame ;
seq : Frame -> SeqNum; /= Sequence Number field (12 bits) */
setSeq : Frame, SegNum -> Frame;
frag : Frame -> FragNum;  /* Fragment Number field (4 bits) */
setFrag  : Frame, FragNum -> Frame :
ts : Frame -> Time ; /* Timestamp field (beacon, probe_rsp; 8 octets) */
setTs : Frame, Time -> Frame;
mkElem : ElementlD, Octetstring -> Octetstring; /* make element, 1st parm is ID */
getElem  : Frame, ElementiD -> Octetstring ; /* obtain element from frame body */
status : Frame -> StatusCode ; /" Status Code field (2 octets) */
setStatus : Frame, StatusCode -> Frame ;
o
| axioms on next page */

FRAME SORT */ \
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3116_b\Frame_2(23)

* Frame operator signatures continue */ B
authStat : Frame -> StatusCode; /* Status Code field in Authentication frame */
reason : Frame -> ReasonCode ; /* Reason Code field (2 octets) */
authSegNum : Frame -> Integer; /* Authentication Sequence Number field (2 octets) */
authAlg : Frame -> AuthType; /* Authentication Algorithm field (2 octets) */
beaconint : Frame -> Kusec; /* Beacon Interval field (2 octets) */
listenint : Frame -> Kusec; * Listen Interval field (2 octets) */
asgnSid  : Frame -> Stationld; /* Station ID field (2 octets) */
setAsgnSIld : Frame, Stationld -> Frame;
curApAddr : Frame -> MacAddr; /* Current AP Address field (6 octets) */
capA : Frame, Capability -> Bit; /* Capability Info field, Asoc/Reasoc (2 octets) */
setCapA  : Frame, Capability, Bit -> Frame;
capB : Frame, Capability -> Bit; /* Capability Info field, Beacon/ProbeRsp (2 octets) */
setCapB  : Frame, Capability, Bit -> Frame;
keyld : Frame -> Keylndex ; /* Key ID subfield of ICV field (2 bits of 1 octet) */
setkeyld : Frame, Keylndex -> Frame;

Operator getElem ; fpar fr Frame, id ElementiD ;
I

returns Frame ; referenced ;

axioms for Frame sort */

axioms for all f in Frame ( for all a, sa, da, ra, ta, bssa in MacAddr (
for all body, dur, sid, info in Octetstring (

addri(f) == substr(f,4,6); setAddri(f,a) == substr(f,0,4) // a // substr(f,10,length(f)-10) ;

addr2(f) == substr(f10,6);  setAddr2(f,a) == substr(f,0,10) // a // substr(f,16 length(f)-16) ;
addr3(f) == substr(f,16,8);  setAddr3(f,a) == substr(f,0,16) // a // substr(f,22 length(f)-22) ;
addrd(f) == substr(f,24,6);  insAddrd(f,a) == substr(f,0,24) // a // substr(f,24,length(f)-24) ;

curApAddr(f) == substr(f,28,6) ;

for all ft in TypeSubtype (
mkFrame(ft,da,bssa,body) == ft// O3 // da // aMacAddress // bssa // O2 // body ;
(ft = rts) ==> mkCtI(ft,dur,ra) == ft // O1 // dur // ra // aMacAddress ;
(ft = ps_poll) ==> mkCtl(ft,sid,bssa) == ft // O1 // sid // bssa // aMacAddress ;
(ft = cts) or (ft = ack) ==> mkCtI(ft,dur,ra) ==t/ O1//dur//ra;
(ft = cfend) or (ft = cfend_ack) ==> mkCti(ft,bssa,ra) == ft // O3 // ra // bssa ;
ftype(f) == mkstring(f(0) and OxFC) ;
setFtype(f,ft) == Modify!(f,0,mkstring((f(0) and 0x03) or ft)) ; ) ;

for all bt in BasicType (
basetype(f) == f(0) and 0x0C; );

for all i in Integer (
protocolVer(f) == octetVal(f(0) and 0x03) ;
durld(f) == octetVal(f(2)) + (octetVal(f(3)) * 256) ;
setDurld(f,i) == substr(f,0,2) // mkOS(i mod 256,1) // mkOS(i / 256,1) // substr(f,4,length(f)-4) ;
authSeqNum(f) == octetVal(f(26)) + (octetVal(f(27)) * 256) ; ) ;

for all e in Elementld (
mkElem(e,info) == e // mkOS(length(info)+2 // info )

for all b in Bit (
toDs(f) == if (f(1) and 0x01) then 1 else O fi;
setToDs(f,b) == Modify!(f,1,(f(1) and OXFE) or $8(0,0,0,0,0,0,0,b)) ;
frDs(f) == if (f(1)and 0x02)then 1 else O fi;
setFrDs(f,b) == Modifyl(f,1,(f(1) and OxFD} or $8(0,0,0,0,0,0,b,0)) :
moreFrag(f) == if (f(1) and 0x04) then 1 else 0 fi;
setMoreFrag(f,b) == Modify!(f,1,(f(1) and OxFB) or $8(0,0,0,0,0,b,0,0)) ;
retryBit(f) == if (f(1) and 0x08) then 1 else O fi;
setRetryBit(f,b) == Modify!(f,1,(f{(1) and 0xF7) or $8(0,0,0,0,b,0,0,0)) ;
pwriMgt(fy == if (f(1) and 0x10) then 1 else O fi;

/* axioms continue on next page */

56



)

—

86/ 162

[ Package macsorts

| —l\ [ axioms for Frame sort, continued */

setPwriMgt(f,b) == Modify!(f,1,(f(1) and OxFB) or $8(0,0,0,,0,0,0,0)) ;
moreData(f) == if (f(1) and 0x20) then 1 else 0 fi:
setMoreData(f,b) == Modify!(f,1,(f(1) and OxFB) or $8(0,0,b,0,0,0,0,0)) ;
wepBit(f) == if (f(1) and 0x40) then 1 else O fi;
setWepBit(f,b) == Modifyl(f,1,(f(1) and OxFB) or $8(0,b,0,0,0,0,0,0)) ;
orderBit(f) == if (f(1) and 0x80) then 1 else 0 fi;
setOrderBit(f,b) == Modify!(f,1,(f(1) and 0xFB) or $8(b,0,0,0,0,0,0,0)) ;
for all ¢ in Capability (
capA(f,c) == if (bit_string(substr(f,24,2)) and ¢) then 1 else 0 fi;
setCapA(f,c,b) == substr(f,0,24) // ( bit_string(substr(f,24,2) and (not c)) or
(ifbthen ¢ else 02 fi))// substr(f,26,length(f)-26) ;
capB(f,c) == if (bit_string(substr(f,34,2)) and c) then 1 else 0 fi;
setCapB(f,c,b) == substr(f,0,34) // ( bit_string(substr(f,34,2) and (not ¢)) or
(ifbthen c eise O2 fi)) // substr(f,36,length(f)-36) ; ) );
for all sq in SegNum (
seq(f) == (octetVal(f(22) and 0xF0) / 16) + (octetVal(f(23) = 16)) ;
setSeq(f,sq) == substr(f,0,22) // mkstring((f(22) and OxOF) or
mkOctet((sq mod 16) * 16)) // mkOS(sq / 16, 1) // substr(f,24,length(f)-24) ; } ;
for all frin FragNum (
frag(f) == octetVai(f(22) and OxOF) ;
setFrag(f,fr) == substr(f,0,22) // mkstring((f(22) and 0xFO0) or mkOctet(fr}) //
substr(f,23,length(f)-23) ; )
for all tm in Time (
ts(f) == float (octetVal(f(24)) + (256" (octetVal(i(25)) + (256" (octeiVal(f{26)) +
(256" (cetetVal(f(27)) + (256" (octetVal(i(28)) + (256*(octetVal(f(29)) +
(256" (octetVal(i(30)) + (256" cctetVal(f(31)) NN ) :
setTs(fim) == substr(f,0,24) // mkOS(fix(tm), 1) // mkOS({fix(tm)/256), 1)/
mkOS({fix(tm)/65536), 1) // mkOS((fix(tm)/16777218), 1) //
mkOS((fix(tm)/4294867296), 1) /I mkOS(((fix(tm)/4294967286)/256), 1) //
mkOS(((fix(tm)/4294967296)/65536), 1) //
mkOS(((fix(tm)/4294967296)/16777216), 1) // substr(f,32,length(i)-32) ; ) ;
for all stat in StatusCode (
status(f) == substr(f,26,2) ;
setStatus(f,stat) == substr(f,0,26) // stat // substr(f,28,length(f)-28) ;
authStat(f) == substr(f,28,2) ; );
for all rea in ReasonCode (
reason(f) == substr(f,24,2); );
for all alg in AuthType (
authType(f) == substr(f,24,2); );
for all u in Kusec {
beaconint(f) == octetVal(f(32)} + (octetVal(f(33)) * 256) ;
listenint(f) == octetVal(f(26)) + (octetVal(f(27)) * 256) ; )
for all sta in Stationld (
asgnSId(f) == octetVal(f{28)) + (octetVal(f(29)) * 256) ;
setAsgnSid(f,sta) == substr(f,0,28) /f mkOS(sta mod 256, 1) //
mkOS(sta / 256, 1) // substr(f,30,length(1)-30) ; ) ;
for all kid in KeyindexRange (
keyld(f) == octetVal(f(27))/ 64 ;
setKeyld(f,kid) == Modify!(f,27,mkOS(kid * 64)) ; ) ;

endnewtype Frame ;

|
3117_b\Frame_3(23) |
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3118_b\FrameTypes(23)

”
TypeSubtype defines the 6-bit full frame type identifiers,
used by the ftype operator of the Frame sort. */
newtype TypeSubtype inherits Octetstring operators all ;
adding literals
asoc_req, asoc_rsp, reasoc_req, reasoc_rsp, probe_req,

BasicTypes defines the 2-bit frame type groups */
newtype BasicType inherits Bitstring operators all ;
adding literals
control, data, management, reserved ;
axioms
control == $8(0,0,1,0,0,0,0,0); data == $8(0,0,0,1,0,0,0,0) ;
management == $8(0,0,0,0,0,0,0,0); reserved == $8(0,0,1,1,0,0,0,0);

lendnewlype BasicType ;

/* ADDITIONAL FRAME FORMAT SORTS ¥/ &

probe_rsp, beacon, atim, disasoc, auth,
deauth, ps_poll, rts, cts, ack,
cfend, cfend_ack, data, data_ack, data_poll,
data_poll_ack, null_frame, cfack, cfpoll, cfpoll_ack ;

axioms
asoc_req == mkstring($8(0,0,0,0,0,0,0,0)); asoc_rsp == mkstring(88(0,0,0,0,1,0,0,0)) ; |
reasoc_req == mkstring($8(0,0,0,0,0,1,0,0)) ; reasoc_rsp == mkstring(S8(0,0,0,0,1,1,0,0)) :
probe_req == mkstring($8(0,0,0,0,0,0,1,0)); probe_rsp == mkstring(56(0,0,0,0,1,0,1,0)) ;
beacon == mkstring($8(0,0,0,0,0,0,0,1));  atim == mkstring(88(0,0,0,0,1,0,0,1)) ;
disasoc == mkstring($8(0,0,0,0,0,1,0,1));  auth mkstring($8(0,0,0,0,1,1,0,1)) ;
deauth == mkstring($6(0,0,0,0,0,0,1,1));  ps_poll == mkstring($8(0,0,1,0,0,1,0,1)) ;
s == mkstring(S8(0,0,1,0,1,1,0,1)); cts == mkstring($8(0,0,1,0,0,0,1,1)) ;
ack == mkstring($8(0,0,1,0,1,0,1,1));  cfend == mkstring($8(0,0,1,0,0,1,1,1)} ;
cfend_ack == mkstring($8(0,0,1,0,1,1,1,1)); data == mkstring(S8(0,0,0,1,0,0,0,0)) ;
data_ack == mkstring($8(0,0,0,1,1,0,0,0)); data_poll == mkstring(§8(0,0,0,1,0,1,0,0)) ;
data_poli_ack == mkstring($8(0,0,0,1,1,1,0,0));  null_frame == mkstring(58(0,0,0,1,0,0,1,0));
cfack == mkstring($8(0,0,0,1,1,0,1,0));  cfpoll == mkstring(58(0,0,0,1,0,1,1,0)} ;
cfpoll_ack == mkstring($8(0,0,0,1,1,1,1,0)) ;

endnewtype TypeSubtype ;
,

/-~ ELEMENTIDs */ I\
newtype Elementld inherits Octetstring operators all ;
adding literals
eSsld, eSupRates, eFhParms, eDsParms,

eCfParms, eTim, elbParms, eCtext;
axioms
eSsld == mkOS(0,1); /* service set identifier (length= 0-32) */

eSupRates == mkOS(1,1) ; /* supported rates (length= 1-8) */
eFhParms == mkOS(2,1); /* FH parameter set (length=5) */
eDsParms == mkOS(3,1); /* DS parameter set (length=1) */
eCfParms == mkOS(4,1); /* CF parameter set (length=6) */

eTim == mkOS(5,1); /* Traffic Information Map (length= 4-254) */
elbParms == mkOS(6,1); /*IBSS parameter set (length= 2} */
eCtext == mkOS(16,1); /* challenge text (length= 1-253 [7.3.2.8], 128 [8.1.2.2]) /

endnewtype ElementID ;
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3119_b\WMgmiFields(23)

|
|

N [ REASONCODES v
j newtype ReasonCode inherits Octetstring operators all ;
adding literals

unspec_reason, auth_not_valid, deauth_lv_ss, inactivity, ap_overload,

class2_err, class3_err, disas_Iv_ss, asoc_not_auth ;

axioms

unspec_reason == mkOS(1,2) ; auth_not_valid == mk0S(2,2) ; deauth_lv_ss == mk0S(3,2) ;
inactivity == mkOS(4,2) ; ap_overload == mkOS(5,2) : class? err == mkOS(6,2) ;

class3_err == mkOS(7,2) ; disas_lv_ss == mkOS(8,2) : asoc_not_auth == mk0S(9,2) ;
endnewtype ReasonCode ;

/* STATUS CODES ¥ I\
newtype StatusCode inherits Octetstring operators all;
adding literals
successful, unspec_fail, unsup_cap, reasoc_no_asoc, fail_other, unsupt_alg,
auth_seq_fail, ching_fail, auth_timeout, ap_full, unsup_rate ;
axioms
successful == mk0S(0,2) ; unspec_failure == mk0S(1,2) ; unsup_cap == mkOS(10,2) ;
reasoc_no_asot ==mkOS(11,2); fail_other == mk0S(12,2) ; unsupt_alg == mk0OS$(13,2) ;
auth_seq_fail==mkOS(14,2) ; ching_fail == mkQS(15,2): auth_timeout == mkOS(16,2) ;
ap_full == mkOS(17,2) ; unsup_rate == mkOS(18,2) ;
|endnewtype StalusCode ;

/* CAPABILITY FIELD BITS ¥/ ‘[X
newtype Capability inherits Bitstring operators all ;
adding literals |
cEss, clbss, cPollable, cPollReq, cPrivacy ;
axioms
cEss == SB(1,0,0,0,0,0,0,0)//0x00 ; /* ESS capability */
clbss == $8(0,1,0,0,0,0,0,0) // 0x00; /* IBSS capability */

cPollable == $8(0,0,1,0,0,0,0,0) // 0x00 : /* CF-poliable (sta), PC present (ap) */

cPollReq == $8(0,0,0,1,0,0,0,0) // 0x00 ; /* {not} CF poll req (sta), PC polls (ap) */
cPrivacy == $8(0,0,0,0,1,0,0,0) // 0x00 ; /* WEP required capability */ '

|endnewtype Capabiity ;
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/* IBSS PARAMETER SET ELEMENT  */ [}
newlype IbssParms inherits Octetstring operators all ; 1
adding operators

atimWin : |bssParms -> Kusec;
setAtimWin : IbssParms, Kusec -> lbssParms ;
axioms

for all ib in IbssParms ( for all u in Kusec (
atimWin(ib) == octetVal(ib(0)) + (octetVal(ib(1)) * 256 } ;
setAtimWin(ib,u) == mkOS(u mod 256, 1) // mkOS(u /256, 1); )}:
endnewtype IbssParms ;

3120_b\MgmtElem(23)

/* CF PARAMETER SET ELEMENT */
newtype CfParms inherits Octetstring operators all ;
adding operators
cfpCount : CfParms -> Integer; /* CfpCount field, 1 octet */
| setCfpCount : CfParms, Integer -> CfParms;
cfpPeriod : CfParms -> Integer; /* CfpPeriod field, 1 octet */
setCfpPeriod : CfParms, Integer -> CfParms ;
cfpMaxDur : CfParms > Kusec; /* CfpMaxDuration field, 2 octets */
setCfpMaxDur : CfParms, Kusec -> CfParms ;
cfpDurRem : CfParms -> Kusec; /* CfpDurRemaining field, 2 octets */
setCfpDurRem : CfParms, Kusec -> CfParms ;
axioms
for all cf in CfParms ( for all i in Integer ( for all uin Kusec (

cfpMaxDur(cf) == octetVal(cf(2)) + (octetVal(ci(3)) ~ 2586) ;
cfpDurRem(cf) == octetVal(cf(4)) + (octetVal(cf(5)) * 256 ) ;

endnewtype CfParms ;

cfpCount(cf) == octetVal(cf(0));  setCipCount(cf,i) == mkOS(i 1) // tail(cf) ;
cfpPeriod(cf) == octetVal(cf(1));  setCfpPeriod(cf,i) == cf(0) / mkOS(i,1) // substr(cf,2,4) ;

setCfpMaxDur(cf,u) == substr(cf,0,2) // mkOS(u mod 256, 1) // mkOS(u / 256, 1) // substr(cf,4,2) ;

setCfpDurRem(cf,u) == substr(cf,0,4) // mkOS(u mod 256, 1) // mkOS(u/256,1); )));

{* FHPARAMETER SET ELEMENT */
newtype FhParms inherits Octetstring operators all ;
adding operators

dwellTime : FhParms -> Kusec; /* Dwell Time field, 2 octets */
setDwellTime : FhParms, Kusec -> FhParms ;
hopSet : FhParmms -> Integer; /*Hop Set field, 1 octet */
setHopSet : FhParms, Integer -> FhParms ;
hopPattern : FhParms -> Integer; /* Hop Pattern field, 1 octet */
setHopPattern : FhParms, Integer -> FhParms ;

hopindex : FhParms -> Integer; /*Hop Index field, 1 octet */
setHopindex : FhParms, Integer -> FhParms ; R
axioms

for all fh in FhParms ( for alli in Integer { for all u in Kusec {
dwellTime(fh) == octetVal{th(0)) + (octetVal(fh(1)) * 256) ;

hopSet(fh) == octetVal(th(2)) ;

setHopSet(fh,i) == substr(fh,0,2) / mkOS(i,1) // substr(fh,3,2) ;
hopPattern(fh) == octetVal(fh(3)) ;

setHopPattern(th,i} == substr(th,0,3) / mkOS(i,1) // last(fh) ;
hopindex(fh) == octetVal({fh(4)) ;

setHoplIndex(fh,i) == substr(fh,0,4) // mkOS(i,1); )));
endnewtype FhPams ;

setDwellTime(fh,u) == mkOS(u mod 256, 1) // mkOS(u / 256, 1) // substr(th,2,3) ;

°f
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Operator clearTupleCache 3151_b\ClearCache(1)

e T N
cache TupleCache]|
[retums TupleCache ;

dcl k Cachelndex;

ki=1 ki=k+1

cache(k)!ull:= . _|Mark all cache

false entries as empty.

(=tupleCacheSize)

cache

6o
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Operator searchTupleCache

[; tpar N
cache TupleCachg,]

| taddr MacAddr,
tseq SeqNum,
tfrag FragNum ;

Search for exact —|
{TA,SeqNum,FragNum}
match at non-empty |
cacheentries. |

ki= k+1

result:=
—1 (cache(k)lta=
taddr) and

and cache(k)}Hull

(false)

{cache(k)isn=tseq)
and
(cache(k)lin=trag)

(=tupleCacheSize)

del k CacheInde;%
dcl result Boolean ;

|
3152_b\SearchCache(1)
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Operator updateTupleCache

; fpar
| cache TupleCacheﬂ
| taddr MacAddr,
tseq SeqNum, |
tfrag FragNum,
tnow Time ; |
| retums TupleCache ;

dcl k, oldest Cachelnde:
dcl test Boolean ;
dclage Time;
dcltemp Tuple ;

L

3153_b\UpdateCache(1) !

[—1
age:= now,
ki= k+1 k=1,
oldest:= 1

—

temp:=
cache(k)

test:=(templta=
taddryand |—
{templsn=tseq)

e

(false)

age >
templtRx)

(false) [ (true)

If a match is found
with {TA,SegNum},
|update FragNum
and tRx for that
entry rather than
creating a new
|(redundant) entry.

(true)

oldest:= k, oldest:= k, -
age:=0 age:= tempRx oldast:=
else ‘ (=tupleCacheSize)
templfull:=true, ,aeag new eEy it no
temphta:=taddr, — — —|— — —'(I'A,SeqNum} match.
lemplsn:=tseq If possible, use empty
N

Ilocation, else replace
entry in least-recently
|updated location.

templfn:=tfrag,
templtRx:=tnow

R

cache(oldest):=
temp

cache
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Operator Crc32 3154_b\crc32(1)
I—;Tpar —[\ del k Integer ; B
| crcin Cre, | del new Bit ;
val Octet; del result Crc;
| retuns Cre; | del temp Bitstring ;
/* Bitstring with 1s at bit
positions with feedback
terms in CRC-32 polynomial */
| synonym feedback Bitstring =
$8(0,1,1,0,1,1,0,1) //
$8(1,0,1,1,1,0,0,0) //
k=0 $8(1,0,0,0,0,0,1,1) //
S8(0,0,1,0,0,0,0,0);

temp:=
bit_string ki= k+1
(ercin)

———

new:= val(k) xor
last{temp)

l

temp:=
mkstring(new)
/ head(temp)

(false) (true)

temp:=
temp xor
feedback

result:=
octet_string
(temp)

® result
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Operator keyLookup

I: fpar luadr MacAddr,

| kma KeyMapArray;|
kml Integer ;

[returns KeyMap ; |

uadr =

del k Integer := 15
del result KeyMap ;

(true)

(false)

| .
@Wf

lki= Tk + 1 '

IFleturn first KeyMap

result:= kma(lk) — 'element with correct

(false) (true)

resultimappedAddr:= luads,
resultlkeyOn:= faise,
resultiwepKey:= nullKey

|mappedaddr value.

[Return false ks_yOE

e a— -istatusandanuri

'wepkKey if the

end of the array
is reached with
|addr not found.

® result

3165_b\keyLookup(1)
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Operator getElem

I tpar N
| fr Frame,

id Elementld ;
frelums Frame;; |

D

del ing, n Integer ;
del info Frame ;

del k Integer:= sMscHerngﬁ

n:= length(fr)

ftype(fr)

3156_b\GetElem(1)

(asoc_req,
else (beacon, asoc_rsp,
(auth) (probe_req) probe_rsp) (reasoc_req) reaso_c_rsp)
k=k+6 k=k+0 ki=k+12 ki=k +10 ki=k +4
| Iz le ]
(false)
info:= null
(false)
Ing:= k=
info octetVal k + octetVal
(fr{k+1)} (frik+1)) + 2
info:=
substr
frk+2,]

info




Operator Qsearch

Tipar — 7 TN
| que SduQueue, 7] del k Integer ;
val MacAddr;

(false)

(false)

k=k+1 result:=k

(false)

result:= -1

e
~

result

3157_b\Qsearch(1)
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use macsorts ;

Package macmib 3201_b\StationConfig(7}
i— - N /" THIS SDL-92 RENDITION OF THE MAC MIB, PLUS PORTIONS OF THE PHY MIB, EXISTQ\
j TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z.105

SUPPORT IN THE SDL TOOL. HOWEVER, SOME OF THE COMMENTS INTERSPERSED
WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE
RELATIONSHIPS BETWEEN MIB ATTRIBUTES AND STATE MACHINE FUNCTIONS.

ALSO, THERE ARE CASES WHERE ATTRIBUTES IN THIS RENDITION DIFFER FROM THE|
ASN.1, AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS. */|

r STATION_CONFIG_GROUP  */ N
P
WARNING: aStationlD is not currently used in MAC state machines because, as defined, this attribute appears
to serve no useful purpose, nor be able to alter MAC behavior. The stated purpose of aStationlD is to allow renaming
of a station, overriding aMacAddress. However, a read-only attribute with value=aMacAddress, does not achieve this.
read-only; default=aMacAddress; declared in <nowhere>; used by <none>; */
remote aStationlD MacAddr nodelay ;
I
Maximum time in Kusec before a point coordinator must relinquish the medium. Only used by PCF option at APs.
read-write; default=100 [max=1000, not checked]; declared in MIB; used in <APM>Sync, [CTUPCF]; */
remote aMediumOccupancyLimit Kusec nodelay ;
I
True if station wakes up to receive every Beacon frame which contains a DTIM element.
read-write; default=true; declared in MiB; used in Synchronization; */
remote aReceiveDTIMs Boolean nodelay ;
I
|dentifies authentication algorithm used during most recent, successful authentication sequence.
Written by the MimeAuthenticate.Request handler in process Mime_Req_Rsp, but never read by the
MAC state machines, so the benefits of writing 1o this attribute from an external entity are unclear.
read-write; default=1 {different encoding than the Mime SAP AuthType}; declaredin MIB; used in Mime_Req_Rsp; !
remote aAuthenticationType AuthType nodelay ;
I* end of StationConfigGroup */

li AUTHENTICATION_ALGORITHMS_TABLE */ h
P
Table of the authentication algerithms supported by this station. Since this table is used solely to determine whether
a requested algorithm is supported, the ordering of entires is irrelevant to MAC operation. Therefore, this table is
declared as an SDL set, which enhances the readability of the authentication requester and responder descriptions.
NOTE: Do NOT put shared_key in this list if aPrivacyOptionimplemented=false.
read-only; default={open_system (=1), shared_key (=2)}; declaredin MIB; used in Mime_Req_Rsp; */
remote aAuthenticationAlgorithms AuthTypeSet nodelay |
/* end of AuthenticationAlgarithmsTable */

" DEFAULT_WEP_KEY_TABLE -- only if aPrivacyOptionimplemented = true ¥/
”
4-element vector of default WEP key values, correspoding to the 4 possible values in the keyld field (0:3).
WARNING: The ASN.1 keys are Octetstring Size(8), whereas key length is specified in 8.2.3 as 40 bits (5 octets).
ALSO, to achieve privacy, WEP KEYS MUST BE WRITE-ONLY, not read-write as in the ASN.1.
write-only; default=null; declared in MIB; used in Encrypt, Decrypt; *f
\remote aDefaultWepKeys KeyVector nodelay ; /* name changed to plural because the attribute holds 4 keys Vi
/* end of DefaultWepKeyTable */
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use macsorts ;

Package macmib 3202_b\Privacy(7)
|_ - N /* THIS SDL-82 RENDITION OF THE MAC MIB, PLUS PORTIONS OF THE PHY MIB, EXISTE
7 TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z.105
l_ . SUPPORT IN THE SDL TOOL. HOWEVER, SOME OF THE COMMENTS INTERSPERSED
T WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE

RELATIONSHIPS BETWEEN MIB ATTRIBUTES AND STATE MACHINE FUNCTIONS.
ALSO, THERE ARE CASES WHERE DATA TYPES IN THIS RENDITION DIFFER FROM THE
ASN.1, AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS. '.l’[

I WEP_KEY_MAPPING_TABLE -- only if aPrivacyOptionimplemented=true "/ H

’
Array of KeyMap entries, each of which is (mappedAddr MacAddr, keyOn Boolean, wepKey Octetstring),
aWepKeyMappingLangth defines the number of entries. Conceptually array elements are (keyOn, wepKey), indexed
by MAC address, but the formal description adds mappedAddr to each element, and defines procedure keyLookup
to search the array, This is because octets in MAC addresses have no magnitude significance, so using MacAddr
as an array index implies the existence of arithmetic properties unigue to 802.11 MAC addresses. Also, the small
required size this array indicates a clear intention that this be a sparse mapping from the MAC address space.
WARNING: The ASN.1 is incorrect, mapping addresses to default key index values, and allowing read-write access.|

write-only; default entries (nullAddr, false, null); declared in MIB: used in Encrypt, Decrypt, KeyLookup; */
remote aWepKeyMapping KeyMapArray nodelay ;
”

Number of entries in aWepKeyMapping array at this station.
Actual length of key map array (10 is the minimum per 8.3.2). WARNING: This attribute is not in the ASN.1 MIB.
read-only; default=10; declared package macsorts; used in Encrypt, Decrypt; */
synonym aWepKeyMappingl.ength Integer = package macsorts sWepKeyMappingLength ;
| end of WepKeyMappingTable */

.-" PRIVACY_GROUP -- only first attribute needed if aPrivacyOptionimplemented=false  */ B
.
A slatic indicator of whether the privacy option (WEP and shared key authentication) is implemented at the station.
This attribute is true if the privacy option is implemented, default=false because privacy is optional.
read-only; defaull=false; declared here; used by Filter_Mpdu, Prepare_Mpdu, Mime_Req_Rsp; */
synonym aPrivacyOptionimplemented Boolean =true ; /* turned on here for testing of WEP option */
I

True to turn on WEP encryption, false to turn off WEP encryption.
read-write; default=false; declaredin MiB: used in Filter_Mpdu, Prepare_Mpdu, Mime_Req_Rsp, Sync; */
remote aPrivacylnvoked Boolean nodelay ;
/-

Selects an element of aDefaultWepKeys far encrypting frames to stations far which there is no defined key
mapping. NOTE: The KeylndexRange here is 1:4, vs, 0:4 in 8.3.2 and the ASN.1 MIB. At one time WEP was turmned
off by aWepDefault=0, now done by aPrivacylnvoked=false. There is no need for two WEP anfoff mechanisms, so
the so the state machines use aPrivacylnvoked, which simplifies converting KeyindexRange to/from keyld values.
read-write; defaull=1; declared in MIB; used in Encrypt; */
remote aWepDefaull Keyindex nodelay ;
”
True to block aceeptance of data frames sent without WEP. Falac to accept unencrypted data frames.
read-write; default=false; declared in MIB; used in Filter_Mpdu, Synchronization; */
remote aExcludeUnencrypted Boolean nodelay ;
1
Count of received WEP frames with acceptable address and CRC values, that are rejected due to ICV errors. |
read-only; default=<counts up from 0>; declared in Filter _MPDU; used in MIB (MimeGet response); */
ternole alevErrorCount Counter32 nodelay ;
/* end of PrivacyGroup */
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Package macmib

/* THIS SDL-92 RENDITION OF THE MAC MIB, PLUS PORTIONS OF THE PHY MIB, EXIST
] TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z.105
SUPPORT IN THE SDL TOOL. HOWEVER, SOME OF THE COMMENTS INTERSPERSED
WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE
RELATIONSHIPS BETWEEN MIB ATTRIBUTES AND STATE MACHINE FUNCTIONS. |
ALSO, THERE ARE CASES WHERE DATA TYPES IN THIS RENDITION DIFFER FROM THE
ASN.1, AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS. */

'd OPERATION_GROUP  */ h
RTS/CTS handshake not performed prior to transmitting and Mpdu or Mmpdu if length(pdu) <= aRtsThreshold.
read-write; default=3000; declared in MIB; used in Prepare_Mpdu, Transmit_Control; */
remote aRtsThreshold Integer nodelay ;
I
The maximum number of retansmission attempts for an Mpdu or Mmpdu whose length(pdu) <= aRtsThreshold.
read-write; default=7; declaredin MIB; used in Prepare_Mpdu, PM_Filter, Transmit_Control; */
remote aShortRetryLimit Integer nodelay ;

The maximum number of retansmission attempts for an Mpdu or Mmpdu whose length(pdu) > aRtsThreshold.
read-write; default=4; declared in MIB; used in Prepare_Mpdu, PM_Filter, Transmit_Control; */
remote alongRetrylLimit Integer nodelay ;

The maximum number of octets in any Mpdu or Mmpdu delivered to the PRY. Fragmentation is required if
length(macHeader // {addrd} // {IV} // payload // {ICV} // crc) > aFragmentationThreshold.
read-write; default=2346 [min=256, not checked]; declared in MIB; used in Prepare_Mpdu, Tx_Ctl; */
remote aFragmentationThreshold Integer nodelay |
I
Time in Kmicroseconds between the initial attempt to transmit an Msdu, Mmpdu, or fragment thereof
and termination of transmission attempts with MaUnitdatastatus.indication of ‘undeliverable' to LLC.
read-write; default=512; declared in MIB; used in PM_Filter, Transmit_Control; */
remote aMaxTransmitMsduLifetime Kusec nodelay ;
P
This is the unique, 48-bit, individual address assigned to this station at the time of manufacture.
read-only; <each station address is unique>; declared here; used <almost everywhere>; */
synonym aMacAddr MacAddr = S6(0x00,0x11,0x22,0x33,0x44,0x55) ;  /* must have exactly 6 octets */
I

Strings include, at least, the name of the manufacturer and an identifier unique to the manufacturer. */
synonym aManufacturerld Charstring = 'name of manufacturer {etc.}’ ;
synonym aProductld Charstring = 'identifier unique to manufacturer {etc.}’ ;
I
Time in Kmicroseconds between the receipt of the first fragment of an Msdu or Mmpdu and termination
of reassembly attempts and reclaiming of the buffers occupied by any received fragments.
read-write [read-only in ASN.1); default=512; declared in MIB; used in Reassembly; */
remote aMaxReceiveLifetime Kusec nodelay ;
I* end of OperationGroup */

/*  GROUP_ADDRESSES_TABLE */
I
Table of the group addresses to be accepted in frames received by this station. Since this table is used solely to
determine whether a given group address is to be received, the ordering of entires is irrelevant to MAC operation.

Therefore, this table is declared as a subtype of an SDL set, which enhances the readability of the receive filtering!

description. The subtype of set defines a modified 'in' operator which returns true for the broadcast address as
well as for successful membership tests.
read-write; default=null; declared in MIB; used in Filter_MPDU; ~/
remote aGroupAddresses MacAddrSet nodelay ;

I* end of GroupAddressesTable */

3203_bWacOperation(7)
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use macsorts | I

Package macmib 3204_b\Counters(7)
[_ - TN {* THIS SDL-92 RENDITION OF THE MAC MIB, PLUS PORTIONS OF THE PHY MIB, EXISTS,
=] TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z.105
|_ e o SUPPORT IN THE SDL TOOL. HOWEVER, SOME OF THE COMMENTS INTERSPERSED
WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE

RELATIONSHIPS BETWEEN MIB ATTRIBUTES AND STATE MACHINE FUNCTIONS.
ALSO, THERE ARE CASES WHERE DATA TYPES IN THIS RENDITION DIFFER FROM THE
ASN.1, AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS. */.

s COUNTERS_GROUP ¥/ A
o
Count of Mpdus and Mmpdus successtully delivered (acknowledged or sent to a group address).
This access and location information applies to the first 8 counters {through aAckFailureCount);
read-only; default=<counts up from 0>; declared in Tx_Control; used in MIB (MImeGet.confirm); */
remolte aTransmittedFragmentCount Counter32 nodelay ;
/*
Count of Mpdus and Mmpdus transmitted with a group address in the addr1 field. */
remote aMulticastTransmittedFrameCount Counter32 nodelay ;
I
Count of transmit attempts abandoned due to reaching either aShortRetryLimit or aLongRetryLimit. */
remote aFailedCount Counter32 nodelay ;
I
Count of Mpdus and Mmpdus successfully delivered (acknowledged) when transmitted with RetryBit=1. */
remote aRetryCount Counter32 nodelay ;
/.
Count of Mpdus and Mmpdus successfully delivered (acknowledged) after more than 1 retransmission attempt. */
remote aMultipleRetryCount Counter32 nodelay ;
"
Count of instances when a CTS frame is received in response to transmission of an RTS frame. */
remote aRtsSuccessCount Counter32 nodelay ;
/e
Count of instances when a CTS frame is not received in response to transmission of an RTS frame. */
remote aRtsFailureCount Counter32 nodelay ;
I
Count of instances when neither an ACK frame, nor a CF-Ack indication (during the contention free period)
is received in response to transmission of a unicast Data-type frame. */
remote aAckFailureCount Counter32 nodelay ;
”
Count of Mpdus and Mmpdus received successfully. Success requires protVer=0, addri=aMacAddress
or an acceptable group address plus correct BSSID in addr3 (addr2 if FromDS=0), length within Mpdu size
limits, and valid CRC. Sequence, WEP, and reassembly are not considered, so this count includes pdus
subsequently discarded as duplicates, ICV failures, or fragments of Msdus exceeding aMaxReceivelifetime.
This accessflocation information applies to all remaining counters except aFcsEmorCount:
read-only; default=<counts up from 0>; declared in Filter_MPDU: used in MIB (MimeGet response); */ |
remote aReceivedFrameCount Counter32 nodelay ;
I

Count of Mpdus and Mmpdus with a group address in the addr1 field received successlully. See discussion
under aReceivedFrameCount regarding other (non-address) criteria lor successiul reception. */
remote aMulticastReceivedFrameCount Counter32 nodelay ;
”
Caunt of receptions that failed dus to detoation of a CRC error.
read-only; default=<counts up from 0>; declared in Validate_MPDU; used in MIB (MimeGet response); /
remote aFcsErrorCount Counter32 nodelay ;
S
Count of Mpdus and Mmpdus with the RetryBit=1 received successfully, then discarded as a duplicated frame. */
remote aFrameDuplicateCount Counter32 nodelay ;
/" end of Counterstiroup */ |
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Package macmib 3205_b\PhyOperation1(7)

SUPPORT IN THE SDL TOOL. HOWEVER, SOME OF THE COMMENTS INTERSPERSED
WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE
RELATIONSHIPS BETWEEN MIB ATTRIBUTES AND STATE MACHINE FUNCTIONS.

ALSO, THERE ARE CASES WHERE DATA TYPES IN THIS RENDITION DIFFER FROM THE
ASN.1, AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS. */|

TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z.105 _l

|
| | N 1! THIS SDL-92 RENDITION OF THE MAC MIB, PLUS PORTIONS OF THE PHY MIB, EXISTS,
|

" PHY_OPERATION_GROUP --part 1 of 2 */ I
" |
[ identifies the type of PHY {FHSS 2,4GHz=01, DSSS 2.4GH2=02, IR baseband=03}.
read-only; defaull=<identifies type of PHY physically present>; used in Syne, Transmit_Control; */
| synonym aPHYType Integer=01; /" 01 for FH PHY used here to exercise FH-specific MAC functions */
I

Identifies regulatory domain the current instance of the PMD is suporting.
read-write; default=<implementation dependent>; used in <none>; */
remote aCurrentRegDomain Integer nodelay ;

Slot time in microseconds (static, PHY-dependent value). The slot time is the time which separates
SIFS from PIFS and PIFS from DIFS. Also, the backoff time is decremented in units of slot time.
read-only; default=<PHY-dependent>; used in Filter_MPDU, Channel_State, Backoff, */
synenym aSlotTime package macsorts Usec = (aCcaTime + aRxTxTurnaroundTime + aAirPropagationTime + aMacPrcTime) ;
I

Time for CCA mechanism to assess the medium during each slot.
read-only; default={27 for FH, 15 for DS, 5 for IR}, used in aSlotTime equation; */
\synonym aCcaTime Usec=27; /" this value is for the FH PHY */
I
Maximum time in microseconds for the PHY to change from receiving to the start of transmitting
the first symbol (static, PHY-dependent value).
read-only; defaull=<PHY-dependent>; used in Validate_MPDU, Channel_State; */
synonym aRxTxTumaroundTime Usec = (aTxPlcpDelay + aRxTxSwitchTime + aTxRampOnTime + aTxRfDelay) ;
I

Nominal time in microseconds for PLCP to deliver a symbol from the MAC interface to the PMD.
read-only; default={1 for FH, impl. dep. for DS, 60 | 40 for IR}, used in aRxTxTumaroundTime eqn; */
synonym aTxPicpDelay Usec =1; /* this value is for the FH PHY */
”

Nominal time in microseconds which the PMD takes to switch from receive to transmit.
read-only; default={10 for FH, 5 for DS, 0 for IR}; used in aRxTxTurnaroundTime equation; */
synonym aRxTxSwitchTime Usec =10; /* this value is for the FH PHY */
I
Maximum time in microseconds for the PMD to turn the transmitter on.
read-only; default=(8 for FH, impl. dep. for DS, 0 for IR}; used in aRxTxTurnaroundTime equation; */
lsynonym aTxRampOnTime Usec=8; /*this value is for the FH PHY */
I

Nominal time in microseconds between issuance of PmdData.request and the start of the corresponding
symbol at the air interface. Start of a symbol is defined to be 1/2 symbol period prior to center of the
symbol for FH, 1/2 chip period prior to the center of the first chip of the symbol for DS, or 1/2 PPM-slot
time prior to the center of the corresponding PPM-slot for IR.

read-only; default=(1 for FH, impl. dep for DS, 1 for IR}; used in aRxTxTurnaroundTime equation; */
|synonym aTxRiDelay Usec=1; /* this value is for the FH PHY */

I

Time in microseconds for the MAC+PHY to receive the last symbol of a frame at the air interface, process
the frame, and respond with the first symbol on the air interface of the earliest possible response frame.
read-only; default=<PHY-dependent>; used in Channel_State, Backoff; */
synonym aSifsTime Usec = (aRxRiDelay + aRxPlcheIay + aMacPrcTime + aRxTxTurnaroundTime) ;
/* end of Part 1, PhyOperationGroup continues . .. */
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| N /" THIS SDL-92 RENDITION OF THE MAC MIB, PLUS PORTIONS OF THE PHY MIB, EXIST
- TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z.105
SUPPORT IN THE SDL TOOL. HOWEVER, SOME OF THE COMMENTS INTERSPERSED
WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE
RELATIONSHIPS BETWEEN MIB ATTRIBUTES AND STATE MACHINE FUNCTIONS.,

ALSO, THERE ARE CASES WHERE DATA TYPES IN THIS RENDITION DIFFER FROM THE.
ASN.1, AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS, |

3206_b\PhyOperation2(7)

I PHY_OPERATION_GROUP -- part20f2 ¥/ ] h
” i
Nominal time in microseconds between the end of a symbol at the air interface and the issuance
of a PdmData.indicate to the PLCP. End of a symbol is defined to be 1/2 symbol period after the
center of the symbol for FH, 1/2 chip period after the center of the last chip of the symbol for DS,
or 1/2 PPM-slot time after the center of the corresponding PPM-slot for IR.
read-only; default={4 for FH, impl. dep. for DS, 4 for IR); used in aSifsTime equation; */
synonym aRxRiDelay Usec=4; /- this value is for the FH PHY */
I3

Nominal time in microseconds for the PLCP to deliver a bit from PMD receiver to the MAC interface.
read-only; defaull={2 for FH, impl. dep. for DS, 1 for IR}; used in aSifsTime equation; */
synonym aRxPicpDelay Usec =2; /* this value is for the FH PHY */
I

Nominal time in microseconds for the MAC to process the end of reception of a frame, and to decide
whether to respond to the received frame.
read-only; default=(2, by definition, uniform for all PHYs}); used in aSifsTime equation; */
synonym aMacPrcTime Usec=2; /* this value is uniform for all PHYs ¥/
IS
Nominal time in microseconds for the PMD to tum the transmit power amplifier off.
read-only; default={8 for FH, impl. dep. for DS, 0 for IR}; used in <not used>; */
synonym aTxRampOffTime Usec=8; /*this value is for the FH PHY ¥/
I

Lengths of the PHY preamble and PHY PLCP header in bits.
read-only, default={96,32 for FH, 144,48 for DS, unspecified for IR}; used in Filter_MPDU; */
synonym aPreambleLength Integer =96 ; /* this value is for the FH PHY ¥/
synanym aPlcpHdrLength Integer =32 ; /* this value is for the FH PHY ¥/
1

The overhead (in bits) added by the PHY 1o the Mpdu for transmision through the wireless medium.
WARNING: aMpduDurationFactor is specified to be Integer32, but the FH PHY uses a default
value of 1.03125. Temporarily, the data type s declared as Real. For SNMPv2, this attribute could
be an Integerd2 which holds the Integral part of (MpduDurationFactor * 1e9).
read-only; default=(1.03125 for FH, 1.0 for DS, 1.0 for IR}; used in Filter_MPDU, Tx_Contral; */
synonym aMpduDurationFactor Real = 103125 ; /* this value s for the FH PHY */
I

The anticipated time for a transmitted signal to traverse the wireless medium to the receiving station.
read-only; default={1, by definition, uniform for all PHYs}; used in aSiotTime equation; */
synonym aAirPropagationTime Usec=1; /*this value is uniform for all PHYs */
I

Identifies the operating temperature range specified for the PHY {commercial 0:+40 degC=01,
industrial -20:+55 degC=02, extended_industrial -30:+70 degC=03}.
read-only; default=<code for temp range of PHY physically present>; used in <not useds; */
synonym aTempType Integer = 01; /* this value is for the commercial temperature range */
I

Maximum and minimum sizes of the contention window, in units of aSlotTime.
read-only; default={1023,15 for FH, 1023,31 for DS, 1023,63 for IR}; used in Tx_Control; */
synonym aCWmax Integer = 1023 ; /* this value is for the FH PHY */
synonym aCWmin Integer = 15; /* this value is for the FH PHY */

/* end of Part 2, end of PhyOperationGroup */

PhyAntennaGroup, PhyTxPowerGroup, PhyDsssGroup, PhyStalusGruu;:'
PhyPowerSavingGroup, RegDomainsSupport, AntennasList. */

/* MAC state machines currently do not reference any attributes in: ﬁ
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Package macmib

l

3207_b\PhyRate(7)

/* THIS SDL-92 RENDITION OF THE MAC MIB, PLUS PORTIONS OF THE PHY MIB, EXISTS

{syntype RateVal = Integer constants 0:255 endsyntype rateVal ;

1 TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z.105
SUPPORT IN THE SDL TOOL. HOWEVER, SOME OF THE COMMENTS INTERSPERSED
WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE
RELATIONSHIPS BETWEEN MIB ATTRIBUTES AND STATE MACHINE FUNCTIONS.

ALSO, THERE ARE CASES WHERE DATA TYPES IN THIS RENDITION DIFFER FROM THE|
ASN.1, AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS. “/|

I PHY_RATE_GROUP ¥ B'
.
Define unsigned byte integer subtype and string thereof for SupportedRates lists. */ |

newtype RateString string(RateVal,noRates) endnewlype RateString ;
I
Null-terminated string of (8-bit) integers representing available PHY tx data rates in units of 100Kb/s,
read-only [read-write in ASN.1]; default=<PHY dep., includes 10>; used in Transmit_Control; */
synonym aSupportedRatesTx Ratestring = mkstring(10) / mkstring(0) ; / this value for the FH PHY */
I

Null-terminated string of (8-bit) integers representing available PHY rx data rates in units of 100Kb/s.

read-only {read-write in ASN.1]; default=<PHY dep., includes 10>; used in <not used>; */ |

synonym aSupportedRatesAx Ratestring = mkstring(10) / mkstring(0) ; /* this value for the FH PHY */
I

The maximum numnber of octets in an MPDU which can be conveyed in a single PLCP PDU.
read-only [read-write in ASN.1]; default=(4095-FH, 8191-DS, 2500-IR}; used in Prepare_Mpdu; */
synonym aMpduMaxLength Integer = 4095 ; /* this value for the FH PHY */
I

The recommended maximum number of octets in an MPDU conveyed in a single PLCP PDU.
NOTE: Listed as read-only in ASN.1 and old clause 13, but no static value given, so probably should be read-write.
ANOTHER NOTE: The name of this attribute is redundant and inconsistent with previous attribute.
read-only; default={not specfied}; used in <not used> */
synonym aPre/MaxMpduFragmentLength Integer = aMpduMaxLength ;
I* end of PhyRateGroup */

lrernote aCurrentindex integer nodelay ;

L PHY_FHSS_GROUP  */
/* Time in nanoseconds(? s/b usec per 14.8.2) for PMD to change from channel 2 to channel 807
read-only; default=224; used in Transmit_Control; */
synanym aHopTime Usec = 224 ;
/* Channel number currently set for the frequency synthesizer
read-write; default <none, controlled by MAC> {range 2:80}; used in Transmit_Control; */
remote aCurrentChannelNumber Integer nodelay ;
/* Maximum time in ms (? s/b Kusec) the transmitter is permitted to operate on a single channel.
read-only; default=390 (for FCC); used in Synchronization; */
synonym aMaxDwellTime Kusec =390 ;
/* Time in ms (? s/b Kusec) the transmitter currently operates on a single channel.
read-write; default=20; used in Synchronization; */
remote aCurrentDwellTime Integer nodelay ;
/* Currently selected set of hop patterns.
read-write; default=0 ?? {range 1:3}; used in Transmit_Control; */
remote aCurrentSet Integer nodelay ;
/* Currently selected pattern within current set.
read-write; default=<varies with regulatory domain>; used in Transmit_Control; */
remote aCurrentPattem Integer nodelay ;
/* Currently selected index into current pattern within current set. )
read-write; gdefault=<varies with regulatory domain>; used in Transmit_Control; */

/" end of PhyFhssGroup */
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