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- -
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1- -- --' 
MmCmd(CtICmd,lntstring), 
MmCmdAck(Boolean,lntstring), 
MmConfirm(Frame,TxResult), 

signal D MmDone(TxResult), 
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MaUnitdata.request(MacAddr,MacAddr, PduConfirm(FragSdu,TxResult), 
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(MacAddr,AulhType), PhyTxEnd.confirm, 
MlmeAulhenticale.requesl PhyTxEnd.requesl, 

(MacAddr,AulhType, Natural), PhyTxStart.confirm, 
MlmeDeauthenticate.confirm PhyTxStart.requesl(Natural), 

(MacAddr,Success), PlmeGel.confirm(MibStalus, 
MlmeDeaulhenticate.indicate(MacAddr), MibAtrib,MibValue), 
MlmeDeauthenlicale.request(MacAddr), PlmeGet.requesl(MibAtrib), 
MlmeDisassociate.confirm(Success), PlmeReset.confirm(Success), 
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MlmeJoin.requesl(BssDscr), Pslnquiry(MacAddr,PsMode), 
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(MacAddr), AP only" Rxlndicate(Frame,Time,Time,Duration), 
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MlmeScan.requesl(BssTypeSet,MacAddr, TBTT(Duration,Duration, 
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Natural,Natural) ; 



luse macsorts ~ 
luse macm,b ; I 

System Station 

1 

1_-

-l\ 
I 

signaJliSI 
MimeRequestSignaJs= 

MlmeAssociate.request, 
MlmeAuthenticate.request, 
MlmeDeauthenticate.request, 
MlmeDisassociate.request, 
MlmeGet.request, 
MlmeJoin.request, 
MlmePowermgt.request, 
MlmeReassociate.request, 
MlmeReset.request, 
MlmeScan.request, 
MlmeSet.request, 
MlmeStart.request ; 

sigl1allls t 
SmtRequestSignals= 

MlmeAssociale.requesl. 
MlmeAuthenticate.request, 
MlmeDeauthenticate.request, 
MlmeDisassociate.request, 
MlmeJoin.request, 
MlmeReassociate.request, 
MlmeScan.request, 
MlmeStart.requesl ; 

signaliist ,~ 
PhyTxRequestSignals= 

PhyTxSlart.requesl. 
PhyTxEnd.request, 
PhyData.requesi ; 

signallist ,_Ij 
PlmeRequestSignalS" 

PlmeGet.request, 
PlmeSet.request, 
PlmeReset.requesl ; 

signallist 
MlmeConfirmSignals= 

MlmeAssociate.confirm, 
MlmeAuthenticate.confirm, 
MlmeDeauthenticate.confirm, 
MlmeDisassociate.confirm, 
MlmeGet.confirm, 
MlmeJoin.confirm, 
MlmePowermgt.confirm, 
MlmeReassociate.confirm, 
MlmeReset.confirm, 
MlmeScan.confirm, 
MlmeSet.confirm, 
MlmeStart.confirm ; 

slgna111st 
SmtConfirmSignals= 

MlmeAssociate.confirm, 
MlmeAuthenticate.confirm, 
MlmeDes.ulhemicSla.confi rm, 
MlmeDisassociate.confirm, 
MlmeJoin.confirm, 
MlmeReassociate.confirm, 
MlmeScan.confirm, 
MlmeStart.confirm ; 

signallist r~ 
PhyTxConlirmSlgnaJs~ 

PhyTxStart.confirm, 
PhyTxEnd.confirm, 
PhyData.conflrm ; 

signallist 1\ 
PlmeCon nrmSi9nal~ 

PlmeGet.confirm, 
PlmeSet.confirm, 
PlmeReset.confirm ; 

5 

slgnaliisl 
MlmelndicateSignals= 

MlmeAuthenticala.indicate, 
MlmeDeaulhenticate.indicate, 
MlmeDisassociate.indicate ; 

r The signals named below are 
only generated at APs: 
MlmeAssociate.indicate, 
MlmeReassociate.indicate ./ 

srgnalirsl 
SmtJndicateSignaJs= 

MlmeAuthenticate.indicate, 
MlmeDeauthenticate.indicate , 
MlmeDisassociate.indicate ; 

I' The signals named below are 
only generated at APs: 
MlmeAssociate.indicate, 
MlmeReassociate.indicate ./ 

signallist 
PhyRxSignals= 

PhyRxStart.indicate, 
PhyRxEnd.indicate, 
PhyData.indicate, 
PhyCca.indicate, 
PhyCcs·rsl.confirm : 

t _ 
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Block MAC_Data_Service [M'"··7'~";-;,"1 11_MD_1b(1) 

- --1\ 
I I 
I ___ ~ 

ToLLC FromLLC 

IIMaUnltdata.requesQ 

/ '\ / '\ 

MSDU_to_LLC MSDU_from:...LLC 
(1,1) (1,1) 

" / " ~ Msdulndicate ] ~ MsduConfirm ] 

RxMsdu TxMsdu 

II MSdUReQUest] 

RSDU TSDU 



Process MSDU_to_LLC 

- --1\ 
1 

I 
1- - - ~ 

Remove MAC headerl 
from beginning 01 I L MSDU to obtain the 
LLC data octet strinJ!:j 

Reception status 1 
always successful I 
because any error 
would prevent the 1 
Msdulndicate 
from reaching 1 
_thispr~s~ 

~ 

C) 
J 

( To_LLC 

I 

I~Sdu lndica)l<, 
(sdu,period) 

I 
I da:= addr1 (sdu) I 

I 
sa:= il frDs(sdu)=1 

then addr3(sdu) 
else addr2(sdu) Ii 

I 
serv:= 

il orderBit(sdu)=1 
then strictiyOrdered 
else reorderable Ii 

I 
LLCdata:= substr 

(sdu, sMacHdrLng, 
length(sdu)·sMacHdrLng) 

I 
MaUnitdata._ 
indJC8lion(sa ,da,n~ 
LLCdata, success' 
pertod, serv) 

J/ 

d¢l LLCdata OctetSlrinQ:':s 
del period CIPriortty; 
del sa, da MacAddr; 
dcl sdu Frame; 
del serv ServiceClass ; 

l r1 , 
I_,x, 

~. ,.. ~l ,t 
v(., 

111to_1b(1) 
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r-----------------------------------------------------------------------~ 

, l\ 
I 

'----

'. 

route, LLCdata, 
period, serv) 

(null_rt) 

(sa, da, status, 
period, serv) 

TxR-;;;ult7epo~ reaso;;;j 
for failure, including In 
noBss, noAuth, noAssoc, 
retryLimit, txLifeTimeout; I I 
However, the only status 
code for Tx failure in I I 

~'12is~nd~ve~IS I 

Ir.:-_-

~
l lf BSS has no 
poInt coordinator. 
inlorm LLC, 

Ichange priority 
to contention, 

land send MSDU. --- -

(sa,da,unavail_ 
ablePriority. 
period,serv) 

(J 

112IUb(1) 

imported mlbss Boolean; 
imported mPcAvail Boolean ; 
Imported mPsm PwrSave ; 

dd LLCdata Octet string 
dcl period CfPriority ; 
dcl result TxResult ; 
dcl route Routing; 
dcl sa, da MacAddr ; 
dcl sdu Frame ; 
del serv ServiceClass ; 
del status TxStatus ; 

then successful 
else undeliverable 
fr 

thell strictlyOrdered 
else reorderable 
Ii 

then addr3(sdu) 
else addr1 (sdu) 
fi 

(addr2(sdu), 
da, status, 
period, serv) 

IBuild fra;;; with 24-oct-;­
ri, MAC header and LLCdata: 

ftype:= data 
I I addr1:= da 

addr2:= aMacAddress 
I I (sa parameter not used) 

addr3:= mBssld 
I ' <other header field~ :=..£. 
I 

import(mBssld) . 
LLCdata) 



Block MAC_Managemenl_Service 

This bJockis ;-1 / 
summary of 1 -
MIB access MIB(l,l) 
and update. 1 
MIB attributes 
are defined I 
in ASN.l code. 
-- - ~ 

[
MlmeGet.confirm, 
MlmeSet.confirm 

GetSet 

MlmeGel,reqUest.] 
MlmeSel.request 

'~ 12_MM_lb(1) 

MlmeAssociate.indicaJe, 
MlmeA'ulhenticate.lndicate, 
MlmeDeauthenlicate.indicate, 

ReqConf MlmeOiSllSSOCiate.indlcate.j 
~meReassociate.indicate 

Indicate 

.,j... I ResetMAC] 

MlmeAssociate.confirm, 
MlmeAuthenticate.confirm, 
MlmeOeauthenticate.confirm, 
MlmeOisassociate.confirm, 
MlmeJoin.confirm, 
MlmePowermgt.confirm, 
MlmeReassociate.confirm, 
MlmeReset.confirm, 
MlmeScan.confirm, 
MlmeStart.confirm 

mR 

MlmeAssociale.request, 
MlmeAuthenticate.request, 
MlmeOeauthenticate.request, 
MlmeDisassociate.request, 
MlmeJoin.request, 
MlmePowermgt.request, 
MlmeReassociate.request, 
MlmeReset.request, 
MlmeScan.request, I, 

MlmeStart.request ... 

[This bJockhandles 
iii requests sequentially. 

I 
Start, join, powermgt, 

Iscan, re/dis/asSociate 
I and deaulhenticate 

Imust be sequeniial. 
I Authenticate allows 

Ithe possibility of 
I ImUlliPle requesls 

outstanding. To do 
I I this. Mlme_Req_Rsp 

I 
\Yould need to cache 

Ichallenge lext and 
I match responses 10 

Icutslanding request-=-

j 

/ 
~----''\ / /..--'-----, 

V 

_ SMT _Requests 
(1,1) 

SMT _Indications 
(1,1) 

" " MlmeAssociate.confirm, 
MlmeAuthenticate.confirm, 
MlmeDeauthenticate.confirm, 
MlmeDisassociate.confirm , 
MlmeJoin.confirm, 
MlmeReassociate.confirm, 
MlmeScan.confirm, 
MlmeStart.confirm 

MlmeAssociate.request, 
MlmeAuthenticate.request, 
MlmeDeauthenticate.request, 
MlmeDisassociate.request, 
MlmeJoin.request, 
MlmeReassociate.request, 
MlmeScan.request, 
MlmeStart.request, 
ResetMAC 

/ 

MlmeAssociate._ 
indicate, 

MlmeAuthenticate._ 
indicate, 

MlmeDeauthenticate._ 
indicate, 

MlmeDisassociate._ 
indicate, 

MlmeReassociate._ 
indicate 

mgtS FromMgl 

MMGT 



Process MIB 

1 l\ 
I 1- __ -' 

r Import of {Read-Only} MIB attribute 
values exported from other processes 'I 

imported aAckFailureCount, aFailedCount, 
aFcsErrorCount, aFrameDuplicateCount, 
aMulticastReceivedFrameCount, 
aMulticastTransmittedFrameCount, 
aMultipleRetryCount, 
aReceivedFrameCount, aRetryCount, 
aRtsFailureCount, aRtsSuccessCount, 
aTransmlttedFragmentCount, 
alcvErrorCount Counler32: 

r Declarations of internal MAC variables 
(updated from multiple sources using mSet) 

del exported 
mBssld MacAddr:= nullAddr, 
mlbss Boolean:= false, 
mSsld Octetstring:= null : 

/0 

o 

mSet is used ~ dol 
MIB updates from In 
other processes. 
The attribute namel 1 
is assumed to be 
valid and there is I I 
~o confirm signa!:..... I 

r Declarations of MIB attributes exported from this process 'I 
r Read-Write attributes 'I 

del exported aAuthenticationType Integer:= 1, 
aExcludeUnencrypted Boolean:= false, 
aFragmentationThreshold Integer:= 2346, 
aGroupAddresses MacAddrSet:= empty, 
aLongRetryLimit Integer:= 4, 
aMaxReceiveLifetime Kusec:= 512. 
aMaxTransmitMsduUfetime Kusec:= 512, 
aMediumOccupancyLimit Kusec:= 100. 
aPrivacylnvoked Boolean:= false, 
aReceiveDTIMs Boolean:= true, 
aRtsThreshold Integer:= 3000, 
aShortRetryLimit Integer:= 7, 
aWepDefault Keylndex:= 1, 
aCurrentChannelNumber tnteger, 
aCurrentDwellTlme Kusec:= 390, 
aCurrentSet Integer, 
aCurrentPattem Integer, 
aCurrentlndex Integer; 

r Read-Only attributes 'I 
del exported aAuthenticationAlgorithm~ 

AuthAlgSel:= (open_system or shared_key) ; 
r Write-Only attributes 'I 

dcl exported aDefaultWepKeys KeyVector : 

96/162 
121mib1b(1) 

dol exported aWepKeyMapping KeyMapArray:= (. nullAddr, false, null .j : 



Process SMT _Requests 

---l\ 
1 I 
1- __ -' 

del exported mActingAsAp Boolean:= false; 
del exported listen as mUstenlnt Natural:= 1 ; 

del alg AuthType 
del bss BssDscr ; 
del bssSet dcl exported psm as mPsm PwrSave:= sta_active ; 

Imported mlbss Boolean ; 

newtype SmtRqState 
literals idle, bss, ibss, ap ; 
endnewtype SmtRqState ; 

1 Reject Authenticate 
and Deauthenticate, 
~ow Start if idle _ 

IAllow Associate 
and Reassociate 

pf joined bss. - - -

1/ 

BssDscrSet ; 
dcl cf CfPanms; 
dcf chlist, 

chtime Natstring ; 
dcl n Natural; 
dcl ok Success : 

IAllow Authenticate 
and Deauthenticate, 
' reject Start if ~id!=:. 

Reset andpower I 
management 
always ac~ted.1 

ResetMAC is-I 
propagated to 1-
all proc. with 
~Itiple state~ L-_-----, __ ---J 

122req1 b(2) 

del ph PhyParms ; 
dcl rqState 

SmtRqState:= idle; 
del scan SeanType; 
del ss Octetstring ; 
del sta MaeAddr; 
del btype BssType; 
del typeSet 

BssTypeSet : 



Process SMT _Requests 

---l\ 
I I 
1- __ -' 

(true) 

I Reject Join 
and Scan at 
lactive AP. --- -

1 ~s;J;;;essyn~ 
j wilh old BSS 

retained during 
Iioin~mpt. 

(false) 

---I Allow Join 
and Scan if 

I~AP. __ 

Sav';;;-e;(request) I 
signals while awaiting I-I 
r~o~ f~ SMT:.-

(ibss) 

G 

Disassociate - I 
allowed at AP II and sta in bss. -- - -

Return to the -I 
state prior to I 
Wait_SM~ 

(bss) 

G 
, 

c:J 
Disassociate -I 
rejected if 
idle in ibss. 
- ---

9 6/ 162 

122req2b(2) 

(ap) 

1 

I 
I 
I 
1 

I 
I 

J 



Process SMT _Indications 

---1\ 
1 I L __ -, 

IThiS state machine passes indications through, unmodified, from 
SMT to the MLME SAP. MlmeAssociate.indicate and 

IMlmeReassociate.indicate are only generated by SMT at APs. 
--------------

o 

13 

123indlb(1) 



Block PDU_Generation 

---1\ 
I I 
1 __ -

signal 
FragConfirm(FragSdu,TxResult . 
FragRequest(FragSdu) : 

/~ 

TSDU 

MSduconfirm] 

Msdu 

MsduRequest ] 

Prepare_MPDU 
(1,1) 

FragConfl rm,] 
ReselMAC 

FragMsdu 

I FragRequest] 

[

PdueonfiRn,] 
Polled, 
Ready. 
ResetMAC 

Mpdu 

PdURequest] 

PDU 

Mmpdu 

PwrMgt 

[
MmCOnfirm,] 
Sslnqulry 



Process Prepare_MPDU 

I 
1-

" 

UNo Tx attempt if 
not in (I)Bss. 

I Also reject if 
deauthenticated 

Iby DA in IBss~ 

Mmpdu requestsl 
assumed to not 
need validation. I 

-;;'pBit=true i':;-I 
request for 3rd I-I 
frame of shared 
key auth. seq~ I 

~ EnCryPt ~ 
rp;ocedu~sed for WEP and 
Ishared key authenticatIon. If 

. aPrivacyOplionlmpl.emented 
I:!alse, procedure ~ a~nl.:..-

imported mAssoc. mlbss, aPrivacylnvoked Boolean 
imported mBssld MacAddr; 
imported aFragmentationThreshold Integer; 
r imported aPrefMaxMpduFragmentLength Integer;·' 
imported aDefaultWepKeys KeyVector; 
imported aWepDefault Keylndex; 
imported aWepKeyMapping KeyMapArray ; 

aPrivacylnvoked) 
a.nd aPriva.cy_ 
Option_ 
Implemented 

I Fragment and 
- encrypt logic 

jis on ~xt .E..ag~ 

(assl=noLauth) III a.ssoclaled wIBSS. 
r or another r' loDs=1 on all Msdus 
reason to send po group addresses 
Msdu via Os ., -.J or unauthenticated 

-;==:::::====~peers. A station 
sdu:=setAddr1 (sdu, may send all Msdus 

Import(mBssld», with toOS=1 when in 
sdu:=setToDs(sdu,l) infrastructure Bss. 

Criteria are not 
I specified for when 
to use toDs=O in an 

I infrastructure BSS~ 

15 

dol f FragNum ; 
del fsdu FragSdu ; 

141pre1b(2) 

dol k, mpduOvhd, p, phmax, 
pduSize, thld Integer; 

del pri CfPriority; 
del requester Pld; 
del result, rrsl TxResult; 
dol sdu, rsdu Frame; 
dol sst, asst StationState; 
del useDs Boolean:= true; 
del useWep Boolean:= false ; 

r The RC4 PRNG is accessed 
as an external procedure: 

prnString:= call RC4(key,lengt 
The placeholder for the RC4 
remote procedure is in MIB . . , 

imported procedure RC4 ; 
fpar PrngKey, Integer; 
returns Octetstling ; 



Process Prepare_MPDU 

!r;itialize - -[ 
FragSdu 
structure 

'Thalenglh 01-
r1group.-addressed 

I
frames.i& nOI 
<;hecked because 

[
they cannot be 
fragmented. 
I aMaxMpduLength 
must be >= 

[sMaxMpduLng. _ 

~ 
~ 

fsdu!eoJ:= 0, fsdu!sql:= 0, 
fsdulsrc:: 0, fsdu!lrc:= 0, 
fsdu!psm:~ false 

fsdu!cnfTo:= requester, 
fsdu!per:= pri 

ifuseWep 
then sWepAddLng 
else ° Ii 
thld:=import 
(aFragmentaliolL 
Threshold) 

lThreShold used Is the sI10rter 
of aFragmantationThreshold 
~d~MpduM~Length-=-- _ 

length(sdu) > thld 

[This equationis -
a common case. 

[Selection 01 Mpdu 
[size is arbitrary, 
so long as the 

[chosen size is: 
>=256, even, and 
l<=aMpduMaxSiz~ 

if (Iength(sdu) 
mod pduSize) 1=0 

then 1 
else ° fi 

~ 
~ 

141 pre2b(2) 

pduSize:= il 
(p+pduSize) > length(sdu) 

then (Iength(sdu) - p + 1) 
else pduSize fi 

I IF.na'i'frngmcn~aY , be short.er Ihan 
initiallinlermadiate 

I!!agments. _ _ 





TX 

96/162 
RSDU PDU 

Block MAC_Control 

---" 1 I 

~ Msdulndicale] 
[
PduConfirmV] Ii pOlled,] 
ResetMAC I L Ready 

L __ ~ 

signal 
Ack(Time), 
Cfpoll(TIme), 
Change(ChangeType) , 
Cts(Time), 
Reply, 
Resume, 
RxFlush, 
RxPdu(Frame), 
Suspend, 
TxCIAck(Time) ; 

/ 

toLLC 

Reassembly 
(1,1) 11 ReselMACJ 

/ 

'~I ] RxPdu. 
RxFlush 

~ 
PduRequest MmCmd. TBn. [ ] 

[

Mmlmed, Mmcaneel'j 

r----=-=----...." ResetMAC 

[
TXConflrm,] 
TxOone , , ,..l--:3 Tx_CoordlnallOn 

(1,1) 

" PlmeGet._ CIS. 

Tdat Tenb 

Rdat 

l~B_ffj TxCancel. 
TxO Txlmed, 

TxRequest. 
ResetMAC 

request. 
PlmeSet._ 
request. 

Plme_ 
Reset._ 
request 

h[ACI<. 1 
Clpoll. 
Reply. 
TxCfAck 

[~:~~~~.] -: Suspend 

Petl Rctl TxRx / 

UcMgt 

~icateJ 

Tmgt ~ 

r Mm~~n:Ackl] / 

LMm7 l 

[
Mmlndicate.] 
Sslnquiry 

BcMgt 

I~T"-l Trsp 

[TxDone] 

Rx_Coordination 
(1.1) Ii $SResponse.] 

I LReselMAC 

[

PlmeGBt._ j 
rcqucot. 

PlmeSel,_ 
requesl. 

PlmeReset._ 
request 

/~ 

,I 

NeedAck, ] 

~ 
=~~~~~;e 

ChangeNav. Rxl 

[ ReseIMAC I Ch~ngeNav] 
RX 

MCTL 



Process Reassembly 

-- -1\ 
I I 
I ___ ~ 

Use ageing -I 
function to 
force all 
buffers empty:....J 

import(mCfp );true 
then contention-'ree 
else contention FJ) 

now + kUsec( 
import(aMaxRe_ 
ceiveUfelime)+ 1) 

(true) (false) 

addr2(rpdu), 
buf(k)!rsn:; 
seqNum(rpdu) 

now + kUsec( 
import(aMaxRe_ 
ceiveUfetime)) 

imported mCfp Boolean; 
imported aMaxReceiveUfetime 

dcl buf ReasmArray; 
dcl k Integer : 
dcl prl CfPriorlty; 
dcl rpdu,rsdu Frame ; 
dcl bulent. Inbr. ageTarget Boolean; 

Use ageing -I 
function to 
force all 
buffe~ empty:....J 

~ 
~ 

addr2(rpdu), 
seqNum(rpdu), 
fragNum(rpdu» 

buf(k)!rsdu:= 
buf(k)!rsdu 1/ 
substr(rpdu. 
sMacHdrLng, 
lenglh(rpdu)· 
sMacHdrLng) 

151ras1b(1) 



96/162 
Process Rx_Coordination 153rxc1 b(2) 

I 
1-

--1\ 
I 

synonym aekframe Frame = 01 1/ ack /I 02 II nullAdd . 
synonym ctsframe Frame = 01 II cts II 02 II nullAddr ; 
timer Tsifs ; 

aRxTxTurn_ 
aroundTime) 

del ackTo MacAddr; 
del ctype ChangeType ; 
del dAck, dCts, dRsp, 

dSifsDly Duration; 
del endRx, strTs Time; 

(aMpduDura_ del pdu, rspdu Frame; 
tionFactor • del sas, sau StationState 
(float(aPream_ del susp Boolean:= false 
bleLength) + imported mNavEnd Time 
float(aPlcpHdr_ 
Length) + float jCiass 1 f-;ames ~ndled 
(sAckCtsLng) -J on this page, class 2 and 

-,-' ~))'-"-":===-_":===l===,-___ ---, _ __ ~~=-fram=e .... s ~ next p3ge~ 

CTS respane 101 1s.2.5.7 says the ~ 
RTS only when ;..J RTS response 
the Nay is clear.! duration fs basedl 
- - - - on the data rate I 

of the RTS. This 
is not currenly I 
done because 
rx data rate is I 
not reported by I 
thePhy. ~ _ 

U None of these 
flam"""I,uul<J 

I have i!:0~.e_D~ 

Acknowledge -I 
directed data & 1 
mgm.!..!:a~s._ 

else 

f8ea~ and probe_req -
Isent to Synchronization 
directly. All others 

l!e!:!...vi~e~e~ly~ 



Process Rx_Coordination 

1 Rx with toDs=1 
~I discarded by susp 
I I Filter_MPDU. 
1 IlrDS=l never 

senl by Sta. so _ _ _ _ _ 
I lexplicillesl 1 However, PS-Poll 

for to/from ~ should not be 
Inot needed here. lse~to~statlon~ ----I 

(data_ack, data_poll, 
data_polLack, pspoll, 
clack, cfpoll, cfpolLack) 

sas ,., 
assoc 

(true) 

IUsedwhile 
station is 
Iscanning~ 

(false) 

153rxc2b(2) 

(cfack) 

r&acon and probe_rsp -
,sent to Mlme_Req_Rsp 

Iwhile scaning, other 
Itypes acknowledged 
(if unicast to this 

I station) but ignored. 1.:: ____ _ 

strTs,noerr) 
to Mlme _ 
_ R~Asp 



MMGT 

Block Station_MLME 

---l\ 
I I 

[

MlmeJoin.connrm. V 
MlmeSlart.conflrm, 
mSeI 

I ___ ~ 

Tsf 

MMn.7 
~[ MmRequest] 

r y sm 

[

MlmeJoin.reQUesl, ] 
MlmeSlart.request, 
ResetMAC 

/ 

Bss 

[ MmConfirm ] Synchronization 
(1,1) 

[~~~~~~te'J " 
MmCmdAck 

Syn Req Hid 

[~~~:~~~e,] SsResponse [Mmconfirm] ~ HOlclACk] 

/r>'-- =.;.,----" ..... " 

[~~:el' MmCmd, /' 
TBTT, ,,/ 

,,'-----~~ 
[ sSResponsel 

ReselMAC / 

I.. / Rsp [~~~:~leJ MC_ ~~~ ______ ~ ______ ~ 
TL [~~:;:~] 

Ssu 

[ ssResponse] Sst 
t..::. ____ "'--_ ____ -"~ Power Save 

[ . J _Monilor(1,1) 
SslnqUiry 

""-r---".,.-----/ 
I /1:PSlndiC8te,] 

Records pow;'-I I Sslnqull Y 
save mode and - -
stalion state. I 

[ SsResponse] 

PS 

21 

Rxs 

MlmeAssociate.confirm, 
MlmeAuthenticate.confirrn, 
MlmeDeauthenticate.confirm, 
MlmeDisassociate.confirm, 
MlmeReassociate.confirm, 
MlmeScan.confirm, 
MlmeAuthenlicate.indicate, 
MlmeDeauthenticate.indicate, 
MlmeDisassociate.indicate, 
mSet 

Mop 

MlmeAssociale.request. 
MlmeAuthenticate.requesl. 
MlmeDeauthenticale.requesl . 
MlmeDisassocjale.request, 
MlmeReassodale.request, 
MlmeScan.requesl. 
ReselMAC 

Signal 
Hold. 
HoldAck, 
Release, 
StaS.late(MacAddr,SlationSlale) : 

9 6/ 1 6 2 



I 
L_ 

162rqrl b(5) 

dcl exported mAssoc, mPcAvail, mPcDlvr, mPcPolI, mRxA Boolea 
imported aAuthenticationAlgorithms AuthTypeSet; 
imported aAulhenticalionType Natural; 
imported mBssld MacAddr; 
imported mCap, mSupRates Octetstring; 

dcl alg, ralg AuthType; 
del algsel AuthTypeSet ; 
del clist, ctime Intstring : 
dcl dResp, dMax, dMin Duration ; 
del dscr BssDscrSet; 
del endRx, slartTs Time; 
del err StaleErr; 
dcl expect 

TypeSubtype:= nulUrame ; 
dcl mmpdu, rspdu, rxpdu Frame ; 

IOn this page are 
DISASSOCIATE Request and 
IDEAUTHENTICAT~ Request. 

IThe Mime request 
-has no reason parm, 
I ~e reason 1 (or 8L 

Sla , 
import(mBssid). 
un spec_reason) 

update I~I statio"Ol 
state even if frame I 
is undeliverable. 

IIcurrent AP iSl I 
disassocialed! 1-
deaulhenlicated 
clear the Bssl~ 

dcl n, k, seq, rseq Integer; 
del ok Success; 
def psm PsMode; 
del response Boolean:= false; 
del resull TxResul1 ; 
dol sc, challenge StatusCode; 
dcl scan SeanType; 
dcl ss Oceteslring; 
del sst, rst, asst StationStale; 
del sta, peer, src, 

apAddr, bss MacAddr : 
del types Bss TypeSel ; 

timer Tresp, Tmax ; 

r Source of the key us 
to generate Challenge 
text Is not specified, "' 
del ctxlKey OctelString ; 

Sle, 
import(mBssid), 
unspec_reason) 

I IThe Mlm;;-e~st 
-has no reason parm, 
~e~s~I. __ 



--- 1\ 
I I 
1 __ - ~ 

~e 7.2.3.6. -

rNeed means for 
SME to set 

1 capability bits~ 

IOn this page are 
ASSOCIATE Request and 

1 REASSOCIATE Request. 
------

(Import(mCap) If mkOS 
(imporl(mUSlenlnt).2) 
If apAddr If mkElem 
(eSsld,import(mSsld» 
II mkElem(eSupRates, 
import(mSupRales» ) ) 

See 7.2.3.4. -I 1 

Need means for -I 
SME to set 
capability~ts~ 

961162 

162rqr2b(5) 

mPcPolI:G 
poliableBit(rxpdu), 

mPcAvail:= (mPcDlvr 
or mPcPolI). 

apA.ddr:= peer 

r-

I 
aBssSasicRateSet 
is no longer in 

Ithe MIS. Without 
the basic rates 

1 it is unclear 
what to do with 
~upported rates._ 



- -- l\ 
1 I 
1- __ ~ 

/ , 

IOn this page is 
AUTHENTICATE 

I Request. ----

~ 
~ 

J CoPY challenge 
lext Irom auth 

1 Iseq#2Irame._ 

< response > 

162rqr3b(5) 

rAn u~uccessful -
I authentication attempt 
leaves the requester 

I d~uthenticate~ 



I 
1_ -

-1\ 
l 

RepiY\o non·-I 
authenticated In 
sender of a 
clas~ fr~e.~ I 

RESPONSES Tal 
INCOMING 
MANAGEMENT I 
FRAM§..S _ ~ 

RepiY\o;;;;-' -I 
associated In 
sender of a 
clas~ frame.~ I 

Response:=true I 
at arrival of frame

l with type=expect 
and sourc~ro~ 

1 

Otherdir;cted,""" I -0 
unsolicited mgmt I . 
frames ignored. 
Other processes I 

- - - - l receive Beacon, 
This is allowed to Atim & Probe re~ 
report other status 1- - - - . I ? 

codes & reject the I (open_system) e se . 
_attemp~e~.1 ~ 

pndicatlon Is only 
r, for sUcce1>Sful 

jauthenticatlons. 
1-- - -

162rqr4b(5) 

1 
Don't handle 
responses while 
Icommunication 
suspended for 
Iscan .£.I:0cedur=.. 

Ifdi~s;;;;iat; I 
or deauthenticatel- -I 
is from current 
A~ clear Bssld..:.J I 

(deauth) 

sc;= 
ching_fail 

A~ u~u';;ssful - I 
authentication attempt

j 
-

leaves the requester 
d~uthenticate~ -.J 

1 

(disasoc) I 

I 

I 
J 



---l\ 
, I 

,---~ 

!sYnc wait;unW n next TSTI, then 
resumes DCF on 

I lorigin~chann~ 

I 

I Return SssDscrSet, 

IOn this page 
l is SCAN request 

SSt scan, 
disl, ctime) 

dMax:: 
luSeC(ctime(2)), 
dscr:~ Empty 

I 
Sync waits until 
acceptable time, 

IsuspendS DCF, 
then responds 

Iwith HOldAck._ 

I
which may be empty. 
-----

I Need means for 
-SME to set the 
I Icapability bits~ 

162rqrSb(S) 

I' Probe delay is 

nx_ 
probe 

local because 
aProbeDelay no 
longer in MIS " 

dCI~. Duration: 

~~~~I 

____ I 
Send prObe_req~ 
after probe 
delayexpires.J 

I
Wait for more 
responses on 

Ithis channel 
until the dMax 
I probe timeout. 

UReset the dMin 
probe timeout 

----

I upon detection 
of activity on 
Ithis channel. _ 

Ionly start respons;­
Itiming after Probe_req 
sent, skip channel if 

It x attempt fails. _ 

(true) 



,. Each of these sets holds MAC addresses of 
stations with given operating state. Members 
are added toJremolled from sets due to MLME 
requests and bits in received headers. The sets 
are not aged because the standard does not 
require periodlc activity by a station in order 
to remain a member of a set, although aging to 
remove inactive stations is permitted. "/ 
dcl awake, r detected in active mode "/ 
asleep, r detected in power_save mode "/ 
unauth, r stations detected, not authenticated "/ 
authOs. r authenticated by open system alg. "/ 
authKey, r authenticated using any other alg. "/ 
deauth, r deauthenticated or authenticate fail "/ 
assoc, r associated «=1 member except AP) "/ 
disassoc r disassociated or associate fail "/ 

MacAddrSet ; 

jPower Save Mode and 
Station Slale monitoring 

I here~e2'.. on~ex!Ea>le • 

.-:--- ­
A'~(lr.iatiCln adds 

"--1 association state 

1JJ 

I
While leaving the 
authentication 

linfo intact. There 
are cases where 

Ithe authentication 
type is needed 

de! psm 
PsMode ; 

de! psquery 
Boolean; 

dcl sst. asst 
StationState ; 

dcl sta 
MacAddr ; 

96/152 

163psm1b(2) 

Clea7;pecific -I 
authentication In 
info at startup , 
~t n~!-,e~t. ~ , 

I 
I , 

l
Power save, 
association, and 

lnon:authenticated 
stations at startup 

la~ at!:.se.!:..,. _ 

I 
I 
! 

--- -I ' Deauthentication 
of associated I--.J 
station causes 
disassociation I 
at the same time. 





Co .~? t '" 

U ,~ f."-

-'0:> 

TX 

Block Transmission [TxDoneJ 1 TxConfinm ] 17_TX_lb(l) 

---l\ 
I l 
I _ __ ~ 

ISlgn~ 3~ TxStart(Frame) ; 

IgnoreCS UseCS 

[-~"l T xCancel, 
OoBackolf, 
ResetMAC , 

/ " 
Exhange-;;i TxRe~st and TxConfl';;;- I 

Backott (1 ,1) FromCs 
signals is synchronous between Blocks r - -- 1----- -
MAC Control and Transmission, MAC 

I·"" 1 
Control waits for a TxConfirm before I "- Idle, 
sending another TxRequest. However, Slot 
a TxlmedITxDone exchange may occur I 

11 Txoone] occur while a TxRequest is pending, 
[Txlmed, ] An example is a Txlmed to transmit an I ResetMAC 

ACK in response to a frame received 
while a pending TxRequest is in backoff.l 
TxCancel terminates the TxRequest if I 

/ " transmission has not yet started, and 
returns the residual backoff counter I Data_Pump (1,1) / IdleCS 
value with the TxConfinm. rrTxSta~ -- - -- -- --

CS 

, " 
[ PhYTxStart.confinm'l 

PhyTxEnd,confirm, 
PhyData,confinm 

ToPHY 

[ PhYTxStart,request] 
PhyTxEnd,request. 
PhyOata.requBsl 

30 



Process Backoff 

---"1\ 
I l ,----

ldie and Slot -, 
ignored in 

TxReque-;t wi"' 
resume backoff n 
if slotCntl=() . 

To do/re;;-me- ' 
just a backoff n 
procedure 

May be delayed, 
by DoBackoff._ 

, (no transmit), " 
use DoBackoff. 

this state . 

..=-=:.........::::::+=~-----, 
, ----I 

I 
L 

(/~O) 

I(;lculate random -

l
i1baCkOff slot count 

according to 9.2.4. 
LO <:= sloICn~c~ 

I Enter CounCSlots 
on slot boundary. 
lsave TxReques~ 

31 

slotCnt could =0, 1 
so wait until idle, , 

.s~ T~eques~ 

dcl CW, slotCnt Intege 
del dSlot Duration; 
del pdu Frame; 
dcllXPendlng Boolean ; 

9 61 1 5 2 

171 bak1 b(1) 



~lculatePHY 

I
I1TX delay added 

to TSF time to 
I Iget timestamp-,-

Upo;;-conOrmation l 
0124th octet, insell

l curront lime, offset 
by Phy Tx delay, 
into octets 24:31 
of Beacon & Probe I 
£Iesponse frame~ 

dcl fcs Crc; 
del dT x Duration; 
dcl k, txLength Integer ; 
del pdu Frame; 
del source Pld; 

I 
Check for start 
of timestamp 

I field in probe 
response and 

Ibeacon fr~e~ 

Jl 

1
1 's complement 
of calculated 

ICRC value is 
transmitted, 
IMSbto LSb. --- -

TxDone i;-;;oll 
generated if 
Tx is halted 
by ResetMAC:.-J 

96/162 

172dat1 b(1) 

<-



9 6/ 162 

RX PS 

Block Reception 

/ ~
pslndicate,] 
SslnqulIY, 
Idx 

[

Rxlndicate,] 

signal 
ClearNav(NavSrc), 
RtsTimeout, 
RxMpdu(Frame,Time,T1me), 
SeINav(Time,Duration,NavSrc), 
UseDlts(Tima), 
UseEils(Time) : 

/ 

FromC!1 

[
ChangeNav,] 
ResetMAC 

CS ToTx 

L BUSY, Idle, SIO~ 
Channel_State (1,1) 

,'-"" ___ -01<'"""./ 1 ~~~r~~vJ 
.-

[
PhYCCa.indicate, ] RtSTlmeout,] 
PhyCcarst.contirm UseDils, 

UseEits 

33 

Aval 

UpdNav 

ItsCIf 

NeedAck, 
RxCtAck 

/ 

ToCtl ToPS 

[ResetMAC] 

Filter_MPDU (1,1) 

1 SsAesponse ] 

, "--__ ---..._...r 

ILRxMPdU] 

Filter 

ReseIMAC] 
/ __ -=-----1..--....... , 

Validate_MPDU (1,1) 

/ 

PhYRXSlart.indicate,] 
PhyRxEnd.indicate, 
PhyDataindicale 

FromPHY 

[PhYCcarst.request] 



Process Filter_ MPDU 

I 
1- -

-1\ 
I 

dcl exported cOup as aFrameDuplicateCount Counter32:= 
cErr as alcvErrorCount Counter32:= 0, 
cMc as aMulticastReceivedFrameCount Counter32:= 0, 
cRx as aReceivedFrameCount Counter32:= 0 ; 

IFixlfloat used here- a;;] 
I
ii because {temporarily} Decrypt 

aMpduDurationFactor 
Ii~ec~e~e~ _ 

~ 
~ 

(aMpduDurationFactor " ( 
float(aPreambleLength) + 
1!0at(aPlcpHdrlenglh) + 
Ooa!(sAckCtsLng) ))) 

[Initialize tuple7act;" 

I 
lor duplicate filtering. 
Cache capacity is set 
Iby"tupleCacheSize" 
but a specific size 

lis no'-=!>ecilied-=- _ 

I I9no-;-frames-1 
addressed to 

l ather Groups I 
I ~his BSS. -.J 

Frames with toDs 
= 1 ignored by non­
lAP stations, other 
than Nav update 

[!ly Duration lield:..-

MacCtl ignore;- I 
all unsolicited I 
RxCfAck signa~ 

III addr1 (RA) is 
- group address, 

Ichec~e~s~ 

update Nav t';-I 
cover PS-Poll 
Ack response 
when Duration! 
10 lield is SID. 

Upd~ Nav -! 
using value 
in Duration/lD 
field of frames 
directed to all 
other stations:..J 

181fiI1b(2) 

imported aGroupAddresses MacAddrSet 
imported aExeludeUnencrypted, 

aPrivacylnvoked Boolean; 
imported mBssid MacAddr; 
imported mSsid Octetstring; 
Imported aDefaultWepKeys KeyVector; 
Imported aWepKayMapplng KeyMapArray ; 

del cache TupleCache ; 
del dup, icvOk, myBss Boolean ; 
del dNav, dPsp, dAck Duration ; 
del endRx, strTs Time ; 
del grpA MacAddrSet; 
del pdu Frame; 
dcl rDur Integer; 
del src NavSrc; 

r The RC4 PRNG access 
as an external procedure: 
pmString:=eali 

RC4(keY,length) 
The placeholder lor the RC4 
remote procedure is in MIB. 

"I 
Imported procedure RC4 ; 

[par PmgKey, Integer; 
returns OctelSlring ; 



Process Filter_MPDU 

(=1) 

dup:= 
searchTupleCache 
(cache, addr2(pdu), 
seq(pdu), frag(pdu)) 

ATIMfra;:;;;;s ;;yl 
be omitted from I 
cache~e~2.~ I 

cache:= 
updateTupleCache 
(cache, addr2(pdu), 
seq(pdu),frag(pdu), 

~ 
\eJ 

I 

L-_--JilClI~~_---l 

1 
____ - ----

:J Create a new cache entry, or replace 
an old entry, if the (addr2,seq) pair 

I is not cached. Update fragment 
number and time in existing entry 

lif the (addr2,seq) pair is cached. --------

!Retry bit tested 
lbefore Wep to 
avoid decrypting 

Iduplicate fram~ 

35 

(clend, 
cfend_ack) 

~crementlCV 
lerror count on 
unsuccessful 

Idecryptio~ _ 

Irrtorm Mime ~I 
BSSIO/SSID 
conflict. 

r,;>;;;k;;;'ledge -;;;d ;iscard -
Iframes with ICV errors & 
frames using WEP received 
lat non-WEP stations. L: _ _ ___ _ 

181fiI2b(2) 

else 

else 



Process Channel_State 

---l\ 
I I 
1- __ -' 

, 
(busy) 

dRxTx:=dUsec(aRlL 
TxT umaroundTime) 

dDifs:= dSifs+ 
(2"dSlot) 

rEiFSduration-
1 calculated using 
the formula in 

1 clause 9.2.9. ----

lphyCcarst.confirm-
1 always ignored 
because 'effect of 
~e<:elpl' undefine~ 

IAssume channel 
busy until Phy 

lindicates idle. _ 

36 

fidie signal is -
1 sent at end of 
the M2 interval 

1 (Figure 4"Q:. _ 

fTifs,AtsTimeout, -
;1Tnav, ClearNav 

ignored in 
~oCsJ1oNav sta~ 

96/162 

dcl cs CcaStatus : 
dcl rxtx, slot, sifs Natural ; 
dcl dDifs, dEifs, dlfs, dNav, 

dRxTx, dSifs, dSlot Duration ; 
dcl tNew, tRef, tRxEnd Time; 
del newSrc, curSrc NavSrc : 

182cs_1 b(2) 

,ClearNav, RlsTimeout, 
Tnav, Tifs, Tslot ignored 
l!:' Cs_noNav~at=-

lsIot signal is -

'

generated at 
the end of each 
,M2 interval 
(Fig,.47) while 
'channel is idle. -- --



Process Channel_State 

---l\ 
I l 
'-- -~ 

ITslot and Tifs 
ignored in 

l~s_Nav state. 

J C1earlng the NAVon RTS 
limeoul is optional. See 

I Ilast ~ragraph~ 9.2.5.~ 

I _____ _ 
I ~v is cleared by selting Tnav 
ito now. This causes immediate 

Tnav signal to enable exit from 

InoCs_Nav or Cs_Nav state. 
-------

96/162 



Process Validate_MPDU 

---l\ 
I I 
I __ _ ~ 

o 

dcl exported cErr as 
aFcsErrorCount Counter32:= 0 ; 

dcl exported mRxA Boolean:=false; 
lime/Trts ; 

J calculate PHY 
Rx delay to be 

I subtracted from 
now at indicated 
I reference poin~ 

~ve arrival time 
r10t lirst octel of 

(what may be a) 
I [timestamp fieJ~ 

I 
I 
[ 

PhyData.indicate I 
ignored to drop I 
excess octets. 

[ ISave time of Rx 
- end as reference 

Ifor slart o~S~ 

[Indicate that 
a recepllOn 
jis in progress._ 

dcl fcs Crc; 
del 01, dRts Duration; 
del endRx, startTs Time; 
del k, rxLength Integer; 
del pdu Frame; 
del status PhyRxStat; 
del v Octet ; 

J Accumulate 
octet into Mpdu 

I I~dCRC~e~ 

res:= 
crc32(lcs, v) 

[Save time of Rx 
I end as reference 

[f~start o~S~ 

~dicate Ihat -[ I 
reception is -
not i'2.E.rogres~ 

_ ___ I 
Rts Timeoul ~ 
tormula is in [ 
9.2.5.4. This 
definition is [ 

I Initialize CRC & 
clear pdu buffer 
1(length(pdu)~ 

J& 

Drop CRe fluidl I 
from valid frame -I 
before passing 
~ for filtering :..,j 

intormal 
because PHYs I 
do not report 
data rate in [ 
the RxVector.---.J 

183va11b(1) 



Procedure Decrypt 

kmap:= keyLookup 
(addr2(pdu), import 

(aWepKeyMapping), 
WepKeyMapplngLength 

r:- -­
keyLookup 

rlresult 
map!keyOn 

I =false if the 
ITA (addr2) 
value not 

Ifound in 
aWepKey_ 

I Mapping,_ 

dcl asst StationState; 
dcl icv Crc:= initCre ; 
del decryptLng, k, n Integer ; 
del decryptSlr Octetstring ; 
dcl key PmgKey ; 
dcl kmap KeyMap ; 
dcl kvec KeyVector; 

Decrypt by xo~1 
of payload with I 
decrypt stnng._ 

IcV test valu;-I 
calculated from I 
decrypted dat~ 

NOTE: 8.3.2 says the MlB - -
-J ensures map!wepOn=true only for 

(sMacHdrLng + 
sWepAddLng) 

I 
Concatenate 
key with IV 

Ifromframe 
for decrypt 
IPRN~seed. _ 

rUse RC4(key) 

l to generate a 
decrypt string 

I at long as the 
encrypted 

I payload. __ 

false 

I
stations that use other than open 
system authentication. However, 

I authentication may occur after 
loading the key map table, so the 
~st~ done here for Rx Mpdus._ 

(true) 

, 

IcV field -;;-noll 
encrypted, so -
validation test I 
uses ICV octets I 
as received. 

IUse default key, selected 
by keyld value, if no key 

Imapping entry for TA. ------

Ilf selected key is nUll, 
report success 

lwithout decrypting. -----

1/ substr(pdu, 
sWepHdrLng, 
decryplLng) 

IRem~eICV 

l
and IV fields 
from MPDU, 

I 
report decrypt 
success if ICV 
I result correct 
or selected 

Ikey value~lI~ 

It;:alculated - , , 
ICV not valid, I 
discard frame 
body, and 
repo~rr~ _ 
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I:" PACKAGE MACSORTS '/ ~ 
I' This package contains definitions of the custom sorts (data types), operators, 

literals, and synonyms (named constants) used by the MAC state machines. ' / 

r ENUMERATED TYPES for the MAC State Machines '/ 
r 

3101_bIMacEnum(23) 

BackoffStatus - indicates status of the Backoff process when a TxConfirm is generated '/ 
nGWlype BackoffStatus literals 

txdone, /' indicates completion of a transmission requested with TxRequest '/ 
cancelled, r indicates cancellation of an unstarted transmission attempt due to TxCancel '/ 
inactive; r indicates that the Backoff process was inactive when a TxCancel was received '/ 

endnewtype BackoflStatus ; 
r 

ChangeType -- indicates the type of change in communication at the upcoming boundary '/ 
newtype ChangeType literals dwell, mocp, bss; endnewtype ChangeType ; 

r 
CtlCmd -- identifies the function in MmCmd signals '/ 

newtype CtlCmd literals 
suspend, r halts transmission attempts (to permit scanning) '/ 
resume, I' restarts transmission after suspend '/ 
sleep, r enters doze state after confirmation of doze from PHY '/ 
wake, r leaves doze state and reactivates PHY '/ 
chanSw ; r requests change of PHY channel '/ endnewtype CtlCmd ; 
r 

NavSrc -- identifies the source of a duration value for SetNav and ClearNav signals '/ 
newtype NavSrc 

literals rts, cfpBss, cfendBss, cfpOther, cfendOther, C5witch, misc, nosrc; endnewtype NavSrc : 
I' 

PsMode -- identifies the power save state of a station in PsResponse '/ 
newtype PsMode literals sta_active, power_save, unknown; endnewtype PsMode ; 
r 

StateErr - sent to MLME with Mmlndicate to initiate class 2 or class 3 error response '/ 
newtype StateErr literals noerr, class2, class3 : endnewtype StateErr : 

I' 
StationState -- identifies association/authentication state of a station in SsResponse '/ 

newtype StationState literals 
unknown, I' no information is available about the subject station '/ 
noCauth, r subject station known but not authenticated '/ 
de_auth, r subject station explicitly deauthenticated '/ 
auth_open, r subject station authenticated using open system algorithm '/ 
auth.J<ey. r SUbject slallon authenticated using any atgorithm except open system '/ 
assoc, /' subject station associated '/ 
dis_assoc; r subject station explicitly disassociated '/ endnewtype StationState ; 
/' 

TxResult - identifies (detailed) result of transmission attempt '/ 
newtype TxResult literals successful, noBss, noAuth, noAssoc, retryLimit, txLifeTimeout ; 
endnewtype TxResult ; 
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r ENUMERATED TYPES and TYPE SETS for MAC_SAP and MLME_SAP Parameters "' 
r 

AuthType -- used for <authentication type> parameter of MlmeAuthentication primitives 0' 
newtype AuthType inherits Octetstring operators all ; 

adding literals open_system, shared_key; 
axioms open_system == mkOS(O,2); shared_key == mkOS(1 ,2) ; 

endnewtype AuthType; 
newtype AuthTypeSet powerset(AuthType); endnewtype AuthTypeSet ; 

r 
BssType -- used for <BSS type> parameter'description set element for MlmeScan, Join, and Start "' 

newtype BssType literals infrastructure, independent; endnewtype BssType ; 
newtype BssTypeSet powerset(BssType); endnewtype BssTypeSet ; 

r 
GfPriority -- used for <priority> parameter of MAG data service primitives, and for intra-MAG 
signals MsduRequest, MmRequest, and PduRequest. "datagram" is a special case of "contention" 
used with some {internal} Mmpdu transmissions to suppress the corresponding MmGonfirm. "' 

newtype CfPriority literals contention, contentionFree, datagram; endnewtype GfPriority ; 
I" 

MibStatus -- used for <status> parameter of {MlmeIPlme}Get.confirm and {MlmeIPlme}Set.confirm "' 
newtype MibStatus literals success, invalid, write_only, read_only; endnewtype MibStatus ; 

I" 
PwrSave -- used for <power management mode> parameter of MlmePowerMgt.request "' 

newtype PwrSave literals sta_active, power_save; endnewtype PwrSave ; 
I" 

Routing -- used for <routing information> parameter of MAG data service primitives 
Only "nuILrt" is accepted from LLG; "other" exists for testing of TxStatus=nonNuIISourceRouting. "' 

newtype Routing literals null_rt, other; endnewtype Routing; 
r 

RxStatus -- used for <reception status> parameter of MaUnitdata.indication 
NOTE: successful and failed are defined, but there are currently no conditions which report failed. "' 

newtype RxStatus literals successfuLrx, failed_rx ; endnewtype RxStatus ; 
r 

ScanType -- used for <scan type> parameter of MlmeScan.request "' 
newtype ScanType literals active_scan, passive_scan; endnewtype ScanType ; 

'" ServiceGlass -- used for <service class> parameter of MAC data service primitives 
An Mpdu requiring strictlyOrdered service has the orderBit=1 in its Frame Control field. 0' 

newtype ServiceGlass literals reorderable, strictlyOrdered ; endnewtype Service Glass ; 
I" 

Success -- used for <operation successful> parameter of MlmeXyz.confirm primitives "' 
syntype Success = Boolean endsynlype Success; 

I" 
TxStatus -- used for <transmission status> parameter of MaUnitdataStatus.indication 
NOTE: All transmission failures (vs. Msdu validation failures) return "undeliverable." Several 
kinds of transmission failures could be distinguished, such as txLifeTimeout, retryLimit, and noBss. "' 

newtype TxStatus literals successful, undeliverable, excessiveDataLength, nonNuliSourceRouting, 
unsupportedPriority, unavaiiablePriority, unsupportedServiceGlass, unavaiiableServiceClass ; 

endnewtype TxStatus ; 

I" ENUMERATED TYPES for PHY _SAP Parameters "' 
/" 

GcaStatus -- used for <status> parameter of PhyCca.indicate "' 
newtype GcaStatus literals busy, idle; endnewtype GcaStatus ; 

/" 
PhyRxStat -- used for <rxerror> parameter of PhyEnd.indicate "' 

newtype PhyRxStat literals no error, Imt violation, carrier lost, unsupt_rate ; endnewtype PhyAxStat ; 

~I 
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I' INTRA-MAC REMOTE VARIABLES {not part of the MIS) - names begin with "m" '/ 1\ 
r mActingAsAp =true when this station is operating as an Access Point (from SMT _Requests) "l 

remote mActingAsAp Boolean nodelay ; 
r mAssoc =true if this station is associated with an AP (from Mlme_Req_Rsp) '/ 

remote mAssoc Boolean nodelay ; 
r mAtimW =true if the ATIM window is in progress (from Synchronization) '/ 

remote mAtimW Boolean node lay ; 
r The identifier of the current (I)BSS; =nuliAddr if not started/joined a SSS (from MIB) '/ 

remote mBssld MacAddr nodelay ; 
r mCap holds capability info «ADDED TO» join request (from Synchronization) '/ 

remote mCap Octetstring nodelay ; 
r mCfp =true when a contention free period is in progress (from Synchronization) '/ 

remole mCfp Boolean nodelay ; 
r mlbss =true when this station is a member of an independent BSS (from MIB) '/ 

remote mlbss Boolean nodelay ; 
r The current number of beacon intervals between waking up at TBTT (from SMT _Requests) '/ 

remote mUstenlnt Integer nodelay ; 
r Time that the current NAV setting will end, <now when NAV is clear (from ChanneLState) '/ 

remote mNavEnd Time nodelay ; 
r Scheduled Time of the next medium-control boundary; =0 if none (from Synchronization) '/ 

remote mNextBdry Time nodelay ; 
/' Time at which the next beacon inlerval is scheduled to begin (from Synchronization) '/ 

remote mNextTbtt Time nodelay ; 
r mPcAvaii =true if a point coordinator is operating in this BSS (from Mlme_Req_Rsp) '/ 

remote mPcAvail Boolean nodelay ; 
r mPcDlvr =true if the CF-period is used for delivery only (from Mlme_Req_Asp) "/ 

remOle mPcDlvr Boolean nodelay ; 
r mPcPol1 =true if the CF-period is used for delivery and polling (from Mlme_Req_Rsp) "/ 

remote mPcPoll Boolean node lay ; 
r mPsm ={sta_active I power_save) for the current power save mode (from SMT _Requests) '/ 

remote mPsm PwrSave nodelay ; 
r mRxA =true when the PHY indicates that a reception is in progress (from Validate_Mpdu) "/ 

remote mRxA Boolean node lay ; 
r The name identifying the current (fjBSS; =null if not startedfjoined (from MIB) */ 

remote mSsld Ocletstring nodelay : I' maximum length=32 '/ 

r If aPrivacyOptionlmplemented=true, the remote RC4 is available for WEP PRNi 
The RC4 algorithm is not included in this formal description, For technical and 
licensing information on RC4, contact RSA Data Security, Inc, (see 8,2.4), '/ 

remote procedure RC4 nodelay ; fpar OcIetSlring, Integer ; returns OclelSlring : 

r PLACEHOLDERS FOR MLMEJPLME GET/SET PARAMETER VALUES I\[ 
1* '-' 

MibAtrib is a placeholder until integration of the MIB using Z,10S */ 
$ynlype MibAtrib .. Charstring endsyntype MibAtrib ; 

1* 
MibValue is a placeholder until integration olthe MIS using Z,10S "/ 

synlype MibValue = Integer endsyntype MibValue ; 
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r NAMED STATIC DATA VALUES -- names begin with "s" in the form "sNameOfitem" "[ 
f" Maximum number of octets in an MSDU passed to or from LLC " 

synonym sMaxMsduLng Integer = 2304 ; 
f" Number of octets in the basic MAC header for Data and Mgmt frames (without WEP) " 

synonym sMacHdrLng Inleger c 24 ; 
f" Number of betels 1n the basic MAC header plus IV'keyiD for Data and Mgmt frames with WEP " 

synonym sWepHdrLng Inleger = 28 : 
/ ' Number of octels added to a PDU when using WEP (both IV/keyID and ICV fields) " 

synonym sWepAddLng Integer = 8 ; 
f" Number of octets added to the MAC header for Wireless Distribution System transfers " 

synonym sWdsAddLng Integer = 6 ; I' this is the length of the addr4 field " 
I' Number of octets in a CRC (or ICV) field " 

synonym sCrcLng Integer = 4 ; 
f" Maximum number of octets in an MPDU, and the corresponding index range " 

synonym sMaxMpduLng Integer = (sMaxMsduLng+sMacHdrLng+sWdsAddLng+sWepAddLng+sCrcLng) ; 
syntype FramelndexRange = Integer constants 1 :sMaxMpduLng endsyntype FramelndexRange ; 

f" Index of the first octet of the Timestamp field of Beacon and Probe Response frames ' [ 
synonym sTsOctet Integer = 24 ; r this value for use with the O-ORIGIN Octetstring defined herein " 

r Minimum allowed value for aMpduMaxLength " 
synonym sMinFragLng Integer = 256; r NOTE: Fix the MIB, which no longer lists this minimum. " 

r Maximum fragment number and corresponding index range " 
synonym sMaxFragNum Integer = (sMaxMsduLng '(sMinFragLng-sMacHdrLng-sWepAddLng-sCrcLng)) ; 

f' Number of bits in ACK and CTS control frames " 
synonym sAckCIsLng Inleger = 112 : 

r STATION CONFIGURATION FLAGS (supplementary 10 MIB) -- names begin with Os" " 
f" Protocol version number supported by this version of the MAC " 

syn.onym sVersion Integer = 0 : ,. must be =0 for the current MAC " 
r sCanBeAp =true il this station is capabte 01 operating as an Access Point "' 

synonym sCanBeAp Boolean = false : I' set to correct value at each kind of station "' 
r sCanBePc =true if this station is capable of serving as a Point Coordinator" 

synonym sCanBePc Boolean = false; r set to correct value at each kind of station '[ 
r sCfPoliable =true if this sltation is capable of responding to polls from a point coordinator " 

synonym sCfPoliable Boolean = true; r set to correct value at each kind of station " 
I' 

, , , THE FOLLOWING IS A TEMPORARY DEFINITION' •• 
sBitTime is the time (in microseconds) needed to transfer 1 bit over the wireless medium 
at the minimum PHY data rate for the active (l)BSS. sBitTime is defined for use 
in lieu of the minimum value in aBssBasicRateSet, which is no longer in the MIB. " 

synonym sBitTime Real = 1.0 ; r this value is for PHYs with 1 Mbps minimum basic rate " 

f_ 
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310S_bIUsec(23) 

/' 
/" 

r 

DISCRETE, MICROSECOND-UNIT TIME AND DURATION SORTS "' 

SOL does not define the relationship between its concept of Time and physical time In the 
system being described. An abstraclion is needed 10 establish this relationship, because 
Time in SOL uses the semantics of Real, whereas time in the MAC protocol Is discrete. The 
MAC uses intervals wilh speoifle, Integral relationships, distribUtes time synchronization 
Information as a 54-bit count of microseconds, and defines many actions relative 10 this 
1 MHz timebase. Therefore, time for the MAC is modeled using Natural. ./ 

In these MAC state machInes. a change of 1.0 in Time (or Duration) is assumed 10 represent 
one microsecond of physical time. To avoid issues with roundoff and repeatable tests for 
equality, the Ume and duration calculations are generally , done using the subtypes of Integer 
defined below, wlih explicit conversion to SOL Time (using the tUsee operator), SOL Duration 
(using the dUsee operalor), or from SOL Time (using \he uTime operator) only when needed 
10 set timers or to comply with SOL's slr'ong type checking , These operators are defined with 
each lime sort to allow conversion functionS to be changed as needed for future applicallons 
(e.g. simulation of the MAC protocol). "/ 

Microsecond sort -- also provides selection operators min and max "' 
newtype Usee inherits Integer operators all : 

adding operators 
dUsee : Usee -> Duration; 
tUsee : Usee -> Time; 
uTime : Time -> Usee; 
max : Usee,Usee -> Usee; 
min : Usee,Usee -> Usee; 

axioms 
for all u, w in Usee ( 

u >= w ==> max(u,w) == u ; 
u < W => max(u,w) == w ; 
u >= w ==> min(u,w) == w ; 
u < W ==> min(u,w) == u ; 
for alit in Time ( for all r in Real ( 

r = float(u) ==> tUsee(u) == time!(duration!(r)) ; 
r = float(u) ==> uTime(time!(duration!(r)) == u ; ) ) ; 

for all d in Duration ( for all r in Real ( 
r = float(u) ==> dUsee(u) == duration!(r) ; ) ) ) ; 

constants >=0 r constrain value range to non-negative, as with Natural "' 
endnewtype Usee; 

/" 
Kmieroseeond sort -- (Kusee) = (1024' Usee) "' 

newtype Kusee inherits Integer operators all ; 
adding operators 

dKusee : Kusee -> Duration; 
tKusee : Kusee -> Time: 
kuTime : Time -> Kusee; 
u2K Usee -> Kusee; 
k2U : Kusee -> Usee; 

axioms 
for all k in Kusee ( 

tor all I in Time ( for all r in Reat ( 
r = float(k) => tKusee(k) == time!(duration!(1024"r)); 
r = float(k) ==> kuTime(time!(duration!(1 024"r)) == k ; ) ) ; 

for all d in Duration ( for all r in Real ( 
r = float(k) => dKusee(k) == duration!(1024"r);») 

for all u in Usee ( 
u2K(u) == u, 1024; k2U(k) == k" 1024;») ; 

constants >=0 r constrain value range to non-negative, as with Natural "' 
end/1ewtypa Kusee ; 
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r O-ORIGIN STRING GENERATOR '/ f\ 
r StringO generator (derived from Z.1 OS, Annex A) creates strings of any sort, indexed starting "l 
' " with 0 rather than 1. StringO includes all String operators, and adds Tail (all but first item), '/ 
r Head (all but last item), and aggregators S2, S3, S4, S6, and S8 (StringO of listed length). '/ 
genorator StringO(type Item, literal Emptystring) 

literals Emptystring ; 
operators 

MkString : Item -> StringO; r make a string from an item '/ 
Length : StringO -> Integer; r length of string '/ 
First : StringO -> item; r first item in string '/ 
Tail : StringO -> StringO; r all but first item in string '/ 
Last : StringO -> Item; r last item in string '/ 
Head : StringO -> StringO; r all but the last item in string '/ 
"1/' : StringO, StringO -> StringO; r concatenation '/ 
Extract! : StringO, Integer -> Item; r get item from string '/ 
Modify! : StringO, Integer, Item -> StringO; r mOdify value of string '/ 
SubStr : StringO, Integer, Integer -> StringO; r stringO of length j starting at i-th item '/ 
S2 Item, Item -> StringO; 
S3 Item, Item, Item -> StringO; 
S4 : Item, Item, Item, Item -> StringO; 
S6 : Item, item, Item, Item, Item, Item -> StringO; 
S8 : Item, Item, Item, item, Item, Item, Item, Item -> StringO; 

axioms for all itemO, item1, item2, item3, item4, itemS, item6, item7 in Item ( 
for all s, s1, s2, s3 in StringO ( for all i, j in Integer ( 
r constructors are Emptystring, MkString, and '/1"; equalities between constructor terms '/ 

s 1/ Emptystring == s ; Emptystring 1/ s == s ; 
(s1 1/ s2) 1/ s3 == s1 /I (s2 /I s3) ; 

r definition of Length by applying it to all constructors '/ 
type String Length(Emptystring) == 0 ; 
type String Length(MkString(itemO)) = 1 ; 
type String Length(s1 /I s2) == Length(s1) + Length(s2) ; 

r definition of Extract! by applying it to all constructors, Error! cases handled separately '/ 
Extract!(MkString(itemO),O) == itemO ; 
i < Length(s1) ==> Extract!(s1 /I s2,i) == Extract!(s1 ,i) ; 
i >= Length(s1) ==> Extract!(s1 /I s2,i) == Extract!(s2,i-Length(s1)) ; 
i < 0 or i >= Length(s) ==> Extract!(s,i) == Error! ; 

r definition of First and Last by other operations '/ 
First(s) == Extract!(s,O) ; Last(s) == Extract!(s,Length(s)-1) ; 

r definition of substr(s,i,j) by induction on j, Error! cases handled separately '/ 
i >= 0 and i <= Length(s) ==> Substr(s,i,O) == Emptystring ; 
i >= 0 and j > 0 and i+j <= Length(s) ==> Substr(s,i,j) == Substr(s,i,j-1) /I 

MkString(Extract!(s,i+j-1)) ; 
i < 0 or j < 0 or i+j > Length(s) ==> Substr(s,i,j) == Error! ; 

r definition of Modify!, Head, Tail, and Sx by other operations '/ 
Modify!(s,i,itemO) == 

Substr(s,O,i) 1/ MkString(itemO) 1/ Substr(s,i+1 ,Length(s)-i-1); 
Head(s) == Substr(s,0,length(s)-1); Tail(s) == Substr(s,1,length(s)-1); 
S2(itemO,item1) = MkString(itemO) /I MkString(item1) ; 
S3(itemO,item1 ,item2) == MkString(itemO) /I MkString(item1) /I MkString(item2) ; 
S4(itemO,item1 ,item2,item3) == MkString(itemO) /I MkString(item1) /I 

MkString(item2) 1/ MkString(item3) ; 
S6(itemO,item1 ,item2,item3,item4,itemS) == MkString(itemO) /I MkString(item1) /I 

MkString(item2) /I MkString(item3) /I MkString(item4) /I MkString(itemS) ; 
S8(itemO,item1 ,item2,item3,item4,itemS,item6,item7) == 

MkString(itemO) /I MkString(item1) /I MkString(item2) /I MkString(item3) /I 
MkString(item4) 1/ MkString(itemS) /I Mkstring(item6) /I MkString(item7) ; ) ) ) ; 

endgenerator StringO ; 
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r ASN.1-style BIT SORT (identical to definition of Bit in Z.1 05. Annex A) ' I J 
r Bit is a subtype of Boolean - bit values 0 and 1 cannot be used with Integer operator.s 'I 

newtype Bit inherits Boolean literals 0 ~ FALSE. 1 : TRUE ; operaiors all ; endnewtype Bit ; 

r ASN.1-style BITSTRING SORT (derived from Z.105. Annex A) ' / l', 
r Bitstring is a O-origin string of Bit. Z.105 provides binary ('1 011'B) and hexadecimal (,D3'H) merals; 

but parsing these requires relaxation of a Z.1 00 rule regarding the use of apostrophes. 
Therefore. this version of Bitstring provides hexadecimal literals OxOO:OxFF. Bitstrings of 
non·octet length can be constructed by concatenating individual bits using MkString. 
Operators ·not·. ·and·. 'or', 'xor', and '~>' act bitwise on Bitstring operands. 
For dyadic operators. the length of the result is equal to the longer of the source operands. '/ 

newtype Bitstring StringO(Bit.") 
adding literals 

macro Hex_literals ; r macro Binary_literals; 'I 
operators 

"not' : Bitstring -> Bitstring; 
"and' : Bitstring. Bitstring .> Bitstring; 
' or' : Bitstring. Bitstring -> Bitstring; 
'xor" : Bitstring. Bitstring .> Bitstring; 
.. ~>" : Bitstring. Bit5tring .> Bitstring; 
noequality ; 

axioms 
macro Hex_axioms; r macro Binary_axioms; 'I 
for all s. s1. s2. s3 in Bitstring ( 

s ~ s ~~ True; 
s1 ~ s2 ~= s2 ~ s1 ; 
s1 I~ s2 == not (s1=s2) ; 
s1 = s2 == True ==> s1 == s2 ; 
«s1 = 52) and (52 = s3)) ==> 51 = 53 == True ; 
«s1 = s2) and (s2/= 53» ==> s1 = 53 == False; 
for all b. b1. b2 in Bit ( 

not(") =="; 
not(MkString(b) 1/ s) == MkString( not(b) ) /1 not(s) ; 
.. and" =="; 
Length(s) > 0 => .. and s == MkString(O) and s ; 
Length(s) > 0 ==> 5 and" == sand MkString(O) ; 
(MkString(b1) II s1) and (MkString(b2) /152) 

== MkString(b1 and b2) /1 (51 and s2 ) ; 
s1 or 52 == not (not 51 and not s2) ; 
s1 xor 52 == (51 or 52) and not(s1 and 52) ; 
s1 => s2 == not (not s1 and s2) ;) ) ; 

map for all b1.b2 in Bitstring literals ( 
for all bs1. bs2 in Charstring literals ( 
I' connection to the String generator 'I 

for all b in Bit literals ( 
S1l'llllng(b1) = .... /1 bs1 // bs2/1 ..... Spelling(b2) =". /I bs2 /I . ... 
Spelllng(b) = bs1 ==> b1 == MkString(b) /I b2 ; ) ) ): 

endnewtype Bitstrlng : 

';6 
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r OCTET and OCTETSTRING SORTS (somewhat influenced by Z.1 05, Annex A)"f ~ 
r Z.105 defines Octet as "syntype Octet = Bitstring constants size (8) endsyntype Octet ;" 

Unfortunately, "size" is an extension to the abstract grammar of SDL, unavailable in Z.I00. 
Therefore, Octet is defined here as a subtype of Bitstring, and relies on proper usage to 
establish and maintain lengths which are integral multiples of 8. The easiest way to create 
octet lengths is to use mkOctet or the hexadecimal literals defined for Bitstring (e.g. OxD5). 
This definition of Octet includes the following operators: 

0:= mkOctet(i) converts a non-negative Integer (mod 256) to an Octet (always exactly 8 bits) 
i:= octetVal(o) converts an Octet to an Integer (0:255) 
0:= flip(o) reverses the order of the bits within the octet (0<-->7,1<-->6,2<-->5,3<-->4) "f 

newtype Octet inherits Bitstring operators all ; 
adding operators 

mkOctet : Integer -> Octet; 
octetVal : Octet -> Integer; 
flip : Octet -> Octet; 

axioms 
for all i in Integer ( for all z in Octet ( 

i = 0 ==> mkOctet(i) == S8(0,0,0,0,0,0,0,0) ; i = 1 ==> mkOctet(i) == S8(1 ,0,0,0,0,0,0,0) ; 
i > 1 and i <= 255 ==> mkOctet(i) == substr( ( first(mkOctet(i mod 2)) II mkOctet(i f 2) ), 0, 8) j 

i > 255 ==> mkOctet(i) == mkOctet(i mod 256) ; 
i < 0 ==> mkOctet(i) == error! ; 
z = MkString(O) ==> octetVal(z) == 0 ; z = MkString(O) ==> octetVal(z) == 1 ; 
length(z) > 1 and length(z) <= 8 ==> 

octetVal(z) == octetVal(first(z)) + (2*(octetVal(substr(z,1 ,length(z)-I)))) ; 
length(z) > 8 ==> octetVal(z) == error! ; 
llip(z) == S8(z(7),z(6),z(5),z(4),z(3),z(2),z(1 ),z(O)); ) ); 

endnewtype Octet; 
r 

Octetstring is a O-ORIGIN string of Octets (UNLIKE the I-origin OcteCstring of ASN.l). 
Conversion ops to and from Bitstring, plus integer to Octetstring, but only literals are "null" 
and 1-4 position OxOO strings 01, 02, 03, and 04. Octetstring constants are created using 
these literals and aggregation operators S2, S3, S4, S6, and S8. *f 

newtype Octetstring StringO (Octet,null) 
adding literals 

01,02,03,04 ; 
operators 

BicString : Octetstring -> Bitstring; 
OcteCString : Bitstring -> Octetstring; 
mkOS : Integer,lnteger -> Octetstring; r mkstring(mkOctet(il)) O-extended to length i2 "f 

axioms 
for all b,bl ,b2 in Bitstring ( for all s in Octetstring ( for all 0 in Octet ( 

Bit_String(null) = " ; 
Bit_String( MkString(o) II s) == 0 II BiCString(s) ; 
Octet_String(") == null ; 
Length(bl) > 0, Length(bl) < 8 

==> Octet_String(bl) == MkString(bl or OxOO); 1* expand bl to 8 bits *f 
b == bl II b2, Length(bl) = 8 

==> OcteCString(b) == MkString(bl) II Octet_String(b2); 
for all i, k in Integer ( 

k = 1 ==> mkOS(i,k) == MkString(mkOctet(i)) ; 
k> 1 ==> mkOS(i,k) == mkOS(i,k-l) II MkString(OxOO) ; 
k <= 0 ==> error!;); 

01 == mkstring(OxOO); 02 == S2(OxOO,OxOO); 03 == 01 II 02; 04 == 02 II 02; ) ) ); 
map for all 01, 02 in Octetstring literals ( 

for all bl, b2 in Bitstring literals ( 
Spelling( 01 ) = Spelling( bl). Spelling( 02 ) = Spelling( b2) ==> 01 = 02 = bl = b2 ;) ); 

endnewtype Octetslring; 
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3109_b\MacAddr(23) 

{, MAC ADDRESS SORTS '/ [j 
r MacAddr is a subtype of Octetstring with added operators 

isGroup(m), which returns true if given a group address, 
isBcst(m), which returns true if given the broadcast address, and 
isLocal(m), which returns true if give a locally-administered address. 

MAC addresses must be defined such that they are exactly 6 octets long. The preferred 
ways to achieve this are to use the S6 aggregation operator or nuliAddr synonym. '/ 

newtype MacAddr inherits Octetstring operators all ; 
adding operators 

isGroup : MacAddr -> Boolean; 
isBcst : MacAddr -> Boolean; 
isLocal : MacAddr -> Boolean; 
adrOs : MacAddr -> Octetstring ; 

axioms for all m in MacAddr ( 
(Iength(m) = 6) and (extract!(m,O) and OxOl = Ox01) ==> isGroup(m) == true; 
(Iength(m) = 6) and (extract!(rn,O) and OxOl = OxOO) ==> isGroup(m) == false; 
(Iength(m) = 6) and (m = S6(OxFF, OxFF, OxFF, OxFF, OxFF, OxFF)) ==> isBcst == true; 
(Iength(m) = 6) and (m /= S6(OxFF, OxFF, OxFF, OxFF, OxFF, OxFF)) ==> is Best = false; 
(Iength(m) = 6) and (extract!(m,O) and Ox02 = Ox02) ==> isLocal == true; 
(Iength(m) = 6) and (extract!(m,O) and Ox02 = OxOO) ==> isLocal == false; 
length(m) /= 6 ==> Error! r common error! term ' / ; 
for all 0 in Octetstring ( 

m = MacAddr!o = adrOs(m) = 0 ; ) ) : 
endnewtype MacAddr ; 

r set of Mac Addresses " 
newtype MacAddrSet powerset(MacAddr) endnewtype MacAddrSet ; 

r Broadcast Address '/ 
synonym BcstAddr MacAddr = S6(OxFF, OxFF, OxFF, OxFF, OxFF, OxFF); 

r Null Address (an all-zero, 6-0ctet string for use as placeholder) '/ 
synonym NuliAddr MacAddr = S6(Ox.OO, OxOO, OxOO, OxOO, OxOO, OxOO) : 

r BSS DESCRIPTION SORTS ",D, 
r The BssDscr structure is used in parameters of MlmeScan.confirm and MlmeJoin.request ' 

newtype BssDscr Struct 
bdBssld MacAddr ; 
bdCap Capability; r capability information «ADDED -- NOT IN 10.3.3.1» '/ 
bdSsld Octelstring; I' max length=32, not enforced by data structure '/ 
bdType BssType; 
bdBcnlnt Kusec ; 
bdTstamp Octetstring ; I' 8 Octets from Probe Response or Beacon frame '/ 
bdPhyParms PhyParms; I' empty if inapplicable for active PHY " 
bdCfParms CfParrns ; r empty if no point coordinator in BSS " 
bdlbssParms IbssParms : r empty if infrastructure BSS '/ •. 

",uJ",mtype BssDscr : 
I' set of Bss Descriptors " 

newtype BssDscrSet powersel(BssDscr) endnewiype BssDscrSet : 
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r DUPLICATE FILTERING SUPPORT STRUCTURES '/ 
r Range of possible fragment numbers '/ 

syntype FragNum = Integer constants O:sMaxFragNum endsyntype FragNum ; 
r Range of possible sequence numbers '/ 

syntype SeqNum = Integer constants 0:4095 endsyntype SeqNum ; 

3110_b\TupleCache(23) 

r Tuple strucure (used for duplicate filtering and MsdulMmpdu reassembly. ' / 
nGwtype Tuple Struct 

full Boolean; r =true if Tuple contains valid/current frame information '/ 
ta MacAddr; r transmitting station (Addr2) '/ 
sn SeqNum; r Msdu/Mmpdu sequence number '/ 
fn FragNum; r Mpdu fragment number '/ 
tRx Time ; r reception time (endRx of fragment) '/ 
default (. false, nuliAddr, 0, 0, 0 .) ; 

endnelVtype Tuple ; 

r TUPLE CACHE SUPPORT '/ 
r Number of entries in tuple cache at this station, and associated index range '/ 

synonym tupleCacheSize Integer = 32; r cache size (>2) is implementation dependent '/ 
syntype Cachelndex = Integer constants 1 :tupleCacheSize endsyntype Cache Index ; 

r Tuple cache array with search & update operators '/ 
newtype TupleCache Array(Cachelndex,Tuple); 

adding operators 
clearTupleCache ; TupleCache -> TupleCache ; 
searchTupleCache : TupleCache, MacAddr, SeqNum, FragNum -> Boolean; 
updateTupleCache : TupleCache, MacAddr, SeqNum, FragNum, Time -> TupleCache; 

operator clearTupleCache; fpar cache TupleCache ; 
returns TupleCache; referenced; 

operator searchTupleCache; fpar cache TupleCache, taddr MacAddr, tseq SeqNum, 
tfrag FragNum; returns Boolean; referenced; 

operator updateTupleCache; fpar cache TupleCache, taddr MacAddr, tseq SeqNum, 
tirag FragNum, tnow Time; returns TupleCache; referenced; 

endnelVtype TupleCache ; 

r 32-BIT (unsigned) UP-COUNTER WITH WRAPAROUND '/ 
r Used for MIB counters, inc(cntr) increments value by 1, with wraparound from (2"32)-1 to O. 
newtype Counter32 inherits Integer operators all : 

adding operators 
inc : Counter32 -> Counter32 : 

axioms 
for all c in Counter32 ( 

c < 4294967295 ==> inc(c) == c + 1 ; 
C >= 4294967295 ==> inc(c) == 0; ): 

endnewtype Counter32 ; 

r STRING OF INTEGER '/ 
nelVtype Intstring String(lnteger,nolnt); endnewtype Intstring ; 
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3111_b\Queue(23) 

r QUEUE GENERATOR "I ~ 
r Queue generator (e variant of the. StringO generator) creates Queues 01 any sort with operators 

Qfirst(queue.ilem) which adds item as the first queue element, and 
Qlast(queue,ltem) which adds lIem as the last queue etement 

Since Queue is derived Irom StringO, operators Length, II, First, Last. Head, Tall, etc_ ere available. 
Since operators cannot modify SOUlce operands; removal of queue elements is a 2-step process: 

dequeue first is Item:= Flrst(queue); queue:c Tall(queue); 
dequeue last Is Item:= Last(queue); queue;: Head(queue); "' 

generator Queue(type Item, literal Emplyqueue) 
lite rats Emptyqueue ; 
operators 

MkO : Irem -> Queue ; /' make a queue fror11 an Item "/ 
Langth : Queue -> Inleger: r number of items on queue ., 
First : Queue -> Item: I' first item in string ./ 
Qfirst : Queue, Item ,> Queue; I' add item as first on queue '/ 
Tail : Queue -> Queue; I' all but first item on queue "I 
Last : Queue -> Item: ,. last it.em on queue ./ 
Qlasl : Queue, Item -> Queue; I' add \Iem as last on queue ./ 
Head : Queue -> Queue : I' all but the last Item in string "/ 
'If : Queue, Queue -> Queue ; r concatenation "' 
Extract! : Queue, Integer -> Item; r get item from queue '1 
Modify! : Queue, Integer, Item -> Queue; ,. modify value of item in queue ./ 
SubQ : Queue, Integer, Integer -> Queue; r queue of length j starting at i-th item "I 
Qsearch : Queue 

axioms for all itemO in Item ( for all q, q1. q2, q3 in Queue ( for all i, j in Integer ( 
,. constructors are Emptyqueue, MkQueue, and 'II"; equalities between constructor terms '1 

q II Emptyqueue == q ; Emptyqueue II q == q ; 
(q1 /I q2) /I q3 == q1 II (q211 q3) ; 

,. definition of Length by applying it to all constructors "I 
type Queue Length(Emptyqueue) == 0 ; 
type Queue Length(MkQueue(itemO)) == 1 ; 
type Queue Length(q1 1/ q2) == Length(q1) + Length(q2) ; 

r definition of Extracll by applying it to all constructors, Error! cases handled separately "/ 
ExlractJ(MkQueueOtemO).O) == itemO ; 
i < Length(ql) => ExtractJ(q1 /lq2,i) == Exlractl(q1 .i); 
1 >= Length(q1) => Extract!(ql ilq2.i)= Extractl(q2,i-Lenglh(ql)); 
I < 0 or I >= Length(q) => Extfact!(q,l) = Error! ; 

r definitIon of First and Last by olher operations "/ 
First(q) = Exlractl(q,O) ; Last(q) = Extractl(q,Length(q)-l) ; 

,. definition 01 SubQ(q,I,j) by induction on J. ErrorJ cases handled separately '/ 
I >= 0 and I <= Length(q) => SubO(q,I,O) = Emptyqueue ; 
1>= 0 and J > 0 and 1+1 <= Lenglh{q) => SubO{q,I,1) = SubQ(qJ.J-l) /I 

MkOUeUe(Extractl(q,i+I-1)) : 
i '" 0 or 1 '" 0 or i+J > Length(q) => SubQ(q,I,j) = Errorl : 

,. definition of MOdifYl, Head, Tall, Qfirst, and Qlast by other operations ' / 
Modifyl(q,i,itemO) = SubQ(q.O.I) 1/ MkOueueQtemO) II SubO{q,i+ l,Length(q)-I-l) ; 
Head(q) = SubQ(q,O,length(q)-1) : Tall(q) = SubQ(q,l .length(q)-l) : 
Qfirst(q ,ltemO) .... MkQuelJe{l temO) 1/ q : Qlast(q.ilemO) "'"' q /I MkQueue(itemO); ) ) ); 

endgenerator Queue : 

5"0 
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r FRAGMENTATION DATA STRUCTURES "' 
r 

Array to hold up to FragNum fragments of an Msdu or Mmpdu "' 
newtype FragArray Array(FragNum,Frame): endnewtype FragArray : 

r 
The FragSdu structure is for OUTGOING MSDUs and MMPDUs (generically SDUs) 

3112_b\Fragment(23) 

Each SDU, even if not fragmented, is held in an instance of this structure, awaiting its 
(re)transmission attempt(s). Transmit queue(s) are ordered lists of FragSdu instances. 
Depending on station capabilities and ass type, there may be one or more such queues .• , 

newtype FragSdu Struct 
fTot FragNum: r number of fragments in pdus FragArray "' 
fCur FragNum: r number of next fragment to be sent "' 
fAnc FragNum: I' number of next fragment to announce in ATIM or TIM "' 

r when fAnc>fCur, pdus(fCur)+ may be transmitted .• , 
eol Time: r =0 until first Tx attempt, then =(now+dUsec(aMaxTxMsduLifetime)) "' 
sqf SeqNum : r SDU sequence number (set, along with eol, at first Tx attempt) 0' 
src Integer: r short retry counter "' 
Irc Integer: r long retry counter "' 
dst MacAddr : r destinaton address "' 
grpa Boolean: r =true if RA (not DA) is group address "' 
psm Boolean: r =true if RA (not DA) is not known to be active "' 
cnfTo Pld: r address of process to send confirmation 
per CfPriority: r requested priority (from LLC) "' 
pdus FragArray: r array of Frame to hold fragments "' 

endnewtype FragSdu : 
r 

Queue of FragSdu for power save buffering, etc. 
Searchable using the Qsearch operator 

index:= Qsearch(queue, addr) 
where queue is an SduQueue and index is returned to identify the first queue entry 
at which entry!dst = addr: of as =1 if no match found (or for and empty queue). 0' 

newtype SduQueue Queue(FragSdu,emptyQ): 
adding operators 

Qsearch : SduQueue,MacAddr -> Integer: 
Operator Qsearch : 

fpar que SduQueue, val MacAddr: returns result Integer: referenced: 
endnewtype SduQueue : 

SI 
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r REASSEMBLY DATA STRUCTURES '/ 
r 

The PartialSdu structure is for INCOMPLETE MSDUs and MMPDUs (generically SDUs) 
for which at least 1 fragment has been received. Unfragmented SDUs are reported 
upward immediately, and are never stored in instances of this structure. '/ 

neWlype PartialSdu Struct 
in Use Boolean; r =true if >=1 fragments are buffered in this instance of PartialSdu '/ 
rta MacAddr; r transmitting station (Addr2) '/ 
rsn SeqNum ; r Msdu/Mmpdu sequence number '/ 
rCur FragNum; I' Mpdu fragment number of most recent fragment '/ 
reol Time; r =(now+dUsec(aMaxReceiveLifetime) at first fragment '/ 
rsdu Frame; r Mpdus concatenated into this buffer, Mac header from first Mpdu '/ 

endneWlype PartialSdu ; 
r 

Number 01 entries In reassembly array at this $lalion, and assoojated Index range ' f 
synonym reasmSize Integer,. 6 : ,. number of reassembly buffers {minimum 3} [s Impl, depf '/ 
synlype reasmlndex = Integer constants 1 ;reasmSiz.e endsynlype reaSmindex ; 

f' 

'/ 

Array of PartialSdu for use reassembling fragmented Msdus and Mmpdus. 
Searchable using the AsSearch operator 

Index:~ ArSearch(array, addr, seq, frag) 
where array Is a ReasmArray and index is returned to identity the first element 
for which (inUse=true) and (entrylrta=addr) and (entry!rsn=seq) and (entrylrCur=frag-1); 
or as =1 if no match found. 

index:= ArFree(array) returns index of free entry, or -1 if none 
array:= ArAge(array, age) frees entry!eol < age (also used to clear array). '/ 

newtype ReasmArray array(reasmlndex, PartialSdu) ; 
adding operators 

ArSearcll : ReasmArray,MacAddr,SeqNum,FragNum -> Integer; 
ArFree : ReasmArray -> Integer; 
ArAge : ReasmArray,Time -> ReasmArray; 

Operator ArSearch; fpar ar ReasmArray, adr MacAddr, seq SeqNum, 
frg FragNum; returns Integer; referenced; 

Operator ArFree; fpar ar ReasmArray; returns Integer; referenced; 
Operator ArAge; fpar ar ReasmArray, age Time; returns ReasmArray; referenced; 

endnewtype AeasmArray ; 

,. SORTS for POWER MANAGEMENT SUPPORT 'f 
r 

define Stationld 'f 
synonym sMaxSld Integer = 2007 ; 
syntype Stationld = Integer constants O:sMaxSld endsyntype Stationld ; 

I' 
define size of Stationld table «= sMaxSld+1 ) '/ 

synonym sSldTableSize Integer .. 2008 : 
r Stationld table 

searchable by MacAddr 
index:= addrTold(lable, addr) 

where table Is a SldTable, returns the fltst Index vaue where 
the table entry is equal to addr, or -1 if no match found. 'f 

newtype SldTable Array(Stationld,MacAddr}; 
adding operators 

addrTold : SldTable,MacAddr -> Integer; 
operator addrTold; fpar tbl SlciTRble, vRI MacAddr : returns Integer; 

endne\Vlype SldTable : 
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ljcrc32 

(lloperator 1 
~ keyLookup 

, . SORTS FOR CRC-32 (CRC and ICV values) " 
r Crc is a subtype of Octetstring with added operators 

Crc32(crc,octet), which retums an updated Crc value including the new octet, and 
Mirror(crc), which returns a Crc value with the order of the octets and of the 

bits in each octet reversed, suitable for transmission MSb-first. 
Crc variables must be defined such that they are exactly 4 octets long. The proferred 
ways to achieve this are to use the S4 aggregation operator or initCrc synonym . • , 

newtype Crc inherits Octetstring operators all ; 
adding operators 

crc32 : Crc, Octet -> Crc; 
mirror : Crc -> Octetstring ; 

operator crc32 ; 
fpar crcin Crc, val Octet; returns Crc; referenced; 

axioms for all c in Crc ( 
mirror(c) == S4(flip(c(3)), flip(c(2)), flip(c(l)) , flip(c(O))); ); 

endnewtype Crc ; 
r Initial Crc value (all 1 s) " 

synonym initCrc Crc = S4(OxFF, OxFF, OxFF, OxFF) ; 
r Valid Crc value after accumulation of Crc32 on Pdu including Crc field " 

synonym goodCrc Crc = S4(Ox7B, OxDD, Ox04, OxC7) ; 

r SORTS for WIRED-EQUIVALENT PRIVACY (WEP) ., 
r define length of KeyVector and null Key value " 

syntype Keylndex = Integer constants 1:4 endsyntype Keylndex ; 
synonym nuliKey Octetstring = 03 /I 02 ; 
syntype PrngKey = Octetstring default 03/1 02 endsyntype PmgKey ; 

r 
KeyVector for default WEP keys. Array of Octetstring indexed by Keylndex. 
Length(KeyVector(n)) must =5, it is assumed that the MlmeSetrequest enforces this .• , 

newtype KeyVector Array(Keylndex,PrngKey); endnewtype KeyVector ; 
r 

Number of entries in aWepKeyMapping array at this station. 
Actual length of key map array (lOis the minimum per 8.3.2). " 

synonym sWepKeyMappingLength Integer = 10; 
syntype KeyMappingRange = Integer constants 1 :sWepKeyMappingLength 

endsyntype KeyMappingRange ; 
r 

KeyMap structure -- used as elements of KeyMapArray 
Length(wepKey) must =5, it is assumed that the MlmeSet.request enforces this. " 

newtype KeyMap struct 
mappedAddr MacAddr; keyOn Boolean; wepKey PrngKey; endnewtype KeyMap ; 
r 

KeyMapArray -- used for aWepKeyMapping table; an array of KeyMap indexed 
by KeyMappingRange. Procedural operator keyLookup searches the array for the 
mapping of a given address: 

keyMap := keyLookup(addr, keyMapArray, keyMapArrayLength) 
If an entry is found with mappedAddr=addr, keyMap is set to the value of this entry. 
If no entry is found with mappedAddr=addr, keyMap is set to (. addr, false, null.) " 

newtype KeyMapArray Array(KeyMappingRange, KeyMap) ; 
adding operators 

keyLookup : MacAddr, KeyMapArray, Integer -> KeyMap; 
operator keyLookup ; 

fpar luadr MacAddr, kma KeyMapArray, kml Integer; returns KeyMap ; referenced ; 
endnewtype KeyMapArray ; 
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FRAME SORT " 
r Frame is a subtype of Octetstring with added operators for creating MAC headers, 

extracting each of the header fields and some management frame fields, and modifying 
most header fields and some other fields. There are no operators for the frame body, 
IV, ICV, and CRC fields, which are handled directly as Octetstrings. " 

newlype Frame inherits Octetstring operators all : 
adding operators 

mkFrame : TypeSubtype,MacAddr,MacAddr,Octetstring -> Frame; r Data or Mgt frame -, 
mkCtl : TypeSubtype,Octetstring,MacAddr -> Frame; r make Control frame " 
protocolVer : Frame -> Integer; r Protocol version field (2 bits) " 
basetype : Frame -> BasicType; I" Type field (2 bits) " 
!type : Frame -> Type$ubtype; r Type & Subtype fields (6 bits) " 
setFtype : Frame, TypeSubtype .> Frame; 
toDs : Frame -> Bit; r To DS bit (1 bit) " 
setToDs : Frame, Bit -> Frame; 
frDs Frame -> Bit; r From DS bit (1 bit) 'f 
setFrDs : Frame, Bit -> Frame; 
moreFrag : Frame -> Bit; r More Fragments bit (1 bit) 'f 
setMoreFrag : Frame, Bit -> Frame; 
retryBit : Frame -> Bit; r Retry bit (1 bit) " 
setRetryBit : Frame, Bit -> Frame; 
pwrMgt : Frame -> Bit; r Power Management bit (1 bit) 'f 
setPwrMgt Frame, Bit -> Frame; 
moreData : Frame -> Bit; r More Data bit (1 bit) " 
setMoreData : Frame, Bit -> Frame; 
wepBit : Frame -> Bit; r WEP bit (1 bit) " 
setWepBit : Frame, Bit -> Frame; 
orderBit : Frame -> Bit; r Order [strictly ordered] bit (1 bit) 'f 
setOrderBit : Frame, Bit -> Frame; 
durld : Frame -> Integer; r DurationllD field (2 octets) " 
setDurld : Frame, Integer -> Frame; 
addrl : Frame -> MacAddr; ,. Address 1 [RA/DA] field (6 octets) 'f 
setAddrl : Frame, MacAddr -> Frame; 
addr2 : Frame -> MacAddr; r Address 2 [TA/SA] field (6 octets) 'f 
setAddr2 : Frame, MacAddr -> Frame; 
addr3 Frame -> MacAddr; r Address 3 [Bssld/SA/DA] field (6 octets) 'f 
setAddr3 : Frame, MacAddr -> Frame; 
addr4 : Frame -> MacAddr; r Address 4 [WDS-SA] field (6 octets) 'f 
insAddr4 : Frame, MacAddr -> Frame; 
seq : Frame -> SeqNum; I' Sequence Number field (12 bits) " 
setSeq Frame, SeqNum -> Frame; 
frag : Frame -> FragNum; r Fragment Number field (4 bits) 'f 
setFrag : Frame, FragNum -> Frame; 
ts Frame -> Time; I' Timestamp field (beacon, probe_rsp; 8 octets) 'f 
setTs : Frame, Time -> Frame; 
mkElem : ElementlD, Octetstring -> Octetstring; r make element, 1st parm is ID 'f 
getElem : Frame, E1ementiO -> Octetstring ; r obtain element from frame body 'f 
status Frame -> StatusCode ; r Status Code field (2 octets) " 
setStatus : Frame, StatusCode -> Frame ; 

r 
axioms on next J:l!Ige 'f 
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r Frame operator signatures continue ., ~ 
authStat : Frame -> StatusCode: r Status Code field in Authentication frame ., 
reason : Frame -> ReasonCode: I" Reason Code field (2 octets) ., 
authSeqNum : Frame -> Integer: r Authentication Sequence Number field (2 octets) ., 
authAlg : Frame -> AuthType: I" Authentication Algorithm field (2 octets) ., 
beaconlnt : Frame -> Kusec; r Beacon Interval field (2 octets) ., 
listenlnt : Frame -> Kusec; I" Listen Interval field (2 octets) ., 
asgnSld : Frame -> Stationld; r Station 10 field (2 octets) ., 
setAsgnSld : Frame, Stationld -> Frame : 
curApAddr : Frame -> MacAddr; r Current AP Address field (6 octets) ., 
capA : Frame, Capability -> Bit: r Capability Info field, AsoclReasoc (2 octets) ., 
setCapA : Frame, Capability, Bit -> Frame ; 
capB : Frame, Capability -> Bit; r Capability Info field, Beacon'ProbeRsp (2 octets) . , 
setCapB : Frame, Capability, Bit -> Frame : 
keyld : Frame -> Keylndex; r Key 10 sublield of ICV field (2 bits 01 1 octet) ., 
setKeyld : Frame, Keylndex -> Frame; 

Operator getElem; fpar fr Frame, id ElementlD; returns Frame: referenced: 
r 

axioms for Frame sort ., 
axioms for all f in Frame ( for all a, sa, da, ra, ta, bssa in MacAddr ( 

for all body, dur, sid, info in Octetstring ( 
addr1(f) == substr(f,4,6): setAddr1(f,a) == substr(f,O,4) /I a /I substr(f,10,length(f)-10) ; 
addr2(f) = substr(f,10,6) ; setAddr2(I,a) == substr(I.O, 10) /I a /I substr(l, 16,length(I)-16) 
addr3(1) == substr(I,16,6); setAddr3(I,a) == substr(I,0,16) /I a /I substr(I,22,length(I)-22) 
addr4(1) == substr(f,24,6) ; insAddr4(I,a) == substr(f,0,24) /I a /I substr(f,24,length(f)-24) 
curApAddr(l) == substr(I,28,6) : 
for all It in TypeSubtype ( 

mkFrame(lt,da,bssa,body) == It /I 03/1 da /I aMacAddress /I bssa /I 02/1 body: 
(It = rts) ==> mkCtI(lt,dur,ra) == It /I 01 /I dur /I ra /I aMacAddress ; 
(It = ps-poll) ==> mkCtI(lt,sid,bssa) == It /I 01 /I sid /I bssa 1/ aMacAddress : 
(It = cts) or (It = ack) ==> mkCtI(lt,dur,ra) == It /I 01/1 dur /I ra ; 
(It = cfend) or (It = cfend_ack) ==> mkCtI(lt,bssa,ra) = It /I 03/1 ra 1/ bssa ; 
ltype(l) == mkstring(f(O) and OxFC) ; 
setFtype(f,lt) == Modily!(f,O,mkstring«f(O) and Ox03) or It»; ); 

for all bt in BasicType ( 
basetype(f) == 1(0) and OxOC; ); 

lor all i in Integer ( 
protocoIVer(f) == octetVal(I(O) and Ox03) ; 
durld(f) == octetVal(I(2» + (octetVal(f(3» • 256) ; 
setDurld(l,i) == substr(I,0,2) /I mkOS(i mod 256,1) /I mkOS(i '256,1) /I substr(I,4,length(I)-4) ; 
authSeqNum(f) == octetVal(I(26» + (octetVal(I(27» • 256) ; ) ; 

lor all e in Elementld ( 
mkElem(e,inlo) == e /I mkOS(length(inlo)+211 inlo ); 

lor all b in Bit ( 
toDs(l) = il (1(1) and Ox01) then 1 else 0 Ii; 
setToDs(l,b) == Modify!(1,1 ,(1(1) and OxFE) or SB(O,O,O,O,O,O,O,b» ; 
frDs(l) == if (1(1) and Ox02) then 1 else 0 Ii; 
setFrDs(l,b) == Modify!(f,1 ,(1(1) and OxFD) or SB(O,O,O,O,O,O,b,O» ; 
moreFrag(l) == il (1(1) and Ox04) then 1 else 0 Ii ; 
setMoreFrag(l,b) == Modify!(1,1 ,(/(1) and OxFB) or SB(O,O,O,O,O,b,O,O»; 
retryBit(f) == il (1(1) and OxOB) then 1 else 0 Ii ; 
setRetryBit(l,b) == Modify!(',1 ,(1(1) and OxFl) or SB(O,O,O,O.b,O,O,O» ; 
pwrMgt(l) == il (f(1) and Ox10) then 1 else 0 Ii ; 

r axioms continue on next page ., 
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r axioms lor Frame sort, continued '1 
setPwrMgt(l,b) == Modily!(I,l ,(1(1) and OxFB) or SB(O,O,O,b,O,O,O,O» ; 
moreData(I) == il (1(1) and 0x20) then 1 else ° Ii ; 
setMoreData(l,b) == Modify!(I,l ,(1(1) and OxFB) or SB(O,O,b,O,O,O,O,O» ; 
wepBit(I) == il (1(1) and Ox40) then 1 else ° Ii ; 
setWepBit(l,b) == Modify!(I,l ,(1(1) and OxFB) or SB(O,b,O,O,O,O,O,O» ; 
orderBit(l) == il (1(1) and OxBO) then 1 else ° Ii; 
setOrderBit(l,b) == Modify!(I,l ,(1(1) and OxFB) or SB(b,O,O,O,O,O,O,O» ; 
lor all c in Capabilify ( 

capA(f,c) == if (bit_string(substr(I,24,2» and e) then 1 else ° fi ; 
setCapA(f,c,b) == substr(f,O,24) II ( biCstring(substr(f,24,2) and (not e)) or 

(if b then c else 02 fi» II substr(f,26,length(f)-26) ; 
capB(I,c) == if (bit_string(substr(I,34,2)) and c) then 1 else ° fi ; 
setCapB(f,c,b) == substr(f,0,34) II ( biCstring(substr(f,34,2) and (not c» or 

(if b then c else 02 fi) ) /I substr(f,36,length(f}-36); ) ); 
lor all sq in SeqNum ( 

seq(f) == (octetVal(f(22) and OxFO) 116) + (octetVal(f(23)' 16» ; 
setSeq(l,sq) == substr(I,O,22) /I mkstring«f(22) and OxOF) or 

mkOctet«sq mod 16) '16» /I mkOS(sq I 16,1) /I substr(f,24,length(f)-24) ; ) ; 
for all Ir in FragNum ( 

Irag(f) == octetVal(f(22) and OxOF) ; 
setFrag(f,fr) == substr(f,O,22) /I mkstring((f(22) and OxFO) or mkOctet(fr» /I 

substr(f,23,length(f)-23); ); 
for all tm in Time ( 

ts(l) = floal (octetVal(f(24» + (256 '(octetVal(f(25» + (256'(octetVal(f(26» + 
(256'(oclslVal(I(27)) + (256'(octetVal(I(28)) + (256'(ocleNat(f(29» + 
(256'(octsIVaJ(f(30)) + (256·octetVal(f(31» )))))))))))))) ; 

seITs(I,lm) = subSlr(I,O,24) 1/ mkOS(nx(lm). 1) II mkOS«flx(tm)J256). 1) /I 
mkOS«fix{lm)/65536), 1) /I mkOS«fix(lm)/16m216). 1) II 
mkOS«fix(tm)/4294967296), 1) /I mkOS({(fix{lm)/42S4967296)1256), 1) 1/ 
mkOS«(fix(tm)/4294967296)165536). 1) 1/ 
mkOS«(fix(tm)/4294967296)/16777216), 1) II substr(I,32,lenglh(I)-32) ; ) ; 

for all stat in StatusCode ( 
slatus(l) == substr(f ,26,2) ; 
setStatus(f,stat) == substr(I,O,26) II stat II substr(I,28,length(f)-2B) ; 
authStat(f) == subslr(f.2B.2); ); 

lor all rea in ReasonCode ( 
reason(f) == subslr(f,24,2); ) ; 

lor all alg in AUlhType ( 
authType(f) == subslr(f,24.2); ); 

for all u in Kusec ( 
beaconlnt(l) == oCletVal(I(32)) + (octetVal(I(33» • 256) ; 
listenlnt(f) == octetVal(I(26)) + (octetVal(f(27» • 256); ); 

lor all sta in Stationld ( 
asgnSld(f) = octeIVaI(f(28» + (ocletVal(f(29» • 256) ; 
setAsgn5Id(I,9Ia) ,.,. subslr(f ,0,28) /I mkOS(sla mod 256, 1) II 

mkOS(sta /256, 1) 1/ substr(f.30,length(f)-30); ); 
for all kid in KeylndexRBnge ( 

keyld(f) == octetVal(f(27» I 64 ; 
setKeyld(l,kid) == Modify!(f,27.mkOS(kid· 64»; ); 

»}) ; 
endnewtype Frame ; 
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3118_bIFrameTypes(23) 

I' ADDITIONAL FRAME FORMAT SORTS " 
r 

TypeSubtype defines the 6-bit lull Irame type identiliers, 
used by the !type operator 01 the Frame sort. " 

newtype TypeSubtype inherits Octetstring operators all; 
adding literals 

asoc_req, asoc_rsp, reasoc_req, reasoc_rsp, probe_req, 
probe_rsp, beacon, atim, disasoc, auth, 
deauth, ps_poll, rts, cts, ack, 
clend, clend_ack, data, data_ack, data_pall, 
data_poll_ack, nulUrame, clack, clpoll, clpolLack; 

axioms 
asoc_req == mkstring(S8(0,0,0,0,0,0,0,0)) ; asoc_rsp == mkstring(S8(0,0,0,0,1 ,0,0,0» ; 
reasoc_req == mkstring(S8(0,0,0,0,0,1 ,0,0» ; reasoc_rsp = mkstring(S8(0,0,0,0,1, 1,0,0» ; 
probe_req = mkstring(S8(0,0,0,0,0,0,1 ,0)) ; probe_rsp = mkstring(S8(0,0,0,0,1 ,0,1,0» ; 
beacon == mkstring(S8(0,0,0,0,0,0,0,1»; atim == mkstring(S8(0,0,0,0,1,0,0,1)); 
disasoc == mkstring(S8(0,0,0,0,0,1 ,0,1)) ; auth == mkstring(S8(0,0,0,0,1, 1,0,1» ; 
deauth == mkstring(S8(0,0,0,0,0,0,1 ,1» ; ps_poll == mkstring(S8(0,0,1 ,0,0,1 ,0,1)) ; 
rts == mkstring(S8(0,0,1 ,0,1,1,0,1)) ; cts == mkstring(S8(0,0,1 ,0,0,0,1,1)) ; 
ack == mkstring(S8(0,0, 1 ,0,1 ,0,1 ,1)) ; clend == mkstring(S8(0,0,1,0,0,1,1,1)); 
clend_ack == mkstring(S8(0,0,1 ,0,1,1,1,1)) ; data = mkstring(S8(0,0,0,1 ,0,0,0,0)) ; 
data_ack == mkstring(S8(0,0,0,1, 1,0,0,0» ; dataJlOII == mkstring(S8(0,0,0,1 ,0,1,0,0)) ; 
data_poll_ack == mkstring(S8(0,0,0,1, 1,1,0,0)) ; nulUrame == mkstring(S8(0,0,0,1 ,0,0, 1,0)) ; 
clack == mkstring(S8(0,0,0,1,1,0,1,0»; cfpoll == mkstring(S8(0,0,0,1 ,0,1 ,1 ,0)) ; 
cfpoll_ack == mkstring(S8(0,0,0,1, 1,1,1,0)) ; 

endnewtype TypeSubtype ; 
r 

BasicTypes defines the 2-bit frame type groups " 
newtype BasicType inherits Bitstring operators all ; 

adding literals 
control, data, management, reserved; 

axioms 
control == S8(0,0,1 ,0,0,0,0,0); data == S8(0,0,0,1 ,0,0,0,0); 
management == S8(0,0,0,0,0,0,0,0); reserved == S8(0,0,1 ,1 ,0,0,0,0) ; 

endnewtype BasicType : 

r ELEMENT IDs " 
newtype Elementld inherits Octetstring operators all : 

adding literals 
eSsld, eSupRates, eFhPaJTTls, eDsPaJTTls, 
eCfParms, eTim, elbParms, eCtext; 

axioms 
eSsld == mkOS(O,l); r service set identifier (Iength= 0-32) " 
eSupRates == mkOS(l,l); r supported rates (Iength= 1-8)" 
eFhParms == mkOS(2,1); r FH parameter set (Iength= 5) " 
eDsPaJTTls == mkOS(3,1); r DS parameter set (Iength= 1) " 
eCfParms == mkOS(4,1); r CF parameter set (Iength= 6) " 
eTim == mkOS(5,1); r Traffic Information Map (Iength= 4-254) " 
elbParms == mkOS(6,1); r IBSS parameter set (Iength= 2)" 
eCtext == mkOS(16,1); r challenge text (Iength= 1-253 [7.3.2.8], 128 [8.1.2.2])" 

endnEiwtype ElementlD : 
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'I I - - 1\ r REASON CODES 
I newtype ReasonCode inherits Octetstring operators all ; 

1 __ _ ~ adding literals 
unspec_reason. auth_noCvalid. deauth_lv_ss, inactivity, 
class2_err. class3_err. disas_lv_ss. asoc_noCauth; 

axioms 
Ullspec_reason = mkOS(1.2): aUlh_nOLvaJjd = mkOS(2.2); deaulhJ v_ss = mkOS(3.2) ; 
inaclivity = mkQS(4.2); BP_overload = mkOS(S.2) ; class2_err = mkOS(6.2) ; 
class3_err = mkOS(7.2) ; disas-.Jv_ss == mkOS(8.2) : asoo_noLaulh = mkOS(9.2) ; 

endnewtype ReasonCode ; 

/' STATUS CODES 'I 
newtype StatusCode inherits Ocletstring operators all; 

adding literals 
successful, unspec_fail, unsup_cap, reasoc_no_asoc, fail_other, unsupcalg, 
auth_seq_fail. ching_fail. auth_timeoul. ap_full. unsup_rate; 

axioms 
successful = mkOS(O.2); unspec_failure = mkOS(1 .2); unsup_cap = mkOS(1 0,2) ; 
reasoc_no_asOG = mkOS(1 1,2) ; faiLother = mkOS(12.2); unsupCalg == mkOS(13.2) : 
aUlh_sectJail = mkOS(1 4.2) ; chlngJa~ = mkOS(15,2) ; auth_timeout = mkOS(16,2) ; 
ap_full = mkOS(17.2) ; unsup_rale = mkOS(18,2) ; 

endnewtype StatusCocle ; 

,. CAPABILITY FIELD BITS 'I 
newtype Capability inherits Bitstring operators all ; 

adding literals 
cEss. clbss. cPoliable, cPoliReq. cPrivacy; 

axioms 
cEss == S8(1.0,0,0,0,0.0.0) 1/ OxOD ; 
clbss == 58(0.1.0.0,0,0.0.0) 1/ OxOD; 
cPoliable == S6(0.0.1 ,0,0.0.0.0) II OxOO 
cPolIReq == S8(0.0.0,1 ,0.0.0.0) 1/ OxOD 
cPrivacy == S8(0,0.0.0.1 ,0.0.0) II OxOD 

endnewtype Capability ; 

r ESS capability' I 
r IBSS capability 'I 
r CF-pollable (sta). PC present (ap) WI 
r {not) CF poll req (sta). PC polls (ap) " 
r WEP required capability 'I 

t-_ 
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1- - - l\ I' IBSS PARAMETER SET ELEMENT 
l newtype IbssParms inherits Octetstring 

1_ _ _ -J adding operators 
operators all ; 

atimWin : IbssParms -> Kusec; 
setAtimWin : IbssParms, Kusec -> 

axioms 
IbssParms; 

for all ib in IbssParms ( for all u in Kusec ( 
atimWin(ib) = octetVal(ib(O)) + (octetVal(ib(1))' 256); 
setAtimWin(ib,u) == mkOS(u mod 256, 1) /I mkOS(u '256, 1); )); 

endnewtype IbssParms ; 

r CF PARAMETER SET ELEMENT " 
newtype CfParms inherits Octetstring operators all ; 

adding operators 
cfpCount : CfParms -> Integer; r CfpCount field, 1 octet" 
setCfpCount : CfParms, Integer -> CfParms; 
cfpPeriod : CfParms -> Integer; r CfpPeriod field, 1 octet " 
setCfpPeriod : CfParms, Integer -> CfParms; 
cfpMaxDur : CfParms -> Kusec; r CfpMaxDuration field, 2 octets "' 
setCfpMaxDur : CfParms, Kusec -> CfParms; 
cfpDurRem : CfParms -> Kusec; r CfpDurRemaining field, 2 octets " 
setCfpDurRem : CfParms, Kusec -> CfParms; 

axioms 
for all cf in CfParms ( for all i in Integer ( for all u in Kusec ( 

cfpCount(cf) == octetVal(cf(O)) ; setCfpCount(cf,i) == mkOS(i,1) /I tail(cf) ; 
cfpPeriod(cf) == octetVal(cf(1)); setCfpPeriod(cf,i) == cf(O) II mkOS(i,1) /I substr(cf,2.4) ; 
cfpMaxDur(cf) == octetVal(cf(2)) + (octetVal(cf(3)) " 256) ; 
setCfpMaxDur(cf,u) == substr(cf,0,2) /I mkOS(u mod 256, 1) /I mkOS(u , 256, 1) /I substr(cf,4,2) ; 
cfpDurRem(cf) == octetVal(cf(4)) + (octetVal(cf(5)) " 256 ) ; 
setCfpDurRem(cf,u) == substr(cf,O.4) II mkOS(u mod 256, 1) /I mkOS(u , 256, 1); ))); 

endnewtype CfParms ; 

r FH PARAMETER SET ELEMENT "' 
newtype FhParms inherits Octetstring operators all : 

adding operators 
dweliTime : FhParms -> Kusec; r Dwell Time field, 2 octets "' 
setDweliTime : FhParms, Kusec -> FhParms; 
hopSet : FhParms -> Integer; r Hop Set field, 1 octet" 
setHopSet : FhParms, Integer -> FhParms; 
hopPattern : FhParms -> Integer; r Hop Pattern field, 1 octet"' 
setHopPattern: FhParms, Integer -> FhParms; 
hoplndex : FhParms -> Integer; r Hop Index field, 1 octet "' 
setHoplndex : FhParms, Integer -> FhParms; 

axioms 
for all fh in FhParms ( for all i in Integer ( for all u in Kusec ( 

dweliTime(fh) == octetVal(fh(O)) + (octetVal(fh(1)) " 256) ; 
setDweIiTime(fh,u) == mkOS(u mod 256, 1) /I mkOS(u '256, 1) II substr(fh,2,3) : 
hopSet(fh) == octetVal(fh(2)) ; 
setHopSet(fh,i) == substr(fh,0,2) II mkOS(i, 1) II substr(fh,3,2) ; 
hopPattern(fh) == octetVal(fh(3)); 
setHopPattern(fh,i) == substr(fh,0,3) II mkOS(i,1) /Ilast(fh); 
hoplndex(fh) == octetVal(fh(4)) ; 
setHoplndex(fh,i) == substr(fh,O.4) /I mkOS(i, 1); ))); 

endnewtype FhParms ; 



Operator clearTupleCache 

l:tpa;:- - - 1\ 
cache TupleCache~ 

Ireturns TupleCache ~ 

31S1_bIClearCache(1) 

60 



Operator searchTupleCache 

I;fpa-;- - - l\ 
I cache TupleCache.j 

taddr MacAddr, 
I tseq SeqNum, I 

tlrag FragNum; 
I returns Boolean; I 
-----

Search lor exact - l 
{TA,SeqNum,FragNUm}1 
match at non-empty 

2ache entrie~ _ ~ 

31S2_b\SearchCache(1 ) 

result 



Operator updateTupleCaehe 

;tpa-;- - - 1\ 
I cache TupleCach~ 

I taddr MacAddr, 
tseq SeqNum, 

I tfrag FragNum, 
tnow Time; 

I return~ TupleCach~ 

del k, oldest Cachelnde 
del test Boolean ; 
del age Time; 
dcllemp Tuple : 

(true) 

9 61 162 
3153_bIUpdateCache(1 ) 

;»a match is found­
-iwith (TA,SeqNum), 

IUpdate FragNum 
and tRx for that 

lentry rather than 
creating a new 
~redundant) entry..:...... 

lCreate new entry iino 
,{TA,SeqNum} match. 

Ilf possible , use empty 
Ilocation, else replace 
enlry in least-recently 

lupdated lo~tio~ _ 



Operator Crc32 

I;fpa-;- - 1\ 
I crcin Crc, I 

val Oclel; 
I returns Cre ; ~ 

del k Integer; 
de! new Bil; 
del result Crc; 
del temp Bitslring ; 

I' Bitstring with 1 s at bit 
positions with feedback 
terms in CRC-32 polynomial 0' 

synonym feedback Bilstring = 
S8(0,1 ,1 ,0,1 ,1 ,0,1) /I 
S8(1 ,0,1,1,1 ,0,0,0) /I 
S8(1 ,0,0,0,0,0,1,1) /I 
S8(0,O,' ,0,0,0,0,0) ; 
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Operator keyLookup 

r;lpa-;:Tuadr'" MaoA~ 
I kma KeyMapArraY-l 

kml lnleger ; 
l retums KaYMa!:.!. .-J 

(false) 

(true) 

oIUmappeClAddr:". luad , 
resulllkeyOn:= false, 

resultlwepKey:= nuttKey 

result 

IReturn first KeyMap 
element with correct 
~appedAddr valu~ 

IReturn fat; kayO; 

l status and a null 
wepKey if the 
lend of the array 
is reached with 
~ddr not found. _ 

96/162 
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Operator gelElem 

I;Ipa;:- - 1\ 
I Ir Frame, :l 

Id Elementld: 
Ireturns Frame.i.1 

else 

" 

del k Integer:= sMacHdrln 
del lng, n Integer; 
dcl info Frame; 

96/162 
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Operator Qsearch 

I;fpa-;- - - -" 
I que SduQueue, I 

val MacAddr; 
~eturns ~s~ Intege~ 

(tNe) 

~result 

3157 _b\Qsearch(1) 
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---" ,. THIS SDL-92 RENDITION OF THE MAC MIB, PLUS PORTIONS OF THE PHY MIB, EX1ST~ 
I l TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z.105 
L __ ~ SUPPORT IN THE SDL TOOL. HOWEVER, SOME OF THE COMMENTS INTERSPERSED 

WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE 
RELATIONSHIPS BETWEEN MIB ATTRIBUTES AND STATE MACHINE FUNCTIONS. 
ALSO, THERE ARE CASES WHERE ATTRIBUTES IN THIS RENDITION DIFFER FROM THE 
ASN.1, AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS. • 

I' STATION_CONFIG_GROUP "/ D r 
WARNING: aStationlD is not currently used in MAC state machines because, as defined, this attribute appears 
to serve no useful purpose, nor be able to alter MAC behavior. The stated purpose of aStationlD is to allow renaming 
of a station, overriding aMacAddress. However, a read-only attribute with value=aMacAddress, does not achieve this. 

read-only; default=aMacAddress; declared in <nowhere>; used by <none>; '/ 
remote aStationlD MacAddr nodelay ; 
r 

Maximum time in Kusec before a point coordinator must relinquish the medium. Only used by PCF option at APs. 
read-write; default=100 [max=1000, not checked]; declared in MIB; used in <APM>Sync, [CTUPCF]; '/ 

remote aMediumOccupancyLimit Kusec nodelay ; 
r 

True if station wakes up to receive every Beacon frame which contains a DTIM element. 
read·write; default=true; declared in MIS; used in Synchronization; ./ 

remote aReceiveDTIMs Boolean nodelay ; 
r 

Identifies authentication algorithm used during most recent, successful authentication sequence. 
Written by the MlmeAuthenticate.Request handler in process Mlme_Req_Rsp, but never read by the 
MAC state machines, so the benefits of writing to this attribute from an external entity are unclear. 

read-write; default=1 (different encoding than the Mime SAP AuthType); declared in MIB; used in Mlme_Req_Rsp; ., 
remOle aAulhenlicationType AuthType nodelay ; 
r end of StationConfigGroup '/ 

r AUTHENTICATiON_ALGORITHMS_ TABLE 
r 

'/ ~ 
Table of the authentication algorithms supported by this stalion. Since this table Is Used solety to determine whether 
a requested algorithm Is supported, the ordering 01 entlres Is irrelevant to MAC operalion. Therelore, this table is 
declared as an SDL SSI , which enhances Ihe readability of the authentication requester and responder descriptions. 
NOTE: Do NOT put shared_key In this list if aPrivacyOptionlmplemented=false. 

read-onty; default=(operLsystem (=1), shared_key (=2)); declared in MIS; used in Mlme_Req_Rsp; "/ 
remOle aAuthenlicationAlgorilhms AUlhTypeSet nodelay ; 
r end of AuthenlicatlonAlgorithmsTable ./ 

r DEFAULT _WEP _KEY_TABLE -- only if aPrivacyOptionlmplemented = true 
r 

"/ Ij 

4-etemenl vector of default WEP key values, correspodlng to the 4 possible values in the keyld field (0:3). 
WARNING: The ASN .1 keys ale OClelstring Slze(8}, whereas key length is specilied in 8.2.3 as 40 bits (5 octets). 
ALSO, 10 achieve privacy, WEP KEYS MUST BE WRITE·ONL Y. not read·write as In the ASN.1 . 

write-only; default=null; deClared in MIB; used in Encrypt, Decrypt; " 
remote aDefaultWepKeys KeyVector nodelay ; r namechansed to plural because the attribute holds 4 keys ' / 
I' end of DefaultWepKeyTable '/ 
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Juse macsorts ~ 

Package macmib 3202_bIPrivacy(7) 

---1\ 
I I 
L _ _ ~ 

r THIS SDL-92 RENDITION OF THE MAC MIB, PLUS PORTIONS OF THE PHY MIB, EX IST~ 
TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z.105 
SUPPORT IN THE SDL TOOL. HOWEVER, SOME OF THE COMMENTS INTERSPERSED 
WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE 
RELATIONSHIPS BETWEEN MIB ATTRIBUTES AND STATE MACHINE FUNCTIONS. 
ALSO, THERE ARE CASES WHERE DATA TYPES IN THIS RENDITION DIFFER FROM THE 
ASN .1, AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS. '/ 

r WEP _KEY _MAPPING_TABLE -- only if aPrivacyOptionlmplemented=true '/ ,. 
Array of KeyMap entlies, each of whlchls (mappedAddr MacAddr, keyOn Boolean, wepKey Octels!Jin!l). 
aWepKeyMappingLength defines Ihe number of entries. Conceptually array elements are (keyOn, wepKey), indexed 
by MAC address. but the formal description adds mapP!ldAddr to each elemenl', and defines procedure keyLookup 
to search the allay. This Is because octets In MAC addresses have no magnitude significance. so using MBcAddr 
as an array index Implies fne existence of arithmellc properties unique to 802.1 1 MAC 8,ddresses. Also. the small 
required size fhis array indicates a clear Intention that this be 8 sparse mapping frOl1llhe MAC address space. 
WARNING: The ASN.1 is InCOllecl. mapping addresses 10 defaull key index values, and allowing read,write access. 

write-onty; default enllies (nuliAddr, false. null): declared In MIB; used In EnclYpt. Decrypt, Key Lookup; '/ 
remote aWepKeyMapping KeyMapArray nodelay ; 

r 
Number of enlnes In aWepKeyMapping array allhls stallon. 
Actualleng1h of key map array Cl0 is the minimum per 8.3.2). WARNING: This auribula is not in the ASN.1 MIB. 

read-only; default:10; declared package macsorts; used In Encrypt, Decrypt; " 
synonym aWepKeyMappingLength Integer = package macsorts sWepKeyMappingLenglh : 
,. end of WepKeyMappingTable " 

r PRIVACY _GROUP -- only first attribute needed if aPrivacyOptionlmplemented=false '/ 
/' 

A stetic indicator of whelher the privacy option (WEP and shared key aUlhentication) is Implemented at the station. 
This attribute is true if the privacy option is mplemented. default:false beca.use prlva.cy is optional. 

read·only; default=false: declared !lere; used by Filter_Mpdu. Prepare_Mpdu, Mlme_Recr..Rsp; ' / 
synonym aPrlvaoyOptionlmple"1ented Boolean = true; / . tt,lmed on here for lesting 01 WE? option " 

r 
True to turn on WEP enclYption, false to turn off WEP enclYption. 

read-write; default=false; declared in MIB; used in Filler_Mpdu, Prepare_Mpdu, Mlme_Req_Rsp, Sync; ' / 
remote aPrivacylnvoked Boolean nodelay ; 
r 

Selects an element of aDefaultWepKeys lor encrypting frames to stations for which there is no defined key 
mapping. NOTE: The KeylndexRange here is 1 :4. vs; 0:4 in 8.3.2 and the ASN.l MIS. Alone time WE? was turned 
off byaWepDefauJt=O, now done by aPlivacylnvoked=false. There IS no need for !We;> WEP ontoff mechanisms. so 
the so the state machines USB aPrivacylnvoked. which simplifies converting KeylndexRange toJtrom keyld values. 

read·write; default: 1; declared in MIB; used in EncIYPI; " 
remote aWepOefau!t Keylndex node lay : 

r 
True to block Ar.r.A[lt"lnQ'" of data fram"~ sent without WEP. Folse to accept unenclYpted data flil.III"~. 

read-write; defaull=false; declared in MIB; used in Filler_Mpdu, Synchronizalion; '/ 
remote aExcludeUnencrypted Boolean nodelay ; 
r 

Count of received WEP frames with acceptable address and CRC values, that are rejected due to ICV errors. 
read-only; default=<counts up from 0>; declared in Filter_MPDU; used in MIB (MlmeGet response); '/ 

",mate alcvErrorCount Counter32 nodelay ; 
r end of PrivacyGroup '/ 
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I I 
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I' THIS SDL-92 RENDITION OF THE MAC MIB, PLUS PORTIONS OF THE PHY MIB, EXIST~ 
TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z.1OS ' ~ 
SUPPORT IN THE SDL TOOl. HOWEVER, SOME OF THE COMMENTS INTERSPERSED 
WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE 
RELATIONSHIPS BETWEEN MIB AnRIBUTES AND STATE MACHINE FUNCTIONS. 
ALSO, THERE ARE CASES WHERE DATA TYPES IN THIS RENDITION DIFFER FROM THE 
ASN.1, AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS. "' 

r OPERATION_GROUP"' 
r 

RTS'CTS handshake not performed prior to transmitting and Mpdu or Mmpdu if length(pdu) <= aRtsThreshold. 
read-write; default=3000; declared in MIB; used in Prepare_Mpdu, TransmiCControl; "' 

remote aRts Threshold Integer nodelay ; 
r 

The maximum number of retansmission attempts for an Mpdu or Mmpdu whose length(pdu) <= aRtsThreshold. 
read-write; default=7; declared in MIB; used in Prepare_Mpdu, PM_Filter, TransmiCControl; " 

remote aShortRetryLimit Integer nodelay ; 
r 

The maximum number of retansmission attempts for an Mpdu or Mmpdu whose length(pdu) > aRtsThreshold. 
read-write; default=4; declared in MIB; used in Prepare_Mpdu, PM_Filter, TransmiCControl; " 

remote aLongRetryLimit Integer nodelay ; 
r 

The maximum number of octets in any Mpdu or Mmpdu delivered to the PHY. Fragmentation is required if 
length(macHeader /I (addr4) /I {IV} /I payload /I {ICV} /I crc) > aFragmentationThreshold. 

read-write; default=2346 [min=256, not checked]; declared in MIB; used in Prepare_Mpdu, Tx_Ctl; " 
remote aFragmentationThreshold Integer nodelay ; 

r 
Time in Kmicroseconds between the initial attempt to transmit an Msdu, Mmpdu, or fragment thereof 
and termination of transmission attempts with MaUnitdatastatus.indication of 'undeliverable' to LLC. 

read-write; default=512; declared in MIB; used in PM_Filter, TransmiCControl; " 
remote aMaxTransmitMsduLifetime Kusec nodelay; 

" This is the unique, 4B-bit, individual address assigned to this station at the time of manufacture. 
read-only; <each station address is unique>; declared here; used <almost everywhere>; " 

synonym aMacAddr MacAddr = S6(OxOO,Ox11 ,0x22,Ox33,Ox44,Ox55) ; r must have exactly 6 octets Of 

r 
Strings include, at least, the name of the manufacturer and an identifier unique to the manufacturer. "' 

synonym aManufacturerld Charstring = 'name of manufacturer {etc.}' ; 
synonym aProductid Charstring = 'identifier unique to manufacturer {etc.}' ; 

r 
Time in Kmicroseconds between the receipt of the first fragment of an Msdu or Mmpdu and termination 
of reassembly attempts and reclaiming of the buffers occupied by any received fragments. 

read-write [read-only in ASN.1]; default=512; declared in MIB; used in Reassembly; " 
remote aMaxReceiveLifetime Kusec nodelay ; 
r end of OperationGroup " 

r GROUP _ADDRESSES_TABLE " 
r 

Table of the group addresses to be accepted in frames received by this stalion. Since this table is used solely to 
determine whether a given group address is to be rec&ived, Ih& ordering of enlires is irrelevant to MAC opera,tipn. 
Therefore. this table is declared as a subtype of an SOL set , which enhances the readability of the receive filtering 
description, The subtype of set defines a modified 'in' operator which returns true for the broadcast address as 
well as for successful membership tests. 

read-write; default=null; declared in MIB; used in Filter_MPDU; "f 
remote aGroupAddresses MacAddrSet nodelay ; 
r end of GroupAddressesTabte " 
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r THIS SDL-92 RENDITION OF THE MAC MIB, PLUS PORTIONS OF THE PHY MIB, EXIST~ 
TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z. 105 
SUPPORT IN THE SDL TOOL HOWEVER, SOME OF THE COMMENTS INTERSPERSED 
WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE 
RELATIONSHIPS BETWEEN MIB ATIRIBUTES AND STATE MACHINE FUNCTIONS. 
ALSO, THERE ARE CASES WHERE DATA TYPES IN THIS RENDITION DIFFER FROM THE 
ASN.1. AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS. " 

I' COUNTERS_GROUP +, 
I' 

Counl 01 Mpdus and Mmpdus successfully delivered (acknowledged or sent to a group address). 
This access and localion inlormalion applies 10 Ihe first 8 counters (Ih rough aAckFailureCount): 

read-only; delaull=<counts up from 0>; declared In Tx_CO.ntrol; used in MIB (MlmeGel.conlirm); +, 
remOle aTransmlliedFragmenlCounl Counler32 node lay : 

I' 
Count of Mpdus and Mmpdus transmitted with a group address in the addr1 field. +, 

remote aMulticastTransmittedFrameCount Counter32 nodelay ; 
r 

Count of transmit attempts abandoned due to reaching either aShortRetryLimit or aLongRetryLimit. +, 
remote aFailedCount Counter32 node lay ; 

I' 
Count of Mpdus and Mmpdus successfully delivered (acknowledged) when transmitted with RetryBit=1. +, 

remote aRetryCount Counter32 nodelay ; 
r 

Count of Mpdus and Mmpdus successfully delivered (acknowledged) after more than 1 retransmission attempt. " 
remote aMultipleRetryCount Counter32 nodelay : 
r 

Count of instances when a CTS frame is received in response to transmission of an RTS frame. +, 
remote aRtsSuccessCount Counter32 nodelay ; 

r 
Count of instances when a CTS frame is not received in response to transmission 01 an RTS frame. +, 

remote aRtsFailureCount Counter32 nodelay ; 
I' 

Count of instances when neither an ACK frame, nor a CF-Ack indication (during the contention Iree period) 
is received in response to transmission 01 a unicast Data-type frame. " 

remote aAckFailureCount Counter32 nodelay ; 
r 

Count 01 Mpdus and Mmpdus received successfully, Success requires protVer"O, addrl=aMacAddress 
or an acceptable group address plus correct BSSID In addr3 (addr2 il FromDS"O), length within Mpdu size 
ifmils, and valid CRC. Sequence, WEP, and reassembly are not considered, so Ihis counl includes pdus 
subsequently cfiscardod as duplicates, ICV failures, or fragments of Msdus exceecfing aMaxReceiveUfeUmo. 
This accessllocallon information applies 10 aU remaining counters except aFcsErrorCount: 

read-only; defaiJlt=<counts up Irom 0>; declared ill Rllorj.1PDU; used in MIB (MlmeGet response); '/ 
remote aReceivedFrameCeunt Ceunter32 nodelay; 
r 

Ceunl 01 Mpdus and Mmpdus with a group address In the addr1 field received successfully. See discussion 
under aRece;vedFramcCount regarding other (non-address) criteria lof' succosslul reception. 'j 

remote aMultlcastReceivedFrameCount Counter32 nodelay ; ,. 
r.nl lOt of receptioni that failed due to detootion of a CRC crror. 

read-only; default=<counts up from 0>; declared in Validate_MPDU; used in MIB (MlmeGet response); " 
remote aFcsErrorCount Counter32 nodelay ; ,. 

Count of Mpdus and Mmpdus with the RetryBit=1 received successfully, then discarded as a duplicated frame. " 
remote aFrameDuplicateCount Counter32 nodelay ; 
I' end of CountersGroup ., 

f-_ 
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r THIS SDL-92 RENDITION OF THE MAC MIS, PLUS PORTIONS OF THE PHY MIS, EXIST~ 
TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z.105 
SUPPORT IN THE SOL TOOL. HOWEVER, SOME OF THE COMMENTS INTERSPERSED 
WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE 
RELATIONSHIPS BETWEEN MIB ATIRISUTES AND STATE MACHINE FUNCTIONS. 
ALSO, THERE ARE CASES WHERE DATA TYPES IN THIS RENDITION DIFFER FROM THE 
ASN.l , AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS. 

r PHY _OPERATION_GROUP -- part 1 of 2 " 
/' 

Identifies the type 01 PHY {FHSS 2.4GHz=01 , DSSS 2.4GHz=02, IR baseband,,03}. 
read-only; defaull ,,<ldenllfies type of PHY physically present>; used in Sync, Transmit_Conuol; '/ 

synOnym aPHYType Inleger" 01 : r 01 for FH PHY used here to exercise FH'specific MAC functions -, 
r 

Identifies regulatory domain the current instance of the PMD is suporting. 
read-write; default=<implementation dependent>; used in <none>; '/ 

remote aCurrentRegDomain Integer nodelay ; 
I' 

Slot time in microseconds (static, PHY-dependent value). The slot time is the time which separates 
SIFS from PIFS and PIFS from DIFS_ Also, the backoff time is decremented in units of slot time. 

read-only; default=<PHY-dependent>; used in Filter_MPDU, ChanneLState, Backoff; '/ 
synonym aSlotTIme package macsorts Usec = (aCcaTime + aRxTxTurnaroundTime + aAirPropagationTime + aMacPrcTime) ; 

r 
Time for CCA mechanism to assess the medium during each slot. 

read-only; default={27 for FH, 15 for DS, 5 for IRJ; used in aSlotTime equation; '/ 
synonym aCca Time Usec = 27 ; r this value is for the FH PHY '/ 

I' 
Maximum time in microseconds for the PHY to change from receiving to the start of transmitting 
the fi rst symbol (statlc, PHY-dependent value). 

read-only; default=<PHY-dependent>; used in Validate_MPDU, Channel_State; " 
synonym aRxTxTumaroundTime Usee = (aTxPlcpDelay + aRxTxSwitchTime + aTxRampOnTime + aTxRfDelay) ; 

I' 
Nominal time in microseconds for PLCP to deliver a symbol from the MAC interface to the PMD. 

read-only; default={1 for FH, impl. dep. for OS, 60 140 for IRJ; used in aRxTxTurnaroundTime eqn; '/ 
synonym aTxPlcpDelay Usec = 1; r this value is for the FH PHY '/ 

I' 
Nominal time in microseconds which the PMD takes to switch from receive to transmit. 

read-only; default={10 for FH, 5 for OS, 0 for IRJ; used in aRxTxTurnaroundTime equation; '/ 
synonym aRxTxSwitchTime Usec = 10; r this value is for the FH PHY '/ 

r 
Maximum time in microseconds for the PMD to turn the transmitter on. 

read·only; delaull={8 for FH, impl. dep. for OS, 0 for IRJ; used in aRxTxTurnaroundTime equation; '/ 
synonym aTxRampOnTime Usee ", 8 : r this value is for the FH PHY '/ 

r 
Nominal time in microseconds between issuance of PmdData.request and the start of the corresponding 
symbol at the air interface. Start of a symbol is defined to be 1/2 symbol period prior to center of the 
symbol for FH, 1/2 chip period prior to the center of the first chip of the symbol for DS, or 1'2 PPM-slot 
time prior to the center of the corresponding PPM-slol for IR. 

read-only; default={1 for FH, impi. dep. for OS, 1 for IRJ; used in aRKTxTurnaroundTime equation; " 
syoonym aTxRfDelay Usec ~ , ; r this value is for the FH PHY '/ 

r 
Time in microseconds for the MAC+PHY to receive the last symbol of a frame at the air interface, process 
the frame, and respond with the first symbol on the air interface of the earliest possible response frame. 

read· only; default=<PHY-dependent>; used in Channel_State, Backoff; " 
synonym aSifsTime Usee = (aRxRfDelay + aRxPlcpDelay + aMacPrcTime + aRxTxTurnaroundTime) ; 
r end of Part 1, PhyOperationGroup continues . .. " 
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r THIS SDL-92 RENDITION OF THE MAC MIB, PLUS PORTIONS OF THE PHY MIB, EXIST~ 
TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z.105 
SUPPORT IN THE SDL TOOl. HOWEVER, SOME OF THE COMMENTS INTERSPERSED 
WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE 
RELATIONSHIPS BETWEEN MIB ATIRIBUTES AND STATE MACHINE FUNCTIONS. 
ALSO, THERE ARE CASES WHERE DATA TYPES IN THIS RENDITION DIFFER FROM THE 
ASN.l, AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS, -, 

r PHY _OPERATION_GROUP -- part 2 of 2 -/ 
r 

Nominal time in microseconds between the end of a symbol at the air interface and the issuance 
of a PdmData.indicate to the PLCP. End of a symbol is defined to be 1/2 symbol period after the 
center of the symbol for FH, 1/2 chip period after the center of the last chip of the symbol for DS, 
or 1/2 PPM-slot time after the center of the corresponding PPM-slot for IR. 

read-only; default={4 for FH, imp!. dep. for DS, 4 for fR); used in aSifsTime equation; '/ 
synonym aRxRfDelay Usec .. 4; r this value is lor the FH PHY -/ 

r 
Nominal time In microseconds for the PLCP to deliver a bit from PMD receiver to the MAC interface. 

read-only; defaull={2 for FH, imp!. dep. for DS, 1 for IR}; used in aSifsTime equation; -/ 
synonym aRxPlcpDelay Usec" 2; r this value is for the FH PHY '/ 

r 
Nominal time in microseconds for the MAC to process the end of reception of a frame, and to decide 
whether to respond to the received frame. 

read-only; defaull=(2, by definition, uniform for all PHYs} ; used in aSifsTime equation; -/ 
synonym aMlIcPrcTlme Usec = 2 ; r this value is uniform for all PHYs -/ 

r 
Nominal time in microseconds for the PMD to tum the transmit power amplifier off. 

read-only; default=(8 for FH, imp!. dep. for DS, 0 for IR}; used in <not used>; -/ 
synonym aTxRampOffTime Usec = 8; r this value is for the FH PHY-/ 

r 
Lengths of the PHY preamble and PHY PLCP header in bits. 

read-only; default=(96,32 for FH, 144,48 for DS, unspecified for IR}; used in Filter_MPDU; -/ 
synonym aPreambleLength Integer " 96 ; r this value is for the FH PHY -/ 
synonym aPlcpHdrLength Integer " 32 ; /' this value is for the FH PHY -/ 

r 
The overhead (1n bllS) added by Ihe PHY 10 the Mpdu for transmision Ihrough Ihe wireless medium. 
WARNING: aMpduDurationFactor Is specilied to be Inleger32. but the FH PHY uses a default 
value 011 .03125. Temporari ly, the data type Is declared as Real. For SNMPv2, Ihis aHribule.could 
be an Integer32 which holds Ihe Integral pan of (MpduDuratlonFactor' le9). 

reed-only; default={1.03125 for FH, 1.0 for DS. 1.0 for IR}; used In Flller_MPDU. Tx....Conlrol; , 
synonym eMpduDurationFactor Real = 1.03125; /' this value is for the FH PHY -/ 
r 

The anticipated time for a transmitted signal to traverse the wireless medium to the receiving station. 
read-only; default=(1 , by definition, uniform for all PHYs}; used in aSlotTime equation; -/ 

synonYm aAirPropagationTime Usec= 1; r this value is uniform for all PHYs -/ 
r 

Identifies the operating temperature range specified for the PHY (commercial 0:+40 degC=01. 
industrial -20:+55 degC=02, extended_industrial -30:+70 degC=03j. 

read-only; default=<code for temp range of PHY physically present>; used in <not used>; -/ 
synonym aTempType Integer = 01; r this value is for the commercial temperature range -/ 

r 
Maximum and minimum sizes of the contention window. in units of aSlotTime. 

read-only; default=(1023,15 for FH, 1023,31 for DS, 1023,63 for IR); used in Tx_Control; '/ 
synonym aCWmax Integer = 1023: r this value is for the FH PHY -/ 
synonym aCWmin Integer = 15; r this value is for the FH PHY '/ 
r end of Part 2. end of PhyOporat(onGroup -/ 

r MAC state machines currently do not reference any attributes in: J~ 
PhyAntennaGroup, PhyTxPowerGroup. PhyDsssGroup, PhyStatusGrouP. 
PhyPolVerSavingGroup. RegDomainsSupporl , AntennasList. -/ 
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---1\ 
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r THIS SDL-92 RENDITION OF THE MAC MIB, PLUS PORTIONS OF THE PHY MIB, EXIST~ 
TO PERMIT ANALYSIS OF THE MAC STATE MACHINES WITHOUT HAVING FULL Z.1 05 
SUPPORT IN THE SDL TOOL. HOWEVER, SOME OF THE COMMENTS INTERSPERSED 
WITH THE REMOTE VARIABLE DEFINITIONS ARE USEFUL AS EXPLANATIONS OF THE 
RELATIONSHIPS BETWEEN MIB ATIRIBUTES AND STATE MACHINE FUNCTIONS. 
ALSO, THERE ARE CASES WHERE DATA TYPES IN THIS RENDITION DIFFER FROM THE 
ASN.1, AND THE REASONS FOR THE DIFFERENCES ARE EXPLAINED IN COMMENTS. 

r PHY_RATE_GROUP" 
r 

Define unsigned byte Integersubtype and string thereof tor Supported Rates lists. " 
syntype RaleVal '" Integer constants 0:255 endsyl)type rateVal : 
newtype RsteString stnng(RateVal,noRates) endnewtype RateString : 

r 
Null-terminaled string 01 (S-bit) Integers representing available PHY tx data rates in units of 100Kb's. 

read-only (read-wnle ill ASN.1]: default~PHY dep" includes 10>: used in TransmiCControl; -, 
synonym aSupponedRatesTx Ratestrfng a mkstring(iO) /I mkslling(O) ; r this value for the FH PHY " 

r 
Null-terminated string of (S-bit) integers representing available PHY IX data rates in units ot 100Kb's. 

read-only [read-write in ASN.1]; default=<PHY dep., includes 10>; used in <not used>; " 
synonym aSupportedRatesRx Ratestring = mkstring(1 0) /I mkstring(O) : r this value for the FH PHY -, 

r 
The maximum number of octets in an MPDU which can be conveyed in a single PLCP PDU. 

read-only (read-write in ASN.l]: default=(4095-FH, BI91-DS, 2500-IR): used in Prepare_Mpdu: " 
synonym aMpduMaxLength Integer = 4095: r this value for the FH PHY" 

r 
The recommended maximum number of octets in an MPDU conveyed in a single PLCP PDU. 
NOTE: Listed as read-only in ASN.1 and old clause 13, but no static value given, so probably should be read-write. 
ANOTHER NOTE: The name of this attribute is redundant and inconsistent with previous attribute. 

read-only: default={not specfied}; used in <not used> " 
synonym aPrelMaxMpduFragmentLeng(h Integer = aMpduMaxLength ; 
r end of PhyRaleGroup " 

/' PHY FHSS GROUP " 1\ 
r Time in nanoseconds(? sib usec per 14.B.2) for PMD to change from channel 2 to channel ecr. · 

read-only; default=224; used in Transmi,-Conlrol ; " 
synonym aHopTime Usec = 224 ; 

r Channel number currently set for the frequency synthesizer 
read-write; default <none, conlrolled by MAC> {range 2:BO}: used in Transmit_Control ; ' / 

remote aCurrentChannelNumber Integer nodelay ; 
r Maximum time in ms (? sib Kusec) the transmitter is permitted to operate on a single channel. 

read-only: default=390 (for FCC): used in Synchronization: " 
synonym aMaxDweliTime Kusec = 390 : 

r Time in ms (? sib Kusec) the transmitter currently operates on a single channel. 
read-write; default=20; used in Synchronization; " 

remote aCurrentDweliTime Integer nodelay ; 
r Currently selected set of hop patterns. 

read-write; default=O?? (range 1 :3); used in Transmit_Control ; " 
remote aCurrentSet Integer nodelay : 
r Currently selected pattern within current set. 

read-wnte; default=<varies with regulatory domain>: used in TransmiCControl ; " 
remote aCurrentPattem Integer node lay ; 
r Currently selected index into current pattern within current set. 

read-write; default=<varies with regulatory domain>; used in TransmiCControl; " 
remote aCurrentindex Integer nodelay ; 
I' end of PhyFhssGroup " 
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