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TRANSEC vs. Data Encryption

TRANSEC Data Encryption
— Waveform-Domain — Data-Domain
— Protection Against — Protection Against
Jamming, Spoofing Disclosure of Datato
and Traffic Analysis Any Unauthorized Party
— Protection for Seconds — Protection for Decades
— Local Coordination — Net-Wide Coordination
Needed by All Usersfor  Needed by Few Usersfor
Most Transmissions Some Data
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Example Repeated Code Attack

DataModulation on ] + — Data Demodulation
Spread-Spectrum ’zqs‘;‘f frequency Statistic on Carrier
Carrier — > OffSeL To preserve ®—> -~ >

A

complex signal

5 ()

B Symbol

 Little A Priori Information
— know that code is repeated, and its length
— don’t need code pattern

e ~3dB lessthan full Processing Gain
* No SSDS Protection; Must Add Encryption
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Linear Feedback
- X PN Code
SCcC |:> Shift Register ) ROM Serial PN Code to
Generator Correlator De-Spreader

Security Code Channel (SCC) Seeds LFSR

Initial Acquisition Uses Non-Changing Code

Data “Frame Sync” Provides Time Alignment

PN Code Sequence Does Not Reveal LFSR States
PN Codes Selected for Best Multipath Performance
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PN Code Selection

° 16 bItS: 32K COdeS F::":W1W2W3W4W5W6W7W5W9W10W1_1W12W13W14W15
(plus compliments) Ez
 Functions Wy-W; PN,
PNg PN, W.
— Proper Subgroup

— Coset Decomposition
— PN Code Coset Leaders
— 2048 Cosets

* Pick Cosets Having Low
Near-In Crosscorrelation

o
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Change PN Codes Symbol-to-Symbol
Synchronize in Repeated-Code Header
Code Channel = PN Code Sequence
Use Only “Good” PN Codes (Multipath)
Still Use Encryption for Select Data
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