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Abstract

In this paper, we identify a problem found in the acknowledgement (ACK) frame transmission mechanism of IEEE 802.11 WLAN [1]. The problem is that a station (STA), upon receiving a data frame successfully, transmits an ACK frame irrespective of its network allocation vector (NAV) value. This can result in a collision with an on-going frame, which should have been safe from a collision via the request of a NAV set-up. We show two typical and critical examples, and also propose a possible solution to this problem.

Introduction

The problem identified in the acknowledgement (ACK) frame transmission mechanism implemented in the current 802.11 WLAN specification [1] is as follows: a station (STA), upon receiving a unicast data frame successfully, transmits an ACK frame irrespective of its Network Allocation Vector (NAV) value. This can result in a collision with an on-going frame, which should have been safe from a collision via the request of a NAV set-up. For example, a frame transmitted after the Request To Send / Clear To Send (RTS/CTS) frame exchange can collide with an ACK frame from a station (STA) who heard the CTS and set up its NAV accordingly. We propose a solution to this problem, which requires small changes in the Distributed Control Function (DCF) of the Medium Access Control (MAC) sub-layer. 

One may say that failing the RTS/CTS mechanism due to this ACK transmissions is not a big deal since the RTS/CTS exchange is used for the asynchronous data transmissions in the current 802.11 WLANs.  However, the ACK problem can also affect the Contention Free Period (CFP) in situations of overlapped BSSs working on the same channel as shown in Section 2.2.  Moreover, as proposed in [4], the RTS/CTS during the CFP can be a good solution to handle the QoS support in the overlapping BSSs as part of IEEE 802.11 TGe MAC enhancement [2]. By adopting the solution suggested in this paper, the RTS/CTS during the CFP can work more effectively.

In Section 2, we present two typical examples of the situations that result in a collision due to the transmission of an ACK frame when the NAV is non-zero.  Section 3 proposes a possible solution to this problem. Finally, Section 4 concludes this paper.
1 Collisions with ACK during Non-Zero NAV

The best way to explain and to understand the problem is through two examples of the situations that lead the network into a collision.  We will consider two scenarios, one with a single Independent Basic Service Set (IBSS) using the RTS/CTS mechanism, and the other with two overlapping BSSs, where one Access Point (AP) is capable of the Point Coordination Function (PCF). 

1.1 Collision after RTS/CTS Exchange

Figure 1 shows a IBSS, where the circle around a STA represents the transmission range of the STA. Thus, STA0 can hear STA1, STA1 can hear STA0 and STA2, STA2 can hear STA1 and STA3, and STA3 can hear STA2. Table 1 shows an example of the sequence of events that result in a frame collision, and Figure 2 shows the timing diagram for the sequence.

Figure 1.  An example of a BSS where collisions can happen even using the RTS/CTS mechanism.

Time
Station
Event

T0
STA0
Begins the transmission of a RTS frame to STA1

T1
STA1
Begins the transmission of a CTS frame to STA0

T1’
STA2
Sets up the NAV till the end of the transaction of STA0 and STA1 due to the reception of a CTS frame

T2
STA0
Begins the transmission of a large DATA frame to STA1

T3
STA3
Begins the transmission of a DATA frame to STA2

T4
STA2
Begins the transmission of a ACK frame to STA3
STA1 starts sensing a collision

Table 1.  Time sequence for the frame collision after the RTS/CTS exchange.

As shown in the example, collisions can happen in STA1 although STA0 and STA1 exchanged the RTS/CTS frames successfully.  The problem comes from STA2, which sends an ACK frame upon a successful reception of a frame irrespective of the state of its NAV. Note that STA2 will not initiate a data frame transmission while its NAV is not zero. However, it will send an ACK even during this period. This problem has nothing to do with the RTS/CTS mechanism itself, but from the way that the ACK transmission is defined in IEEE 802.11 specification.

Figure 2. Timing diagram resulting in a frame collision in STA1.

1.2 Collision during the CFP



Figure 3.  Two overlapping BSSs working in the same channel.

Figure 3 shows two overlapping Basic Service Sets (BSSs) running at the same channel. AP1 and STA1 belong to BSS1 while AP2 and STA2 belong to BSS2. AP1 can hear STA1 and STA2, STA1 can hear AP1 and STA2, STA2 can hear STA1, AP1 and AP2, and AP2 can hear STA2. We assume that AP1 has a Point Coordinator (PC) in it, and STA1 is CF-pollable.


Figure 4. Timing diagram resulting in a frame collision in AP1.

Figure 4 shows a timing diagram which results in the collision of the data frame transmitted by STA1 during the Contention Free Period (CFP) with an ACK frame transmitted by STA2 in BSS2. At time T0, which is a Target Beacon Transmission Time (TBTT) in which a CFP is scheduled to start in BSS1, STA1 sets up its NAV with the value of the CFPMaxDuration
. At that time, AP1 sends a beacon frame (assuming the channel has been idle for at least a PIFS interval before the TBTT
). Then, at time T0’, per receiving the beacon, STA2 sets up its NAV with the value of CFPDurRemaining, carried by the beacon. Now, at time T2, STA1 starts transmitting a frame to AP1 upon being polled by AP1. Then, before the end of this frame transmission, STA2 transmits at T3’ an ACK frame after receiving successfully a data frame from AP2. This ACK frame results in a collision in AP1 with the data frame transmitted by STA1.

2 Proposed Solution

The solution we suggest is very simple.  A receiver station should check its NAV before transmitting an ACK frame in response to a successful frame reception.  In case the value of the NAV is non-zero, the ACK frame will not be transmitted.  However, there are two exceptional cases when the ACK should be transmitted even though the NAV is not zero:

1. Responding to a DCF frame that causes stretching to the CFP: for example, assume that STA1 is receiving a data frame from AP1 at a TBTT in which a CFP is scheduled to start.  This data frame will foreshorten the CFP. At that moment STA1 sets up its NAV to the duration of CFPMaxDuration.  After the correct reception of the data frame, STA1 must send an ACK frame even though the NAV is non-zero. Otherwise, the frame transmission results in the waste of the bandwidth since it will be retransmitted in the next Contention Period (CP).
2. Responding to a CF-Poll of a non-CF-pollable STA: a non-CF-pollable STA may be polled during the CFP. Then, this STA should respond to the Point Coordinator (PC) with an ACK frame by specifying that it is non-CF-pollable even though its NAV is non-zero.
In order to implement the proposed solution including these two special cases, the changes needed in the current specification are very simple.  Before transmitting an ACK frame, the STA must check the status of the NAV and the most recent cause of its state (stored in a variable, according to the Specification and Description Language (SDL) description of the 802.11 in [1]). The ACK frame will be transmitted if (1) its NAV is zero, or (2) it is non-zero, and the cause of the most recent NAV set-up is the CFP of the BSS which the STA belongs to. Otherwise, the transmission of the ACK will be aborted. 

One important thing to note is that in this paper, we talked about the ACK frame transmission mechanism, which belongs to the DCF. This ACK should not be confused with the CF-Ack and its variations such as Data + CF-Ack, which are transmitted during the CFP under the PCF. Note that these frames are transmitted while the NAV is set up during the CFP. 
3 Concluding Remarks

The new mechanism proposed for sending ACK frames helps in the reduction of collisions in case of overlapping BSSs running at the same channel, as mentioned earlier in this paper and explained more in detail in [4].  As a conclusion, we claim that the actual implementation of the ACK transmission mechanism in IEEE 802.11-1999 [1] can result in a collision, where it should not happen. However, this problem can be solved with small modifications in the DCF definition, that should be considered as part of the currently on-going 802.11 TGe MAC enhancement [2]. 
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� This is the maximum duration of the CFP, known to STA1 from the previous beacons.


� From the standard specification � REF _Ref478958670 \n \h ��[1]�, this part is not clear as pointed out in � REF _Ref481319839 \n \h ��[2]�.  Therefore, we assume that the operation of the beacon transmission in the boundary between a Contention Period (CP) and a CFP follows the rules supposed in � REF _Ref481319839 \n \h ��[2]�.
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