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Abstract

This submission is a proposal for a mechanism to meet the proposed TGe requirements in the area of security.  This proposal is not a complete solution, but simply a structure from which the complete solution can be built.  The proposal is an extension of the concept of extensible security, presented in document 00/65.  The proposal will be presented as the text changes that need to be incorporated into the current 802.11 standard.

Add the following definitions to Clause 3 at the appropriate locations.  Renumber subclauses, as needed:

3.51 key establishment algorithm

A mechanism allowing two or more parties to agree upon one or more keys that can be used for various purposes, including authentication, encryption, and integrity.

3.52 message authentication code

A value calculated over the content of a frame that allows the recipients of the frame to determine the authenticity of the sender and whether the frame content has been tampered with.

3.53 message authentication algorithm

A mechanism to calculate a message authentication code.

3.54 sub-key derivation algorithm

A mechanism to determine one or more additional keys from another key.

3.55 key expiration

A specific point in time at which the use of a particular key will no longer be valid.  Alternatively, a period of time after which the use of a particular key will no longer be valid.

Add the following definitions to clause 4 at the appropriate locations.

4. Abbreviations and Acronyms

MAC

message authentication code

Insert the following text into subclause 7.3.1.1 before the line “All other values of authentication number are reserved”.

7.3.1.1 Authentication algorithm Number Field

Authentication algorithm number = 2: Extensible Security

Add the following to Table 20 in subclause 7.3.2

7.3.2 Information Elements

	Security Negotiation
	11


Add the following after subclause 7.3.2.15

7.3.2.16 Security Negotiation Information Element

The Security Negotiation element contains the information required for two stations to successfully negotiate a common set of algorithms to allow secure, authenticated communications to take place.  The format of this information element is shown in Figure 1.  The information element shall contain at least on entry for each of the five algorithms (authentication, privacy, key establishment, message authentication, and sub-key derivation).  Additional entries, beyond the required entries, may also appear in the information element.  The order of appearance in the information element is shown in Figure 1, with all common algorithm types grouped together, i.e., all authentication algorithms will appear contiguously in the information element.

	Element ID
	Length

	Key Validity Period

	Registering OUI A (2)
	Registering OUI A (1)

	Registering OUI A (0)
	Indicator A

	Authentication Algorithm

	Registering OUI P (2)
	Registering OUI P (1)

	Registering OUI P (0)
	Indicator P

	Privacy Algorithm

	Registering OUI K (2)
	Registering OUI K (1)

	Registering OUI K (0)
	Indicator K

	Key Establishment Algorithm

	Registering OUI M (2)
	Registering OUI M (1)

	Registering OUI M (0)
	Indicator M

	Message Authentication Algorithm

	Registering OUI S (2)
	Registering OUI S (1)

	Registering OUI S (0)
	Indicator S

	Sub-key Derivation Algorithm

	… 


Figure 1, Security Negotiation Information Element

The Key Validity Period field is xxx octets in length and contains the beginning and ending times, during which use of the key or keys established during a negotiation utilizing this information element are valid.  The format of this field is shown in Figure 2.

	TBD
	


Figure 2, Key Validity Period Format

The Authentication Algorithm field is two octets in length and contains a single, registered identifier for an authentication algorithm.  The party registering the algorithm is indicated in the 3-octet field, Registering OUI A.

All Indicator fields shall have the format shown in Figure 3.

	7
	6
	5
	4
	3
	2
	1
	0

	Preferred
	Deprecated
	Reserved
	Authentication
	Privacy
	Key Establishment
	Message Authentication
	Sub-key Derivation


Figure 3, Indicator Field Format

The Indicator field is bit significant.  When the Preferred bit is set to 1, the STA transmitting the information element is indicating that the associated algorithm is a preferred algorithm and should be used in preference to other algorithms of the same type that have the Preferred bit set to 0 or have the Deprecated bit set to 1.  The Deprecated bit, when set to one, indicates that the associated algorithm is present in the STA transmitting the information element, but its use is strongly discouraged and may be refused.  The Preferred and Deprecated bits shall not both be set to one.  Bit 5 is reserved and shall be transmitted as a zero.  Bits 4 through 0 indicate the type of algorithm and shall be mutually exclusive.  When one of these bits is set to one, it identifies the subsequent Algorithm field to be of the type indicated by the set bit.  Bits 4 through 0 shall not be transmitted as all zeroes.

The Privacy Algorithm field is two octets in length and contains a single, registered identifier for a privacy algorithm.  The party registering the algorithm is indicated in the 3-octet field, Registering OUI P.

The Key Establishment Algorithm field is two octets in length and contains a single, registered identifier for a key establishment algorithm.  The party registering the algorithm is indicated in the 3-octet field, Registering OUI K.

The Message Authentication Algorithm field is two octets in length and contains a single, registered identifier for a message authentication algorithm.  The party registering the algorithm is indicated in the 3-octet field, Registering OUI M.

The Sub-key Derivation Algorithm field is two octets in length and contains a single, registered identifier for a sub-key derivation algorithm.  The party registering the algorithm is indicated in the 3-octet field, Registering OUI S.

Add the following subclause to Clause 8.

8.4 Extensible Security

To create a secure wireless communication environment that encompasses the ability to change as the field of cryptography changes, this subclause describes a method of negotiation to establish six items between two stations.  These items are the following.

1. An authentication algorithm,

2. A privacy algorithm,

3. A key establishment algorithm,

4. A message authentication algorithm,

5. A sub-key derivation algorithm, and

6. A key validity period.

It is important that the security negotiation occur before the authentication process is completed.  Once two stations have negotiated a common set of algorithms and a key validity period, it is possible to communicate securely for the period negotiated for the key validity period.

A station may negotiate a common set of security parameters using the following authentication exchange.  In the following description, the station initiating the authentication exchange is referred to as the requester.  The station addressed by the requester is referred to as the responder.

8.4.1 Extensible Security (first frame)

· Message type: Management

· Message subtype: Authentication

· Information Items:

• Station Identity Assertion (in SA field of header)

• Authentication Algorithm Identification = “Extensible Security”

• Authentication transaction sequence number = 1

• Authentication algorithm dependent information (none)

· Direction of message: From requester to responder

The first frame of the exchange is a request by the requester to use extensible security to come to an agreement with the responder on the six security parameters.

8.4.2 Extensible Security (second frame)

· Message type: Management

· Message subtype: Authentication

· Information Items:

• Station Identity Assertion (in SA field of header)

• Authentication Algorithm Identification = “Extensible Security”

• Authentication transaction sequence number = 2

• Authentication algorithm dependent information = the authentication result as defined in 7.3.1.9.

If the authentication result is not “Successful”, this shall be the last frame of the authentication exchange and the extensible security information element shall not be present.

If the authentication result is “Successful”, the following additional information items shall be present in the frame and have valid contents:

• Authentication algorithm dependent information = extensible security information element.

All fields of the information element shall have valid contents.  The values of the fields of the information element represent all of the algorithms and the maximum key validity period that are acceptable to the responder.

· Direction of message: From responder to requester

8.4.3 Extensible Security (third frame)

· Message type: Management

· Message subtype: Authentication

· Information Items:

• Authentication Algorithm Identification = “Extensible Security”

• Authentication transaction sequence number = 3

• Authentication algorithm dependent information = the authentication result as defined in 7.3.1.9.

If the authentication result is not “Successful”, this shall be the last frame of the authentication exchange and the extensible security information element shall not be present.  A STA may return a result other than “Successful” for many reasons.  Among these reasons may be:

· the stated maximum key validity period is not large enough, 

· at least one of the algorithm types in the Extensible Security information element contains no algorithms acceptable to the requester.

If the authentication result is “Successful”, the following additional information items shall be present in the frame and have valid contents:

• Authentication algorithm dependent information = extensible security information element.

All fields of the information element shall have valid contents.  The value of the fields of the Key Validity Period field of the information element shall represent a key validity period that is less than or equal to that in the information element sent by the responder.  The requester shall select one of each of the algorithms proffered by the responder to populate the information element.  The value of the associated Indicator fields shall indicate the status of the algorithms at the requester, i.e., whether the algorithm is preferred, deprecated, or neither by the requester.

· Direction of message: From requester to responder

8.4.4 Extensible Security (fourth and subsequent frames)

The fourth and subsequent frames of the extensible security authentication exchange are dependent upon the authentication algorithm that results from the security negotiation.  The first frame of any authentication algorithm may occupy this location in the extensible security exchange.

8.5 Authentication Placeholder

A STA implementing the extensible security exchange shall also implement this algorithm.

8.6 Privacy Placeholder

A STA implementing the extensible security exchange shall also implement this algorithm.

8.7 Key Establishment Placeholder

A STA implementing the extensible security exchange shall also implement this algorithm.

8.8 Message Authentication Algorithm

A STA implementing the extensible security exchange shall also implement this algorithm.

8.9 Sub-key Derivation Placeholder

A STA implementing the extensible security exchange shall also implement this algorithm.
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