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Minutes of the IAPP Ad Hoc phone call 10/17/00

Attending:

Bob O'Hara

Gary Speiss

Jesse Walker

Richard Payne

Tom Tsouligiannis

Anil Sanwalka

Discussion:

Gary has submitted document 345, IAPP proposal, for discussion.  This is a follow-up to his earlier emails on this topic.  This document goes beyond the earlier emails to enumerate the various types of types of transport media and problems they represent.

We discussed the various transport types and believe that the only types of media we need to address are the layer-2 broadcast, routed broadcast, and routed non-broadcast.  The others have various security mechanisms (firewalls, gateways) in place that we believe will allow the appropriate types of communication for authorized devices on either side of the security devices.  There does not need to be anything specific in the IAPP to deal with these situations.

Security issues:

1. Need to be able to exchange station security information between old and new AP, to enable station to complete authentication at the new AP.

2. Must the AP be able to complete some authentication in order to join a DS?

3. Must frames forwarded to the DS include an authentication code?

4. The risk to a network of connection of a rogue AP is no greater than the connection of any other unauthorized device.  If a network admin wished to protect against this threat, they can require that the IAPP be carried over IPSec, rather than straight IP.  Alternatively, IAPP can run over TCP and then SSL can be used to protect against this threat.

Document 345:

Frame types: data frame, DSInquiry, DSResponse, DSNotify, DSBeacon.

Missing types: association, authentication?

Problem:

Certain vendors/users assign unique SSIDs to each AP/BSS.  Each SSID has a common root and is followed by a unique string.  A station can then use some wildcards in the SSID to which it wants to associate or can specify the entire SSID to associate with a single, specific AP/BSS.

Data frame distribution:

Is the SSID necessary to tunnel distributed data frames between APs?

Is it necessary to always use directed traffic to the tunnel endpoint or can IP multicast be used?

Establishing the DS:

To find other APs in the DS, an AP multicasts to discover everyone on its local segment (subnet).  To discover APs in the DS on other segments/subnets, a DSC, AP, or tunnel endpoints must be manually configured to forward the discovery and response communications.

We are not going to invent a routing protocol between APs.  IAPP will rely on existing routing protocols to enable the communication.  IAPP will allow only one tunnel level between any two APs.  Any AP can send a request to an "oracle" that has the address of the desired AP to which to send any communication.

Next call:

The next call will be 10/31/00 at 9:00am PST.  Call information will be posted to the 802.11 reflector.
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