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Abstract

This document contains the material proposed to TGe for inclusion QoS Baseline in the form of insertions into and replacements for material in of IEEE Std 802.11-1999, as updated by IEEE Std 802.11a-1999, IEEE Std 802.11b-1999 (already present in r0 and r1), and the pending 802.11d (new as of r2).  The 802.11d sponsor ballot is not yet complete, but there are direct cross-impacts, including element ID values, the order of elements in Beacon, Probe Request, and Probe Response frames, and section numbering in clauses 7 and 9.  Because 802.11d is not yet approved, placeholders for  the necessary headings, code assignments, and table rows are allocated and identified.

The r2 revision of this document includes changes to implement the resolutions reported in document 00/433.

Editorial notes appear in bold italic Times New Roman font, informative notes appear in normal Arial font, and normative text appears in normal Times New Roman font.  Open issues are highlighted using red text in normal Arial font, and begin with "OPEN ISSUE:"
Revision 0 of this document includes updates for clauses 1 through 5 and replacements for clauses 6 and 7.  Subsequent revisions will add a replacement for clause 9, updates for clauses 10, 11, and possibly 12, and a new clause 19 which contains the introduction to the QoS enhancements.

1 Overview

1.1 Scope

(no changes)

1.2 Purpose

Add new entry at the end of the list under "Specifically ..."

-
Defines the MAC procedures to support LAN applications with Quality of Service requirements, including the transport of voice, audio and video over IEEE 802.11 wireless LANs.

2 Normative References

Add the following two citations:

ISO/IEC 15802-3: 1998, Information Technology – Telecommunications and information exchange between systems – Local and metropolitan area networks – Common specifications – Part 3: Media Access Control (MAC) Bridges.

IEEE Std 802.1Q-1998, IEEE Standards for Local and Metropolitan Area Networks: Virtual Bridged Local Area Networks.

(there are also additions pending from 802.11d)

There may be other citations to add, either here or in Annex E, such as:

IETF RFC 2814

IETF RFC 2815

IETF RFC 2816

and others

3 Definitions

Below are new definitions, numbered sequentially until merged into clause 3

3.1 aggregation

A technique for reducing PHY layer communication overhead by transferring a plurality of sequential MPDUs, addressed to a common destination, in a single, special-format MMPDU known as a Container frame.  Aggregation preserves the identities of the individual MPDUs, which are extracted from a received Container frame by process known as disaggregation.  The disaggregated MPDUs are handled in their original sequence by the MAC entity or entities which receive a Container frame.  Aggregation may increase the aggregate data throughput within a given basic service area (BSA), but may also cause an increase of latency and/or latency variation (jitter), both for the aggregated MPDUs and for other traffic being transferred within the same BSA.

3.2 bridge portal (BP)

An enhanced station (ESTA) associated in a QoS basic service set (QBSS), but not located at the enhanced access point (EAP), which includes a portal function implemented as, or functionally equivalent to, an IEEE 802.11D MAC bridge or IEEE 802.1Q VLAN bridge.  Bridge portals can be used to provide multiple links to the infrastructure within a single QBSS, as well as to provide the sole infrastructure link in cases where the site for physical connection to the infrastructure is a poor location for operation of the EAP or its co-located enhanced point coordinator (EPC).

3.3 burst transfer

A technique for reducing MAC layer wireless medium (WM) access overhead and susceptibility to collisions, in which a single station transfers a plurality of sequential MPDUs during a single transmission opportunity (TXOP), retaining control of the WM by using inter-frame spaces sufficiently short that the entire burst appears to be a single instance of WM activity to contending stations.  Burst transfers may increase the aggregate data throughput within a given basic service area (BSA), but may also cause an increase of latency and/or latency variation (jitter) for all traffic being transferred within the same BSA.

3.4 centralized contention

A contention-based multiple access scheme used by enhanced stations (ESTAs) at QoS level 2 or level 3 to request transmission opportunities (TXOPs) from the enhanced point coordinator (EPC) without incurring the overhead of periodic polling nor the highly variable delays of DCF-based contention in a busy QBSS.  Each instance of centralized contention occurs solely among a subset of ESTAs that need to send reservation requests, and takes place during a centralized contention interval (CCI) whose starting time and duration are selected by the EPC.

3.5 contention free period (CFP)

A time period during operation of  a basic service set (BSS) when a point coordination function (PCF) is used, and transmission opportunities (TXOPs) are assigned to stations by  a point coordinator (PC), allowing frame exchanges to occur without inter-station contention for the wireless medium (WM).

3.6 contention period (CP)

A time period during operation of  a basic service set (BSS) when a distributed coordination function (DCF) is used, and transmission opportunities (TXOPs) are generated locally as stations with pending transfers contend for the WM using a collision sense multiple access algorithm with collision avoidance (CSMA/CA).

3.7 distribution system (DS)  <<CORRECTION TO EXISTING DEFINITION>>
A system used to interconnect a set of basic service sets (BSSs) and portals integrated local area networks (LANs) to create an extended service set (ESS).

NOTE 1: This correction, and the correction of ESS below, are needed because of a conflict between the existing definitions and the existing clause 5.4.1.2, which states "Messages which are distributed to a portal cause the DS to invoke the integration function (conceptually after the distribution service).  The Integration function is responsible for accomplishing whatever is needed to deliver a message from the DSM to the integrated LAN media (including any required media or address space translations)."  Clause 5.4.1.2 is correct; whereas the existing definitions, which place the integrated LAN within the DS/ESS, are incorrect.  If an integrated IEEE 802.3 LAN (or any other LAN that does not signal user priority) were within the DS/ESS, then QoS traffic from a device on the integrated LAN to an 802.11 station associated in the ESS would not transit a portal, hence there would be no opportunity to regenerate the priority value needed to identify the 802.11 QoS traffic category.

3.8 enhanced access point (EAP)

An access point (AP) that contains an IEEE 802.11E conformant medium access control (MAC) sublayer.  An EAP can differentiate among at least 8 traffic categories, provides at least 4 transmit queues for differing priorities or other categories of QoS traffic, supports the enhanced distributed coordination function (EDCF), and may include an enhanced point coordinator (EPC).

EDITORIAL REMARK: "Enhanced" appears in the PAR title, and is also mnemonic for 802.11e.  "Extended" is not recommended because of potential confusion with the meaning of extended in ESS.

3.9 enhanced distributed coordination function (EDCF)

<< placeholder >>

OPEN ISSUE:  The details of the EDCF are still under definition.  The originally proposed wording of this definition was "An upward-compatible version of the DCF, defined in IEEE 802.11E, which is able to provide statistically preferential medium access to higher priority traffic categories, relative to lower priority traffic categories, while not necessarily blocking all lower priority traffic when a heavy load of higher priority traffic is present."

3.10 enhanced point coordinator (EPC)

A point coordinator (PC), defined in IEEE 802.11E, that provides prioritized QoS, and may provide parameterized QoS, during the contention free period (CFP) of each superframe.  An EPC is typically collocated with an EAP.

3.11 enhanced point coordination function (EPCF)

An upward-compatible version of the PCF, defined in IEEE 802.11E, which includes mechanisms that improve the efficiency of contention free frame exchanges and facilitate the provision of prioritized and parameterized QoS.

3.12 enhanced station (ESTA)

A station (STA) that contains an 802.11E conformant medium access control (MAC) sublayer that supports at least QoS levels 0 and 1, and an 802.11 conformant physical (PHY) interface to the wireless medium (WM).

3.13 extended service set (ESS) <<CORRECTION TO EXISTING DEFINITION>>
A set of one or more interconnected basic service sets (BSSs) and portals integrated local area networks (LANs) that appears as a single BSS to the logical link control sublayer at any station associated with one of those BSSs.

3.14 fragmentation

The process of partitioning a MAC service data unit (MSDU) or MAC management protocol data unit (MMPDU) into a sequence of smaller MAC protocol data units (MPDUs) prior to transmission in order to increase the probability of successful transfer across the WM.  The process of recombining a set of fragment MPDUs into an MSDU or MMPDU is known as defragmentation.

3.15 link

In relation to any IEEE 802.11 MAC entity, a path used to exchange MPDUs with a peer entity, including one or more traversals of the wireless medium and zero or more traversals of non-wireless distribution system media.

3.16 parameterized QoS

QoS support, optional under IEEE 802.11E, for selective handling of up to 8 traffic categories per direction per bilaterial wireless link.  The handling of MSDUs may vary based on the values of various parameters in the traffic specification for the particular traffic category, link and direction.  Each traffic specification may include quantitative objectives for, or limits on, traffic attributes such as MSDU sizes and arrival rates, traffic characteristics such as constant vs. variable data rate, maximum delivery delay, maximum delay variance (jitter), etc.  The MAC sublayer provides selective handling of MSDUs in a manner which attempts to honor the various traffic specifications.  However, parameter values in traffic specifications are objectives, not guarantees, and it may be impossible, or may become imposible, for the MAC sublayer to provide the requested bandwidth and/or service quality, even in cases where the requested bandwidth had been indicated as being available and/or the requested service quality has previously been provided.

3.17 prioritized QoS

QoS support, required under IEEE 802.11E, for selective handling of up to 8 traffic categories per QBSS.  The handling of MSDUs belonging to different traffic categories may vary solely on the basis of relative priority, as indicated by the value of the "priority" parameter provided with each MSDU at the medium access control service access point (MAC SAP).  By default, priority 7 is treated as the highest priority,  and priority 1 is treated as the lowest priority, with priority 0, which is used for best effort traffic, ranked between priority 2 and priority 3.  These defaults match the recommended default mapping in IEEE 802.1D-1998, Annex H.2.

3.18 QoS basic service set (QBSS)

A basic service set (BSS) that supports LAN applications with quality of service (QoS) requirements by providing parameterized QoS, and optionally prioritized QoS for communication via the wireless medium (WM).  A QBSS may also include portals and/or bridge portals that provide QoS-aware integration service.

EDITORIAL REMARK: Despite the use of "enhanced" in the names of the distinguishing functional elements, this is not an "EBSS" to avoid confusion with ESS.

3.19 QoS level

One of the four, strictly nested conformance levels defined by IEEE 802.11E.  Level 0 provides no QoS, level 1 provides prioritized QoS under EDCF and basic CF-Pollable ESTA functionality under EPCF, level 2 provides prioritized QoS under EDCF and EPCF, and level 3 provides prioritized QoS under EDCF and parameterized QoS under EPCF.

3.20 QoS traffic

An identifiable, ordered sequence of MSDUs for transport within a QoS basic service set (QBSS) using a specified priority or traffic specification.  Each QoS data service MSDU is identified as belonging to a particular traffic category, which is transferred over the wireless medium (WM) in the traffic category identifier (TCID) field in the MAC headers of QoS data frames.  The interpretation and scope of traffic categories differs depending on whether the MSDU sequence is sent within a QBSS association for prioritized QoS or parameterized QoS.

3.21 remote point coordinator (RPC)

An enhanced station (ESTA) with enhanced point coordinator (EPC) capability that has been activated to extend the spatial coverage of a QoS basic service set (QBSS) by operating as the enhanced access point (EAP) and EPC of a subsidiary QBSS that is linked to the primary QBSS by a wireless distribution system (WDS) link.

3.22 superframe

In the IEEE 802.11E enhanced MAC specification, a contention-free repetition interval in a QBSS, consisting of  a single DTIM interval and single beacon interval.  Among long-time participants in the P802.11 Working Group, superframe is a semi-formal term for a beacon interval that included a CFP and a CP.  This usage appeared in the inital draft of this staandard in 1994, but was superseded by "contention free repetition interval" in 1995.

NOTE 2: The "superframe" does not appear in the text of IEEE 802.11-1999, however it does appear as a label in Figure 59, in a manner compatible with this definition.

3.23 traffic category (TC)

Any of the eight identifiers usable for higher-layer entities to distinguish MSDUs to MAC entities that support quality of service (QoS) within the MAC data service. MAC entities that provide the optional prioritized QoS use the traffic category identifier (TCID) values as relative priorities, with a total of eight priorities available per QBSS. MAC entities that provide the optional parameterized QoS, which is a superset of prioritized QoS, use the TCID values to select traffic specifications, within the context of a particular wireless link and traffic direction.

3.24 traffic specification (TSPEC)

The set of QoS parameter values that define the desired attributes for delivery of QoS traffic belonging to a particular traffic category under parameterized QoS.  Traffic specifications are provided to the MAC via the MAC layer management entity service access point (MLME SAP).  The traffic specification applicable for a given MSDU is selected by the traffic category attribute of  the MSDU, in the context of the source MAC address of that MSDU, in cases where the MSDU source is a station in the QBSS; or the destination MAC address of that MSDU, in cases where the MSDU source is not a station in the QBSS.

3.25 transmission opportunity (TXOP)

An interval of time when a particular enhanced station (ESTA) has the right to initiate transmissions onto the wireless medium (WM), defined by a starting time and a maximum duration.  During the contention period (CP), each TXOP begins when the medium is determined to be available under the EDCF rules.  The duration of a TXOP during theCP is limited by the maximum MPDU length << at what data rate? >> and/or << TBD mechanism >>.  During the contention free period (CFP), the starting time and maximum duration of each TXOP is  specified by  the EPC, using the {+}CF-Poll function of data type frames, or CF-Multipoll or CF-Schedule control frames.  Within the limits of each TXOP, decisions regarding what to transmit are made locally by the MAC entity at the ESTA.

3.26 wireless station (WSTA)

An enhanced station (ESTA) that is not within an enhanced access point (EAP) nor a bridge portal.

4 Abbreviations and Acronyms

Remove the acronym "CID" from clause 4, since there are no instances of use in 802.11-1999 and no "connections" to identify in this 802.11E MAC proposal.

Add the following new terms (there are also additions pending from 802.11d):

BP

bridge portal

CA

collision avoidance

CCI

centralized contention interval

CCOP

centralized contention opportunity

CSMA

carrier sense multiple access

EAP

enhanced access point

EDCF

enhanced distributed coordination function

EPC

enhanced point coordinator

EPCF

enhanced point coordination function

ESTA

enhanced station

FEC

forward error correction

OBSS

overlapping basic service set

PP

permission probability

PSDU

physical {layer} service data unit

QoS

quality of service

QBSS

quality of service basic service set

RPC

remote point coordinator

TC

traffic category

TCA

traffic category and association {identifier}

TCID

traffic category identifier

TSPEC

traffic specification

TXOP

transmission opportunity

WSTA

wireless {enhanced} station

5 General Description

5.1 Architecture General Description

Update the reference to "802.11-1997" which still appears in the 1999 version of this clause.

5.1.1 How Wireless LAN Systems are Different

(no changes)

5.1.1.1 Destination Address Does Not Equal Destination Location

(no changes)

5.1.1.2 The Media Impact the Design

Add a new item to the end of the list:

a) May experience interference from logically disjoint 802.11 networks operating in adjacent or overlapping areas.

5.1.1.3 Impact of Handling Mobile Stations

(no changes)

5.1.1.4 Interaction with Other 802 Layers

Add the following as a second paragraph:

When used to support applications with quality of service requirements, each IEEE 802.11 LAN is a single link within an end-to-end QoS environment that may be established between, and managed by, higher layer entities.  To handle QoS traffic in a manner comparable to other IEEE 802 LANs, despite the enormous differences in characteristics of the underlying media, IEEE 802.11E entities incorporate QoS functionality that is untraditional for QoS support by MAC sublayers.  In addition, it may be necessary for certain higher layer management entities to be "WLAN aware" at least to the extent of understanding that the available bandwidth and other QoS characteristics of a WLAN are subject to frequent, and sometimes substantial, dynamic changes due to causes other than traffic load and outside the direct control of network management entities.

5.2 Architecture Components

(no changes)

5.2.1 The Independent BSS as an Ad hoc Network

(no changes)

5.2.1.1 STA to BSS Association is Dynamic

(no changes)

5.2.2 Distribution System Concepts

(no changes)

5.2.2.1 ESS: The Large Coverage Network

(no changes)

Add the following new subclause:

5.2.2.2 QBSS: The Quality of Service Network

IEEE 802.11E provides several, strictly nested levels of optional MAC enhancements to support LAN applications with quality of service (QoS) requirements.  The QoS enhancements are available to an enhanced stations (ESTA) associated in a QoS BSS (QBSS), at a level negotiated between the ESTA and enhanced access point (EAP) of the QBSS, at the time the ESTA's association is established.  A subset of the QoS enhancements may be available for use between ESTAs that are members of the same (IBSS).  Clause 19 provides a description of the optional QoS levels and the services QoS support available at each level.

5.2.3 Area Concepts

Add the following new paragraph at the end of this clause:

The spatial coverage of a BSS is limited, often due to attenuation by intervening structural materials, in ways that cause undesirable discontinuities of LAN connectivity.  IEEE 802.11E allows dynamic activation of wireless repeater functionality at preconfigured stations to extend spatial coverage in such cases.  The repeater becomes the AP of a subsidiary BSS while also serving as an associated station in the primary BSS.  The wireless link between the repeater and the primary AP serves as a wireless distribution system for infrastructure access by stations associated with the secondary BSS.  Additional information about wireless repeaters appears in clause 19.

5.2.4 Integration with Wired LANs

Add the following new paragraph to the end of clause 5.2.4:

A portal is an abstract single point of connection between an IEEE 802.11 LAN and other LANs.  In IEEE 802.11E there may be multiple ESTAs in a single QBSS that provide integration services to separate, non-IEEE 802.11 networks.  Any such stations that are not the EAP of the QBSS are known as bridge portals (BPs).  Additional information about bridge portals appears in clause 19.

Add the following new clause:

5.2.5 Integration with Entities that Provide End-to-End Quality of Service

Annex F (informative) presents recommended practices for integration between IEEE 802.11E QoS support and higher layer bandwidth and/or connection management entities.

5.3 Logical Service Interfaces

Add a new item to the end of the list:

· QoS traffic scheduling (IEEE 802.11E only)

5.3.1 Station Services

Add a new item to the end of the list:

· QoS traffic scheduling (IEEE 802.11E only)

5.3.2 Distribution System Services

Modify 3rd paragraph as follows:

The DSSs are provided by the DS. They are accessed via a STA that also provides DSSs.  A STA in a BSS or IBSS that is providing access to DSS is an AP.  In a QBSS, the ESTA that is providing access to DSS is an EAP.  In a QBSS, there may also be other ESTAs, called bridge portals (BPs) that provide access to the integration service, but do not provide access to other DSSs.
Add a new item to the end of the list:

k) QoS traffic scheduling (IEEE 802.11E only)

5.3.3 Multiple Logical Address Spaces

(no changes)

5.4 Overview of the Services

Modify the first paragraph as shown:

There are ten services specified by IEEE 802.11E. Six of the services are used to support MSDU delivery between STAs. Three of the services are used to control IEEE 802.11 LAN access and confidentiality.  One of the services are used to support LAN applications with QoS requirements.
5.4.1 Distribution of Messages Within a DS

5.4.1.1 Distribution

Modify the final paragraph as follows:

While IEEE 802.11 does not specify DS implementations, it does recognize and support the use of the WM as the DSM.  This is specifically supported by the IEEE 802.11 frame formats. (Refer to Clause 7 for details.)  IEEE 802.11E also defines a remote point coordinator (RPC) capability that allows dynamic activation of a subsidiary QBSS, linked to the primary QBSS by a wireless distribution system, to when necessary to extend the spatial coverage of a QBSS.
5.4.1.2 Integration 

Add the following new paragraph between the 3rd and 4th existing paragraphs:

IEEE 802.11E includes specific provisions for multiple entities providing integration service at different ESTAs of a QBSS.  An ESTA that provides integration service but does not provide distribution service is known as a bridge portal.  Bridge portals, like all other ESTAs, obtain distribution services from the EAP of the QBSS.

Add the following new clause:

5.4.1.3 QoS Traffic Scheduling

QoS traffic scheduling provides intra-QBSS QoS transfers under an enhanced distributed coordination function (EDCF), as well as an enhanced point coordination function (EPCF) if an enhanced point coordinator (EPC) is active in the QBSS.  At each transmission opportunity (TXOP), as determined by the active coordination function, a traffic scheduling entity at the ESTA or EAP selects a frame for transmission, from the set of frames at the heads of a plurality of traffic queues, based on requested MSDU priority, when operating at a QoS level that provides optional prioritized QoS; or based on parameter values in the traffic specification for the requested traffic category, when operating at a QoS level that provides optional parameterized QoS.  Additional information is available in clauses 9 and 19.

5.4.2 Services Which Support the Distribution Service

(no changes)

5.4.2.1 Mobility Types

Add a new item to the end of the list:

d) QBSS-transition: This type is defined as an enhanced station movement from one QoS Basic Service Set in one Extended Service Set to another QoS Basic Service Set within the same Extended Service Set.  End-to-end QoS connections are maintained, although user-visible, temporary disruption may occur during handover.

5.4.2.2 Association

Modify the second and third paragraphs of this clause as follows:

Before a STA is allowed to send a data message via an AP, it shall first become associated with the AP.  The act of becoming associated invokes the association service, which provides the (E)STA to (E)AP mapping to the DS.  The DS uses this information to accomplish its message distribution service. How the information provided by the association service is stored and managed within the DS is not specified by this standard.

A STA learns what APs are present and what operational capabilities available from each of those APs, and then requests to establish an association with an AP of appropriate capabilities by invoking the association service. For details of how a station learns about what APs are present, see 11.1.3.

5.4.2.3 Reassociation

(no changes)

5.4.2.4 Disassociation

(no changes)

5.4.3 Access and Confidentiality Control Services

NOTE: Enhanced authentication and privacy features need to be added here.

5.4.3.1 Authentication

(may change)

5.4.3.2 Pre-authentication

(may change)

5.4.3.3 Deauthentication

(may change)

5.4.3.4 Privacy

(may change)

5.5 Relationships Between Services

NOTE from editor:  This update does not address the possibility that {generic} Management Action management frames with certain category and action codes might be class 2 or class 1 frames, nor does this update attempt to identify the specific QoS data and control subtypes than might need to be class 1 frames in order to support QoS in an IBSS.  In general, it seems not to be worth significant effort to propose updates to a clause that is known to be a target for substantial revision by the TGe security subgroup.  The recommendation is to readdress the QoS details of this clause to make it consistent with the remainder of the TGe work, just prior to the first letter ballot.

Make the following changes to the definition of class 3 frames:

c) Class 3 frames (if and only if associated; allowed only from within State 3):

1) Data frames

i)
Data subtypes: Data frames allowed.  That is, the "To DS" and/or "From DS" FC bits may be set to true to utilize DSSs.

ii)
QoS data subtypes allowed to/from ESTA when associated with EAP.
2) Management frames

i)
Deauthentication: Deauthentication notification when in State 3 implies disassociation as well, changing the STA's state from 3 to 1.  The station shall become authenticated again prior to another association.

ii)
{generic} Management Action

iii)
Container

3) Control frames

i)
PS-Poll

ii)
Reservation Request

iii)
Delayed Ack

iv)
Contention Control (CC)

v)
CC + CF-Ack

vi)
CF-Multipoll

vii)
CF-Multipoll + CF-Ack

viii)
CF-Schedule

5.6 Differences Between ESS and Independent BSS LANs

Modify the final paragraph in this clause as follows:

The services that apply to an IBSS are the SSs.  Only limited QoS support is available in an IBSS.
5.7 Message Information Contents That Support the Services

(no changes)

5.7.1 Data 

Add the QoS Data message at the end of this clause (with appropriate leader characters):

QoS Data Messages

type: Data

Message sub-type: QoS Data

Information Items:


IEEE source address of message.


IEEE destination address of message.


BSS ID


Priority or Traffic Category Identifier

Direction of message: From STA to STA

5.7.2 Association

Under "Association request" just after entry for "ESSID" add new entry (with appropriate leader character):

Requester's capabilities

Under "Association response" just after entry beginning "If the association..." add new entry (with appropriate leader character):

Responder's capabilities

5.7.3 Reassociation

Under "Reassociation request" just after entry for "ESSID" add new entry (with appropriate leader character):

Requester's capabilities

Under "Reassociation response" just after entry beginning "If the reassociation..." add new entry (with appropriate leader character):

Responder's capabilities

5.7.4 Disassociation

(no changes)

5.7.5 Privacy

Enhanced authentication and privacy features will appear here once they are defined.

5.7.6 Authentication

Enhanced authentication and privacy features will appear here once they are defined.

5.7.7 Deauthentication

Enhanced authentication and privacy features will appear here once they are defined.

5.8 Reference Model

The existing reference model does not require changes for QoS.  However, it might be useful to add a reference to the figure in clause 19 that shows the multiple priority queues beneath the MAC SAP.

6 MAC service definition

This is a replacement for the existing clause 6.

6.1 Overview of MAC services

6.1.1 Asynchronous data service

This service provides peer LLC entities with the ability to exchange MAC service data units (MSDUs). To support this service, the local MAC uses the underlying PHY-level services to transport an MSDU to a peer MAC entity, where it will be delivered to the peer LLC. Such MSDU transport is performed on a connectionless basis. There are no guarantees that the submitted MSDU will be delivered successfully. However, individual MSDUs have a requested priority or traffic category, communicated through the MAC SAP on a per MSDU basis. The communication of requested MSDU priority or traffic category is described in the MAC SAP definition below.

If the MAC layer entity and its association in a BSS support optional prioritized quality of service, the MAC will endeavor to deliver MSDUs of higher priority in preference to other MSDUs of lower priority that may be queued for delivery throughout the BSS.

If the MAC layer entity and its association in a BSS support optional parameterized quality of service, which is a superset of prioritized quality of service, the MAC will endeavor to deliver MSDUs belonging to each traffic category according to a traffic specification previously provided for that traffic category via the MAC layer management entity.

Broadcast and multicast transport is part of the data service provided by the MAC. Due to the characteristics of the WM, broadcast and multicast MSDUs may experience a lower quality of service, especially with regard to loss rate, compared to that of unicast MSDUs.

All STAs support the asynchronous data service, but only ESTAs differentiate their MSDU delivery according to the requested priority or traffic category. In a BSS containing a mixture of ESTAs, which support quality of service, and STAs which do not, the MSDU delivery service at the STAs corresponds to delivery of an MSDU with a priority parameter value of zero (best effort).

Because operation of certain functions of the MAC may cause reordering of some MSDUs, as discussed in more detail below, there are two service classes within the data service. By selecting the desired service class, each LLC entity initiating the transfer of MSDUs is able to control whether MAC entities are or are not allowed to reorder those MSDUs, within the limits set out below.

6.1.2 Security service

<text here from the security sub-group>

6.1.3 MSDU ordering

The services provided by the MAC sublayer permit, and may in certain cases require, the reordering of MSDUs. The MAC does not intentionally reorder MSDUs except as may be necessary either to improve the likelihood of successful delivery based on the current operational (power management) mode of the designated recipient station(s), or to meet the requested priority or traffic category of individual MSDUs.

The effect of this reordering (if any), for the set of MSDUs received at the MAC service interface of any single station, is a change in the delivery order of broadcast and multicast MSDUs relative to directed MSDUs, and the reordering of MSDUs with different requested priorities or traffic categories, originating from a single source station address. There is no reordering of unicast MSDUs of the same priority or traffic category.

If a higher-layer protocol using the asynchronous data service cannot tolerate this possible reordering, the optional StrictlyOrdered service class should be used. MSDUs transferred between any pair of stations using the StrictlyOrdered service class are not subject to the relative reordering that is possible when the Reorderable service class is used. However, the desire to receive MSDUs sent using the StrictlyOrdered service class at a station precludes simultaneous use of the MAC power management facilities at that station, as well as the use of prioritized or parameterized quality of service.

NOTE 1: The Reorderable service class is a renaming of the equivalent ReorderableMulticast service class defined in IEEE Std 802.11-1999. Reorderable is exactly equivalent to the ReorderableMulticast service class in stations conforming to IEEE Std 802.11-1999.

In order for the MAC to operate properly, the DS must meet the requirements of ISO/IEC 15802-1: 1995. Subclause 9.8 specifies operational restrictions that ensure the appropriate ordering of MSDUs.

6.2 Detailed service specification

6.2.1 MAC data services

The IEEE 802.11 MAC supports the following service primitives as defined in ISO/IEC 8802-2: 1994:

MA-UNITDATA.request

MA-UNITDATA.indication

MA-UNITDATA-STATUS.indication

The following three subclauses (6.2.1.1 through 6.2.1.3) give the LLC definitions of the primitives and specify parameter value restrictions imposed by IEEE 802.11.

6.2.1.1 MA-UNITDATA.request

6.2.1.1.1 Function

This primitive requests a transfer of an MSDU from a local LLC sublayer entity to a single peer LLC sublayer entity, or multiple peer LLC sublayer entities in the case of group addresses.

6.2.1.1.2 Semantics of the service primitive

The parameters of the primitive are as follows:

MA-UNITDATA.request (
source address,
destination address,
routing information,
data,
priority,
service class
)

The source address (SA) parameter specifies an individual MAC sublayer address of the sublayer entity to which the MSDU is being transferred.

The destination address (DA) parameter specifies either an individual or a group MAC sublayer entity address.

The routing information parameter specifies the route desired for the data transfer (a null value indicates source routing is not to be used). For IEEE 802.11, the routing information parameter must be null.

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For IEEE 802.11, the length of the MSDU must be less than or equal to 2304 octets.

OPEN ISSUE:  The current frame format definitions maintain the maximum MPDU duration on the WM, with a reduction of MSDU capacity.  There is a 2-octet reduction (to 2302 octets) for the QoS Data frame format, and the enhanced privacy function may reduce MSDU capacity by ~30 octets relative to current WEP.  Either the approach in clause 7 needs to change to allow longer MPDUs, or the possibility of MSDU size restrictions to less than 2304 octets for broadcast and multicast MSDUs, and the potential of mandatory fragmentation of unicast MSDUs longer than (2304-tbd) octets, must be identified here.

The priority parameter specifies the priority or traffic category desired for the data unit transfer. IEEE 802.11 allows ten values. Allowable values are Contention, Contention Free or an integer between and including 0 and 7.

The service class parameter specifies the service class desired for the data unit transfer. IEEE 802.11 allows two values: Reorderable or StrictlyOrdered.

6.2.1.1.3 When generated

This primitive is generated by the LLC sublayer entity whenever an MSDU is to be transferred to a peer LLC sublayer entity or entities.

6.2.1.1.4 Effect of receipt

On receipt of this primitive the MAC sublayer entity determines whether the request can be fulfilled according to the requested parameters.

If the MAC sublayer entity cannot fulfill the request according to the requested parameters, it discards the request and indicates the action to the LLC sublayer entity using an MA-UNITDATA-STATUS.indication primitive which describes the reason for its inability to fulfill the request.

If the MAC sublayer entity is able to fulfill the request according to the requested parameters, it appends all MAC specified fields to the data parameter, including SA, DA and all fields that are unique to IEEE 802.11, passes the properly formatted frame to the lower layers for transfer to peer MAC sublayer entity or entities, and indicates the action to the LLC sublayer entity using an MA-UNITDATA-STATUS.indication primitive with transmission status set to Successful.

6.2.1.2 MA-UNITDATA.indication

6.2.1.2.1 Function

This primitive defines the transfer of an MSDU from the MAC sublayer entity to the LLC sublayer entity, or entities in the case of group addresses. In the absence of error, the contents of the data parameter are logically complete and unchanged relative to the data parameter in the associated MA-UNITDATA.request primitive.

6.2.1.2.2 Semantics of the service primitive

The primitive provides parameters as follows:

MA-UNITDATA.indication (
source address,
destination address,
routing information,
data,
reception status,
priority,
service class
)

The SA parameter is an individual address as specified by the SA field of the incoming frame.

The DA parameter is either an individual or a group address as specified by the DA field of the incoming frame.

The routing information parameter specifies the route that was used for the data transfer. IEEE 802.11 will always set this field to null.

The data parameter specifies the MSDU as received by the local MAC entity.

The reception status parameter indicates the success or failure of the received frame for those frames that IEEE 802.11 reports via a MA-UNITDATA.indication. This MAC only reports success as all failures of reception are discarded without generating MA‑UNITDATA.indication.

The priority parameter specifies the receive processing priority that was used for the data unit transfer. IEEE 802.11 allows ten values: Contention, ContentionFree or an integer between and including 0 and 7.

The service class parameter specifies the receive service class that was used for the data unit transfer. IEEE 802.11 allows two values: Reorderable or StrictlyOrdered.

6.2.1.2.3 When generated

The MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity or entities to indicate the arrival of a frame at the local MAC sublayer entity. Frames are reported only if they are validly formatted at the MAC sublayer, received without error, received with valid security properties according to the security policy at the local MAC sublayer entity, and their destination address designates the local MAC sublayer entity.

6.2.1.2.4 Effect of receipt

The effect of receipt of this primitive by the LLC sublayer is dependent on the validity and content of the frame.

6.2.1.3 MA-UNITDATA-STATUS.indication

6.2.1.3.1 Function

This primitive has local significance and provides the LLC sublayer with status information for the immediately preceding MA-UNITDATA.request primitive.

6.2.1.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MA-UNITDATA-STATUS.indication (
source address,
destination address,
transmission status,
provided priority,
provided service class
)

The SA parameter is an individual MAC sublayer entity address as specified in the associated MA-UNITDATA.request primitive.

The DA parameter is either an individual or group MAC sublayer entity address as specified in the associated MA-UNITDATA.request primitive.

The transmission status parameter is used to pass status information back to the local requesting LLC sublayer entity. IEEE 802.11 specifies the following values for transmission status when delivery of the MSDU is attempted:

b) Successful, and

c) Unavailable priority (if the requested priority is other than Contention, the station has a negotiated association with a level 0 QoS property, and there is no point coordinator), in which case the MSDU will be transmitted, but will have its priority set to Contention.

IEEE 802.11 specifies the following values for transmission status when the MSDU is not delivered:

c)
Excessive data length;

d)
Non-null source routing;

e)
Unsupported priority

i)
for priorities other than Contention, ContentionFree or an integer between and including 0 and 7,

ii)
for priorities other than Contention or ContentionFree in the case that the local MAC sublayer entity does not support QoS greater than level 0 (e.g. neither prioritized nor parameterized QoS);

f)
Unsupported service class (for service classes other than Reorderable or StrictlyOrdered);

g)
Unavailable service class (for StrictlyOrdered service when the stations power management mode is other than active, or the station has a negotiated association which has a greater than level 0 QoS property);

h)
Undeliverable (no BSS available);

i) Undeliverable (the local MAC sublayer entity does not have the required credentials or other security data to transmit the frame);

j)
Undeliverable (for unacknowledged directed MSDUs when the aShortRetryMax or aLongRetryMax retry limit would otherwise be exceeded) [only for station conformant to IEEE Std 802.11-1999, see NOTE 2]; and

k)
Undeliverable (TransmitMSDUTimer reached aMaxTransmitMSDULifetime before successful delivery)
[only for station conformant to IEEE Std 802.11-1999, see NOTE 2].

NOTE 2: The transmission status values designated (j) and (k) are present solely because they appear in IEEE Std 802.11-1999.  These two transmission status values of "undeliverable" (caused by exceeding a retry limit or a transmit lifetime limit) are never reported by MAC entities conformant to IEEE 802.11E, and are unlikely to be reported by any 802.11 MAC entities.  These two reasons for not delivering the MSDU successfully cannot be determined solely from local state available within the MAC entity at the time the MA-UNITDATA.request is received from LLC.  Because MAC data service is strictly connectionless, reporting of either of these two "undeliverable" transmission status values are incompatible with the semantics of MA-UNITDATA-STATUS.indication primitive, and are probably not useful to the LLC entitiy.

The provided priority parameter specifies the priority that was used for the associated data unit transfer (Contention, ContentionFree or an integer between and including 0 and 7).

The provided service class parameter specifies the class of service used for the associated data unit transfer (Reorderable or StrictlyOrdered).

6.2.1.3.3 When generated

The MA-UNITDATA-STATUS.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity to indicate the status of the service provided for the corresponding MA-UNITDATA.request primitive.

6.2.1.3.4 Effect of receipt

The effect of receipt of this primitive by the LLC sublayer is dependent upon the type of operation employed by the LLC sublayer entity.

7 Frame Formats

This is a replacement for the existing clause 7.

This clause specifies the format of the MAC frames.  All stations shall be able to validate every received frame using the frame check sequence (FCS), and, for frames received without error, to decode certain from the MAC headers of all frames.  In addition, every station shall be able to construct a subset of these frame formats for transmission, and to decode a (potentially different) subset of these frame formats upon validation following reception.  The particular subsets of these formats that a station must construct and decode are determined by the functional capabilities supported by that particular station, as specified in 7.4.

7.1 MAC Frame Formats

Each frame consists of the following basic components:

a)
A MAC header, which comprises frame control, duration, address and sequence control information, and, optionally, traffic category information.

b)
A variable length frame body, which contains information specific to the frame type and subtype.

c)
A frame check sequence (FCS) which contains an IEEE 32-bit cyclic redundancy code (CRC).

7.1.1 Conventions

The MAC protocol data units (MPDUs) or frames in the MAC sublayer are described as a sequence of fields in specific order.  Each figure in Clause 7 depcits the fields/subfields as they appear in the MAC frame and in the order in which they are passed to the physical layer convergence protocol (PLCP), from left to right.

In figures, all bits within fields are numbered, from 0 to k, where the length of the field is k+1 bits. The octet boundaries within a field can be obtained by taking the bit-numbers of the field modulo 8.  Octets within numeric fields that are longer than a single octet are depicted in increasing order of significance, from lowest numbered bit to highest numbered bit.  The octets in fields longer than a single octet are sent to the PLCP in order from the octet containing the lowest numbered bits to the octet containing the highest numbered bits.

Any field containing a CRC is an exception to this convention and is transmitted commencing with the coefficient of the highest-order term.

MAC addresses are assigned as ordered sequences of bits. The Individual/Group bit is always transferred first and is bit 0 of the first octet.

Values specified in decimal are coded in natural binary unless otherwise stated. The values in Table 1 are in binary, with the bit assignments shown in the table.  Values in other tables are shown in decimal notation.

Reception, in references to frames or fields within frames (e.g. "... beacon frames received by a STA ..." or "... the value of a received Duration/ID field ...") applies to MPDUs or MMPDUs indicated from the PHY layer without error and validated by CRC or other relevant error detection coding within the MAC sublayer.  Without further qualification, "reception" by the MAC sublayer implies that the frame contents are valid, and that the protocol version is supported (see 7.1.3.1.1), but implies nothing about frame addressing, nor whether the frame type or other fields in the MAC header are meaningful to the mac entity that has received the frame.

Reserved fields and subfields are set to 0 upon transmission and are ignored on reception.

Reserved values in non-reserved fields and subfields are not transmitted by conformant stations.  However, a station conformant to an older revision of this standard may receive frames with what it considers to be reserved values in non-reserved fields and subfields.  These fields, along with other fields in the same frame whose interpretation is directly dependent thereon, are ignored on reception.

NOTE 1: Ignoring reserved values encountered in non-reserved fields is a strict requirement of IEEE 802.11E and subsequent versions of this standard.  However, in the case of many fields, this behavior was either explicitly or implicitly required since the release of IEEE Std 802.11-1997.  It is strongly encouraged that all future implementations, independent of conformance level, adhere to this convention.

7.1.2 General frame format

The MAC frame format comprises a set of fields that occur in a fixed order in all frames.  Figure 12 depcits the general MAC frame format.  The fields Address 2, Address 3, Sequence Control, Address 4, Traffic Category Identifier (TCID), and Frame Body are only present in certain frame types and subtypes.  Each field is defined in 7.1.3.  The format of each of the individual subtypes of each frame type is defined in 7.2.  The components which comprise the frame bodies of management type frames are defined in 7.3.
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Figure 12 – MAC frame format

7.1.3 Frame fields

7.1.3.1 Frame control field

The Frame Control field consists of the following sub-fields: Protocol Version, Type, Subtype, To DS, From DS, More Fragments, Retry, Power Management, More Data, WEP and Order. The format of the frame control field is illustrated in Figure 13.
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Figure 13 – Frame Control field

7.1.3.1.1 Protocol Version field

The Protocol Version field is two bits in length and is invariant in size and placement across all revisions of the 802.11 standard.  For this revision of the standard the value of the protocol version is 0.  All other values are reserved.  The revision level will be incremented only when a fundamental incompatibility exists between a new revision and the prior revision of the standard.  A device that receives a frame with a higher revision level than it supports will discard the frame without indication to the sending station or to LLC.

EDITORIAL REMARK:  The protocol version remains 0 under this proposal.

7.1.3.1.2  Type and Subtype fields

The Type field is two bits in length and the Subtype field four bits in length. The Type and Subtype fields together identify the function of the frame.  There are three frame types: control, data and management.  Each of the frame types have several defined subtypes.  Table 1 defines the valid combinations of type and subtype.

Table 1 - Valid type and subtype combinations
(numeric values in Table 1 are shown in binary)

Type Value
b3 b2
Type Description
Subtype Value
b7 b6 b5 b4
Subtype Description

00
Management
0000
Association request

00
Management
0001
Association response

00
Management
0010
Reassociation request

00
Management
0011
Reassociation response

00
Management
0100
Probe request

00
Management
0101
Probe response

00
Management
0110-0111
     Reserved

00
Management
1000
Beacon

00
Management
1001
ATIM

00
Management
1010
Disassociation

00
Management
1011
Authentication

00
Management
1100
Deauthentication

00
Management
1101
{generic} Action

00
Management
1110
     Reserved

00
Management
1111
Container

01
Control
0000-0001
     Reserved

01
Control
0010
Contention-Free Schedule (CF-Schedule)

01
Control
0011
     Reserved

01
Control
0100
Reservation Request (RR)

01
Control
0101
Delayed Acknowledgement (DlyAck) 

01
Control
0110
Contention Control (CC)

01
Control
0111
CC + CF-Ack

01
Control
1000
Contention-Free Multipoll (CF-Multipoll)

01
Control
1001
CF-MultiPoll + CF-Ack 

01
Control
1010
Power Save Poll (PS-Poll)

01
Control
1011
Request To Send (RTS)

01
Control
1100
Clear To Send (CTS)

01
Control
1101
Acknowledgement (ACK)

01
Control
1110
Contention-Free End (CF-End)

01
Control
1111
CF-End + CF-Ack

10
Data
0000
Data

10
Data
0001
Data + CF-Ack

10
Data
0010
Data + CF-Poll

10
Data
0011
Data + CF-Ack + CF-Poll

10
Data
0100
Null (no data)

10
Data
0101
CF-Ack (no data)

10
Data
0110
CF-Poll (no data)

10
Data
0111
CF-Ack + CF-Poll (no data)

10
Data
1000
QoS Data

10
Data
1001
QoS Data + CF-Ack

10
Data
1010
QoS Data + CF-Poll

10
Data
1011
QoS Data + CF-Ack + CF-Poll

10
Data
1100
QoS Null (no data)

10
Data
1101
QoS CF-Ack (no data)

10
Data
1110
QoS CF-Poll (no data)

10
Data
1111
QoS CF-Ack + CF-Poll (no data)

11
Reserved
0000-1111
     Reserved

NOTE 2: Decoding the subtypes of data type frames can take advantage of the fact that each subtype field bit position is used to indicate a specific modification of the basic data frame (subtype 0). Frame control bit 4 is set to 1 in data subtypes which include +CF-Ack, bit 5 is set to 1 in data subtypes which include +CF-Poll, bit 6 is set to 1 in data subtypes that contain no {MSDU} data, and bit 7 is set to 1 in the "QoS data" subtypes, which have TCID fields in their MAC headers.

7.1.3.1.3 To DS field

The To DS field is one bit in length and is set to 1 in data type frames destined for the DS. This includes all data type frames sent by STAs associated with an AP, all data type frames sent by ESTAs (including BPs) associated with an EAP, and all frames being sent between APs, BPs, or EAPs, using the WM as a wireless distribution system (WDS). The To DS field is set to 0 in all other frames.  For additional details, see Table 2.

7.1.3.1.4 From DS field

The From DS field is 1 bit in length and is set to 1 in data type frames exiting the DS.  This includes all data type frames sent by APs, BPs or EAPs, including frames sent using the WM as a WDS, as well as data type frames sent by ESTAs addressed to recipients other than the EAP.  The From DS field is set to 0 in all other frames.  For additional details, see Table 2.

Table 2 - To/From DS combinations in data type frames

To/From DS values
Meaning

To DS = 0
From DS = 0 
A data type frame direct from one STA to another STA within the same IBSS, as well as all control type frames and all management type frames other than Container.

To DS = 1
From DS = 0
A data frame, or management frame of subtype Container, destined for the DS at an AP or EAP.

To DS = 0
From DS = 1
A data frame, or management frame of subtype Container, exiting the DS at an AP or EAP.

To DS = 1
From DS = 1
Wireless distribution system (WDS) data frame being distributed from one AP or EAP to another AP or EAP via the WM;
also a data frame direct from one ESTA or BP to another ESTA or BP within the same QBSS.

OPEN ISSUE:  Revisit the question of whether to use WDS format (To/From=11) or IBSS format (To/From=00) for intra-QBSS station-to-station data frames after TGe-QoS decides what to do about the state machine defined in Figure 8 (clause 5.5).

7.1.3.1.5 More Fragments field

The More Fragments field is one bit in length and is set to 1 in all data or management type frames which have another fragment of the current MSDU or current MMPDU to follow.  It is set to 0 in all other frames. 

7.1.3.1.6 Retry field

The Retry field is one bit in length and is set to 1 in any data or management type frame that is a retransmission of an earlier frame.  It is set to 0 in all other frames.  A receiving station uses this indication to aid in the process of eliminating duplicate frames.

7.1.3.1.7 Power Management field

The Power Management field is one bit in length and is used to indicate the power management mode of a STA.  The value of this field remains constant in each frame from a particular STA within a frame from a particular STA within a frame exchange sequence defined in 9.7.  The value indicates the mode the station will be in after successful completion fo the frame exchange sequence.  Additional, modal, significance may be applied to the value of this field in certain management type frames sent by ESTAs, as defined in << #.# QoS power save clause >>.

A value of 1 indicates that the STA will be in power-save mode.  A value of 0 indicates that the STA will be in active mode. This field is always set to 0 in frames transmitted by an AP, BP, or EAP.

7.1.3.1.8 More Data field

The More Data field is one bit in length and is used to indicate to a STA in power-save mode that more MSDUs, or MMPDUs are buffered for that STA at the AP.  The More Data field is valid in directed data or management type frames transmitted by an AP to an STA in power-save mode.  A value of 1 indicates that at least one additional buffered MSDU, or MMPDU is present for the same STA.

The More Data field may be set to 1 in directed data type frames transmitted by a contention-free (CF)-Pollable STA to the Point Coordinator (PC) in response to a CF-Poll to indicate that the STA has at least one additional buffered MSDU available for transmission in response to a subsequent CF-Poll.  The More Data field shall be set to 1 in all data type frames transmitted by ESTAs to indicate that the ESTA has at least one additional buffered MPDU available for transmission.  This includes Null and other no-data frames transmitted by ESTAs in cases where the TXOP length was insufficient to send the MPDU selected for transmission by the local frame scheduling entity.

The More Data field is set to 0 in all other directed frames. 

The More Data field is set to 1 in broadcast/multicast frames transmitted by the AP, when additional broadcast/ multicast MSDUs, or MMPDUs, remain to be transmitted by the AP during this beacon interval.  The More Data field is set to 0 in broadcast/multicast frames transmitted by the AP when no more broadcast/multicast MSDUs, or MMPDUs, remain to be transmitted by the AP during this beacon interval and in all broadcast/multicast frames transmitted by non-AP STAs.

7.1.3.1.9 WEP field

The WEP field is one bit in length. It is set to 1 if the Frame Body field contains information that has been processed by the WEP algorithm.  The WEP field is only set to 1 within frames of type data and frames of type management, subtypes Authentication or Container.  The WEP field is set to 0 in all other frames. When the WEP bit is set to 1, the Frame Body field is expanded as defined in 8.2.5.

EDITORIAL REMARK: The definition of the WEP field is unchanged by the QoS extensions, other than to allow WEP=1 in Container managment frames.  However, the function of this field may be modified by the 802.11E security extensions.

7.1.3.1.10 Order field

The Order field is one bit in length and is set to 1 in any data type frame that contains an MSDU, or fragment thereof, which is being transferred using the StrictlyOrdered service class.  This field is set to 0 in all other frames.

NOTE 3: StrictlyOrdered service class is only available for MSDUs presented to the MAC with a priority value of "contention" or "contention-free."  StrictlyOrdered service class is not available for MSDUs presented to the MAC with any of the integer priority values 0-7.

7.1.3.2 Duration/ID field

The Duration/ID field is 16 bits in length. The contents of the this field are vary with frame type, superframe period, and QoS capabilities of the sending station:

a)
In control type frames of subtype Power Save (PS)-Poll the Duration/ID field carries the association identity (AID) of the station that transmitted the frame in the 11 least-significant bits (lsb), with the 2 most-significant bits (msb) both set to 1, and the 3 intermediate bits set to 0. The value of the AID is in the range 1-2007.

b)
In all other frames sent during the contention period the Duration/ID field carries a duration value, calculated as specified in << ## duration calc in clause 9 >>, or a value of zero, as defined for each frame type and subtype in 7.2.

c)
In frames transmitted by the PC and STAs during the contention free period the Duration/ID field is set to a fixed value of 32768 (msb set to 1 and the 15 lsb set to 0) for transmission and ignored on reception.

d)
In QoS data type frames transmitted by the EPC during the contention-free period in a QBSS the Duration/ID field carries an msb set to 1, a 2-bit Ack policy field in bits 13-12, a 1-bit Override field in bit 11, a 10-bit TXOP limit field in bits 9-0, and all other bits set to 0.

e)
In QoS data type frames transmitted by ESTAs other than the EPC during the contention-free period in a QBSS the Duration/ID field carries an msb set to 1, a 2-bit Ack policy field in bits 13-12 a 1-bit Non-final field in bit 11, a 10-bit traffic category (TC) size field in bits 9-0, and all other bits set to 0.

f)
In control type frames of subtype CC and CC+CF-Ack the Duration/ID field carries an msb set to 1, a 3-bit Priority limit field in bits 13-11, a 10-bit CCI length field in bits 9-0, and all other bits set to 0.

g)
In control type frames of subtype Reservation Request (RR) the Duration/ID field carries an msb set to 1,  a 10-bit traffic category (TC) size field in bits 9-0, and all other bits set to 0.

Whenever the contents of a received Duration/ID field, treated as an unsigned integer, in frames of any type and subtype other than PS-Poll, and without regard for address values, are less than 32768, the duration value is used to update the network allocation vector (NAV) according to the procedures defined in clause << ## NAV update in clause 9 >>.

Whenever the contents of a received Duration/ID field, treated as an unsigned integer, in frames of any type and subtype other than PS-Poll, are greater than 32768, the contents are interpreted as appropriate for the frame type and subtype, or ignored if the receiving MAC entity does not have a defined interpretation for that type and subtype.

The encoding of the Duration/ID field is given in Table 3.

Table 3 - Duration/ID field encoding

Bit 15
Bit 14
Bit 13
Bit 12
Bit 11
Bit 10
Bits
9-0
Usage

0
Duration (0-32767)
All non-PS-Poll frames sent during CP

1
0
0
All control, data, and management frames sent during CFP in non-QBSSs or by non-ESTAs in a QBSS

1
0
Ack policy
Over-
ride
Rsrv
(0)
TXOP limit
QoS data type frames sent by the EPC during CFP in a QBSS

1
0
Ack policy
Non-final
Rsrv
(0)
Reserved
(0)
Management frames sent by ESTAs or the EPC during CFP in a QBSS.

1
0
Ack policy
Non-
final
Rsrv
(0)
TC size
QoS data type frames sent by ESTAs during CFP in a QBSS

1
0
Priority limit
Rsrv
(0)
CCI length
CC and CC+CF-Ack frames

1
0
Reserved (0)
Rsrv
(0)
TC size
RR frames

1
1
0
Reserved

1
1
0
0
0
AID (1-2007)
PS-Poll frames (only sent during CP)

1
1
2008-16383
Reserved

7.1.3.2.1 Ack policy field

The Ack policy field is 2 bits in length, and may be used during the CFP in a QBSS to indicate the kind of acknowledgement procedure that the addressed recipient is required to perform.  The Ack policy field may only be set to non-zero values in QoS data type or management type frames transmitted by the EPC, or by ESTAs whose association supports parameterized quality of service, and addressed to the EPC or to ESTAs whose capabilities support any level of point coordinated quality of service.

0
Normal IEEE 802.11 acknowledgement.
The addressed recipient returns an ACK or (+)CF-Ack frame after a SIFS period, according to the procedures defined in clause 9.

1
Alternate acknowledgement
Reserved for future use.

2
Delayed acknowledgement
The addressed recipient returns a DlyAck frame, during its own TXOP.  The DlyAck must be received within the retry period specified in the relevant TSPEC.  If sufficient time remains in its TXOP, the ESTA transmitting a frame with Ack policy set to Delayed acknowledgement may begin its next transmission after a SIFS period.

3
No acknowledgement
The recipient(s) shall not acknowledge the transmission, and the sender treats the transmission as successful without regard for the actual result.  If sufficient time remains in its TXOP, the ESTA transmitting a frame with Ack policy set to No acknowledgement may begin its next transmission after a SIFS period.

7.1.3.2.2 Override

The Override field is one bit in length allows the EPC to override a previously allocated TXOP by specifying a new start time and limit.  If Override is set to 1 in a QoS data type frame subtype that includes CF-Poll, and the addressed ESTA has at least one pending TXOP, as may have been defined by a previous CF-Multipoll or CF-Schedule control frame, the TXOP specified by this (+)CF-Poll function replaces the pending TXOP with the earliest start time.  If the addressed ESTA has no pending TXOPs, the setting of the Override bit has no effect.  The override function always applies to exactly one TXOP; hence, if the overridden TXOP is an instance of a scheduled TXOP, successive instances of that TXOP occur during subsequent superframes as originally scheduled.

7.1.3.2.3 Non-final field

The Non-final field is one bit in length and is set to 1 in QoS data type frames and management frames transmitted by ESTAs during the CFP in a QBSS if that ESTA intends to to transmit another QoS data or management type frame during the same TXOP.  The Non-final field is set to 0 in the sole or final QoS data or management type frame transmitted by an ESTA during each TXOP, as well as in any management type frame sent by the EPC.

7.1.3.2.4 TXOP limit field

The TXOP limit field is a 10-bit field that specifies the time limit on a TXOP initiated by a (+)CF-Poll from an EPC in a QBSS.  In QoS data type frames with subtypes that include CF-Poll, the addressed ESTA has a TXOP that begins a SIFS period after this frame and lasts no longer than the number of 8-microsecond periods specified by the TXOP limit value.  The range of time values is 8 to 8184 microseconds.  A TXOP limit of 0 is used for TXOPs without a specified temporal extent, including all (+)CF-Polls to non-QoS STAs.  Any ESTA receiving a (+)CF-Poll with TXOP limit =0 shall obey the rules in << cf-poll usage rules, currently 9.3.3.4 >>.  In QoS data type frames with subtypes that do not include CF-Poll the TXOP limit field is set to 0 upon transmission and ignored upon reception.

7.1.3.2.5 TC size field

The TC size field is a 10-bit field that indicates the amount of buffered traffic for a given traffic category at the ESTA sending this frame.  In QoS data type frames, and control frames of subtype RR, sent by during the CFP by ESTAs in a QBSS, the TC size value is either the ceiling of the total size (in octets) of all MSDUs buffered at the ESTA which belong to the traffic category indicated by the TCID field of this frame; or, in the case of frames of subtype QoS Null, the ceiling of the size of the buffered MPDU at the head of the transmit queue for the indicated traffic category.  In either case, the actual size in octets is rounded up to the next higher size unit in the appropriate one of the following 4 size ranges:

· TC size values in the range 1-255 specify the size in units of 128 octets, providing a range of 128-32,640 octets (1,024-261,120 bits).

· TC size values in the range 256-511 specify the size in units of 1024 octets, with a TC size offset of -255, providing a range of 1,024-262,144 octets (8,192-2,097,152 bits).

· TC size values in the range 512-767 specify the size in units of 8,192 octets, with a TC size offset of -511, providing a range of 8,192-2,097,152 octets (65,536-16,777,216 bits).

· TC size values in the range 768-1,023 specify the size in units of 65,536 octets, with a TC size offset of -767, providing a range of 65,536-16,777,216 octets (524,288-134,217,728 bits).

A TC size value of 0 in QoS data type frames is used to indicate an unspecified or unknown size.

7.1.3.2.6 Priority limit field

The Priority limit field is a 3-bit field that specifies the lowest priority level at which an ESTA is permitted to contend in the contention interval following this CC(+CF-Ack) frame.  Only ESTAs seeking a TXOP in which to send at least one MPDU with a TCID having a priority greater than or equal to the Priority limit value are allowed to transmit during the CCI.  The population of contending ESTAs may be further reduced due to the operation of the Permission probability field, as defined in 7.2.1.10.

OPEN ISSUE:  The priority limit function assumes a monotonic sequence of descending priority values from 7 through 0.  However, the default interpretation of MA-UNITDATA.request priority parameter values is a sequence ordered {7, 6, 5, 4, 3, 0, 2, 1}, as recommended in IEEE 802.1D-1998, Annex H.2.  Since the 802.11E MIB will include priority mapping tables for use on ingress and egress at the MAC SAP, we may want to specify the default priority mappings that result in numerical ordering of priority values while the MSDUs are within the 802.11E MAC sublayer.  This will result in more intuitive operation of several mechanisms, including the priority limit field.

7.1.3.2.7 CCI length field

The CCI length field is a 10-bit field that specifies the number of CCOPs in the CCI that follows the CC or CC+CF-Ack control frame in which the CCI length field appears.  The duration of each CCOP in the CCI is the time required to send an RR frame plus a SIFS period, using the same data rate and the same PHY preamble and coding options as were used to send the CC or CC+CF-Ack frame in which the CCI length field appears.  A CCI length value of 0  is used in CC(+CF-Ack) frames that provide feedback on previously received RR frames, but do not initiate a new CCI.

7.1.3.3 Address fields

There are four address fields in the MAC frame format. These fields are used to indicate the BSSID, source address, destination address, transmitting station address and receiving station address. The usage of the four address fields in each frame type is indicated by the abbreviations BSSID, DA, SA, RA, TA indicating basic service set Identifier (BSSID), Destination Address, Source Address, Receiver Address and Transmitter Address, respectively.  Certain frames may not contain some of these address fields.

Certain address field usage is specified by the relative position of the address field (1-4) within the MAC header, independent of the type of address present in that field.  For example, receiver address matching is always performed on the contents of the Address 1 field in received frames, and the receiver address of CTS and ACK frames is always obtained from the Address 2 field in the corresponding RTS frame, or from the frame being acknowledged.

7.1.3.3.1 Address Representation

Each Address field contains a 48-bit address as defined in 5.2 of IEEE Std 802-1990.

7.1.3.3.2 Address Designation

A MAC sublayer address is one of two types:

a)
Individual Address.  The address associated with a particular station on the network.

b)
Group Address.  A multidestination address, associated with one or more stations on a given network.  There are two kinds of group addresses as follows:

1)
Multicast-Group Address.  An address associated by higher-level convention with a group of logically related stations.

2)
Broadcast Address.  A distinguished, predefined multicast address that always denotes the set of all stations on a given local area network. All 1's in the Destination Address field are interpreted to be the broadcast address.  This group is predefined for each communication medium to consist of all stations actively connected to that medium; it is used to broadcast to all the active stations on that medium.  All stations are able to recognize the broadcast address.  It is not necessary that a station be capable of generating the broadcast address.

The address space is also partitioned into locally administered and universal (globally administered) addresses.  The nature of a body and the procedures by which it administers these aniversal (globally administered) addresses is beyond the scope of this standard. See IEEE Std 802-1990 for more information.

7.1.3.3.3 BSSID field

The BSSID field is a 48-bit field of the same format as an IEEE 802 MAC address.  This field uniquely identifies each BSS.  The value of this field, in an infrastructure BSS, is the MAC address currently in use by the STA in the AP of the BSS.  The value of this field, in a QBSS, is the address of the STA at which the MLME-START.request that started the QBSS was executed.  The BSSID remains unchanged for the life of a QBSS, even if the EAP and EPC functions are transferred to an alternate station.

The value of this field in an IBSS is a locally administered IEEE MAC address formed from a 46 bit random number generated according to the procedure defined in 11.1.3.  The individual/group bit of the address is set to 0. The universal/local bit of the address is set to 1. This mechanism is used to provide a high probability of selecting an unique BSSID.

The value of all 1's is used to indicate the broadcast BSSID. A broadcast BSSID may only be used in the BSSID field of management frames of subtype probe request.

7.1.3.3.4 Destination Address (DA) field

The destination address (DA) field contains an IEEE MAC individual or group address that identifies the MAC entity or entities intended as the final recipient(s) of the MSDU (or fragment thereof) contained in the frame body field.

7.1.3.3.5 Source Address (SA) field

The source address (SA) field contains an IEEE MAC individual address that identifies the MAC entity from which the transfer of the MSDU (or fragment thereof) contained in the frame body field was initiated.  The Individual/Group bit is always transmitted as a zero in the source address.

7.1.3.3.6 Receiver Address (RA) field

The receiver address (RA) field contains an IEEE MAC individual or group address that identifies the intended immediate recipient STA(s), on the wireless medium, for the information contained in the frame body field.  

7.1.3.3.7 Transmitter Address (TA) field

The transmitter address (TA) field contains an IEEE MAC individual address that identifies the STA which transmitted, onto the wireless medium, the MPDU contained in the frame body field.  The individual/group bit is always transmitted as a zero in the transmitter address.

7.1.3.4 Sequence Control field

The Sequence Control field is 16 bits in length and consists of two subfields, the Sequence Number and the Fragment number. The format of the Sequence Control field is illustrated in Figure 14.

bits 0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

Fragment Number
Sequence Number

Figure 14 – Sequence Control field

7.1.3.4.1 Sequence Number field

The Sequence Number field is a 12-bit field indicating the sequence number of an MSDU or MMPDU.  Each MSDU or MMPDU transmitted by a STA is assigned a sequence number.  Sequence numbers for management type frames, as well as for non-QoS data type frames, are assigned from a single modulo-4096 counter, starting at 0 and incrementing by 1 for each MSDU or MMPDU that is assigned a sequence number using this counter.  ESTAs maintain one additional modulo-4096 counter for each traffic category that they source.  Sequence numbers for QoS data type frames are assigned using the counter for the traffic category indicated in the TCID field of the frame, and that counter is incremented by 1 for each MSDU or MMPDU assigned a sequence number for that TC.  Each frame containing  a fragment of a single MSDU or MMPDU contains the same sequence number.  The sequence number remains constant in all retransmissions of an MSDU, MMPDU, or fragment thereof.

7.1.3.4.2 Fragment Number field

The Fragment Number is a 4 bit field indicating the number of each fragment of an MSDU or MMPDU. The Fragment Number is set to zero in the first or only fragment of an MSDU or MMPDU and is incremented by one for each successive fragment of that MSDU or MMPDU. The fragment number remains constant in all retransmissions of the fragment.

7.1.3.5 TCID field

The TCID field is 16-bit field that identifies the traffic category to which the frame belongs.  The TCID field is located immediately after the MAC header in QoS data type frames and in control type frames of subtype RR, and at various locations in certain other frame subtypes.  The layout of the subfields in the TCID field is identical to the Tag Control Information (TCI) field specified in IEEE 802.1q-1998.  The TCID field includes 3 subfields, described below and illustrated in Figure 14.5.

0-11
VID (reserved)
The VID subfield is reserved for future use.  The VID field is set to 0 upon
transmission and is ignored upon reception.

12
CFI
The CFI subfield is always transmitted as 0 and is ignored upon
reception.  Neither source routing information nor embedded non-canonical
format MAC addresses are supported by IEEE 802.11.

13-15
Priority
The Priority subfield identifes the traffic category to which this frame belongs.
In TCID fields of QoS data type frames, the Priority field contains the value of the
priority parameter from the corresponding MA-UNITDATA.request primitive.
When used in conjunction with prioritized QoS, the value in the Priority field is
the relative delivery priority of the MSDU.  When used in conjunction with
parameterized QoS, the Priority value specifies 1 of the 8 traffic specifications
available for the present link. 

bits 0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

VID
(reserved)
CFI
(0)
Priority
(0-7)

Figure 14.5 – TCID field

NOTE 4: The use of TCI format for the TCID field allows an 802.11E LAN to send priority-tagged frames, thereby appearing as a LAN that is "able to signal the user priority" as this phrase is used in IEEE 802.1D and IEEE 802.1Q.  The restriction that the CFI field be set to zero is intended to preclude support within the 802.11(E) MAC for source routing information and embedded non-canonical format MAC adresses.  No restriction regarding potential future usage is implied by the name of the VID field, nor its "reserved" status.  The specified format provides a direct means to implement an end station that transmits VLAN-tagged frames; however, because an IEEE 802.11 integration services entity, at an access point or portal, must always exist between the WM and any other LAN medium, other uses of the VID field do not necessarily preclude the transfer of VLAN-tagged frames from and to an IEEE 802.11E LAN.

7.1.3.6 TCA field

The TCA field is 16-bit field that  contains a priority value, which identifies a traffic category; and an association identifier (AID) value, which identifies an ESTA in the QBSS.  The TCA field includes 2 subfields, described below and illustrated in Figure 14.6.

0-10
AID
The AID subfield contains the association identifier assigned to the ESTA by
the EAP at the time of its most recent (re)association with the present QBSS.

11-12
Reserved
These two bits are reserved for future use.  They are set to 0 upon transmission
and ignored upon reception.

13-15
Priority
The Priority subfield identifes the traffic category to which the present frame
belongs.  For a detailed description of the Priority subfield, see 7.1.3.5. 

bits 0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

AID
(1-2007)
rsvd
(0)
rsvd
(0)
Priority
(0-7)

Figure 14.6 – TCA field

7.1.3.7 Frame Body field

The Frame Body is a variable length field and contains information specific to individual frame types and subtypes.. The minimum frame body is zero octets.  The maximum length frame body is 2312 octets, including 2304 octets of MSDU or MMPDU content and 8 octets of MPDU expansion to accommodate the ICV and IV fields of the privacy (WEP) function in the initial release of IEEE 802.11.  The maximum MSDU or MMPDU length that can be sent in frames with QoS data subtypes is reduced by 2 octets so that the maximum MPDU length remains unchanged despite the presence of the TCID field in the MAC headers of QoS data frames.

OPEN ISSUE:  Present intent is to keep the maximum MPDU and MMPDU sizes constant, however, it may be simpler to keep the 2304-octet payload size constant.  The issue is that reducing payload size can cause rejection of MA-UNITDATA.request primitives due to excessive length; whereas any side effects of allowing longer PPDUs to be transmitted by ESTAs in a QBSS is fully within the scope of the 802.11E MAC.  The potential need to retain the 2304-octet payload only applies to best effort traffic, because there is no backward compatiblity constraint for MA-UNITDATA with integer priority values.

7.1.3.8 FCS field

The FCS field is a 32 bit field containing a 32-bit CRC. The FCS is calculated over all the fields of the MAC header and the frame body field. These are referred to as the calculation fields.

The FCS is calculated using the following standard generator polynomial of degree 32:

G(x) = x32 + x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 + x7 + x5 + x4 + x2 + x + 1

The FCS is the one's complement of the sum (modulo 2) of the following:

1)
The remainder of xk x (x31 + x30 + x29 + ... + x2 + x + 1) divided (modulo 2) by G(x), where k is the number of bits in the calculation fields, and

2)
The remainder after multiplication of the contents (treated as a polynomial) of the calculation fields by x32 and then division by G(x).

The FCS field is transmitted commencing with the coefficient of the highest order term.

As a typical implementation, at the transmitter, the initial remainder of the division is preset to all ones and is then modified by division of the calculation fields by the generator polynomial G(x). The ones complement of this remainder is transmitted, with the high order bit first, as the FCS field.

At the receiver, the initial remainder is preset to all ones and the serial incoming bits of the calculation fields and FCS, when divided by G(x) results in the absence of transmission errors, in a unique non-zero remainder value. The unique remainder value is the polynomial:

x31 + x30 + x26 + x25 + x24 + x18 + x15 + x14 + x12 + x11 + x10 + x8 + x6 + x5 + x4 + x3 + x + 1

7.2 Format of individual frame types

7.2.1 Control frames

In the following descriptions, "immediately previous" frame means a frame, the reception of which concluded within the prior SIFS interval.

The subfields within the Frame Control field of Control frames are set as illustrated in Figure 15.

bits: 0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

0         0
(Version)
1         0
(Control)
Subtype
0
0
0
0
Pwr
Mgt
0
0
0

Figure 15 – Frame Control field subfield values within control frames

7.2.1.1 Request To Send (RTS) frame format

The frame format for the RTS frame is as defined in Figure 16.

octets: 2
2
6
6
4

Frame Control
Duration
RA
TA
FCS

Mac Header


Figure 16 – RTS frame

The RA of the RTS frame is the address of the STA, on the wireless medium, that is the intended immediate recipient of the pending directed data or management frame.

The TA is the address of the STA transmitting the RTS frame. 

For RTS frames sent during the contention period the duration value is the time, in microseconds, required to transmit the pending data or management frame, plus one CTS frame, plus one ACK frame, plus three SIFS intervals.  If the calculated duration includes a fractional microsecond, that value is rounded up to the next higher integer.  For RTS frames sent to ESTAs during the contention-free period (CFP) the Duration/ID field may be set to 32768, or may contain the transmission time calculated frame in the same manner as for the contention period.

NOTE 5:  The sending of RTS with an actual duration value during the CFP is used to ensure that the addressed recipient ESTA is within range and awake, and to elicit a CTS response that will set the NAV at STAs in the vicinity of the addressed recipient.  This is useful when there are nearby STAs that are members of other BSSs and are out of range to receive beacons from this BSS.  Sending an RTS during the CFP is only useful when the recipient is an ESTA, because a STA in the same BSS will have its NAV set to protect the CFP, hence unable to respond.  Using the same duration calculation during the CFP as specified for the CP is directly applicable for all cases except when the RTS is sent by the EPC, and the following frame includes a +CF-Poll.  However, even in this EPC case, the same RTS duration calculation can be used, because that duration results in a CTS duration, hence NAV setting the vicinity of the recipient, which lasts until after the beginning of the transmission in response to the +CF-Poll.  It is reasonable to assume that STAs which are able to receive the CTS and set their NAVs are also able to defer to CCA(busy) resulting from the ESTA's transmission in response to the +CF-Poll.  This avoids the complexity of having the responding ESTA determine in real time the transmit duration of a response to a +CF-Poll which has not yet been received.

7.2.1.2 Clear To Send (CTS)  frame format

The frame format for the CTS frame is as defined in Figure 17.

octets: 2
2
6
4

Frame Control
Duration
TA
FCS

Mac Header


Figure 17 – CTS frame

The Receiver Address (RA) of the CTS frame is copied from the Transmitter Address (TA) field of the immediately previous RTS frame to which the CTS is a response.

For CTS frames sent during the contention period the duration value is the value obtained from the duration field of the immediately previous RTS frame, minus the time, in microseconds, required to transmit the CTS frame and its SIFS interval. If the calculated duration includes a fractional microsecond, that value is rounded up to the next higher integer.  For CTS frames sent during the contention-free period (CFP) the Duration/ID field is set to 32768 if the immediately previous RTS frame had a duration value of 32768, or is calculated from the value obtained from the immediately previous RTS frame in the same manner as for the contention period if that RTS frame had a duration value less than 32768.

7.2.1.3 Acknowledgement (ACK) frame format

The frame format for the ACK frame is as defined in Figure 18.

octets: 2
2
6
4

Frame Control
Duration
TA
FCS

Mac Header


Figure 18 – ACK frame

The Receiver Address of the ACK frame is copied from the Address 2 field of the immediately previous directed Data, Management or PS-Poll Control frame.

For ACK frames sent during the contention period, if the More Fragments bit was set to 0 in the Frame Control field of the immediately previous directed data or management frame, the duration value is set to 0.  If the More Fragments bit was set to 1 in the Frame Control field of the immediately previous directed data or management frame, the duration value is the value obtained from the duration field of the immediately previous data or management frame, minus the time, in microseconds, required to transmit the ACK frame and its SIFS interval.  If the calculated duration includes a fractional microsecond, that value is rounded up to the next higher integer.  For ACK frame sent during the contention-free period (CFP) the Duration/ID field is set to 32768.

OPEN ISSUE:  The enhanced DCF proposal may include burst transfers which probably require the duration calculation specified above for inter-fragment ACKs to also be performed for inter-frame ACKs within bursts during the CP.

7.2.1.4 Power Save Poll (PS-Poll) frame format

The frame format for the Power Save Poll (PS-Poll) frame is as defined in Figure 19.

octets: 2
2
6
6
4

Frame Control
AID
BSSID
TA
FCS

Mac Header


Figure 19 – PS-Poll frame

The BSSID is defined in 7.1.3.3.3.  The TA is the address of the STA transmitting the frame. The AID is the value assigned to the STA transmitting the frame by the AP in the (Re)Association Response frame which established that STA’s current association.

The Duration/ID field contains the AID value in the 11 least-significant bits, and has the 2 most-significant bits both set to 1.  All STAs, upon receipt of a PS-Poll frame, update their NAV settings as appropriate under the coordination function rules and data rate selection rules using a duration value equal to the time, in microseconds, required to transmit one ACK frame plus one SIFS interval.

7.2.1.5 CF-End frame format

The frame format for the Contention Free-End (CF-End) frame is defined in Figure 20.

octets: 2
2
6
6
4

Frame Control
Duration
(0)
RA
(broadcast)
BSSID
FCS

Mac Header


Figure 20 – CF-End frame

The BSSID is defined in 7.1.3.3.3. The RA is the broadcast group address.

The Duration field is set to 0.

7.2.1.6 CF-End + CF-Ack frame format

The frame format for the Contention-Free End with acknowledge (CF-End + CF-Ack) frame is identical to the Contention-Free End frame defined in 7.2.1.5.

7.2.1.7 Contention-Free Multipoll (CF-Multipoll)

The frame format of the Contention-Free Multipoll (CF-Multipoll) frame is defined in Figure 21.1.

octets: 2
2
6
2
4*RecordCount
4

Frame Control
Dur/ID
(32768)
BSSID
Record Count
(1-255)
Poll Record (4 octets)
FCS





AID
(2 octets)
TXOP limit (2)


MAC Header


Figure 21.1 – CF-Multipoll frame

The BSSID is defined in 7.1.3.3.3.  The Duration/ID value is set to 32768.

The Record Count field is set to the number of Poll Records in this CF-Multipoll frame.  Valid values are in the range 1-255, with all other values reserved.

Each Poll Record is 4 octets in length and defines a single TXOP.  Poll Records contain 2 fields, as defined below.

· AID
Contains the AID of the ESTA that is receiving a TXOP from this poll record.  The ESTA receiving the TXOP is not constrained to send traffic from any particular traffic category, and follows TXOP usage rules defined in << ## EPCF definition, clause 9>>.

· TXOP limit
Contains an unsigned integer that specifies the maximum length of this TXOP in units of 8 microseconds.  The first TXOP starts a SIFS period after the CF-Multipoll frame, and each successive TXOP starts a SIFS period after the predecessor's TXOP limit expires.

7.2.1.8 CF-Multipoll + CF-Ack

The frame format of the Contention-Free Multipoll plus acknowledge (CF-Multipoll + CF-Ack) frame is identical to Contention-Free Multipoll, defined in 7.2.1.7.

7.2.1.9 Delayed Acknowledgement (DlyAck) frame format

The frame format of the Delayed Acknowledgement (DlyAck) frame is defined in Figure 21.3.

octets: 2
2
6
6
2
6*RecordCount
4

Frame Control
Dur/ID
(32768)
RA
TA
Record Count
(1-255)
Ack Record (6 octets)
FCS






TCID
(2 octets)
TC-seq
(2 octets)
TC-bitmap
(2 octets)


MAC Header


Figure 21.3 – DlyAck frame

The RA of the DlyAck frame is the address used in the Address 2 fields of the frames being acknowledged.

The TA is the address of the STA transmitting the DlyAck frame. 

The Record Count field is set to the number of Ack Records in this frame.  Valid values are in the range 1-255.  Values greater than 255 are reserved.  Each Ack Record is 6 octets in length and contains 3 fields, as defined below:

l) TCID
Identifies the traffic category of the MSDU(s) being acknowledged by this record.  There may be more than one Ack Record with the same TCID in a given DlyAck frame if more than 16 MSDUs from that traffic category require acknowledgement and/or negative acknowledgement.  In such cases the records for a given TC are ordered by ascending TC-seq value.  The format of the TCID field is defined in 7.1.3.5.

m) TC-seq
Contains the sequence number of the MSDU reported in bit 0 of the TC-bitmap field.

n) TC-bitmap
A a 2-octet field in which each bit indicates the reception status of an MSDU within the specified traffic category.  TC-bitmap bit 0 indicates the reception status of the MSDU with the sequence number contained in the TC-seq field, and subsequent bits indicate the reception status of MSDUs within the same TC having the next 15 sequentially-ascending sequence numbers.  TC-bitmap bits set to 1 indicate MSDUs that have been received successfully, whereas bits set to 0 indicate MSDUs that have not been received (and which may have not yet been sent if fewer than 16 MSDUs are awaiting delayed acknowledgement for this TC).  Fragmented MSDUs which have been partially received (More Fragments=1 in the received MPDU with the highest fragment number) are reported as not received (=0) in the TC-bitmap.

7.2.1.10 Contention Control (CC) frame format

The frame format of the Contention Control (CC) frame is defined in Figure 21.4.

octets: 2
2
6
1
1
2*FbCount
4

Frame
Control
Dur/ID
BSSID
Permission
Probability
Feedback
Count
Feedback
TCA (2 octets)
FCS

MAC Header


Figure 21.4 – CC frame

The BSSID is defined in 7.1.3.3.3.  The Duration/ID field carries the Priority Limit and CCI Length subfields as shown for CC frames in 7.1.3.2.

The Permission Probability (PP) field specifies a probability with which contending ESTAs are permitted to send RR frames in the CCI which follows this CC frame.  The PP field is set to the unsigned integer value obtained by multiplying the desired permission probability by 255 and rounding to the nearest integer.

The Feedback Count field is set to the number of Feedback TCIDs in this CC frame.  Valid values are in the range 0-255.  Each Feedback TCA is 2 octets in length and contains the TCA (in the format shown in 7.1.3.6) from an RR frame that was successfully received by the EPC since the last transmission of a CC frame.

7.2.1.11 CC + CF-Ack frame format

The frame format of the Contention Control plus acknowledgement (CC + CF-Ack) frame is identical to the Contention Control frame defined in 7.2.1.10.

7.2.1.12 Reservation Request (RR) frame format

The frame format of the Reservation Request (RR) frame is defined in Figure 21.6.

octets: 2
2
6
2
4

Frame Control
Dur/ID
BSSID
TCA
FCS

MAC Header


Figure 21.6 – RR frame

The BSSID is defined in 7.1.3.3.3.  The TA is the address of the STA transmitting the frame.  The Duration/ID field carries the TC Size subfield as shown for RR frames in 7.1.3.2.  The TCA field carries the AID of the station sending the request, and the priority of the TC for which new or additional TXOPs are being requested.  The format of the TCA field is defined in 7.1.3.6.

7.2.1.13 Contention-Free Schedule (CF-Schedule) frame format

The frame format of the Contention-Free Schedule (CF-Schedule) frame is defined in Figure 21.7.

octets: 2
2
6
1
1
8*RecordCount
4

Frame Control
Dur/ID
(32768)
BSSID
Activation
Delay
Record Count
Schedule Record (8 octets)
FCS






AID
(2 octets)
TXOP
Start
(2 octets)
TXOP
Limit
(2 octets)
TXOP
Lifetime
(2 octets)


MAC Header


Figure 21.7 – CF-Schedule frame

The BSSID is defined in 7.1.3.3.3.  The Duration/ID value is set to 32768.

The Activation Delay field defines the basis for interpreting the Schedule Records in this CF-Schedule frame. When the Activation Delay is set to 0 the Schedule Records define scheduled TXOPs that occur at the specified times, relative to TBTT in the current superframe and all subsequent superframes until expiration of their respective TXOP Lifetimes or the next transmission of a CF-Schedule frame with Activation Count set to 0.  When the Activation Delay is set to a value greater than 0 the Schedule Records define scheduled TXOPs that will become effective the specified number of superframes after the present superframe.  A given CF-Schedule frame will ordinarily be repeated in successive superframes, with its Activation Delay value decremented by 1 for each superframe until the Activation Delay reaches 0, after which no further CF-Schedule transmissions occur until a change to the scheduled TXOPs is necessary.

The Record Count field is set to the number of Schedule Records in this CF-Schedule frame.  Valid values are in the range 0-255, with the value of 0 used to cancel all scheduled TXOPs in the QBSS.

Each Schedule Record is 8 octets in length and defines a single TXOP.  Schedule Records contain 4 fields, as defined below.

· AID
Contains the AID of the ESTA that is receiving a TXOP from this schedule record.  The ESTA receiving the TXOP is not constrained to send traffic from any particular traffic category, and follows TXOP usage rules defined in << ## EPCF definition, clause 9>>.

· TXOP start
Contains an unsigned integer that specifies the nominal starting time, relative to TBTT, of this TXOP in units of 8 microseconds.

· TXOP limit
Contains an unsigned integer that specifies the maximum length of this TXOP in units of 8 microseconds.

· TXOP lifetime
Contains an unsigned integer that specifies the maximum number of sequential superframes during which the ESTA may use this scheduled TXOP in the absence of a subsequent CF-Schedule frame with the same BSSID.  Any subsequent CF-Schedule frame either reschedules or cancels all previous scheduled TXOPs, overriding any unexpired TXOP lifetime that may remain for those TXOPs.

7.2.2 Data frames

The frame format for the Data frame is dependent on the most significant bit of subtype.  Data frames with subtypes 0-7 are used for basic IEEE 802.11 transfers, and use the format defined in Figure 22A.

octets: 2
2
6
6
6
2
6 or 0
0-2312
4

Frame Control
Dur/ID
Address
1
Address
2
Address
3
Seq
Ctrl
Address
4
Frame Body
FCS

MAC Header



Figure 22 A – Basic Data Frame

Data frames with subtypes 8-15 are used for IEEE 802.11E QoS transfers, and use the format defined in Figure 22B.  These subtypes are collectively referred to as QoS data type frames.  Each of these data subtypes contain "QoS" in their names, and this frame format, distinguished by the presence of a TCID field in the MAC header.

octets: 2
2
6
6
6
2
6 or 0
2
0-2310
4

Frame Control
Dur/ID
Address
1
Address
2
Address
3
Seq
Ctrl
Address
4
TCID
Frame Body
FCS

MAC Header



Figure 22B – QoS Data Frame

The content of the Address fields of data and QoS data frames is dependent upon the values of the To DS and From DS bits in the frame control field, and are defined in Table 4, below.  Where the content of a field is shown as N/A, the field is omitted. Note that Address 1 always holds the receiver address of the intended receiver (or, in the case of multicast frames, receivers), and that Address 2 always holds the address of the station that is transmitting the frame.
To DS
From DS
Address 1
Address 2
Address 3
Address 4
Usage

0
0
DA
SA
BSSID
N/A
STA-to-STA traffic in an IBSS

0
1
DA
BSSID
SA
N/A
(E)AP-to-(E)STA traffic in a (Q)BSS

1
0
BSSID
SA
DA
N/A
(E)STA-to-(E)AP traffic in a (Q)BSS

1
1
RA
TA
DA
SA
WDS traffic among (E)APs and BPs



RA
SA
DA
SA
ESTA-to-BP traffic in a QBSS



DA
TA
DA
SA
BP-to-ESTA traffic in a QBSS



DA
SA
DA
SA
ESTA-to-ESTA traffic in a QBSS

Table 4 - Address Field Contents

A station uses the contents of the Address 1 field to perform address matching for receive decisions.  In cases where the Address 1 field contains a group address, the BSSID also is validated to ensure that the broadcast or multicast originated in the same BSS.

A station uses the contents of the Address 2 field to direct the acknowledgment if an acknowledgment is necessary. 

The DA is the destination of the MSDU (or fragment thereof ) in the frame body field.

The SA is the address of the MAC entity which initiated the MSDU (or fragment thereof) in the frame body field.

The RA is the address of the STA contained in the (E)AP or BP of the wireless distribution system that is the next immediate intended recipient of the frame.

The TA is the address of the STA contained in the (E)AP or BP of the wireless distribution system that is transmitting the frame.

The BSSID is defined in 7.1.3.3.3.

The TCID is defined in 7.1.3.5.

The frame body consists of the MSDU or a fragment thereof, and a WEP IV and ICV (if and only if the WEP subfield in the frame control field is set to 1).  The frame body is null (0 octets in length) in Data frames of subtype Null (no data), CF-Ack (no data), CF-Poll (no data), CF-Ack+CF-Poll (no data).

Within all data type frames sent by (non-enhanced) STAs during the contention-free period, the Duration/ID field is set to the value 32768.  Within all data type frames sent by ESTAs during the contention-free period in a QBSS the Duration/ID field is set as specified in 7.1.3.2.  Within all data type frames sent during the contention period the Duration/ID field is set according to the following rules:

If the Address 1 field contains a group address, the Duration value is set to 0.

If the More Fragments bit is set to 0 in the Frame Control field of a frame and the Address 1 field contains an individual address, the Duration value is set to the time, in microseconds, required to transmit one ACK frame, plus one SIFS interval.

If the More Fragments bit is set to 1 in the Frame Control field of a frame, and the Address 1 field contains an individual address, the Duration value is set to the time, in microseconds, required to transmit the next fragment of this data frame, plus two ACK frames, plus three SIFS intervals.

The duration value calculation for the data frame is based on the rules in << ## multirate, currently 9.6 >> that determine the data rate at which the control frames in the frame exchange sequence are transmitted. If the calculated duration includes a fractional microsecond, that value is rounded up to the next higher integer. All stations process Duration field values less than or equal to 32767 from valid data frames to update their NAV settings as appropriate under the coordination function rules.

7.2.3 Management frames

The frame format for management frames other than Container frames are defined in Figure 23.  The frame format for management frames of subtype Container is defined in 7.2.3.13.

octets: 2
2
6
6
6
2
0-2312
4

Frame Control
Dur/ID
DA
SA
BSSID
Seq
Ctrl
Frame Body
FCS

MAC Header



Figure 23 – Management frame other than Container

The fields in the MAC header of management frames of subtypes other than Container are discussed below.

A STA uses the contents of the Address 1 field to perform the address matching for receive decisions.  In the case where the Address 1 field contains a group address and the frame type is other than Beacon, the BSSID also is validated to ensure that the broadcast or multicast originated in the same BSS.  If the frame type is Beacon, other address matching rules apply, as specified in << ## synchronization, currently 11.1.2.3 >>.

The address fields for management frames of subtypes other than Container do not vary by frame subtype.

The BSS Identifier of the management frame is determined as follows:

a)
If the station is an AP or is associated with an AP, the BSSID is the address currently in use by the STA contained in the AP.

b)
If the station is a member of an IBSS, the BSSID is the BSSID of the IBSS.  See << ## IBSS BSSID clause 11 >> for details on IBSS BSSID generation.

a) In management frames of subtype Probe Request, the BSSID is either a specific BSSID, or the broadcast BSSID as defined in the procedures specified in clause << ## scanning, clause 11>>.

d)
If the ESTA is an EAP or is associated with an EAP, the BSSID is the address of the ESTA at which the MLME-START.request that started the QBSS was executed, and is equal to the BSSID in Beacon, Association Response, Reassociation Response and Probe Response frames sent by this QBSS.

e)
In the special case of a Probe Response frame sent by an RPC, the BSSID is the address of the ESTA at which the MLME-START.request that started the primary QBSS to which this RPC is subsidiary was executed, and is equal to the BSSID in Beacon, Association Response, Reassociation Response and Probe Response frames sent by the EAP of the primary QBSS.

The DA is the destination of the frame.

The SA is the address of the station transmitting the frame.

Within all management type frames sent by STAs during the contention-free period, the Duration field is set to the value 32768.  Within all management type frames sent by ESTAs during the contention-free period, the Duration field is set as specified in 7.1.3.2.

Within all management type frames sent during the contention period the Duration field is set according to the following rules:

If the DA field contains a group address, the Duration value is set to 0.

If the More Fragments bit is set to 0 in the Frame Control field of a frame and the DA contains an individual address, the Duration value is set to the time, in microseconds, required to transmit one ACK frame, plus one SIFS interval. 

If the More Fragments bit is set to 1 in the Frame Control field of a frame, and the DA contains an individual address, the Duration value is the time, in microseconds, required to transmit the next fragment of this Management frame, plus two ACK frames, plus three SIFS intervals. 

The duration value calculation for the management frame is based on the rules in << ## multirate, currently 9.6 >> that determine the data rate at which the control frames in the frame exchange sequence are transmitted. If the calculated duration includes a fractional microsecond, that value is rounded up to the next higher integer. All stations process Duration field values less than or equal to 32767 from valid data frames to update their NAV settings as appropriate under the coordination function rules.

The frame body consists of the fixed fields followed by the information elements defined below for each management frame subtype.  All fixed fields and information elements are mandatory unless stated otherwise, and only appear in the specified, relative  order.  STAs that encounter an element ID they do not recognize in the frame body of a management type frame received without errors ignore that element and continue to scan the remainder of the management frame body (if any) for additional information elements with recognizable element IDs.  Element ID codes not explicitly defined in the standard are reserved, and do not appear in any frames.

7.2.3.1 Beacon and Proxy Beacon frame format

The frame body of a management frame of subtype Beacon is shown in Table 5.  The Proxy Beacon is a management frame of subtype Beacon, sent by an ESTA associated in a QBSS in order to provide greater spatial distribution of QBSS-related information for use in overlap mitigation by nearby QBSSs.  The frame body of the Proxy Beacon is copied from the most recent Beacon frame sent in that QBSS, except that the Timestamp field reports the time of Proxy Beacon transmission.  Proxy Beacon frames can be distinguished from Beacon frames by the presence of unequal values in the SA and BSSID fields of Proxy Beacon frames.  Additional information about the generation and use of Proxy Beacon frames is given in << ## BSS overlap mitigation >>.

Table 5 - Beacon frame body

Std
Order
Information
Note

802.11
required
1
Timestamp



2
Beacon interval



3
Capability information



4
SSID



5
Supported rates


802.11
(see notes)
6
FH Parameter Set
The FH Parameter Set information element is present within Beacon frames generated by STAs using frequency hopping PHYs.


7
DS Parameter Set
The DS Parameter Set information element is present within Beacon frames generated by STAs using direct sequence PHYs.


8
CF Parameter Set
The CF Parameter Set information element is present within Beacon frames generated by APs with an active PC or EAPs with an active EPC.


9
IBSS Parameter Set
The IBSS Parameter Set information element is only present within Beacon frames generated by STAs in an IBSS.


10
TIM
The TIM information element is only present within Beacon frames generated by APs or EAPs.

802.11d
required
11
Country Information
<< placeholder for 802.11d >>


12
Hopping Parameters
<< placeholder for 802.11d >>


13
Hopping Pattern Table
<< placeholder for 802.11d >>

802.11e
required
14
QBSS Load
The QBSS Load information element is only present within Beacon frames generated by EAPs.


15
EDCF Feedback
The EDCF Feedback information element is only present within Beacon frames generated by EAPs.

802.11e
(see notes)
16
Overlap CFP Allocation
The Overlap CFP allocation information element is only present within Beacon frames generated by EAPs that have invoked the BSS overlap mitigation procedure (see <## clause 9, overlap>).


17
Overlap BSS Report
The Overlap BSS report information element is only present within Beacon frames generated by EAPs that have invoked the BSS overlap mitigation procedure (see <## clause 9, overlap>).


18
Overlap ESTA List
The Overlap VS list information element is only present within Beacon frames generated by EAPs that have invoked the BSS overlap mitigation procedure (see <## clause 9, overlap>).


19
Extended Capabilties
The Extended Capabilities information element is only present within Beacon frames sent by EAPs with Capability Information bit 15 =1.

7.2.3.2 IBSS Announcement Traffic Indication Message (ATIM) frame format

The frame body of a management frame of subtype ATIM is null.

7.2.3.3 Disassociation frame format

The frame body of a management frame of subtype Disassociation contains the information shown in Table 6.

Table 6 - Disassociation frame body

Order
Information

1
Reason Code

7.2.3.4 Association Request frame format

The frame body of a management frame of subtype Association Request contains the information shown in Table 7.

Table 7 – Association Request frame body

Std
Order
Information

802.11
required
1
Capability information


2
Listen interval


3
SSID


4
Supported rates

802.11e
(see notes)
5
Listen epoch, requested  (only included by ESTAs that want to use power save with QoS level 2 or 3)


6
Extended Capabilities  (only if Capability[15]=1)

7.2.3.5 Association Response frame format

The frame body of a management frame of subtype Association Response contains the information shown in Table 8.

Table 8 – Association Response frame body

Std
Order
Information

802.11
required
1
Capability information


2
Status code


3
Association identifier (AID)


4
Supported rates

802.11e
(see notes)
5
Listen epoch, assigned  (only included by EAPs when a listen epoch was requested)


6
Extended Capabilities  (only if Capability[15]=1)

7.2.3.6 Reassociation Request frame format

The frame body of a management frame of subtype Reassociation Request contains the information shown in Table 9.

Table 9 – Reassociation Request frame body

Std
Order
Information

802.11
required
1
Capability information


2
Listen interval


3
Current (E)AP address


4
SSID


5
Supported rates

802.11e
(see notes)
6
Listen epoch, requested  (only included by ESTAs that want to use power save with QoS level 2 or 3)


7
Extended Capabilities  (only if Capability[15]=1)

7.2.3.7 Reassociation Response frame format

The frame body of a management frame of subtype Ressociation Response contains the information shown in Table 10.

Table 10 – Reassociation Response frame body

Std
Order
Information

802.11
required
1
Capability information


2
Status code


3
Association identifier (AID)


4
Supported rates

802.11e
(see notes)
5
Listen epoch, assigned  (only included by EAPs when a listen epoch was requested)


6
Extended Capabilities  (only if Capability[15]=1)

7.2.3.8 Probe Request frame format

The frame body of a management frame of subtype Probe Request contains at least two items, shown in the top section of Table 11.  These two items constitute the entire frame body  under IEEE 802.11-1999.  The optional items in the frame body of Probe Request frames vary depending on whether the frame is being used to request information pertaining to operation in multiple regulatory domains, under IEEE 802.11d, shown in the middle section of Table 11; or to request information pertaining to quality of service, under IEEE 802.11d, shown in the bottom section of Table 11.  It is not permitted to use a single Probe Request to perform both the regulator domain and quality of service functions.  However, it is permitted for an ESTA to support both IEEE 802.11d and IEEE 802.11e, and to send each of these optional formats in separate Probe Request frames.

Table 11 – Probe Request frame body

Std
Order
Information

802.11

required
1
SSID


2
Supported rates

802.11d
optional
3
Request information  <<placeholder for 802.11d>>

802.11e
optional
3
Listen epoch (only in directed Probe Requests by ESTAs with an assigned listen epoch)

7.2.3.9 Probe Response frame format

The frame body of a management frame of subtype Probe Response begins with 6 or more common items section of Table 12.  These items constitute the entire frame body  under IEEE 802.11-1999.  The additional optional items in the frame body of Probe Response frames vary depending on the items in the frame body of the Probe Request to  which this frame is a response.  If the Probe Request was requesting information pertaining to operation in multiple regulatory domains, under IEEE 802.11d, the Probe Response contains additional items as shown in the middle section of Table 12.  If the Probe Request was requesting information pertaining to quality of service, under IEEE 802.11d, the Probe Response contains additional items as shown in the bottom section of Table 12.  It is not permitted to use a single Probe Request to perform both the regulator domain and quality of service functions.  Therefore, no single Probe Response will contain all of the items in Table 12.  However, it is permitted for an ESTA to support both IEEE 802.11d and IEEE 802.11e, and to send each of these optional formats in separate Probe Response frames.

Table 12 - Probe Response frame body

Std
Order
Information
Note

802.11
required
1
Timestamp



2
Beacon interval



3
Capability information



4
SSID



5
Supported rates


802.11
(see notes)
6
FH Parameter Set
The FH Parameter Set information element is present within Probe Response frames generated by STAs using frequency hopping PHYs.


7
DS Parameter Set
The DS Parameter Set information element is present within Probe Response frames generated by STAs using direct sequence PHYs.


8
CF Parameter Set
The CF Parameter Set information element is present within Probe Response frames generated by APs with an active PC or EAPs with an active EPC.


9
IBSS Parameter Set
The IBSS Parameter Set information element is only present within Probe Response frames generated by STAs in an IBSS.

802.11d
10
Country Information
<< placeholder for 802.11d >>


11
Hopping Parameters
<< placeholder for 802.11d >>


12
Hopping Pattern Table
<< placeholder for 802.11d >>


13 - n
Requested Information
<< placeholder for 802.11d >>

802.11e
requried
10
QBSS Load
The QBSS Load information element is only present within Probe Response frames generated by EAPs.


11
Error Statistics
The Error Statistics information element is only present in Probe Response frames generated by ESTAs in a QBSS.

802.11e
(see notes)
12
Listen Epoch
The Listen Epoch information element is only present in Probe Response frames generated by ESTAs in a QBSS which have an assigned listen epoch.


13
Extended Capabilities
The Extended Capabilities information element is only present in Probe Response frames generated by ESTAs with Cabability Information bit 15=1.

7.2.3.10 Authentication frame format

The frame body of a management frame of subtype Authentication is shown in Table 13:

Table 13 - Authentication frame body

Order
Information
Note

1
Authentication algorithm number


2
Authentication transaction sequence number


3
Status Code
The status code is reserved and set to 0 in certain Authentication frames, as defined in Table 14.

4
Challenge Text
The challenge text is only present in certain Authentication frames, as defined in Table 14.

Table 14 – Presence of challenge text information

Authentication Algorithm
Authentication transaction sequence no.
Status code
Challenge text

Open System
1
Reserved
Not present

Open System
2
Status
Not present

Shared Key
1
Reserved
Not present

Shared Key
2
Status
Present

Shared Key
3
Reserved
Present

Shared Key
4
Status
Not present

7.2.3.11 Deauthentication frame format

The frame body of a management frame of subtype Deauthentication contains the information shown in Table 15.

Table 15 - Deauthentication frame body

Order
Information

1
Reason Code

7.2.3.12 {generic} Action frame format

The frame body of a management frame of subtype {generic} Action consists of a 4-octet fixed portion that identifies a functional category and a specific management action, followed by a variable-length portion that is interpreted in the context of that category and action.  The fields in the fixed portion of an Action request are shown in Figure 23.1, and the fields in the fixed portion of an Action response are shown in Figure 23.2.

octets:  1
1
1
1
0-2300

Category
Code
Action
Code
(even)
Activation
Delay
Dialog
Token
Action-specific
fixed fields
and/or elements

Figure 23.1 – {generic} Action request frame body

octets:  1
1
1
1
0-2300

Category
Code
Action
Code
(odd)
Action-
specific
Status
Dialog
Token
Action-specific fixed fields
and/or elements

Figure 23.2 – {generic} Action response frame body

The Category Code field is a single octet whose value identifies a group of actions for a particular function, or, for administrative ease, a group of actions defined by a single task group.  Category code assignments are defined in Table 15.1.  In the remainder of this document, Action frames of a given category are referred to as <category name> Action frames.  For example, frames in the "QoS" category are called "QoS Action frames," "QoS Action Requests," or "QoS Action Responses."  ESTAs that receive an Action frame with a category code that they do not understand discard the frame without reporting an error.

Table 15.1 – Category codes

Code
Meaning

0
Reserved

1
QoS management (includes BSS overlap mitigation)

2
Security management

3
Distribution System (DS) management

4 
Spectrum management (DFS/TPC)

5 – 255
Reserved

The Action Code field is a single octet whose value specifies a particular management action in the context of the category code.  There is no requirement for uniqueness nor uniformity of action code assignments between categories.  There is a requirement that all advisory actions (which generate no response) and request actions (which solicit a response) use even action code values; while response actions (generated pursuant to a request action) use the request code value plus 1 as the response code value.  ESTAs that receive an Action frame with a recognized category code but an unrecognized request action code return a response action frame using the request action code plus 1, and a status code value of 1, meaning "unrecognized action."  ESTAs that receive an Action frame with a recognized category code but an unrecognized response action code discard the frame without reporting an error.

The Activation Delay field is a single octet, present only in Action request frames.  The activation delay value is interpreted as an unsigned integer.  Action requests received with an activation delay of 0 are processed immediately.  Action requests received with an activation delay greater than zero are processed after the specified number of TBTTs have occurred (e.g. an activation delay of 1 delays the action until after the next TBTT, and activation delay of 2 delayes the action until after the second TBTT, etc.).  A given Action request frame starting with an activation delay greater than zero will ordinarily be repeated during successive superframes, with its activation delay value decremented by 1 for each superframe until the activation delay reaches 0.  Non-zero activation delays may only be used with action codes that are specified to permit or to require such use. 

The Dialog Token field is a single octet whose value is copied from each Action request frame into the corresponding Action response frame, but is otherwise ignored.  The dialog token may be useful in the implementation of ESTAs that may issue multiple, concurrent Action requests, to simplify the matching of Action responses with particular, outstanding Action requests.

The Status field is a single octet, present only in Action response frames, which indicates the completion status of the corresponding Action request.  The status values are interpreted in the context of the category and action codes.  There is no requirement for uniqueness nor uniformity of status value assignments between categories.  However, there are 2, predefined status values:

Status =0:
Action completed successfully

Status =1:
Unrecognized Action code

7.2.3.13 Container frame format

Management frames of subtype Container are used to transfer a plurality of MPDUs in a single PSDU, thereby reducing the overhead of PHY preambles and interframe spaces.  The format of Container frames is defined in Figure 23.3.  The generation of Container frames for transmission is called aggregation, while the extraction of individual MPDUs from received Container frames is called disaggregation.  Aggregation and disaggregation procedures are specified in << ## aggregation, clause 9 >>.

octets: 2
2
6
6
6
2
6 or 0
2
2
2*mpdu
count
<= 2302 -
(2*mpduct)
4

Frame Control
Dur/ID
Address
1
Address
2
Address
3
Seq
Ctrl
Address
4
TCID
MPDU
Count
MPDU
Lengths
MPDUs
(no FCS)
FCS

MAC Header
Frame Body


Figure 23.3 – Container management frame

All frame control bits except Order are interpreted in the MAC header of a management frame of type Container.  The Protocol Version, Retry, Power Management, and WEP bits are only interpreted in the MAC header of the Container frame, and are ignored in headers of the individual MPDUs in the Container frame body.  The remaining frame control bits (Type, Subtype, To DS, From DS, More Data, More Fragments) are interpreted in the MAC headers of individual MPDUs extracted from the Container frame body, as well as in the MAC header of the Container frame itself.

The address field usage and Duration/ID calculation for Container frame MAC headers are identical to those in QoS data frames, specified in 7.2.2.  When the Address 1 field of a Container frame contains an individual address, or a non-broadcast group address, all MPDUs in the Container frame body must have the identical Address 1 field value.  When the Address 1 field contains the broadcast address, all MPDUs in the Container frame body must have any group address (broadcast or multicast) in their Address 1 fields.

The priority value in the TCID field of the Container frame header indicates the highest priority among the MPDUs present in the Container frame body.  The sequence number is set in the manner specified for management frames.

The MPDU Count is a 2-octet fixed field which specifies the number of aggregated MPDUs in the Container frame body.  The MPDU Count follows the MAC header of the Container frame if WEP=0, and follows the IV if WEP=1.  The MPDU Length field contains the number of 2-octet length values indicated by the MPDU Count.  Each MPDU Length value is the number of octets in the MPDU of corresponding relative position within the Container frame.

Each of the aggregated MPDUs includes a full MAC header and frame body, but no IV, ICV, or FCS fields.  Both WEP, if used, and FCS validation apply to the Container MMPDU, not to any of the individual, aggregated MPDUs.  The first MPDU begins immediately after the MPDU Length field.  Successive MPDUs begin on even octet boundaries, separated from the beginning of the preceding MPDU by the indicated MPDU Length value, if that length value is even, or by the indicated MPDU Length value plus 1, if that length value is odd.  The necessary pad octets to achieve this alignment are inserted during aggregation and are discarded during disaggregation.

NOTE 6: Implementers need to be aware that the MAC-level acknowledgement of a directed Container frame is interpreted by the ESTA receiving the acknowledgement as confirming successful transfer of a plurality of MPDUs.  Therefore, an ESTA which has received and acknowledged a Container frame must make every reasonable effort to ensure that all of the contained MPDUs are indicated to the MAC SAP,  or passed to distribution services, and are not discarded while still within the receiving MAC entity.

7.3 Management frame body components

Within management frames, fixed length mandatory frame body components are defined as fixed fields; variable length mandatory and all optional frame body components are defined as information elements.  Fixed fields must contain an even number of octets

7.3.1 Fixed Fields

7.3.1.1 Authentication Algorithm Number field

The Authentication Algorithm Number field indicates a single authentication algorithm.  The length of the Authentication Algorithm Number field is two octets.  The Authentication Algorithm Number field is illustrated in Figure 24.  The following values are defined for authentication algorithm number:

Authentication Algorithm Number = 0:
Open System
Authentication Algorithm Number = 1:
Shared Key
All other values of Authentication Number are reserved.


bits: 0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

Authentication Algorithm Number (2 octets)

Figure 24 – Authentication Algorithm Number fixed field

7.3.1.2 Authentication Transaction Sequence Number field

The Authentication Transaction Sequence Number field indicates the current state of progress through a multi-step transaction.  The length of the Authentication Transaction Sequence Number field is two octets.  The Authentication Transaction Sequence Number field is illustrated in Figure 25.

bits: 0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

Authentication Transaction Sequence Number (2 octets)

Figure 25 – Authentication Transaction Sequence Number fixed field

7.3.1.3 Beacon Interval field

The Beacon Interval field represents the number of time units (TU) between Target Beacon Transmission Times (TBTTs). The length of the Beacon Interval field is two octets. The Beacon Interval field is illustrated in Figure 26.

bits: 0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

Beacon Interval (2 octets)

Figure 26 – Beacon Interval fixed field

7.3.1.4 Capability Information field

The Capability Information field contains a number of subfields that are used to indicate requested or advertised capabilities.  The length of the Capability Information field is 2 octets.  The Capability Information field consists of the following subfields: ESS, IBSS, CF-Pollable, CF-Poll Request, Privacy, PBCC, Channel Agility, QoS, Bridge Portal, FEC, Better Privacy, and Extended Capability Element.  The remaining bits in the Capability Information field are reserved. The format of the Capability Information field is as illustrated in Figure 27.

bits: 0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

ESS
IBSS
CF-
pollable
CF-poll
request
Privacy
Short
preamble
PBCC
Channel
agility
QoS
rsrv
(0)
Bridge
Portal
rsrv (0)
rsrv
(0)
rsrv
(0)
rsrv
(0)
Extended
capability
element

Figure 27 – Capability Information fixed field

Each Capability Information subfield is interpreted only in the management frame subtypes for which the transmission rules are defined.

APs set the ESS subfield to 1 and the IBSS subfield to 0 within transmitted Beacon or Probe Response management frames. STAs within an IBSS set the ESS subfield to 0 and the IBSS subfield to 1 in transmitted Beacon or Probe Response management frames.

STAs set the CF-Pollable and CF-Poll Request subfields in Association and Reassociation Request management frames according to the upper half of Table 16 (QoS subfield set to 0).  ESTAs desiring to associate at any of QoS levels 1-3 set the CF-Pollable and CF-Poll Request subfields in Association and Reassociation Request management frames to indicate the QoS level at which they desire to (re)associate, according to the lower half of Table 16 (QoS subfield set to 1).  ESTAs desiring to associate at QoS level 0 (no QoS) set these bits as if they were STAs.

Table 16 - STA and ESTA Usage of QoS, CF-Pollable and CF-Poll Request

QoS
CF-Pollable
CF-Poll Request
Meaning

0
0
0
STA is not CF-Pollable

0
0
1
STA is CF-Pollable, not requesting to be placed on the CF-Polling list

0
1
0
STA is CF-Pollable, requesting to be placed on the CF-Polling list

0
1
1
STA is CF-Pollable, requesting never to be polled

1
0
0
QoS level 1: Level 1 ESTA which does not recognize piggybacked acknowledgements requesting prioritized QoS association

1
0
1
QoS level 1: Level 1 ESTA which recognizes piggybacked acknowledgements requesting prioritized QoS association

1
1
0
QoS level 2: Fully CF-Pollable ESTA requesting prioritized QoS association

1
1
1
QoS level 3: Fully CF-Pollable ESTA requesting parameterized QoS association

NOTE: For details on distinctions between Level 1 ESTAs which do not recognize piggybacked acknowledgements, Level 1 ESTAs which do recognize piggybacked acknowledgements, and Fully CF-Pollable ESTAs, see <<## level 1 subset cf-pollability, clause 9.6>>.

APs set the CF-Pollable and CF-Poll Request subfields in Beacon and Probe Response management frames according to the upper half of Table 17 (QoS subfield set to 0).  An AP sets the CF-Pollable and CF-Poll Request subfield values in Association Response and Reassociation Response management frames equal to the values in the last Beacon or Probe Response frame that it transmitted, with the QoS subfield always set to 0.  EAPs set the CF-Pollable and CF-Poll Request subfields in Beacon and Probe Response management frames to indicate the highest QoS level available in the QBSS, according to the lower half of Table 17 (QoS subfield set to 1).  An EAP sets the CF-Pollable, CF-Poll Request, and QoS subfield values in Association Response and Reassociation Response management frames to indicate the QoS level at which the (re)association is being granted (if the status code is =0).  The granted QoS level is always less than or equal to the QoS level indicated in the last Beacon or Probe Response frame transmitted by that EAP.

Table 17 - AP and EAP Usage of QoS, CF-Pollable and CF-Poll Request

QoS
CF-Pollable
CF-Poll Request
Meaning

0
0
0
No Point Coordinator at AP

0
0
1
Point Coordinator at AP for delivery only (no polling)

0
1
0
Point Coordinator at AP for delivery and polling

0
1
1
Reserved

1
0
0
QoS level 0: EAP, only best effort delivery (currently) available

1
0
1
QoS level 1: EAP without EPC, prioritized QoS under DCF

1
1
0
QoS level 2: EAP with EPC, prioritized QoS under PCF and DCF

1
1
1
QoS level 3: EAP with EPC, parameterized QoS under PCF, prioritized QoS under DCF

NOTE: An EPC advertising QoS level 2 or 3 may issue CF-Polls to ESTAs associated at QoS level 1 subject to the rules listed in <<## level 1 subset cf-pollability, clause 9.6>>.

CLOSED ISSUE:  It is not necessary to provide a means to identify a BSS that provides level 1 QoS during the CP and level 0 (no) QoS under a legacy point coordinator during the CFP because the limited CF-Pollability of Level 1 ESTAs would not coexist this configuration.  There was no identified need for such a configuration, and the presence of a legacy PC (which does not offer TXOPs to QoS stations and does not implement the BSS overlap mitigation procedure) in a QBSS could degrade service quality.

APs set the Privacy subfield to 1 within transmitted Beacon, Probe Response, Association Response and Reassociation Response management frames if WEP encryption is required for all data type frames exchanged within the BSS.  If WEP encryption is not required, the Privacy subfield is set to 0.

STAs within an IBSS set the Privacy subfield to 1 in transmitted Beacon or Probe Response management frames if WEP encryption is required for for all data type frames exchanged within the IBSS.  If WEP encryption is not required the Privacy subfield is set to 0.

APs (as well as STAs in IBSSs) set the Short Preamble subfield to 1 in transmitted Beacon, Probe Response, Association Response and Reassociation Response management frames to indicate that the use of the short preamble option, as described in subclause 18.2.2.2, is allowed within this BSS.  To indicate that the use of the short preamble option is not allowed the Short Preamble subfield is set to 0.

STAs set the Short Preamble subfield to 1 in transmitted Association Request and Reassociation Request frames when the MIB attribute dot11ShortPreambleOptionImplemented is true.  Otherwise STAs set the Short Preamble subfield to 0.

APs (as well as STAs in IBSSs) set the PBCC subfield to 1 in transmitted Beacon, Probe Response, Association Response and Reassociation Response management frames to indicate that the use of the PBCC modulation option, as described in subclause 18.4.6.6, is allowed within this BSS.  To indicate that the use of the PBCC modulation option is not allowed the PBCC subfield is set to 0.

STAs set the PBCC subfield to 1 in transmitted Association Request and Reassociation Request frames when the MIB attribute dot11PBCCOptionImplemented is true.  Otherwise STAs set the PBCC subfield to 0.

STAs set the Channel Agility subfield to 1 to indicate the usage of channel agility by the HR/DSSS PHY.  Otherwise STAs set the Channel Agility subfield to 0.

ESTAs set the Bridge Portal subfield to 1 within transmitted Association and Reassociation Request management frames if the ESTA includes a bridge portal function and an operational connection to a non-IEEE 802.11 network.  EAPs set the Bridge Portal subfield to 1 within transmitted Beacon, Probe Response, Association Response and Reassociation Response management frames if there is at least one bridge portal associated in this QBSS.

The Extended Capability Element subfield is set to 1 to indicate that an Extended Capaability information element is present in this frame.

EDITORIAL REMARK:  Capability and/or extended capability bits will probably be needed for enhanced security and privacy mechanisms.

7.3.1.5 Current AP Address field

The Current AP Address field is the MAC address of the (E)AP with which the (E)STA is currently associated. The length of the Current AP Address field is six octets. The Current AP Address field is illustrated in Figure 28.

bits: 0
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Current AP Address (6 octets)

Figure 28 – Current AP Address fixed field

7.3.1.6 Listen Interval field

The Listen Interval field is used to indicate to the AP how often an STA wakes to listen to Beacon management frames.  The value of this parameter is the STA's ListenInterval parameter of the MLME-Associate.request primitive and is expressed in units of Beacon Interval.  The length of the Listen Interval field is two octets.  The Listen Interval field is illustrated in Figure 29.

bits: 0
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Listen Interval (2 octets)

Figure 29 – Listen Interval fixed field

An AP may use the Listen Interval information in determining the lifetime of frames that it buffers for an STA.

7.3.1.7 Reason Code field

This Reason Code is used to indicate the reason that an unsolicited notification management frame of type Disassociation or Deauthentication was generated.  The length of the Reason Code field is two octets.  The Reason Code field is illustrated in Figure 30.
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Reason Code (2 octets)

Figure 30 – Reason Code fixed field

The Reason Codes are defined in Table 18.

Table 18 - Reason codes

Reason code
Meaning

0
Reserved

1
Unspecified reason

2
Previous authentication no longer valid

3
Deauthenticated because sending station is leaving (or has left) the IBSS or ESS

4
Disassociated due to inactivity

5
Disassociated because AP/EAP is unable to handle all currently associated (E)STA

6
Class 2 frame received from non-authenticated station

7
Class 3 frame received from non–associated station

8
Disassociated because sending station is leaving (or has left) the (Q)BSS

9
Station requesting (re)association is not authenticated with responding station

10
Disassociated for unspecified, QoS-related reason

11
Disassociated because EAP lacks sufficient bandwidth for this ESTA at any QoS level

12
Disassociated because EAP lacks sufficient bandwidth for this ESTA at current QoS level

13
Disassociated because of excessive frame losses and/or poor channel conditions

14
Disassociated because ESTA is transmitting outside of its TXOPs

15
Disassociated because EPC is shutting down (and no alternate EPC is available)

16
QBSS reconfiguration is in progress

17
EPC handover is in progress

18 - 65535
Reserved

7.3.1.8 Association ID (AID) field

The AID field is a value assigned by an (E)AP during association and represents the 16-bit ID of a station.  The length of the AID field is two octets. The Association ID (AID) field is illustrated in Figure 31.

bits: 0
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                          AID (2 octets)
0
0
0
1
1

Figure 31 – AID fixed field

The value assigned as the AID is in the range 1 - 2007 and is placed in the least-significant 14 bits of the AID field, with the 2 most-significant bits of the AID field both set to 1 (see 7.1.3.2).

7.3.1.9 Status Code field

The Status Code is used in a response management frame to indicate the success or failure of a requested operation.  The length of the Status Code field is two octets.  The Status Code field is illustrated in Figure 32.
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Status Code (2 octets)

Figure 32 – Status Code fixed field

If an operation is successful then the Status Code is set to 0. If an operation results in failure the Status Code indicates a failure cause.  The failure cause codes are defined in Table 19.

Table 19, Status codes

Status code
Meaning

0
Successful

1
Unspecified failure

2–9
Reserved

10
Cannot support all requested capabilities in the Capability Information field

11
Reassociation denied due to inability to confirm that association exists

12
Association denied due to reason outside the scope of this standard

13
Responding station does not support the specified authentication algorithm

14
Received an Authentication frame with authentication transaction sequence number out of expected sequence

15
Authentication rejected because of challenge failure

16
Authentication rejected due to timeout waiting for next frame in sequence

17
Association denied because AP/EAP is unable to handle additional associated (E)STA

18
Association denied due to requesting station not supporting all of the data rates in the BSSBasicRateSet parameter

19
Association denied due to requesting station not supporting the short preamble option

20
Association denied due to requesting station not supporting the PBCC modulation option

21
Association denied due to requesting station not supporting the channel agility option

22
Unspecified, QoS-related failure

23
Association denied due to EAP having insufficient bandwidth to handle another ESTA

24
Association denied due to poor channel conditions

25
Association (with QBSS) denied due to requesting station not supporting the QoS option

26
Association denied due to requesting station not supporting the FEC option

27 - 65535
Reserved

7.3.1.10 Timestamp field

This field represents the value of the TSFTIMER (see << ## TSF currently 11.1 >>) of a frame's source.  The length of the Timestamp field is eight octets.  The Timestamp field is illustrated in Figure 33.

bits: 0
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Timestamp (8 octets)

Figure 33 – Timestamp fixed field

7.3.2 Information Elements

Elements are defined to have a common general format consisting of a 1 octet Element ID field, a 1 octet length field and a variable-length element-specific information field.  Each element is assigned a unique Element ID as defined in this standard.  The length field specifies the number of octets in the information field.  See Figure 34.

Element ID
(1 octet)
Length
(1 octet)





















Information (length octets)

Figure 34 – Element format

The set of valid elements is defined in Table 20.

Table 20 - Element IDs

Information Element
Element ID

SSID
0

Supported rates
1

FH Parameter Set
2

DS Parameter Set
3

CF Parameter Set
4

TIM
5

IBSS Parameter Set
6

Country  << placeholder for 802.11d >>
7

Hopping Pattern Parameters
  << placeholder for 802.11d >>
8

Hopping Pattern Table
  << placeholder for 802.11d >>
9

Request  << placeholder for 802.11d >>
10

QBSS Load
11

EDCF Feedback
12

Traffic Specification
13

Error statistics
14

Listen Epoch
15

Challenge text
16

Reserved for challenge text extension
17-31

Overlap CFP allocation
32

Overlap BSS report
33

Overlap VS list
34

Extended Capabilities
35

Reserved
36

Reserved
37

Reserved
38

Reserved
39

Reserved
40 - 255

A station that encounters an unknown or reserved element ID value in a management frame received without error shall ignore said element and shall proceed scanning the remainder of the management frame body (if any) for additional information elements with recognizable element ID values.  The frame body components specified for many management subtypes results in elements ordered by ascending element ID, 

7.3.2.1 Service Set Identity (SSID) element

The SSID element indicates the identity of an ESS or IBSS.  See Figure 35.

Element ID
(0)
Length
(0 – 32)
SSID
(0 – 32 octets)

Figure 35 – SSID element format

The length of the SSID information field is between 0 and 32 octets.  A 0 length information field indicates the broadcast SSID.

7.3.2.2 Supported Rates element

The Supported Rates element specifies the rates in the Operational Rate Set as described in the MLME_Join.request and MLME_Start.request primitives.  The information field is encoded as 1 to 8 octets where each octet describes a single supported rate in units of 500 kbit/s.

Within Beacon, Probe Response, Association Response and Reassociation Response Management frames, each supported rate belonging to the BSSBasicRateSet as defined in << ## currently 10.3.10.1 >>, is encoded as an octet with the most significant bit (bit 7) set to 1 (e.g. a 1 Mbit/s rate belonging to the BSSBasicRateSet is encoded as 0x82).  Rates not belonging to the BSSBasicRateSet are encoded with the most significant bit set to 0 (e.g. a 2 Mbit/s rate not belonging to the BSSBasicRateSet is encoded as 0x04).  The msb of each Supported Rate octet in other management frame types is ignored by receiving STAs.

BSSBasicRateSet information in Beacon and Probe Response management frames is used by STAs in order to avoid associating with a BSS if they do not support all the data rates in the BSSBasicRateSet.  See Figure 36.

Element ID
(1)
Length
(1 – 8)
Supported Rates
(1 – 8 octets)

Figure 36 – Supported Rates element format

OPEN ISSUE:  The maximum rate that can be represented in the supported rates element is 64Mb/s, whereas any rate faster than 54Mb/s that is worth implementing is probably above 64Mb/s.  It would be less work to add an enhanced rate element now rather than having to revise items in this clause under a PHY PAR, as was necessary for 802.11B.  Perhaps better than an enhanced rate element, which would be complex for 802.11a to use, would be to reserving the 19 values in the range 109-127 for future, enumerated rate values.  Another alternative is to treat the rate values in this element as fully enumerated in the future, with the current assignments at locations in the 7-bit space that are values that onece had numerical significance.

7.3.2.3 FH Parameter Set element

The FH Parameter Set element contains the set of parameters necessary to allow synchronization for STAs using a Frequency Hopping (FH) Physical Layer. The information field contains Dwell Time, Hop Set, Hop Pattern and Hop Index parameters. The total length of the information field is 5 octets.

Element ID
(2)
Length
(5)
Dwell Time (TU)
(2 octets)
Hop Set
(1 octet)
Hop Pattern
(1 octet)
Hop Index
(1 octet)

Figure 37 – FH Parameter Set element format

The Dwell Time field is two octets in length and contain the dwell time in TU.

The Hop Set field identifies the particular set (dot11CurrentSet) of hop patterns and is a single octet. 

The Hop Pattern field identifies the individual pattern (dot11CurrentPattern) within a set of hop patterns and is a single octet.

The Hop Index field selects the current channel index (dot11CurrentIndex) within a pattern and is a single octet.

The description of the attributes used in this subclause can be found in 14.8.2.1.

7.3.2.4 DS Parameter Set element

The DS Parameter Set element contains information to allow channel number identification for STAs using a direct sequence spread spectrum (DSSS) PHY.  The information field contains a single parameter containing the dot11CurrentChannelNumber (see 15.4.6.2 for values). The length of the dot11CurrentChannelNumber parameter is one octet.  See Figure 38.

Element ID
(3)
Length
(1)
Current Channel
(1 octet)

Figure 38 – DS Parameter Set element format

7.3.2.5 CF Parameter Set element

The CF Parameter Set element contains the set of parameters necessary to support the PCF. The information field contains the CFPCount, CFPPeriod, CFPMaxDuration and CFPDurRemaining fields.  The total length of the information field is 6 octets.  See Figure 39.

Element ID
(4)
Length
(6)
CFPCount
(1 octet)
CFPPeriod
(1 octet)
CFPMaxDuration (TU)
(2 octets)
CFPDurRemaining (TU)
(1 octet)

Figure 39 – CF Parameter Set element format

CFPCount indicates how many DTIMs (including the current frame) appear before the next CFP start.  A CFPCount of 0 indicates that the current DTIM marks the start of the CFP.

CFPPeriod indicates the number of DTIM intervals between the start of CFPs.  This value is an integral number of DTIM intervals.

CFPMaxDuration indicates the maximum duration, in TU, of the CFP that may be generated by this PCF.  This value is used by STAs to set their NAV at the TBTT of beacons that begin CFPs.

CFPDurRemaining indicates the maximum time, in TU, remaining in the present CFP, and is set to zero in CFP Parameter Set elements of beacons transmitted during the contention period.  The value of CFPDurRemaining is referenced to the immediately previous TBTT.  This value is used by all STAs to update their NAVs during CFPs.

7.3.2.6 Traffic Information Map (TIM) element

The TIM element contains four fields: DTIM Count, DTIM Period, Bitmap Control and Partial Virtual Bitmap.  See Figure 40.

Element ID
(5)
Length
(4 - 254)
DTIM Count
(1 octet)
DTIM Period
(1 octet)
Bitmap Control
(1 octet)
Partial Virtual Bitmap
(1 - 251 octets)

Figure 40 – CF Parameter Set element format

The Length field for this element indicates the length of the information field, which is constrained as described below.

The DTIM Count field indicates how many Beacons (including the current frame) appear before the next DTIM. A DTIM Count of 0 indicates that the current TIM is a DTIM.  The DTIM count field is a single octet.

The DTIM Period field indicates the number of Beacon intervals between successive DTIMs.  If all TIMs are DTIMs, the DTIM Period field has the value 1.  The DTIM Period value 0 is reserved.  The DTIM period field is a single octet.

The Bitmap Control field is a single octet.  Bit 0 of this field contains the Traffic Indicator bit for AID 0.  This bit is set to 1 in TIM elements  with a value of 0 in the DTIM Count field when one or more broadcast or multicast frames are buffered at the AP.  The remaining seven bits form the Bitmap Offset.

The traffic-indication virtual bitmap, maintained by the AP that generates a TIM, consists of 2008 bits, and is organized into 251 octets such that bit number N (0 < N < 2007) in the bitmap corresponds to bit number (N mod 8) in octet number (N / 8( where the low-order bit of each octet is bit number 0, and the high order bit is bit number 7.  Each bit in the traffic-indication virtual bitmap corresponds to traffic buffered for a specific station within the BSS that the AP is prepared to deliver at the time the beacon frame is transmitted.  Bit number N is 0 if there are no directed frames buffered for the station whose AID is N.  If any directed frames for that station are buffered and the AP is prepared to deliver them, bit number N in the traffic-indication virtual bitmap is 1.  A PC may decline to set bits in the TIM for CF-Pollable stations it does not intend to poll (see << ## currently 11.2.1.5 >>).

The Partial Virtual Bitmap field consists of octets numbered N1 through N2 of the traffic indication virtual bitmap, where N1 is the largest number such that bits numbered 1 through (N1 ( 8) ( 1 in the bitmap are all 0 and N2 is the smallest number such that bits numbered (N2 + 1) ( 8 through 2007 in the bitmap are all 0.  In this case, the Bitmap Offset subfield value contains the number N1, and the Length field will be set to (N2 ( N1) + 4.

In the event that all bits other than bit 0 in the virtual bitmap are 0, the Partial Virtual Bitmap field is encoded as a single octet equal to 0, and the Bitmap Offset is 0.

7.3.2.7 IBSS Parameter Set element

The IBSS Parameter Set element contains the set of parameters necessary to support an IBSS.  The information field contains the ATIM Window parameter.  See Figure 41.

Element ID
(6)
Length
(2)
ATIM Window
(2 octets)

Figure 41 – IBSS Parameter Set element format

The ATIM Window field is 2 octets in length and contain the ATIM Window length in TU. 

7.3.2.8 Challenge Text element

The Challenge Text element contains the challenge text within Authentication exchanges. The element information field length is dependent upon the authentication algorithm and the transaction sequence number as specified in << ## auth, currently 8.1 >>.  See Figure 42.

Element ID
(16)
Length
(1 – 253)
Challenge Text
(1 – 253 octets)

Figure 42 – Challenge Text element format

Country Information element

<< placeholder for 802.11d >>

Element ID
(7)
Length
(?)

(? octets)

Figure 42.1 – Country Information element format

Hopping Pattern Parameters element

<< placeholder for 802.11d >>

Element ID
(8)
Length
(?)

(? octets)

Figure 42.2 – Hopping Pattern Parameters element format

Hopping Pattern Table element

<< placeholder for 802.11d >>

Element ID
(9)
Length
(?)

(? octets)

Figure 42.3 – Hopping Pattern Table element format

Request Information element

<< placeholder for 802.11d >>

Element ID
(10)
Length
(?)

(? octets)

Figure 42.4 – Request Information element format

7.3.2.9 QBSS Load element

The QBSS Load element contains information on the current station population and traffic levels in the QBSS.  The element information field is comprised of 5 items, the contents of which are defined below.  The total length of the information field is 6 octets.  See Figure 42.5.

Element ID
(11)
Length
(6)
Station Count
(2 octets)
Channel Utilization
(1 octet)
Frame Loss Rate
(1 octet)
Overlap Count
(1 octet)
Overlap Share
(1 octet)

Figure 42.5 – QBSS Load element format

The station count field is 2 octets for an unsigned integer that indicates the total number of STAs and ESTAs currently associated with this QBSS.

The channel utilization field is 1 octet for an unsigned integer that indicates the portion of available WM bandwidth currently used to transport VS data within this QBSS.  The value is calculated by taking the integer part of the quotient of <<100 * utilized bits/s>> divided by <<total available bits/s>>.

OPEN ISSUE:  Considerably greater precision in needed on the definition of channel utilization, the time period over which the available and utilized bandwidth are measured, and whether any averaging, smoothing, or other forms of hysteresis are employed on the measurements to obtain the value reported in this element.

The frame loss rate field is 1 octet for an unsigned integer that indicates the portion of transmitted MPDUs that require retransmission or are discarded as undeliverable.  The value is calculated by taking the integer part of the quotient of <<100 * (total retries + discarded MPDUs and MMPDUs)>> divided by <<total MPDU and MMPDU transmission attempts>>.  These totals should be accumulated over the same period used to calculate the channel utilization value.

The overlap count field is 1 octet for an unsigned integer than indicates the number of overlapping BSSs currently known to the BSS overlap mitigation procedure at the EPC of this QBSS.

The overlap share field is 1 octet for an unsigned integer that indicates the portion of total time available to this QBSS for non-silent periods under the BSS overlap mitigation procedure. The value is calculated by taking the integer part of the quotient of <<100 * total non-silent time per superframe>> divided by <<superframe duration>>.

7.3.2.10 EDCF Parameter Set element

The EDCF Parameter Set element provides feedback from the EDCF Link Contention Control function to the ESTAs in the QBSS regarding the observed load per traffic category and the contention window values to use for prioritized channel access during the contention period.  The format of the EDCF Parameter Set element is shown in Figure 42.6.

Element ID
(12)
Length
(18)
Level 1
TXOP Limit
(2 octets)
CW[TC] values
(Contention Windows)
CW[0] ... CW[7]
(8 octets)
CO[TC] values
(Contention Offsets)
CO[0] ... CO[7]
(8 octets)

Figure 42.6 – EDCF Parameter Set element format

The Level 1 TXOP limit is a 2-octet field that specifies the time limit on TXOPs by WSTAs that have Level 1 QoS associations with the QBSS.  All WSTA TXOPs during the CP, independent of QoS Level, as well as TXOPs during the CFP at WSTAs with a Level 1 QoS association, last no longer than the number of 8-microsecond periods specified by the Level 1 TXOP limit value.  A Level 1 TXOP limit value of 0 indicates that the TXOP limit is unspecified, allowing each Level 1 TXOP to be used to transmit a single MPDU any rate in the operational rate set of the QBSS.

The CW[TC] values field contains 8 octets which specify 8 contention window values, for traffic categories 0 through 7, respectively.  Each contention window value is 1 octet in length and contains an unsigned integer.

The CW[TC] values field contains 8 octets which specify 8 contention offset values, for traffic categories 0 through 7, respectively.  Each contention offset value is 1 octet in length and contains an unsigned integer.

7.3.2.11 Traffic Specification (TS) element

The Traffic Specification (TS) element contains parameters that define the characteristics of a given traffic category, in the context of a given wireless station, for use by the EPC and ESTA(s) that support parameterized QoS.  The element information field is comprised of 12 items as defined below and illustrated in Figure 42.7.  The total length of the information field is 28 octets.

Element ID
(13)
Length
(28)
Source
Address
(6 octets)
Destination
Address
(6 octets)
TCID
(2 octets)
TS Info
(1 octet)
Retry
Interval
(1 octet)
Polling
Interval
(1 octet)
Transmit
Interval
(1 octet)

Nominal
MSDU Size
(2 octets)
Minimum
Data Rate
(2 octets)
Mean
Data Rate
(2 octets)
Maximum
Burst Size
(2 octets)
Delay
Bound
(1 octet)
Jitter
Bound
(1 octet)

Figure 42.7 – Traffic Specification element format

The Traffic Specification allows a set of parameters more extensive than may be needed, or may be available, for any particular instance of parameterized QoS traffic.  The fields are set to zero for any unspecified parameter values.

The Source Address and Destination address fields are each 6 octets in length and contain MAC addresses of the ESTAs that are the source and destination, respectively, of the traffic subject to this specification.

The TCID field is 2 octets in length and uses the TCID the format defined in 7.1.3.5.  The contents of this field indentify the traffic category, in the context of the WSTA address, to which the traffic specification applies.

The TS Info field is 1 octet which is subdivided as shown in Figure 42.8.  The Traffic Type subfield is a single bit which is set to 1 for a continuous or periodic traffic pattern (e.g. CBR or variable MSDU size at fixed transmission rate), or is set to 0 for a non-continuous, aperiodic, or unspecified traffic pattern.  The Ack Policy subfield is 2 bits that are identical to the Ack policy field specified in 7.1.3.2.1.  The Delivery Priority subfield is 3 bits that hold the actual priority value to use for this traffic in cases where relative prioritization is required.  This Delivery Priority value is generally the value that would be used for the MA-UNITDATA.request priority parameter if the same traffic were being sent under level 1 or level 2 QoS.  The remaining bits in the TS Info field are reserved.

 bits:  0
1
2
3
4
5
6
7

Traffic
Type
reserved
(0)
Ack Policy
reserved
(0)
Delivery Priority
(0-7)

Figure 42.8 – TS Info field

The Retry Interval field specifies the number of superframes the transmitting station waits before initiating retransmission when using delayed acknowledgements (Ack Policy = 2).  A value of 0 causes the transmitting station to wait for a negative acknowledgement, and never to initiate retransmission based on elapsed time.
OPEN ISSUE:  Should the retry interval be in superframes or in TU?  There are small implementation and efficiency tradeoffs that favor each unit, but a single representation is needed for interoperability.

The Polling Interval field specifies the maximum number of superframes permitted between CF-Polls.  A value of 0 is specified if periodic polling for this traffic is not required.
The Transmit Interval field specifies the nominal number of TU between outgoing MSDUs for this traffic.  For Traffic Type=1 (periodic) this duration is the nominal inter-TX interval.  For Traffic Type=0 (aperiodic) this duration is the interval during which the minimum and mean data rates and maximum burst size are measured.  For aperiodic traffic, this parameter is sometimes referred to as Committed Time (CT).

OPEN ISSUE:  Are both the polling interval and the transmit interval required?  One parameter may be able to serve both purposes.

The Nominal MSDU Size field specifies the nominal size, in octets, of MSDUs sent under this traffic specification.

The Minimum Data Rate field specifies the lowest data rate, in units of octets per Transmit Interval, that is acceptable for transport of MSDUs under this traffic specification.

The Mean Data Rate field specifies the nominal sustained data rate, in units of  octets per Transmit Interval, for transport of MSDUs under this traffic specification.
The Maximum Burst Size field specifies the peak data burst, in units of 1024 bytes, that may occur under this traffic specification during a single Transmit Interval.
The Delay Bound field specifies the maximum number of TU that may elapse before an MSDU under this traffic specification is discarded due to excessive delay.  For traffic with no defined maximum delay, the Delay Bound value is set to zero, and the value of dot11MaxTransmitMSDULifetime is used for this purpose.
The Jitter Bound field specifies the maximum number of TU by which the actual intervals between MSDU transmissions for this traffic may vary from the nominal value specified in the Polling Interval field.  Symmetrical jitter (equal amounts early or late) within the specified bound are assumed to be acceptable.  When the Jitter Bound value is zero, the amount of jitter is may be as large as the Delay Bound.

OPEN ISSUE:  Due to lack of time to discuss QoS parameters at the meeting last week, this set of QoS parameters is based on those in the Joint Proposal (00/120, because the extensions in 00/120r1 depend on features absent from the QoS Baseline proposal).  The parameters in 00/120 were reviewed, and felt to be appropriate for what we now call QoS Level 3 by several individuals familiar both with the 802.11 MAC and with QoS protocol implementation.  However, the mechanisms in the QoS Baseline are sufficiently different from those of the Joint Proposal that these parameters should be reviewed to ensure they are (a) useful for level 3 QoS, (b) potentially available from (at least one) known higher-layer bandwidth management entities, (c) represented in reasonable units, and (d) sufficient (i.e. are important parameters missing?). 

7.3.2.12 Error Statistics element

The Error Statistics element contains information on the receive errors experienced by an ESTA and up to 8 traffic categories at that ESTA.  The element information field is comprised of 2 fixed items, requiring 8 octets, followed by  1 to 8 error records, each requiring 16 octets, for a total length of requiring 24 to 136 octets in increments of 16 octets, as shown in Figure 42.9.

1
1
4
4
16*n

Element ID
(14)
Length
(8+(16*n))

0< n <9
Received Fragments
(4 octets)
FCS Errors
(4 octets)
Error Record  (16 octets)





WSTA
Address
(6 octets)
TCID
(2 octets)
MPDUs Received
(4 octets)
Retrys Received
(4 octets)

Figure 42.9 – Error Statistics element format

The Received Fragments field is 4 octets long and contains the value of the dot11ReceivedFragmentCount MIB counter at the source ESTA.

The FCS Errors field is 4 octets long and contains the value of the dot11FCSErrorCount MIB counter at the source ESTA.

The WSTA Address field is 6 octets in length and contain MAC address of the WSTAs that is the context of the TCID for which error statistics are reported.

The TCID field is 2 octets in length and uses the TCID the format defined in 7.1.3.5.  The contents of this field indentify the traffic category, in the context of the WSTA address, to which the error statistics are reported.

If the Error Statistics element is sent by an ESTA operating at a QoS level lower than 3, the TS Address field contains the MAC address of that ESTA.

The MPDUs Received field is 4 octets long and contains a count of the total number of MPDUs successfully received for the specified traffic category.

The Retrys Received field is 4 octets long and contains a count of the number of MPDUs successfully received for the specified traffic category with the Retry subfield of the Frame Control field set to 1.  This count is based on MPDU receptions, independent of whether any of those MPDUs are subsequently discarded by the duplicate filtering function.

7.3.2.13 Listen Epoch element

The Listen Epoch element defines the subset(s) of the superframe during which an ESTA that associated with a QBSS while in power save mode is required to be awake to receive transmissions.  Power save stations also use a Listen Epoch element in Association or Reassociation Request frames to indicate to the EAP the amount of awake time to allocate per superframe.  The element information field is comprised of 5 items, requiring 10 octets, as shown in Figure 42.10.

Element ID
(15)
Length
(10)
TBTT Awake
Limit
(2 octets)
CFP Awake
Start
(2 octets)
CFP Awake
Limit
(2 octets)
CP Awake
Start
(2 octets)
CP Awake
Limit
(2 octets)

Figure 42.10 – Listen Epoch element format

The TBTT Awake Limit field is 2 octets long and specifies, in units of 8 microseconds, the minimum duration that the ESTA remains awake after TBTT.  This field may be set non-zero in a Listen Epoch element in a (Re)Association request, but is generally assigned by the EAP, based on its knowledge of data rates in use and the typical amount of broadcast/multicast traffic being sent after Beacons.

The CFP Awake Start field is 2 octets long and specifies, in units of 8 microseconds relative to TBTT, the start of the ESTA's awake period during the CFP.  The CFP Awake Limit field is 2 octets long and specifies, in units of 8 microseconds, the minimum duration that the ESTA remains awake after CFP awake start.  The CFP Awake Start is  requested as 0, and the actual starting time is assigned by the EAP/EPC, based in part on the amount of awake time during the CFP is requested by the ESTA in the Listen Epoch element in its (Re)Association Request frame.  If the CFP Awake Limit value in the request is zero, no CFP awake epoch is assigned.

The CP Awake Start field is 2 octets long and specifies, in units of 8 microseconds relative to TBTT, the start of the ESTA's awake period during the CP.  The CP Awake Limit field is 2 octets long and specifies, in units of 8 microseconds, the minimum duration that the ESTA remains awake after CP awake start.  The CP Awake Start is requested as 0, and the actual starting time is assigned by the EAP, based in part on the amount of awake time during the CP is requested by the ESTA in the Listen Epoch element in its (Re)Association Request frame.  If the CP Awake Limit value in the request is zero, no CP awake epoch is assigned.

The EAP/EPC of the QBSS only initiates transmissions to a ESTA in power save mode during its Listen Epoch(s).  These time restrictions may result in the power save ESTA receiving lower overall quality of service, for traffic of equivalent priorities or traffic categories, than a non-power-save ESTA in the same QBSS.  ESTAs with assigned listen epochs include a Listen Epoch element in Probe Response frames they transmit.  This permit other ESTAs in the QBSS to determine the awake times of a power save ESTA, for use when attempting to perform direct STA-to-STA transfers to a power save destination ESTA.

7.3.2.14 Overlap CFP allocation element

The Overlap CFP allocation element contains information about the amounts of time during the CFP that an EPC uses for overlap and non-overlap periods when the BSS overlap mitigation procedure is invoked (see <## clause 9, overlap>).  The element information field is comprised of 2 fixed items, and a variable number of sets of 2 other items, as shown in Figure 42.11.  The total length of the information field is (7n+2) octets, where n is the number of overlapping BSSs detected, in the {nominal} range 1-31, which yields element lengths of 9 to 219 in increments of 7.  In practice, far fewer than 31 overlapping BSSs can be accommodated under the BSS overlap mitigation procedure.

octets: 1
1
1
1
7*n

Element ID (32)
Length
(2+(7*n))

0< n <32
TNOL(x)
TTOL(x)
Overlap Allocation
(7 octets)





TOL(x,y)
(1 octet)
BSSID(y)
(6 octets)

Figure 42.11 – Overlap CFP Allocation element format

The TNOL(x) field is 1 octet used to specify the number of TU allocated for the non-overlap period in this QBSS.

The TTOL(x) field is 1 octet used to specify the total number of TU allocated for all overlap periods in this QBSS.

Following the TTOL(x) field are 1-31 sets of overlap allocation information comprised of a 1-octet TOL(x,y) field used to specify the number of TU allocated for the overlap period between this QBSS and the BSS designated by the value of the corresponding 6-octet BSSID(y) field.

7.3.2.15 Overlap BSS report element

The Overlap BSS report element contains information that identifies and summarizes CFP usage for QBSSs which have been detected to overlap with this QBSS and which are cooperating under the BSS overlap mitigation procedure (see <<## clause 9, overlap>>).  The element information field is comprised of a variable number of sets of 3 items, as shown in Figure 42.12.  The length of the information field is (8p) octets, where p is the number of overlapping QBSSs detected, in the {nominal} range 1-31, which yields element lengths of 8 to 248 in increments of 8.  In practice, far fewer than 31 overlapping BSSs can be accommodated under the BSS overlap mitigation procedure.

octets: 1
1
8*n

Element ID (33)
Length
(8*p)

0< p <32
Overlapping BSS time and identity
(8 octets)



TNOL(y)
(1 octet)
TTOL(y)
(1 octet)
BSSID(y)
(6 octets)

Figure 42.12 – Overlap BSS Report element format

Each overlapping BSS time and identity set contains a 1-octet TNOL(y) field, a 1-octet TTOL(x) field and a 6-octet BSSID(y) field.

The TNOL(y) field is 1 octet used to specify the number of TU allocated for the non-overlap period in BSS y, as determined from the Overlap CFP allocation element in proxy Beacon management frames received from BSS y.

The TTOL(y) field is 1 octet used to specify the total number of TU allocated for all overlap periods in BSS y, as determined from the Overlap CFP allocation element in proxy Beacon management frames received from BSS y.

The BSSID(y) field is 6 octets which identify BSS y.

7.3.2.16 Overlap ESTA list element

The Overlap ESTA list element identifies the ESTAs which have been determined to be subject to destructive interference from transmissions in other BSSs under the BSS overlap mitigation procedure (see <## clause 9, overlap>).  ESTAs in this QBSS must restrict transmissions of MSDUs to those ESTAs to TXOPs within the TOL period of the CFP.  MSDUs classified to virtual streams not on the overlap list may be transmitted within either the TOL period or the TNOL period.  The element information field is comprised of a variable number of instances of a single item, as shown in Figure 42.13.  The length of the information field is (6n) octets, where n is the number of ESTAs in the list, in the range of 1-42, which yields element lengths of 6 to 252 in increments of 6.

1
1
6*n

Element ID (34)
Length
(2*n)

0<n<43
ESTA needing TXOP in TOL
(6 octets)

Figure 42.13 – Overlap ESTA List element format

The ESTA Address field is 6 octets in length contains the MAC address of an ESTA.  The contents of each instance of this field specify an ESTA whose transmissions must take place during the TOL period.

7.3.2.17 Extended Capabilities element

The Extended Capabilities element is present in any management frame body that includes a Capability Information field with bit 15 set to 1.  This element provides additional bits to indicate optional or configurable capabilities.  The element information field contains is a positive integer multiple of 2 octets in length, with a default length of 2 octets, as shown in Figure 42.14.

Element ID
(35)
Length
(2*n)
Extended Capabilties
(2*n octets)

Figure 42.14 – Extended Parameter Set element format

The Extended Capabilities field is (at least) 2 octets in length, and contains capability information bits as defined in Figure 42.15.  Once assigned, the positions of individual capability bits within this field remain fixed.  This allows the length of this field to be extended over time without ambiguity.  The mutually available capabilities for a pair of ESTAs which use Extended Capabilities elements of different lengths are, by definition, capabilities indicated by bits starting with bit 0 of the first octet of the element information field and ending with bit 15 of the last octet pair in the shorter of the two elements.

bits: 0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

rsrv
(0)
rsrv
(0)
rsrv
(0)
rsrv
(0)
rsrv
(0)
rsrv
(0)
rsrv
(0)
rsrv
(0)
rsrv
(0)
rsrv
(0)
rsrv
(0)
rsrv
(0)
rsrv
(0)
rsrv
(0)
rsrv
(0)
rsrv
(0)

Figure 42.15 – Extended Capabilities field (first 2 octets)

Extended capabilities relevant to TGe to be provided in a subsequent revision of this document.  Known candidates include FEC; Aggregation; Can serve as RPC/APC; etc.

7.4 QoS Management Actions

The management action codes within the QoS category are defined in Table 20.1.

Table 20.1 – QoS Action codes

Code
Meaning

0
Define traffic specification  (also used for TSPEC update)

1
Reserved

2
Delete traffic specification

3
Reserved

4
Error and Overlap report

5
Reserved

6
(QBSS configuration request)

7
(QBSS configuration response)

8
(Alternate EPC activation request)

9
(Alternate EPC activation response)

10
(Advanced Power Management request)

11
(Advanced Power Management response)

12 – 255
Reserved

7.4.1 Define Traffic Specification QoS Action frame format

The Define Traffic Specification frame is used in a QBSS operating at QoS level 3 to provide or update traffic specification information at a wireless station that is the source or destination of a particular instance of parameterized QoS traffic.  The format of the Define Traffic Specification frame body is shown in Figure 42.16.

octets:  1
1
1
1
30

QoS
(category 1)
Define TSPEC
(action 0)
0
0
Traffic Specification
Element

Figure 42.16 – Define Traffic Specification frame body

This frame is used when a higher layer bandwidth management entity provides traffic specification information to the MAC layer  management entity at a particular station in the QBSS (typically the EAP).  The traffic specification element identifies the trafic and provides the QoS parameters that are to be used for delivery of this traffic.  This is an advisory function, so response frame is defined .

7.4.2 Delete Traffic Specification QoS Action frame format

The Delete Traffic Specification frame is used in a QBSS operating at QoS level 3 to reomve traffic specification information at a wireless station that may have been the source or destination of a particular instance of parameterized QoS traffic, allowing the specified traffic category ID to revert to use as a priority value.  The format of the Delete Traffic Specification frame body is shown in Figure 42.17.

octets:  1
1
1
1
6
2

QoS
(category 1)
Delete 
TSPEC
(action 2)
0
0
WSTA
Address
TCID

Figure 42.17 – Delete Traffic Specification frame body

This WSTA Address and TCID fields designate the traffic specification to be deleted.  Upon deletion the specified traffic category at the designated WSTA reverts to being interpreted as a priority until a subsequent traffic specification is defined for the traffic category.  This is an advisory function, so response frame is defined.

7.4.3 Error and Overlap Report QoS Action frame format

The Error and Overlap Report frame is used to report on error statistics and observed overlapping BSS activity.  All of the information elements are only present in frames transmitted by ESTAs.  ESTAs and EAPs may transmit Error and Overlap frames with null frame bodies to solicit Error and Overlap response(s).  The format of the Error and Overlap Report frame body is shown in Figure 42.18.

octets:  1
1
1
1
26-138
2-254

QoS
(category 1)
Define TSPEC
(action 4)
0
0
Error Statistics
Element
Overlap BSS Report
Element

Figure 42.18 – Define Traffic Specification frame body

The Error Statistics and Overlap BSS Report information elements are specified in subclauses of 7.3.2.

7.4.4 QBSS Configuration Request QoS Action frame format

<< Placeholder >>

To be provided in a subsequent revision of this document.

7.4.5 QBSS Configuration Response QoS Action frame format

<< Placeholder >>

To be provided in a subsequent revision of this document.

7.4.6 Alternate EPC Activation Request QoS Action frame format

<< Placeholder >>

To be provided in a subsequent revision of this document.

7.4.7 Alternate EPC Activation Response QoS Action frame format

<< Placeholder >>

To be provided in a subsequent revision of this document.

7.4.8 Advanced Power Management Request QoS Action frame format

<< Placeholder >>

To be provided in a subsequent revision of this document.

7.4.9 Advanced Power Management Response QoS Action frame format

<< Placeholder >>

To be provided in a subsequent revision of this document.

7.5 MAC-Level FEC and FEC Frame Formats

<< Placeholder >>

OPEN ISSUE:  Is MAC-level FEC justified?  Is there a PHY-independent FEC code, or a PHY-dependent FEC code for each of the PHYs?  If provided, can MAC-level FEC be used anywhere except QoS level 3?

7.6 Frame Usage Guidelines

EDITORIAL REMARK:  This is a PRELIMINARY version of the table.

Table 20.2 – Frame subtype usage by BSS type, MAC entity type, and coordination function

Frame Type
IBSS
Level 0
Level 1
Level 2
Level 3


CP
CP
CFP
CP
CFP*
CFP
CFP


STA
STA
AP
STA
PC
ESTA
EAP
ESTA
ESTA
EPC
ESTA
EPC

 {Re}Association Request
- - -
T
R
- - -
- - -
T
R
T
- - -
- - -
- - -
- - -

 {Re}Association Response
- - -
R
T
- - -
- - -
R
T
R
- - -
- - -
- - -
- - -

 Probe Request
T, Rbe
T
R
- - -
- - -
T, R
R
T, R
T, R
R
T, R
R

 Probe Response
Tbe, R
R
T
- - -
- - -
T, R
T
T, R
T, R
T
T, R
T

 Beacon
Tb, R
R
T
R
T
R
T,
R
R
T, R
R
T, R

 Proxy Beacon
(R)
(R)
(R)
(R)
(R)
T, (R)
(R)
T, (R)
T, (R)
(R)
T, (R)
(R)

 ATIM
T, R
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -

 Disassociation
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R

 Authentication
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R

 Deauthentication
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R

 {QoS} Action Req/Rsp
- - -
- - -
- - -
- - -
- - -
T, R
T, R
T, R
T, R
T, R
T, R
T, R

 Container
- - -
- - -
- - -
- - -
- - -
T, R
T, R
T, R
T, R
T, R
T, R
T, R

 CF-Schedule
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
R
T

 RR
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
T
R
T
R

 DlyAck
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
T, R
T, R

 CC{+CF-Ack}
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
R
T
R
T

 CF-Multipoll{+CF-Ack}
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
R
T
R
T

 PS-Poll
- - -
T
R
- - -
- - -
T
R
- - -
- - -
- - -
- - -
- - -

 RTS
T, R
T, R
T, R
- - -
- - -
T, R
T, R
T, R
T, R
T, R
T, R
T, R

 CTS
T, R
T, R
T, R
- - -
- - -
T, R
T, R
T, R
T, R
T, R
T, R
T, R

 ACK
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R

 CF-End{+CF-Ack}
(R)
(R)
(R)
R
T
(R)
(R)
R
R
T
R
T

 Null
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R

 Data
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R
T, R

 {Data+}CF-Poll+{CF-Ack}
- - -
- - -
- - -
R
T
- - -
- - -
- - -
R
T
R
T

 {Data+}CF-Ack
- - -
- - -
- - -
T, R
T, R
- - -
- - -
- - -
T, R
T, R
T, R
T, R

 QoSNull
- - -
- - -
- - -
- - -
- - -
T, R
T, R
T, R
T, R
T, R
T, R
T, R

 QoSData
- - -
- - -
- - -
- - -
- - -
T, R
T, R
T, R
T, R
T, R
T, R
T, R

 {QoSData+}Cf-poll
- - -
- - -
- - -
- - -
- - -
- - -
- - -
R
R
T
R
T

{QoSData+}Cf-poll+Cf-Ack
- - -
- - -
- - -
- - -
- - -
- - -
- - -
Rda
R
T
R
T

 {QoSData+}Cf-Ack
- - -
- - -
- - -
- - -
- - -
- - -
- - -
Rda
T, R
T, R
T, R
T, R


     * - The Level 1/CFP/ESTA column pertains to a Level 1 ESTA associated with a Level 2 or Level 3 EAP/EPC.

Symbols:
T
frame subtype for row is transmitted by MAC entity for column

R
frame subtype for row is received by MAC entity for column

(R)
frame subtype for row is received, but only from other BSSs, by MAC entity for column

Tb, Tbe
frame subtype for row is transmitted by station that most recently won beacon arbitration
if "Tbe" is also transmitted by an ESTA in an IBSS pursuant to receiving directed request

Rbe
frame subtype for row is received by station that most recently won beacon arbitration,
also received as directed request by an ESTA in an IBSS

Rda
frame subtype for row is received if ESTA is addressee, but only received for the indirect
(piggybacked Ack) function if the ESTA supports the "receive piggybacked Acks" option

- - -
frame subtype for row is neither received nor transmitted by MAC entity for column

8 Authentication and privacy

This clause is being updated by the TGe Security sub-group.

9 MAC sublayer functional description

To be provided in a subsequent revision of this document.

10 Layer management

(no changes)

10.1 Overview of management model

(no changes)

10.2 Generic management primitives

(no changes)

10.3 MLME SAP interface

(no changes)

NOTE:  There are also likely to be updates to several of the MLME service primitives, and possible addition of new MLME primitives, by the TGe Security subgroup.

10.3.1 Power Management

(no changes)

NOTE:  There may need to be changes, such as additional parameters in the request and/or new ResultCode values in the confirmation, after limitations on the use of power mangement in conjunction with QoS support is better defined.

Replace 10.3.2 with the updated subclause below:

10.3.2 Scan

Function

This primitive requests a survey of potential (Q)BSSs which the (E)STA may later elect to try to join.

Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-SCAN.request
(

BSSType,

BSSID,

SSID,

ScanType,

ProbeDelay,

ChannelList,

MinChannelTime,

MaxChannelTime
)

Name
Type
Valid Range
Description

BSSType
Enumeration
INFRASTRUCTURE,

INDEPENDENT,

ANY_BSS,

ONLY_QOS
Determines whether Infrastructure BSS, Independent BSS, or both are included in the scan.  These scans will report QBSSs of the appropriate type. Under IEEE 802.11E the ONLY_QOS value may be specified to limit the reeport to QBSSs that support a QoS level of in the range 1-3..

BSSID
MACAddress
any valid individual or broadcast MAC address
Identifies a specific or broadcast BSSID.

SSID
octet string
0 - 32 octets
Specifies the desired SSID or the broadcast SSID.

ScanType
Enumeration
ACTIVE,

PASSIVE
Indicates either Active or Passive scanning.

ProbeDelay
integer
N/A
Delay (in (s) to be used prior to transmitting a Probe frame during active scanning

ChannelList
Ordered Set of Integer
Each channel will be selected from the valid channel range for the appropriate PHY and Carrier Set.
Specifies a list of channels which are examined when scanning for a BSS.

MinChannelTime
integer
greater than or equal to ProbeDelay
The minimum time (in K(s) to spend on each channel when scanning

MaxChannelTime
integer
greater than or equal to MinChannelTime
The maximum time (in K(s) to spend on each channel when scanning

When Generated

This primitive is generated by the SME when a (E)STA wishes to determine if there are other (Q)BSSs which it may join. 

Effect of Receipt

This request initiates the scan process when the current frame exchange sequence is completed.

10.3.2.1 MLME-SCAN.confirm

Function

This primitive returns the descriptions of the set of (Q)BSSs detected by the scan process.

Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-SCAN.confirm
(

BSSDescriptionSet,

ResultCode

)

Name
Type
Valid Range
Description

BSSDescriptionSet
Set of BSSDescription
N/A
The BSSDescriptionSet is returned to indicate the results of the scan request.  It is a set containing zero or more instances of a BSSDescription.

ResultCode
enumeration
SUCCESS,

INVALID_ PARAMETERS
Indicates the result of the MLME-SCAN.confirm.

Each BSSDescription consists of the following elements:

Name
Type
Valid Range
Description

BSSID
MACAddress
N/A
The BSSID of the found BSS

SSID
octet string
1 - 32 octets
The SSID of the found BSS

BSSType
Enumeration
INFRASTRUCTURE,

INDEPENDENT
The type of the found BSS

Beacon Period
integer
N/A
The Beacon period of the found BSS (in K(s)

DTIM Period
integer
As defined in Frame Format
The DTIM Period of the BSS (in Beacon Periods)

Timestamp
integer
N/A
The timestamp of the received frame (probe response/beacon) from the found BSS

Local Time
integer
N/A
The value of the station’s TSF timer at the start of reception of the PHY symbol which contains the first bit of the first octet of the timestamp field of the received frame (probe response or beacon) from the found BSS.

PHY parameter set
As defined in Frame Format
As defined in Frame Format
The parameter set relevant to the PHY

CF parameter set
As defined in Frame Format
As defined in Frame Format
The parameter set for the CF periods, if found BSS supports CF mode.

IBSS parameter set
As defined in Frame Format
As defined in Frame Format
The parameter set for the IBSS, if found BSS is an IBSS.

CapabilityInformation
As defined in Frame Format
As defined in Frame Format
The advertised capabilities of the BSS.

BSSBasicRateSet
set of integers
1 through 127 inclusive (for each integer in the set)
The set of data rates (in units of 500kbit/s) that must be supported by all STAs that desire to join this BSS.  The STAs must be able to receive at each of the data rates listed in the set.

QBSSLoad
(IEEE 802.11E only)
As defined in Frame Format
As defined in Frame Format
The values from the QBSS Load information element if such an element was present in the probe response or beacon, else null.

ErrorStatistics
(IEEE 802.11E only)
As defined in Frame Format
As defined in Frame Format
The values from the Error Statistics information element if such an element was present in the probe response or beacon, else null.

ListenEpoch
(IEEE 802.11E only)
As defined in Frame Format
As defined in Frame Format
The values from the Listen Epoch information element if such an element was present in the probe response or beacon, else null.

ExtendedCapabilities
(IEEE 802.11E only)
As defined in Frame Format
As defined in Frame Format
The values from the Extended Capabilites information element if such an element was present in the probe response or beacon, else null.

When Generated

This primitive is generated by the MLME as a result of an MLME-SCAN.request to ascertain the operating environment of the STA. 

Effect of Receipt

The SME is notified of the results of the scan procedure.

10.3.3 Synchronization

(no changes)

10.3.4 Authenticate

(no changes)

10.3.5 De-authenticate

(no changes)

10.3.6 Associate

Replace 10.3.6.1 with the updated subclause below:

10.3.6.1 MLME-ASSOCIATE.request

Function

This primitive requests association with a specified peer MAC entity that is acting as an AP.

Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.request
(

PeerSTAAddress,

AssociateFailureTimeout,

CapabilityInformation,

ListenInterval,

ListenEpoch,

ExtendedCapabilities

)

Name
Type
Valid Range
Description

PeerSTAAddress
MACAddress
any valid individual MAC address
Specifies the address of the peer MAC entity with which to perform the association process.

AssociateFailureTimeout
integer
greater than or equal to 1
Specifies a time limit (in K(s) after which the associate procedure will be terminated.

CapabilityInformation
As defined in Frame Format
As defined in Frame Format
The operational capability definitions to be used by the MAC entity.

ListenInterval
Integer
Greater than or equal to 0
Specifies the number of Beacon intervals which may pass before the station awakens and listens for the next beacon.

ListenEpoch
(IEEE 802.11E only)
As defined in Frame Format
As defined in Frame Format
Specifies the requested amounts of time for the listen epoch if this ESTA is requesting the assignment of a listen epoch by the EAP.  If all fields contain zeros no Listen Epoch information element is included in the Association Request.

ExtendedCapabilities
(IEEE 802.11E only)
As defined in Frame Format
As defined in Frame Format
The extended operational capability definitions to be used by the ESTA.

When Generated

This primitive is generated by the SME when a (E)STA wishes to establish association with an (E)AP.

Effect of Receipt

This primitive initiates an association procedure.  The MLME subsequently issues a MLME-ASSOCIATE.confirm that reflects the results.

(no other changes in 10.3.6)

10.3.7 Reassociate

Replace 10.3.7.1 with the updated subclause below:

10.3.7.1 MLME-REASSOCIATE.request

Function

This primitive requests a change in association to a specified new peer MAC entity that is acting as an AP.

Semantics of the Service Primitive
The primitive parameters are as follows:

MLME-REASSOCIATE.request
(

NewAPAddress,

ReassociateFailureTimeout,

CapabilityInformation,

ListenInterval,

ListenEpoch,

ExtendedCapabilities

)

Name
Type
Valid Range
Description

NewAPAddress
MACAddress
any valid individual MAC address
Specifies the address of the peer MAC entity with which to perform the reassociation process.

ReassociateFailureTimeout
integer
greater than or equal to 1
Specifies a time limit (in K(s) after which the reassociate procedure will be terminated.

CapabilityInformation
As defined in Frame Format
As defined in Frame Format
The operational capability definitions to be used by the MAC entity.

LlistenInterval
Integer
Greater than or equal to 0
Specifies the number of Beacon intervals which may pass before the station awakens and listens for the next beacon.

ListenEpoch
(IEEE 802.11E only)
As defined in Frame Format
As defined in Frame Format
Specifies the requested amounts of time for the listen epoch if this ESTA is requesting the assignment of a listen epoch by the EAP.  If all fields contain zeros no Listen Epoch information element is included in the Association Request.

ExtendedCapabilities
(IEEE 802.11E only)
As defined in Frame Format
As defined in Frame Format
The extended operational capability definitions to be used by the ESTA.

When Generated

This primitive is generated by the SME when a (E)STA wishes to change association to a specified new peer MAC entity that is acting as an (E)AP.

Effect of Receipt

This primitive initiates a reassociation procedure.  The MLME subsequently issues a MLME-REASSOCIATE.confirm that reflects the results.

 (no other changes in 10.3.7)

10.3.8 Disassociate

(no changes)

10.3.9 Reset

(no changes)

10.3.10 Start

Replace 10.3.10.1 with the updated subclause below:

10.3.10.1 MLME-START.request

Function

This primitive requests that the MAC entity start a new BSS.

Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-START.request

(

SSID,

BSSType,

BeaconPeriod,

DTIMPeriod,

CF parameter set,

PHY parameter set,

IBSS parameter set,

ProbeDelay.

CapabilityInformation,

BBSBasicRateSet,

OperationalRateSet,

ExtendedCapabilities

)

Name
Type
Valid Range
Description

SSID
octet string
1 - 32 octets
The SSID of the BSS.

BSSType
Enumeration
INFRA-STRUCTURE,

INDEPEN-DENT
The type of the BSS.

Beacon Period
integer
greater than or equal to 1
The Beacon period of the BSS (in K(s).

DTIM Period
integer
As defined in Frame Format
The DTIM Period of the BSS (in Beacon Periods)

CF parameter set
As defined in Frame Format
As defined in Frame Format
The parameter set for CF periods, if the BSS supports CF mode. aCFPPeriod is modified as a side effect of the issuance of a MLME-START.request primitive.

PHY parameter set
As defined in Frame Format
As defined in Frame Format
The parameter set relevant to the PHY.

IBSS parameter set
As defined in Frame Format
As defined in Frame Format
The parameter set for the IBSS, if BSS is an IBSS.

ProbeDelay
integer
N/A
Delay (in (s) to be used prior to transmitting a Probe frame during active scanning

CapabilityInformation
As defined in Frame Format
As defined in Frame Format
The capabilities to be advertised for the BSS.

BSSBasicRateSet
set of integers
1 through 127 inclusive (for each integer in the set)
The set of data rates (in units of 500 kbit/s) that must be supported by all STAs that desire to join this BSS.  The STA that is creating the BSS must be able to receive at each of the data rates listed in the set.

OperationalRateSet
set of integers
1 through 127 inclusive (for each integer in the set)
The set of data rates (in units of 500 kbit/s) that the STA desires to use for communication within the BSS. The STA must be able to receive at each of the data rates listed in the set.  The OperationalRateSet is a superset of the BSSBasicRateSet advertised by the BSS.

ExtendedCapabilities
(IEEE 802.11E only)
As defined in Frame Format
As defined in Frame Format
The extended operational capability definitions to be used by the ESTA.

When Generated

This primitive is generated by the SME to start either an infrastructure BSS (with the MAC entity acting as an AP), or start an Independent BSS (with the MAC entity acting as the first STA in the IBSS).

The MLME-START.request primitive must be generated after a MLME-RESET.request primitive has been used to reset the MAC entity and before an MLME-JOIN.request primitive has been used to successfully join an existing infrastructure BSS or Independent BSS.

The MLME-START.request primitive must not be used after successful use of the MLME-START.request primitive or sucessful use of the MLME-JOIN.request without generating an intervening MLME-RESET.request primitive.

Effect of Receipt

This primitive initiates the BSS initialization procedure once the current frame exchange sequence is complete. The MLME subsequently issues a MLME-START.confirm that reflects the results of the creation procedure.

 (no other changes in 10.3.10)

Add the following new clause & its subclauses:

10.3.11 Traffic Specification update

The following primitives describe how a traffic specification is added, deleted or modified within a QBSS.

10.3.11.1 MLME-TSUPDATE.request

10.3.11.1.1 Function

This primitive requests definition (including redefinition) or deletion of a traffic specification.

10.3.11.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-TSUPDATE.request
(

TSAction,

WSTAAddress,

TCID,

TrafficSpecification

)

Name
Type
Valid Range
Description

TSAction
Enumerated
DEFINE,

DELETE
Specifies the action (define, delete) to be performed on the designated traffic specification.

WSTAAddress
MACAddress
any valid MAC address
Specifies the MAC address of the WSTA that is the context of the traffic category for which the traffic specification is being defined or deleted.

TCID
Integer
0-7
Specifies the traffic category for which the traffic specification is being defined or deleted.

TrafficSpecification
As defined in Frame Format
As defined in Frame Format
The parameter values that specify the QoS for the designated traffic category.  If the TSAction is delete this parameter is ignored.

10.3.11.1.3 When generated

This primitive is generated by the SME at an ESTA when a higher-layer QoS management entity wishes to define, redefine or delete a traffic specification.

10.3.11.1.4 Effect of receipt

This primitive initiates a  define traffic specification or delete traffic specification procedure, depending upon the TSAction specified.  The MLME subsequently issues a MLME-TSPECUPDATE.confirm that reflects the results.

10.3.11.2 MLME-TSUPDATE.confirm

10.3.11.2.1 Function

This primitive reports the results of a traffic specification update attempt.

10.3.11.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-TSUPDATE.confirm
(

ResultCode

)

Name
Type
Valid Range
Description

ResultCode
enumeration
SUCCESS,

INVALID_
PARAMETERS,

INSUFFICIENT_
BANDWIDTH,

TIMEOUT
Indicates the result of the MLME-TSUPDATE.request.

OPEN ISSUE:  What are the criteria by which the MLME issues the INSUFFICIENT_BANDWIDTH?  Do we need to specify this?

10.3.11.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-TSUPDATE.request to define, redefine or delete a specified traffic specification within the QBSS.

10.3.11.2.4 Effect of receipt

The SME is notified of the results of the traffic specification update procedure.

10.3.11.3 MLME-TSUPDATE.indication

10.3.11.3.1 Function

This primitive reports the occurrence of an update to a traffic specification within the QBSS at the WSTA that is the source of the stream, or at a bridge portal that needs to forward traffic of that stream to the WSTA.

10.3.11.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-TSUPDATE.indication
(

TSAction,

WSTAAddress,

TCID,

TrafficSpecification

)

Name
Type
Valid Range
Description

TSAction
Enumerated
DEFINE,

DELETE
Specifies the action (add, delete, modify) to be performed on the designated traffic specification.

WSTAAddress
MACAddress
any valid MAC address
Specifies the MAC address of the WSTA that is the context of the traffic category for which the traffic specification is being defined or deleted.

TCID
Integer
0-7
Specifies the traffic category for which the traffic specification is being defined or deleted.

TrafficSpecification
As defined in Frame Format
As defined in Frame Format
The parameter values that specify the QoS for the designated traffic category.  If the TSAction is delete this parameter is ignored.

10.3.11.3.3 When generated

This primitive is generated by the MLME as a result of the occurrence of receipt of a Define Traffic Specification QoS action frame or a Delete Traffic Specification QoS action frame as part of a define traffic specification or delete traffic specification procedure that effects a traffic specification whose WSTA address designates this ESTA or an ESTA to which this bridge portal forwards traffic.

10.3.11.3.4 Effect of receipt

The SME is notified of the occurrence of the traffic specification update procedure and  action and virtual stream parameters for that update.

Add the following new clause & its subclauses:

10.3.12 Medium Status update

The following primitives describe how a traffic specification is added, deleted or modified within a QBSS.

10.3.12.1 MLME-WMSTATUS.request

10.3.12.1.1 Function

This primitive requests information on the state of the wireless medium.

10.3.12.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-WMSTATUS.request
(   )

10.3.12.1.3 When generated

This primitive is generated by the SME at an ESTA when a higher-layer QoS management entity wishes to obtain information on the state of the wireless medium.

10.3.12.1.4 Effect of receipt

This primitive causes generation of a MLME-WMSTATUS.confirm that reports on the state of the wireless medium.

10.3.12.2 MLME-WMSTATUS.confirm

10.3.12.2.1 Function

This primitive reports the results of a traffic specification update attempt.

10.3.12.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-WMSTATUS.confirm
(

ResultCode,

<< additional parameter values >>

)

Name
Type
Valid Range
Description

ResultCode
enumeration
SUCCESS,

NOT_AVAILABLE
Indicates the result of the MLME-WMSTATUS.request.











OPEN ISSUE:  What is the proper information to reutrn in this parameter list?

10.3.12.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-WMSTATUS.request to report on the state of the wireless medium.

10.3.12.2.4 Effect of receipt

The SME is notified of the state of the wireless medium.

10.4 PLME SAP interface

(no changes)

10.4.1 PLME-RESET.request

(no changes)

10.4.2 PLME-CHARACTERISTICS.request

(no changes)

10.4.3 PLME-CHARACTERISTICS.confirm

The descriptions of the parameters returned by this primitive will be clarified in a subsequent revision of this document.  References will also be updated to point to the expanded MAC-PHY interface description in 9.10.

10.4.4 PLME-DSSSTESTMODE.request

(no changes)

10.4.5 PLME-DSSSTESTOUTPUT.request

(no changes)

10.4.6 PLME-TXTIME.request

(no changes)

10.4.7 PLME-TXTIME.confirm

(no changes)
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