November 2000

doc.: IEEE 802.11-00/420


IEEE P802.11
Wireless LANs

TGe Security Subgroup Minutes, Tampa

Date:
Oct 27, 2000

Author:
Jesse R. Walker

Intel Corporation

2211 NE 25th Avenue

Hillsboro, Oregon  97124

Phone: +1 503 712 1849

Fax: +1 503 264 4843

e-Mail: jesse.walker@intel.com

Monday PM

Agenda Discussion

Dave Halasz presented proposed agenda

Evaluation criteria (Doc 381)

WEP analysis (Doc 362)

Integrated proposal (Doc 382)

Review outline of Doc 321

Next Meeting Goals

Agenda adopted without discussion

Doc 381 – Evaluation Criteria

Bob Beach reviewed requirements from document 245. Some are fuzzy. The evaluation criteria conversation has identified several new requirements not in 245:

legacy authentication support,

recognition of station and AP computational limitations,

plug and play operation,

protection against casual/rogue operation in the enterprise

Discussion of Evaluation Criteria

Bob O’Hara: some of these points provide no guidance for evaluation. Task Group e has not made some of the requirements optional. We are not done until we address all of them

Jesse Walker: What if we don’t think some of these are requirements?

Bob O’Hara: Return to Task Group e and ask for an alteration of requirements for security.

Dave Halasz: I read evaluation criteria as something to use to differentiate between proposals.

Bob Beach: some of the requirements are fuzzy, so we need to come to a consensus on what they mean.

Dave Halasz: Make conference calls more formal: Take minutes, publish agenda, etc.

Bob Beach: are there people who have significant issues with evaluation criteria.

Bob O’Hara: yes; four or five. For example: the requirment for no more fixed keys. For example: how is 2.2.2 an evaluation criteria? For example: does per-packet authentication mean management packets too?

Bob Beach added sentence: “The authentication of management packets is a topic for further discussion.”

We will defer question of whether to adopt these as our evaluation criteria until the document appears on server.

Doc 362 – WEP analysis

Jesse Walker presented this

Discussion:

Bernard Aboba: Primary reason for RC4 was efficientcy. What is the efficiency of Rijndael versus RC4?

Jesse Walker: WEP’s usage today costs about 15 bytes per byte. AES implementations exist that encrypt a 16 byte block in about 240 on a Pentium Pro instructions, or about 15 instructions per byte. If we change WEP to discard the first 256 bytes of the generated key stream, RC4’s cost goes to about 25 instructions per byte

Bob Beach: What instructions does AES use?

Jesse: MUX, XOR, S-Box are the only instructions on the critical path.

Bob O’Hara: AES can be very fast in hardware.

Doc 382 – Joint proposal

Presentation on \\Venus\Submissions

Bernard Aboba presented this, with some help from Dave Halasz

Discussion:

Bob O’Hara: Slide 16. EAP-Key is in a data frame, so MAC management has no idea this is a key frame.

Bernard: Station: Right, but station doesn’t have an UDP/IP address, so needs some other encapsulation. Typically this will require some change to Kerberos client. The validation can still be done by 802.1X, who calls on 802.11 to unblock.

Bob O’Hara: Slide 27. If encryption is not required by AP. How does station determine whether to encrypt?

Bob Beach: In new model, associate first and then authenticate, to allow 802.1X to work.

Bob O’Hara: WECA has already standardized how to use privacy subfield bits. May want to use other bits to specify precisely what we want to do, so station will know when to encrypt and when not.

Bob O’Hara: How does MAC know which data frames to encrypt and which not? It can’t encrypt until after it has gotten the EAP response.

Bernard: Message exchange tells when this will happen, but this will have to be made more explicit than in slides.

Jesse Walker: We need to add rekey to the issues list.

Bob O’Hara: Can your mother install this?

Bernard: You have to get username/password info to the system.

Issue: we need to agree on what to do

Bob O’Hara: how do you extend this to proprietary mechanisms?

Bernard: Both EAP and GSS-API provide mechanisms allowing proprietary extensions.

Adjourn for evening

Tuesday AM

Doc 376 – Using Seiko’s KPS for MAC Layer Security

Presented by Shinichiro Watanabe

No Discussion

Discussion of agenda

We omitted an evaluation of proposals; must change agenda to permit this.

Proposals: 382, 163, 376

Evaluation criteria: 381

Agenda change approved without objection

Bob Beach move we accept 381 as our evaluation criteria; Jesse Walker seconds

Discussion of motion

Bob O’Hara: Bob’s document is good, but it is not yet a set of evaluation criteria. We must meet the requirements, not comment on them. We either meet the requirements or not. We have to meet one of the requirements, but must meet all the requirements to finish the work. The document does not help us distinguish between proposals

Jesse Walker: point of information: how do we get a set of evaluation criteria?

Bob O’Hara: How well does a proposal meet the requirements is the right way to address this. We can dispense with evaluation criteria. We could have an up or down vote on the various proposals now.

Vote on motion: For: 3. Against: 2 Abstain: 2. Motion passes, as this is procedural

Evaluation of Proposals

Discussion: How to do this?

Bob O’Hara: let each proposer list how it meets the requirement, and then discuss whether the proposer’s assertion is correct

Jesse Walker: Move that each proposer explains how their proposal meets the requirements, and then TGe Security subgroup votes to select one as the baseline.

Bob Beach seconds

Discussion of motion. None

Vote: For: 8. Against: 0 Abstain: 1; Motion passes

Evaluation of Proposal 163

Discussion

Bob Beach: Is this a framework? Its scaling should be NAs?

Bob O’Hara: the proposal does not fail to operate in any of these environments, so it meets the requirements

Simon: Negotiation at odds with ad hoc networking

Glen Zorn: “A certain degree” is not well defined.

Evaluation of Proposal 376

Discussion

Jesse: Does this really provide a flexible way to add new algorithms? It does not appear to address it.

Bob O’Hara: agree

Bob Beach: NA is turning out to be equivalent with No.

Dave Halasz: Is there negotiation?

Massayuki: Authentication is inherent in this scheme.

Bob Beach: How do I know I can trust the access point? How do I know it was not purchased and deployed by an adversary?

Dennis: If the device is stolen, how do you prevent the device from being used?

Massayuki: A revocation list must be maintained. The MAC address cannot be stolen, because it is paired with the private ID

Dave: we need a vote to decide whether the community thinks it provides mutual authentication.

Bob: I don’t think there is any need to vote.

Bob: Can a customer configure its own value for G?

Massayuki: yes

Don: When is G installed? By manufacturer or by customer?

Massayuki: both can be supported.

Bob: If I make up a new MAC address and I know G, then can I compute the necessary private key?

Massayuki: Yes

Simon: This algorithm has the property that if G is compromised, then every system has to be reprogrammed with a new G. This is an undesirable property

Don: This mechanism does not check user credentials, so does not meet the access requirement.

Massayuki: aren’t we talking about device authorization?

Don: if the card is lost, you can’t prevent unauthorized access.

Bob, Dave: This could be achieved at a higher layer.

Jesse: but we haven’t defined that these functions are done at a higher layer.

Simon: Strong authentication at the link layer can be appropriate

Glen: But there are lots of higher level standards. We’ve been talking about them all morning.

Don: The wireless medium does have different characteristics that are unique to wireless. This submission meets the exception.

Massayuki: there are systems for which higher level mechanisms may not be available, like dumb terminals. How to use existing assets is an important question.

Don: Move for a straw poll to gain consensus on KPS fulfillment of #16.

Mirv second

Discussion: None

Vote: Yes 5, No: 3, Abstain: 7. Motion passes

Massayuki: There is a per-packet key, sent in the packet

Bob Beach, Jesse: is this per-packet key for this packet?

Massayuki: KPS encrypts the session key.

Bob Beach: does not scale to home; we’ve already agreed it does not scale to ad hoc.

Don: it supports enterprises weakly.

Bob Beach: need multiple G’s for public environment.

Massayuki: KPS does scale to simple environments and ad hoc, because it doesn’t require higher layer services.

Bob Beach: No; it requires publication of G in ad hoc.

Bob Beach: what are the computational requirements for each element of the algorithm

Massayuki: the entire algorithm runs on a Z80, but there is special hardware to make it practical.

Why does this protect against rogue access points?

Adjourn Morning Session

Tuesday PM

Evaluation of Proposal 382

Discussion

Simon Blake-Wilson: Which of the Kerberos algorithm are you mandating?

Jesse: We haven’t gone to that level of granularity yet.

Jesse: The proposal is vague on how to support IBSS

Dave: We need to incorporate a proposal to address the questions raised by Doc 362. None of the proposals explicitly address this today.

Simon: How is this envisioned for the home/SoHo?

Bob Beach: based on well-known construct: username/password

Glen Zorn: If 382 is vague for ad hoc, so is 163.

Amy Wang: What is meant by legacy authentication?

Bob Beach: RADIUS

Bob O’Hara: don’t APs need a ticket in the scheme, so this can be used to protect against rogue APs?

Bob Beach: No, this doesn’t address that problem. An AP configured for open authentication could still leak traffic from the wired net.

Evaluation of 362

RC4 discussion and backward compatibility: we can still use RC4, but we will probably have to have a short term fix as well as a long term solution, and we will also have to be backward compatible with existing WEP

ISSUE: What do we do about Multicast/Broadcast? None of the proposals address this really.

Simon: Couldn’t IPsec provide this functionality at a higher layer?

Jesse: IPsec does not appear to be deployed in the LAN, and some deployments may not use IP, so cannot rely on IPsec.

Summation of evaluation

How well does each proposal meet the evaluation criteria?

163 MAC Mgmt Extensible Security: 24 yeses, 0 Nos, 11 NAs

376 KPS: 16 yeses, 3 Nos, 13 Nas,  2 Don’t know, 1 no agreement

382 Joint Proposal: 32 yeses, 0 Nos, 3 NAs

362 WEP Analysis:  17 yeses, 0 Nos, 18 NAs

Baseline selection

Dave: We need a 75% vote to move forward

Bob O’Hara: describe voting procedure

Dave: If we can get 75% for some proposal, then we are done. Otherwise, we will need a plan B, such as further merging of proposals, selecting two proposals, etc.

Simon: Could 362 be integrated with the other proposals, or is it incompatible?

Jesse: 362 can fit with the other 3. We just need to deal with the issues.

Jesse withdraws Doc 362.

Bob: Does everyone get one vote, three votes, what?

Dave: Each voting member has one vote.

Bob: Doc 163 is compatible with both 376 and 382.

Gary: Does 382 scale down to smaller systems? It is supposed to scale down to the home.

Bob Beach: Yes, we believe it does, since it can use mechanisms known to most computer users.

Massayuki: 376 is also compatible with the other proposals.

Bob O’Hara: Since all of the proposals seem to be compatible with one another, can’t we follow the lead of QoS and make one merged proposal.

Bob Beach: No, 382 is a complete proposal in and of itself. He wants to keep it that way.

Glen: 802.1X in the home with TLS and certs would be easier in the home than Kerberos.

Bernard: Agrees with Glen

Jesse: Agrees with Glen

Mahesh: Question about TLS

Bernard: It is used just for key management

Vote for Baseline selection

163 -- 4

376 -- 3 

382 – 6

Since no one proposal receives 75%, no baseline selected, need plan B

Bob O’Hara: Move that we select a baseline based on combination of proposals, voted in pairs.

Jesse Walker: Second

Discussion:

Gary: What if you don’t like any of the combinations?

Gary: Why can’t we treat 163 like 362?

Glen: 163 claims to do more than 362.

Bob O’Hara: 163 sets and framework and defines a registration scheme for new algorithms.

Glen: If we combine 163 and 382, we will have three separate extension mechanisms. This will make for bad usability

Simon: seconds this, as well as such a design undermines security by allowing attacker to choose the weakest mechanism

Bernard: The combined proposal may not meet the criteria

Bob Beach: Combinine 163 and 382 violates duplication of functions requirements

Glen: Disagrees. A straightforward stitching together would violate, but we will need parts of 163 to make 382 work.

Jesse: Agrees with Glen

Glen: Kerberos doesn’t negotiate key expiry, KDC just mandates what it is

Dave: we need to clarify what a merge will be

Bob O’Hara: Explains his view of how 163 fits in with the other two

Bob Beach: When would 163 negotiation executed?

Bob O’Hara: Whenever authentication takes place (on first contact with each AP).

Bob Beach: We get nothing back for the extra handshake on roam.

Bob O’Hara: sees position but disagrees.

Gary: There was an objection to requiring 802.11 authentication, because we are doing it at a higher  level. Can’t skip the association step.

Bob O’Hara: using 163 only on initial contact is sufficient.

Glen: We need another joint proposal.

Dave: We are trying to do that here.

Glen: Do we want to keep on?

Bob O’Hara: call the question

Bob Beach: second

Vote to call the question: 10 for, 0 against, 0 abstain; question is called

For 8, against 1, abstain 1; question is called

Bob O’Hara: Selection of one choice is just direction from group to authors to merge concepts from the various proposals

Vote for combination of pairs:

163+376 (Mgmt Msgs + KPS): 3

163+382 (Mgmt Msgs + Joint Proposal): 9

376+382 (KPS + Joint Proposal): 0

163+382 adopted with 75% of the vote

How to merge 163+382

Bob Beach: Form an ad hoc group to determine this and then adjourn.

Dave: We resume tomorrow at 8 AM. Room: Regency 4.

Bob O’Hara: to review how we are merging proposals

Don Berry: Do we need to adopt an agenda for tomorrow?

Don Barry: move to recess

John Hughes: second

Recess by unanimous consent

Tuesday PM, Ad Hoc Group to Consider Merging

Issue Discussion

Incompatibility between Kerberos keys and AES keys (cipher mismatch). We must work in the IETF to get this fixed

Negotiation of 40-bit RC4 with nothing, 104 bit WEP with nothing, 128-bit WEP with ??, or AES-128 with OCB. Separate cipher suite from key sizes?

Cipher suites for TLS? Very useful for home, ad hoc networks.

Key expiry: We can do rekeying at 802.11 without rekeying at higher layer? Do we want to allow this?

After authenticating, the station can communicate directly with the KDC instead of via the IAKERB/EAP proxy. This is extra complexity. Is it a problem?

Multi-realm AP’s?

APs should advertise the crypto suites it supports. We can put this in the probe response, too, or in the beacon.

Capabilities of AP and cipher suite, realm, principal name can be inserted into probe/probe response; station has to ask for these; What station wants will be negotiated in the association/association response. With this, we don’t need 163 frame exchanges at all any more, because we have moved the functionality into other messages.

Ad hoc group adjourn

Wednesday AM

Status Report

We voted to select 163, 376, or 382 as baseline, but no proposal received 75%

Then we voted to select a combination of 163+376, 163+382, or 376+382. 163+382 was adopted with 75%

Ad hoc group met last night to define how to combine 163 and 382

Report from the Ad Hoc Group on Baseline resolution

Jesse Walker reviewed minutes from ad hoc group.

Continuation of Baseline selection

Discussion

Bob O’Hara: Is the handshake just on first contact or is it used for roaming?

Bob Beach: we didn’t talk about this. The roaming mechanism is sufficiently powerful that we get the benefits without requiring it on every roam.

Bob O’Hara: Thinks this is right, but this may eliminate the possibility of any authentication exchange using the authentication frame sub-type. Worried we are constraining all future extensions. Would like to see an exchange using authentication frames on initial contact, even if it is the only time this is done.

Bob Beach: Not sure what this means, since there is no way to convey information among APs

Dave: but 382 has a place for this if we need it.

Bob Beach: Doesn’t understand a mechanism that is useful only for initial contact but not at other times. If we buy into the .1X model, this provides enough richness to do whatever is needed.

Tim Moore: You need to at least write an informational RFC to get an identifier for EAP.

Jesse Walker: I agree with Bob O’Hara. We didn’t want any of this complexity for the mandatory to implement algorithms, but we didn’t care about what people did in their proprietary extensions.

Dave Halasz: Let’s start with the agreements from the ad hoc group as the basis of the baseline proposal. There are other comments, so as long as this (and other concerns) are not precluded by the baseline, let’s move forward with it.

Bob O’Hara: What is a baseline?

Jesse Walker: That’s our starting point.

Bob O’Hara: Then let’s call it a draft. We have some text from 163 that needs to be heavily modified, but we are no longer at proposal.

Bob O’Hara: Move that we accept the recommendations of the ad hoc group as reported by Jesse, and expanded by this morning’s discussion as the baseline for the enhanced security draft.

Bob Beach seconds.

Discussion

Dave: We have no text for today’s discussion, so people should have difficulty voting on this item

Bob O’Hara: We have the text from the minutes. The purpose of the motion is to give new direction.

Vote on the motion: For: 7 Against: 0 Abstain: 0; motion passes

Dave: Should we create an ad hoc group to write our draft document?

Bob O’Hara: Before doing that, do we want to consider the 362 paper on privacy?

Dave: Prefer to put that off, as we need to produce a first draft. There is general consensus that we will introduce the concepts from 362, but we need to write first draft.

Bob O’Hara: but the proposal will say nothing about the privacy, and it is a non-overlapping problem.

Bob Beach: This is a really hot issue.

Dave: this could be part of ad hoc group’s charter

Bob O’Hara: but it isn’t

Bob Beach: Two issues: short term fix to save existing business, and long term solution.

Bob O’Hara: 362a gave alternatives for short term fix. We shouldn’t leave it this way.

Dave: can we allow ad hoc group to make a recommendation?

Bob Beach: We may not be right body to propose short term fix to RC4. Other bodies might be able to get changes into products more quickly, e.g., WECA.

Dave: But we’re the standard’s body. Influencing outside bodies is ambitious.

Bob O’Hara: If ad hoc group actually selects an alternative, and security subgroup approves, then it’s not just recommendation of an ad hoc subgroup.

Dave: Thinks this is dangerous.

Bob O’Hara: WECA is not really a separate group; same people as in this room. The people making decisions about what to put into products are already informed.

Dave: call for a motion for an ad hoc group

Bob Beach: Move to recess until 4 PM to allow an ad hoc group to create draft text.

Gary seconds

Discussion: none

Vote: For: 7 Against: 0 Abstain: 0 Motion passes

Wednesday PM

Presention of Baseline recommended by Ad Hoc group

Discussion


Jesse:  Need to say 802.11 Association IDs map to 802.1X virtual ports


Bob O’Hara: do we want to protect the header?

Jesse: We should examine the fields of the header to see if there is really any value. If so, we need a different mode of operation than OCB mode, and we need a different message integrity code



Mahesh: Why do we need a sequence number?

Jesse: For replay protection. This is only meaningful for unicast frames under dynamic keys. The sequence number is not meaningful for multicast/broadcast frames or for frames encrypted under manually configured keys.



Mahesh: What is the MIC?

Jesse: message integrity code

Motion



Bob Beach: Move to accept document 419 as the TGe Security Subgroup baseline.



Bob O’Hara: second



Discussion:




None



Vote: For: 10 Against: 0 Abstain: 0, Motion passes

Next Steps

Bob Beach: we need to put together an outline

Bob O’Hara: Michael Fischer has taken 802.11-1999 and deleted the text. Or as part of Doc 163 we can generate instructions to the editor to add/modify/delete sections.

Dave: There are general sections as well.

Jesse: Most of the changes will occur in clause 8.

Bob O’Hara: 163 adds new subsections to 802.11-1999 as appropriate. Changes in frame formats in clause 7, MAC operation in clause 9 and MAC management in clause 11.

Bob O’Hara: having a large document that we edit line by line will not be productive, because it isn’t in manageable pieces.

Dave: One or more pieces volunteer to define text to put into the draft.

Bob O’Hara: Also need to change 10 Layer Mgmt to specify new signaling between 802.11 and 802.1X.

Tim: We need a list of all external specs and understand their current state (for clause 2)

Glen: The documents that are not standards are problematic. We need to work

Bob O’Hara: Do we need to get Kerberos to support 128-bit RC4? Need to add support for 128-bit short term fix.

Jesse: Draft 0 should be the goal of next meeting.

Bob O’Hara: volunteer to go through Michael’s document and indicate pieces of work to be done, so we then partition work.

Jesse: Volunteer to host an interim meeting in Portland on Tuesday, November 28, to assemble text and measure progress.

Bob O’Hara: Document is named “802.11e-D0 (Security).doc”. No document numbers for drafts.

Adjourn

Appendix: Proposal Evaluation Matrix

The following matrix documents the position of the TGe Security Subgroup as to whether each proposal meets the adopted evaluation criteria.


Doc 163
Doc 376
Doc 382
Doc 362

Any changes to the standard must remain compatible with legacy equipment (both APs and stations, and both DCF and PCF modes).
Yes
Yes
Yes
Yes

Changes to frame formats must be compatible with existing formats.
Yes
Yes
Yes
Yes

Association acceptance decisions must remain a policy decision of the AP or station and must not become requirements in the standard.
Yes
Yes
Yes
NA

Capabilities must fit in remaining bits of CIF
NA
NA
Yes
NA

Extensions to existing frames must use the information element data structure or existing reserved bits.
Yes
Yes
Yes
Yes

A flexible mechanism for adding interoperable security algorithms must be incorporated, so that the standard does not need to be revised to use new algorithms in the future.
Yes
NA
Yes
NA

Negotiation of authentication and privacy algorithms must be incorporated.
Yes
NA
Yes
NA

The standard should specify one set of algorithms as mandatory when security extensions are implemented. 
NA
Yes
Yes
Yes

Security framework must allow for mutual authentication of STA and AP.
NA
Yes (weak)
Yes
NA

Security framework must be able to prevent unauthorized access by unauthenticated peers over the link.
NA
Yes (weak)
Yes
NA

Security framework must allow key distribution or derivation of per-link or per-session keys
NA
Yes
Yes
NA

The standard must add at least one extension to the authentication algorithms that provides mutual authentication in both Infrastructure and Independent BSSs.
NA
No (doesn't work for IBSS)
Yes, but still vague
NA

New frame subtypes of existing types should be used in preference to the currently reserved fourth frame type.
Yes
Yes
Yes
Yes

New frame formats should be kept to the minimum required to meet the requirements.
Yes
Yes
Yes
Yes

Do not duplicate functions provided by higher layer standards, except where the nature of the wireless medium breaks an assumption of the higher layer standard.
Yes
No agreement
Yes
Yes

Security framework must allow for authentication of the source of each packet, to prevent link hijacking or undetected insertion of rogue packets into the link.
NA
NA
NA
Yes

Security framework must protect network traffic from eavesdropping to a reasonable level compatible with the state of the art.
NA
Yes
Yes
Yes

Security framework must strongly protect keys and passwords from recovery by eavesdropper
NA
Yes
Yes
Yes

The following negotiations must be supported:





  authentication algorithm
Yes
NA
Yes
NA

  privacy algorithm 
Yes
NA
Yes
NA

  data integrity algorithm
Yes
NA
Yes
NA

  key establishment algorithm
Yes
NA
Yes
NA

  one way hash function for sub key derivation algorithm
Yes
NA
Yes
NA

  key expiration
Yes
?
Yes
NA

Inability to complete negotiations must be able to cause a failure to authenticate.
Yes
Yes
Yes
NA

Security framework must scale to:





  Simple environments (etc., home, SOHO)
Yes
No
Yes
Yes

  Ad hoc wireless LANs
Yes, but still vague
No
Yes, but still vague
Yes

  Enterprise environments (e.g., office campuses, factories) 
Yes
Yes (weak)
Yes
Yes

  Public environments (e.g., hotels, public services)
Yes
Yes (weak)
Yes
Yes

In the standard, security requirements are independent of QoS requirements. However, implementers should be aware of the potential interactions.
Yes
Yes
Yes
Yes

The extensions to the standard should not be constrained by QoS requirements.
Yes
Yes
Yes
Yes

Support for Legacy Authentication Systems
Yes
Yes
Yes
NA

Recognition of Station and AP computational limitations
Yes
?
Yes
Yes?

A Certain Degree of “Plug and Play” operation
NA
NA
NA
NA

Protection against casual/rogue AP operation in the enterprise
NA
NA
NA
NA
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