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1. Introduction

This document presents new clause 8 MSCs resulting from Imm-ACKs 
no longer being used as confirmation commands as presented in 04/202r0 
and with the following functional division as defined in the May 2004 
802.15.3b meeting.

Note: The italicized items have been moved or renamed since the May 
2004 meeting.

FCSL/PAL

• Map Upper layer identifier (e.g., MAC address) to DEVID for data 
frames 

• Maintain List of available DEVs
• Map upper layer stream IDs to 15.3 indices
• Pass data to MAC
• Fragmentation
• Maintain list of DEVIDs  
• Convert Async Data to MAC SAP Async Data Requests
• Rate adjustment decisions

DME 

• Master MAC Address - DEVID table
• Stream index only 
• Start/Stop scan
• Associate/disassociate 
• Track Security Problems
• Determine PM Mode
• Convert stream requirements to CT requests
• Determine when to scan and process results
• KOME (Key originator management entity)
• Change Data keys

PNC DME (PME)

• Select Piconet channel

• Associate/disassociate DEVs
• Handover 
• Scan for interference
• Start/stop network (including child
• Change PNID/BSID
• Maintain list of associate DEVs
• Allocate channel time
• Track PM DEVs
• Change Superframe Duration
• Change Superframe Location

MAC/MLME

• DEVID and Stream Index only
• Data queues
• 15.3 Fragmentation/Reassembly
• ACKs   
• On-air timing – data, command, b
• Keep data and management keys (

happens)
• Secure frame processing
• Channel quality (e.g. FER and retr
• Perform scan and report capacity (
• Rate adaptation implementations (
• Identify current Piconet (BSID, PN
• Prepare Async CTRq’s and tracks
• Manage ATP to stay associated (D
• Track ATPs for DEVs (PNC)
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2. Clause 8 MSC changes

2.1 Section purpose

This section shows through comparison how the MSCs in Clause 8 of 
IEEE 802.15.3 would need to be modified in order to support the changes 
suggested by this document. 

The Figure numbers in this section represent Figure numbers from IEEE 
802.15.3.

On each of the following pages in this section a version of an MSC as 
currently defined in IEEE 802.15.3 is shown of the left side of the page. 
The right side of each page shows the new suggested MSC, along with a 
list of the changes made to the original MSC to support the changes sug-
gested by this document.

2.2 Strategies/Guidelines used

The following are the strategies and guidelines that were followed in the 
creation of the new MSCs presented in this section. This was done in an 
effort to have consistencies between all the frame exchanges sequences 
represented by the MSCs.

• Imm-ACK frames (part of the over-the-air retry mechanism) should 
not be used as managment level confirmations because they are 
meaningless if security is used or if the standard is extended to sup-
port mesh networks. 

• Although it is possible in some instances for a requesting DEV to 
confirm that a command was received via information transmitted in 
a beacon, a beacon can not be used as a confirmation when the 
request is denied. Furthermore, a response command typically con-
tains more information than is put into a beacon.  Therefore, Request 
commands are always acknowledged with response commands when 
a confirmation that the command was received and processed is nec-
essary.

• If a DEV request results in a chan
other DEVs in the piconet are noti
information broadcast in a beacon

• The start Beacon timer symbol (sh
of the continuously running Beaco
rent superframe duration.

• The Beacon timer timout symbol (
time to transmit a beacon has arriv
running continously once a picone
considered to occur “sometime in 
information shown on the MSC.

• Scenarios identified as “fire and fo
timeout timer should be started an
should be generated as part of the 

• Specific information associated w
is only shown once on an MSC wi
It can be assumed that the informa
request/response that caused the o
ated, and also in the MLME indica
reception of the command.

• The first MSC in clause 8 (Figure 
ciated with an MLME confirm is a
out timer associated with the origi
Therefore, this information is not 

2.3 The MSCs

Be

B
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Figure 91 - MSC showing examples of primitive timers

No Ch

MLME-XXX.request with (timeout)

RequestTimer
(timeout)ALT

DME MAC/MLME

MLME-XXX.confirm with
ResultCode = COMPLETED

Action
completed

RequestTimer
(timeout)

MLME-XXX.confirm with
ResultCode = TIMEOUT



09 July, 2004 IEEE - 04/297r0

John C. Sarallo - Appairent Technologies

sted

r scan operation

DEV
MAC/MLME

     Key
req = request
cfm = confirm

erform scan
procedure
Submission Page 5

Current

Figure 92 -MSC for scan operation

Sugge

Figure 92 -MSC fo

DEV
MAC/MLME

DEV
DME

     Key
req = request
cfm = confirm

MLME-
SCAN.req

MLME-
SCAN.cfm

with ResultCode =
SUCCESS

Perform scan
procedure

DEV
DME

MLME-SCAN.req

MLME-SCAN.cfm

P
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Figure 93 - MSC for starting a piconet

Sugge

Figure 93 - MSC for

• The PME (PNC DME) maintains 
a beacon so a MLME-START prim
the PME can simply make a reque
to start a piconet.

• MLME-BEACON is a new primit
request the transmission of a beaco
nent to indicate the arrival of a bea

• When a piconet is started, a Beaco
beacons at the superframe interval

DEV
MAC/MLME

DEV
DME

     Key
req = request
cfm = confirm

MLME-
START.req

MLME-
START.cfm

with ResultCode =
SUCCESS

Piconet
initialization
procedure

DEV
DME

MLME-BEACON.r

Piconet
initialization
procedure

Beacon

 Now PNC
DME
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PNC
MAC/MLME

     Key
req = request
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PNID = Piconet ID

f
t

PNC
DME

MLME-
BEACON.req

Beacon
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Figure 125 - MSC of a DEV synchronizing with a PNC

Sugge

Figure 125 - MSC of a DEV 

• DME can sync itself because it rec
fore, MLME-SYNCH primitives a

DEV
MAC/MLME

PNC
MAC/MLME

DEV
DME

     Key
req = request
cfm = confirm
PNID = Piconet ID

beacon
with PNID of
target piconet

MLME-
SYNCH.req

MLME-
SYNCH.cfm

with ResultCode =
SUCCESS

UnSynched

Synched

SyncTimeout

DEV
MAC/MLME

DEV
DME

beacon
with PNID o
target piconeMLME-

BEACON.ind

UnSynched

Synched

SyncTimeout
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 DEV-2 associating
iated when it receives the second 
ther DEVs in the piconet know 

 DEV Association IE.  The associ-
ia the PNC Information command.

PNC
DME

DEV-3
MAC/MLME

DEV-3
DME

     Key
req = request
ind  = indication
rsp  = response
cfm  = confirm
addr=address

MLME-
SOCIATE.ind

MLME-
SOCIATE.rsp

 Association IE,
Addr=DEV-2 Addr,
=Assoc

DEV-2
Unassociated

MLME-
BEACON.ind

MLME-
SOCIATE.ind

P

MLME-
SOCIATE.rsp

MLME-
EACON.req

 DEV-2
Associated

 DEV-2
Associated

DEV-2
Unassociated

Beacon

LME-PNC-
INFO.rsp

ormation
and

MLME-PNC-
INFO.cfm
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Figure 102 - MSC of DEV-2 associating

Sugge

Figure 102 - MSC of
• Requesting DEV knows it is assoc

Association Response command. O
when they receive a beacon with a
ating DEV learns of other DEVs v

DEV-2
MAC/MLME

PNC
MAC/MLME

DEV-2
DME

PNC
DME

DEV-3
MAC/MLME

DEV-3
DME

Association Request
command with

DEVID = UnassocID,
DEV addr = DEV-2 addr

Association Response
command with

DestID= UnassocID,
DEVID= 0xzz,

DEV addr = DEV-2 addr

     Key
req = request
ind  = indication
rsp  = response
cfm  = confirm
addr=address

MLME-
ASSOCIATE.req

MLME-
ASSOCIATE.cfm
w/ DEVID=0xzz

Association Request
command with
SrcID = 0xzz

MLME-
ASSOCIATE.ind

DEVAddr=
DEV-2 Addr

DEVID=UnassocID

MLME-
ASSOCIATE.rsp

DEVID = 0xzz

Imm ACK with
DestID=0xzz

 Associated

 Unassociated

beacon with DEV Association IE,
DEVID=0xzz, DEVAddr=DEV-2 Addr,

Status=Assoc

 Associated

MLME-DEV-
ASSOCIATE-

INFO.ind
with DEVID=0xzz

DEVAddr =
DEV-2 Addr,

Status=Assoc

Imm-ACK with
DestID = UnassocID

AssocTimeout

MLME-
ASSOCIATE.ind

DEVAddr=
DEV-2 Addr
DEVID=0xzz

beacon

beacon

ATP

DEV-2
MAC/MLME

PNC
MAC/MLME

DEV-2
DME

Association Request
command with

DEVID = UnassocID,
DEV addr = DEV-2 addr

Association Response
command with

DestID= UnassocID,
DEVID= 0xzz,

DEV addr = DEV-2 addr

MLME-
ASSOCIATE.req

MLME-
ASSOCIATE.cfm

Association Request
command with
SrcID = 0xzz,

DEV addr = DEV-2 addr

AS

AS

 Associated

 Unassociated

beacon with DEV
DEVID=0xzz, DEV

Status

AssocTimeout

AS

AT

AS
Association Response

command with
DestID= 0xzz,
DEVID= 0xzz,

DEV addr = DEV-2 addr

B

MLME-
BEACON.ind

M

MLME-PNC-
INFO.cfm

PNC Inf
comm

 DEV-3
Associated
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Figure 103 - PNC sending the Piconet Services command to 
a newly associated DEV in response to a request in the 

association process

Sugge

Figure 103 - PNC sending the P
a newly associated DEV in r

association

• PME is aware when a DEV associ
Inquiry field set therefore the PNC
send an indication to the PME. 

DEV-2
MAC/MLME

PNC
MAC/MLME

DEV-2
DME

PNC
DME

     Key
ind  = indication
rsp  = response
cfm  = confirm

DEV-2 association process, Piconet Services Inquiry field set to one in the
Association Request command with the SrcId set to the newly assigned DEVID.

Association is successful, DEV-2 assigned DEVID = 0xzz

MLME-
PICONET-

SERVICES.rsp
TrgtID=0xzz

MLME-
PICONET-

SERVICES.cfm

Piconet Services
command with
DestID = 0xzz

Imm-ACK

MLME-
PICONET-

SERVICES.ind
TrgtID=0xzz

DEV-2
MAC/MLME

DEV-2
DME

     Key
rsp  = response
cfm  = confirm

DEV-2 association process, Piconet Se
Association Request command with the S

Association is successful, DEV

MLME-
PICONET-

SERVICES.cfm

Piconet S
comm
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MLME-
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 DEV-2
Associated
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BEACON.ind

 Association IE,
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EACON.req

 DEV-2
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 DEV-2
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Figure 104 - DEV initiated disassociation MSC

Sugge

Figure 104 - DEV initiat

• DEV initiated disassociation is a “
• Disassociating DEV can immedia

Other DEVs know when they rece
tion IE.

DEV-2
MAC/MLME

PNC
MAC/MLME

DEV-2
DME

PNC
DME

DEV-3
MAC/MLME

DEV-3
DME

Disassociation
Request command

with OrigID = DEV-2

     Key
req = request
ind  = indication
cfm  = confirm

MLME-
DISASSOCIATE.req

MLME-
DISASSOCIATE.cfm

with ResultCode =
SUCCESS

MLME-
DISASSOCIATE.ind
with OrigID = DEV-2

 UnAssociated

 Associated  Associated

MLME-DEV-
ASSOCIATION-

INFO.ind with
DEVID = DEV-2

Status = Disassoc

Imm-ACK

DisassocTimeout

beacon with DEV Association IE,
DEVID=DEV-2, status=disassociated

beacon

DEV-2
MAC/MLME

PNC
MAC/MLME

DEV-2
DME

Disassociation
Request command

Reason Code =
DEV Leaving Piconet

MLME-
DISASSOCIATE.req

DISA
 UnAssociated

 Associated

beacon with DEV
DEVID=DEV-2, sta

B

MLME-
BEACON.ind
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PNC
DME

DEV-3
MAC/MLME

DEV-3
DME

     Key
req = request
ind  = indication

 DEV-2
Associated

Association IE,
s=disassociated

MLME-
BEACON.ind

MLME-
EACON.req

MLME-
SSOCIATE.req

 DEV-2
Unassociated

 DEV-2
Unassociated

Beacon

MLME-
-EXPIRED.ind
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Figure 105 - PNC initiated disassociation MSC
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Figure 105 - PNC initiat

• PNC initiated disassociation is a “
• DEV is disassociated when it rece

ATE.ind. Other DEVs know abou
receive a beacon with a DEV Asso

• If a DEV receives a beacon with a
is disassociated, it should consider

• Took opportunity to add MLME-A
MSC (Note: MAC/MLME must m
DME does not see data frames.)

DEV-2
MAC/MLME

PNC
MAC/MLME

DEV-2
DME

PNC
DME

DEV-3
MAC/MLME

DEV-3
DME

Disassociation
Request command

     Key
req = request
ind  = indication

MLME-
DISASSOCIATE.ind

 UnAssociated

 Associated  Associated

MLME-DEV-
ASSOCIATION-

INFO.ind with
DEVID = DEV-2

Status = Disassoc

Imm-ACK

DisassocTimeout

beacon with DEV Association IE,
DEVID=DEV-2, status=disassociated

beacon
MLME-

DISASSOCIATE.req
with TrgtID = DEV-2

MLME-
DISASSOCIATE.cfm

with ResultCode =
SUCCESS

DEV-2
MAC/MLME

PNC
MAC/MLME

DEV-2
DME

MLME-
BEACON.ind

 UnAssociated

 Associated

beacon with DEV 
DEVID=DEV-2, statu

B

DISADisassociation
Request command
with ReasonCode =

ATP Expired
MLME-

DISASSOCIATE.ind

ATP

 DEV-2
ATP Expires
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Figure 114 - MSC for creating a DEV-2 to DEV-3 stream

Sugge

Figure 114 - MSC for creating
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nel Time Response command. 

• Target DEV knows about the strea
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DME

DEV-2
DME

DEV-2
MAC/MLME

DEV-3
MAC/MLME
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DME

MLME-CREATE-
STREAM.req

Channel Time
Request command

Channel Time
Response command
with Reason Code =

success

MLME-CREATE-
STREAM.cfm

PNC
MAC/MLME

     Key
req = request
cfm  = confirm

Imm-ACK

Resources
available
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beacon

RequestTimeout

Imm-ACK

beacon with DEV-2
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DEV-2
DME

DEV-2
MAC/MLME

MLME-CREATE-
STREAM.req

Channel Time
Request command
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Response command
with Reason Code =
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MAC/MLME

RequestTimeout
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CTA Status IE
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Stream to
DEV-3
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Figure 115 - MSC for a denied DEV-2 to DEV-3 stream

Sugge

Figure 115 - MSC for a denie
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Figure 116 - MSC for creating a DEV-1/PNC to DEV-2 
stream
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Figure 116 - MSC for creatin
strea

• If PNC DME has the resources it c
ponent. 

• The target DEV knows about the s
with a CTA or CTA Status IE indi

DEV-1/PNC
DME

DEV-1/PNC
MAC/MLME

DEV-2
MAC/MLME

DEV-2
DME

     Key
req = request
cfm  = confirm

beacon
with requested
stream CTA

Resources
available

MLME-CREATE-
STREAM.req

MLME-CREATE-
STREAM.cfm

DEV-1/PNC
DME

DEV-1/PNC
MAC/MLME

beaco
with alloc
stream C

CTA Statu
strea

Resources
available

MLME-
BEACON.req

Stream to
DEV-2

Beacon



09 July, 2004 IEEE - 04/297r0

John C. Sarallo - Appairent Technologies

sted

modifying a stream

modified when it receives the 
. 
m modification when it receives a 
CTA Status IE.

PNC
DME

DEV-3
MAC/MLME

DEV-3
DME

     Key
req = request
ind = indication
rsp = response
cfm = confirm

Resources
available

on
uested
 CTA or

E for stream

-CREATE-
EAM.ind

-CREATE-
EAM.rsp

LME-
CON.req

MLME-
BEACON.ind

Stream from
DEV-2

Modified
Stream from

DEV-2

Beacon
Submission Page 15

Current

Figure 117 - MSC for modifying a stream
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Figure 117 - MSC for 
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Figure 118 - MSC for a denied stream modification

Sugge
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E to an SPS mode

power save state information, 
ANGE indication and response 

e when they receive beacon.

PNC
DME

DEV-3
MAC/MLME

DEV-3
DME

     Key
req = request
ind = indication
rsp = response
cfm = confirm

 Status IE(s)
EV-2 set
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LME-
ON.req

MLME-
BEACON.ind

E-PM-
ODE-
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NGE.cfm
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PM Mode =

ACTIVE

DEV-2
PM Mode =

SPS

DEV-2
PM Mode =

SPS
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Figure 144 - MSC showing DME initiated PM mode 
change from ACTIVE to an SPS mode

Sugge

Figure 144 - MSC showing 
change from ACTIV

• PME is responsible for maintaing 
therefore, MLME-PM-MODE-CH
primitives are needed.

• Other DEVs aware of mode chang

DEV
MAC/MLME

PNC
MAC/MLME

DEV
DME

     Key
req = request
cfm = confirmMLME-PM-MODE-CHANGE.req

with PMMode = SPS

PM Mode Change command
with PM Mode = PS

MLME-PM-MODE-CHANGE.cfm
with ResultCode = SUCCESS

PM Mode = ACTIVE

PSRequest
Timeout

beacon with PS Status IE(s)
with bit for DEV  set
in DEVID Bitmap

PM Mode = SPS
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DME

DEV-2
MAC/MLME

PNC
MAC/MLME

MLME-PM-MODE
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Timeout

PM Mode Change
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with PM Mode = SPS

PM Mode Change
Response Command
with Reason Code =

Success
MLME-PM-MODE
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beacon with PS
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M
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MLME-
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MLM
M
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MLM
M

-CHA

PM Mode =
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PM Mode =
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DEV-2
PM Mode =
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TIVE to APS

power save state information, 
ANGE indication and response 

e when they receive beacon.
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DME
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MAC/MLME

DEV-3
DME
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cfm = confirm
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Figure 145 - MSC showing DME initiated PM mode 
change from ACTIVE to APS

Sugge

Figure 145 - MSC showing 
change from AC

• PME is responsible for maintaing 
therefore, MLME-PM-MODE-CH
primitives are needed.

• Other DEVs aware of mode chang
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PNC
MAC/MLME

DEV
DME

     Key
req = request
cfm = confirmMLME-PM-MODE-CHANGE.req

with PMMode = APS

PM Mode Change command
with PM Mode = APS

MLME-PM-MODE-CHANGE.cfm
with ResultCode = SUCCESS

PM Mode = ACTIVE

PSRequest
Timeout

beacon with PS
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with bit set for DEV
in DEVID Bitmap

PM Mode = APS
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DME
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MAC/MLME

PNC
MAC/MLME

PM Mode =
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MLME-PM-MODE
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Timeout

PM Mode Change
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PM Mode Change
Response Command
with Reason Code =

Success

MLME-PM-MODE
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 Status IE for 
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ML
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MLME-
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MLM
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DME initiated PM mode 
 mode to ACTIVE

power save state information, 
ANGE indication and response 

e when they receive beacon.

PNC
DME

DEV-3
MAC/MLME

DEV-3
DME

     Key
req = request
ind = indication
rsp = response
cfm = confirm

th status
 cleared in
tus IE(s)

LME-
ON.req

MLME-
BEACON.ind

E-PM-
ODE-
NGE.ind

E-PM-
ODE
NGE.rsp

DEV-2
PM Mode =
APS or SPS

DEV-2
PM Mode =
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DEV-2
PM Mode =
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DEV-2
PM Mode =
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Figure 146 - MSC showing DME initiated PM mode 
change from any PS mode to ACTIVE

Sugge

Figure 146 - MSC showing 
change from any PS

• PME is responsible for maintaing 
therefore, MLME-PM-MODE-CH
primitives are needed.

• Other DEVs aware of mode chang

DEV
MAC/MLME

PNC
MAC/MLME

DEV
DME

     Key
req = request
cfm = confirm

MLME-PM-MODE-CHANGE.req
with PMMode = ACTIVE

PM Mode Change command
with PM Mode = ACTIVE

MLME-PM-MODE-CHANGE.cfm
with ResultCode = SUCCESS

PSRequestTimeout

beacon with status
bit for DEV cleared in

all PS Status IE(s)

PM Mode = ACTIVE

Imm-ACK

DEV-2
DME

DEV-2
MAC/MLME

PNC
MAC/MLME

MLME-PM-MODE
-CHANGE.req

PSRequest
Timeout

PM Mode Change
Request command

with PM Mode =
ACTIVE

PM Mode Change
Response Command
with Reason Code =

Success
MLME-PM-MODE

-CHANGE.cfm

beacon wi
bit for DEV-2

all PS Sta

M
BEAC

MLME-
BEACON.ind

MLM
M

CHA

MLM
M

-CHA

PM Mode =
APS or SPS

PM Mode =
ACTIVE
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e showing MLME initiated 
to ACTIVE in response to a 
e allocation

ios, requesting DEV is aware of 
 Time Response command.

PNC
MAC/MLME

DEV-3
MAC/MLME

DEV-3
DME

     Key
req = request
ind  = indication
rsp  = response
cfm = confirm

CTA and without DEV-3's
tatus IE or in the PCTM IE

PM Mode =
DSPS

rame,  CTA Status IE with
 IE with DEV-3's DEVID bit
-3 DEVID, DestID = PNCID

PM Mode Change
Request

command with PM
Mode = ACTIVE

PM Mode Change
Response

command with
Reason Code =

Success

MLME-PM-
MODE

-CHANGE.rsp
with ResultCode =

SUCCESS

MLME-
BEACON.ind

MLME-PM-MODE
-CHANGE.req

M-
-
.ind

M-

.rsp

PM Mode =
ACTIVE

MLME-
BEACON.ind

-
.req

Stream from
DEV-2

PSRequest
Timeout

n

n

ATE-
.ind

ATE-
.rsp

-
.req
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Figure 147 - Message sequence showing MLME initiated 
PM mode change from DSPS to ACTIVE in response to a 

new chanel time allocation

Sugge

Figure 147 - Message sequenc
PM mode change from DSPS 

new chanel tim

• To be consistent with other scenar
stream when it receives a Channel

PNC
DME

DEV-2
DME

DEV-2
MAC/MLME

DEV-3
MAC/MLME

DEV-3
DME

MLME-CREATE-
STREAM.req with
CTARateType = 0

MLME-CREATE-
STREAM.cfm

with ResultCode =
SUCCESS

PNC
MAC/MLME

     Key
req = request
ind  = indication
rsp  = response
cfm = confirm

Build
beacon

beacon with DEV-2 requested CTA and without DEV-3's
DEVID bit set in either the PS Status IE or in the PCTM IE

DEV-3 changes
state to ACTIVE

DEV-3 in
DSPS mode

Channel time request process
with DEV-2 and PNC

beacon in DEV-3's wake superframe,  CTA Status IE with
DestID = DEV-3 DEVID, PCTM IE with DEV-3's DEVID bit

set, CTA block with SrcID = DEV-3 DEVID, DestID = PNCID

PM Mode Change command
with PM Mode = ACTIVE
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MLME-PM-

MODE-ACTIVE.ind
with PMActiveEvent
= DATA_PENDING

DEV-2
DME

DEV-2
MAC/MLME

PNC
DME

beacon with DEV-2 requested 
DEVID bit set in either the PS S

beacon in DEV-3's wake superf
DestID = DEV-3 DEVID, PCTM

set, CTA block with SrcID = DEV

MLME-P
MODE

CHANGE

MLME-P
MODE

-CHANGE

MLME
BEACON

MLME-
BEACON.ind

MLME-
BEACON.ind

Stream to
DEV-3

DEV-3
PM Mode =

DSPS

DEV-3
PM Mode =
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Beaco

Beaco

MLME-CREATE-
STREAM.req

Channel Time
Request command

with CTARateType = 0

Channel Time
Response command
with Reason Code =

Success, DEV in PS Mode

MLME-CREATE-
STREAM.cfm

Resources
available

RequestTimeout

MLME-CRE
STREAM

MLME-CRE
STREAM

DEV-3
PM Mode =

ACTIVE

MLME
BEACON
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e chart for DEV-DEV Secu-
ion request
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mand with
VID = nn MLME-SECURITY

-INFO.ind

MLME-SECURITY
-INFO.rsp
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ecord

D = nn

DEV-2
MAC/MLME

DEV-2
DME
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Figure 148—Message sequence chart for DEV-DEV Secu-
rity information request

Sugge

Figure 148—Message sequenc
rity informat

• Only  change is Imm-ACKs remo

DEV-1
DME

DEV-1
MAC/MLME

MLME-SECURITY
-INFO.req with

queried DEVID = nn Security Information
Request command

MLME-SECURITY
-INFO.ind

MLME-SECURITY
-INFO.rsp with
Security Record
 for  DEVID = nn

Security Information
command

DEV-2
MAC/MLME

DEV-2
DME

     Key
req = request
ind  = indication
rsp  = response
cfm  = confirm

Imm-ACK

Imm-ACK

MLME-SECURITY
-INFO.cfm with
Security Record
for DEVID = nn

DEV-1
DME

DEV-1
MAC/MLME

MLME-SECURITY
-INFO.req

Security Inf
Request com

queried DE

Security Inf
comman

Security R
 for  DEVI

     Key
req = request
ind  = indication
rsp  = response
cfm  = confirm

MLME-SECURITY
-INFO.cfm

Request
Timeout
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ce chart for New PNC-Old 
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rmation
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cstID

MLME-SECURITY
-INFO.ind

MLME-SECURITY
-INFO.rsp
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EVs

PNC
MAC/MLME

PNC
DME
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Figure 149—Message sequence chart for New PNC-Old 
PNC Security Information transfer

Sugge

Figure 149—Message sequen
PNC Security Info

• Only change is Imm-ACKs remov

New PNC
DME

New PNC
MAC/MLME

MLME-SECURITY
-INFO.req with queried

DEVID = BcstID Security Information
Request command

MLME-SECURITY
-INFO.ind

MLME-SECURITY
-INFO.rsp with

Security records
for all DEVs

Security Information
command

PNC
MAC/MLME

PNC
DME

     Key
req = request
ind  = indication
rsp  = response
cfm  = confirm

Imm-ACK

Imm-ACK

MLME-SECURITY
-INFO.cfm with

Security Records
for all DEVs

New PNC
DME

New PNC
MAC/MLME

MLME-SECURITY
-INFO.req

Security Info
Request co

with que
DEVID = B

Security Info
command

Security re
for all D

     Key
req = request
ind  = indication
rsp  = response
cfm  = confirm

MLME-SECURITY
-INFO.cfm

Request
Timeout
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e chart for sending security 
rity Message command

esponse primitive and Security 
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ssage
mand

rmation

MLME-SECURITY-
MESSAGE.ind

DEV-3
MAC/MLME

DEV-3
DME

     Key
req = request
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rsp  = response
cfm  = confirm

MLME-SECURITY
-MESSAGE.rspssage

mmand
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Figure 150—Message sequence chart for sending security 
information with the Security Message command

Sugge

Figure 150—Message sequenc
information with the Secu

• MLME-SECURITY-MESSAGE r
Message Response command adde

DEV-2
DME

DEV-2
MAC/MLME

MLME-SECURITY-
MESSAGE.req with
SecurityInformation

Security Message
command

MLME-SECURITY-
MESSAGE.ind with
SecurityInformation

DEV-3
MAC/MLME

DEV-3
DME

     Key
req = request
ind  = indication
rsp  = response
cfm  = confirm

Imm-ACK

MLME-SECURITY
-MESSAGE.cfm with

ResultCode =
SUCCESS

SecMsgTimeout

DEV-2
DME

DEV-2
MAC/MLME

MLME-SECURITY-
MESSAGE.req

Security Me
Request com

with
SecurityInfo

MLME-SECURITY
-MESSAGE.cfm

SecMsgTimeout

Security Me
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ce chart for PNC-DEV key 
tion

nse and Distribute Key Response 

MLME-
DISTRIBUTE-

KEY.req

 Key
mmand

PNC
MAC/MLME

PNC
DME

MLME-
DISTRIBUTE-

KEY.cfm

     Key
req = request
ind  = indication
rsp = response
cfm  = confirm

DistributeKey
Timeout

 Key
ommand
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Figure 151—Message sequence chart for PNC-DEV key 
distribution

Sugge

Figure 151—Message sequen
distribu

• MLME-DISTRIBUTE-KEY respo
command added.

DEV-1
DME

DEV-1
MAC/MLME

MLME-
DISTRIBUTE-

KEY.req

Distribute Key
Request command

MLME-
DISTRIBUTE-

KEY.ind

PNC
MAC/MLME

PNC
DME

MLME-
DISTRIBUTE-
KEY.cfm with
ResultCode

= SUCCESS

     Key
req = request
ind  = indication
cfm  = confirm

Imm-ACK

DistributeKey
Timeout

DEV-1
DME

DEV-1
MAC/MLME

Distribute
Request coMLME-

DISTRIBUTE-
KEY.ind

MLME-
DISTRIBUTE-

KEY.rsp Distribute
Response c
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KEY.req
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mand
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rsp  = response
cfm  = confirm
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Figure 152—Message sequence chart for peer-to-peer key 
distribution

Sugge

Figure 152—Message sequenc
distribu

• Only change is Imm-ACKs remov

DEV-1
DME

DEV-1
MAC/MLME

MLME-
DISTRIBUTE-

KEY.req
Distribute Key

Request command

MLME-
DISTRIBUTE-

KEY.ind

DEV-2
MAC/MLME

DEV-2
DME

MLME-
DISTRIBUTE-
KEY.cfm with
ResultCode =

SUCCESS

     Key
req = request
ind  = indication
rsp  = response
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Response command

MLME-
DISTRIBUTE-
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DistributeKey
Timeout
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MLME-REQUEST-
KEY.ind
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Figure 153—Message sequence chart for DEV key request

Sugge

Figure 153—Message sequenc

• Only change is Imm-ACKs remov

DEV-1
DME

DEV-1
MAC/MLME

MLME-REQUEST-
KEY.req

Request Key
command

MLME-REQUEST-
KEY.ind

Request Key
Response
command

MLME-REQUEST-
KEY.cfm

with ResultCode =
SUCCESS
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MAC/MLME

Key orignator
DME

     Key
req = request
ind  = indication
rsp  = response
cfm  = confirm

KeyRequest
Timeout

Imm-ACK

Imm-ACK

MLME-REQUEST-
KEY.rsp
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DME

DEV-1
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MLME-REQUEST-
KEY.req
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comm
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KEY.cfm

KeyRequest
Timeout
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eating a child piconet

the information that is contained in 
itive is no longer needed because 

st to send a beacon when it is ready 

n timer is required for transmitting 
.

EV
/MLME

     Key
req = request
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a
s
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with child PNC

parameters
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Figure 99 - MSC for creating a child piconet

Sugge

Figure 99 - MSC for cr

• The PME (PNC DME) maintains 
a beacon so a MLME-START prim
the PME can simply make a reque
to start a piconet.

• When a piconet is started, a Beaco
beacons at the superframe interval

MLME-START-
DEPENDENT-PNC.req

First beacon
with child PNC parameters

DEV
MAC/MLME

DEV
DME

     Key
req = request
cfm  = confirm

MLME-START-
DEPENDENT-PNC.cfm

with ResultCode =
SUCCESS

PNC
initialization
procedure

DEV association process with
parent  PNC and if required,

establishes secure membership

DEV channel time request for a
pseudo-static CTA with itself as

SrcID and DestID

D
MAC

DEV
DME

DEV association process with
parent  PNC and if required,

establishes secure membershi

DEV channel time request for 
pseudo-static CTA with itself a

SrcID and DestID

MLME-BEACON.req

Piconet
initialization
procedure

Beacon



09 July, 2004 IEEE - 04/297r0

John C. Sarallo - Appairent Technologies

sted

ating a neighbor piconet

the information that is contained in 
itive is no longer needed because 

st to send a beacon when it is ready 

n timer is required for transmitting 
.

ME

     Key
req = request

First beacon with
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parameters
(if 802.15.3 neighbor
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Figure 101 - MSC for initiating a neighbor piconet

Sugge

Figure 101 - MSC for initi

• The PME (PNC DME) maintains 
a beacon so a MLME-START prim
the PME can simply make a reque
to start a piconet.

• When a piconet is started, a Beaco
beacons at the superframe interval

DEV
MAC/MLME

DEV
DME

     Key
req = request
cfm  = confirm

MLME-START-
DEPENDENT-

PNC.req

MLME-START-
DEPENDENT-PNC.cfm
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SUCCESS)

PNC
initialization
procedure

First beacon with
neighbor PNC parameters

(if 802.15.3 neighbor piconet)

DEV association process with parent
piconet and requesting neighbor.  PNC

assigns neighbor DEVID.

DEV channel time request for
pseudo-static CTA with itself

as SrcID and DestID

DEV
MAC/ML
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DME

DEV association process with parent
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assigns neighbor DEVID.

DEV channel time request for
pseudo-static CTA with itself

as SrcID and DestID

MLME-BEACON.req

Piconet
initialization
procedure
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rsp  = response
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NDOVER.req

DEV-3
MAC/MLME
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Figure 94 - PNC handover MSC

Sugge

Figure 94 - PNC 

• Shows handover data is optionally
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HANDOVER.ind
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req = request
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cfm  = confirm
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Optional security information handover
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DEV-2
MAC/MLME

PNC
MAC/MLME

HandoverTimeout

M
HA

MLME-PNC-
HANDOVER.rsp

DEV-2 assumes
control, now is PNC DME

and PNC MLME.

Origina
control,  

and

Old PNC beacon wi

Old PNC beacon wi

New PNC beacon

MLME-
BEACON.req

B

B

B

MLME-
BEACON.ind

MLME-
BEACON.ind

beaco
allocated s

Mandatory and Optional Handover Information Transfered fro

MLME-
BEACON.ind

Stream
from PNC

Beacon

OPT



09 July, 2004 IEEE - 04/297r0

John C. Sarallo - Appairent Technologies

sted

 handover in a dependent 
et
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ind  = indication
rsp  = response
cfm  = confirm
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Figure 95 - Successful PNC handover in a dependent 
piconet

Sugge

Figure 95 - Successful PNC
picon
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cfm  = confirm
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Figure 96 - Failed dependent PNC handover when target 
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Figure 97 - Failed dependent PNC handover when control 
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3. MLME Impact Summary

The following identifies the neccessary changes to the existence of 
MLME primitives based on the suggested MSCs in the previous section.

Table 1: Summary of MLME primitives

Name Request Indication Response Confirm

MLME-RESET X

MLME-SCAN X X

MLME-START X X

MLME-START-DEPENDENT X X

MLME-SYNCH X X

MLME-ATP-EXPIRED X

MLME-ASSOCIATE X X X X

MLME-DEV-ASSOCIATION-
INFO

X

MLME-DISASSOCIATE X X X

MLME-REQUEST-KEY X X X X

MLME-DISTRIBUTE-KEY X X X X

MLME-MEMBERSHIP-UPDATE X

MLME-SECURITY-ERROR X

MLME-SECURITY-MESSAGE X X X X

MLME-PNC-HANDOVER X X X X

MLME-NEW-PNC X

MLME-PNC-INFO X X X X

MLME-SECURITY-INFO X X X X

MLME-CREATE-ASIE X X

MLME-RECEIVE-ASIE X

MLME-PROBE X X X X

MLME-ANNOUNCE X X X X

MLME-PICONET-SERVICES

MLME-CREATE-STREAM X

MLME-MODIFY-STREAM X

MLME-TERMINATE-STREAM X

MLME-MULTICAST-RX-SETUP X

MLME-CHANNEL-STATUS X

MLME-REMOTE-SCAN X

MLME-PICONET-PARM-
CHANGE

X

MLME-TX-POWER-CHANGE X

MLME-PS-SET-INFORMATION X

MLME-SPS-CONFIGURE X

MLME-PM-MODE-CHANGE X

MLME-PM-MODE-ACTIVE

MLME-BEACON X

Table 1: Summary of MLME 

Name Request I
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The following table shows the fully editing MLME table after all dele-
tions and additions. 

Table 2: Summary of MLME primitives

Name Request Indication Response Confirm

MLME-RESET X

MLME-SCAN X X

MLME-ATP-EXPIRED X

MLME-ASSOCIATE X X X X

MLME-DISASSOCIATE X X

MLME-REQUEST-KEY X X X X

MLME-DISTRIBUTE-KEY X X X X

MLME-MEMBERSHIP-UPDATE X

MLME-SECURITY-ERROR X

MLME-SECURITY-MESSAGE X X X X

MLME-PNC-HANDOVER X X X X

MLME-PNC-INFO X X X X

MLME-SECURITY-INFO X X X X

MLME-PROBE X X X X

MLME-ANNOUNCE X X X X

MLME-PICONET-SERVICES X X

MLME-CREATE-STREAM X X X X

MLME-MODIFY-STREAM X X X X

MLME-TERMINATE-STREAM X X X X

MLME-MULTICAST-RX-SETUP X

MLME-CHANNEL-STATUS X X X X

MLME-REMOTE-SCAN X X X X

MLME-PS-SET-INFORMATION X X X X

MLME-SPS-CONFIGURE X X X X

MLME-PM-MODE-CHANGE X

MLME-BEACON X

Table 2: Summary of MLME 

Name Request I
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4. Command Impact Summary

The following commands would need to be renamed if the suggested 
MSCs of section 2 were adopted.

• Announce  becomes Announce Request
• Transmit Power Change becomes Transmit Power Change Request
• PM Mode Change becomes PM Mode Change Request
• Security Message becomes Security Message Request 

The following commands would need to be created if the suggested 
MSCs of section 2 were adopted. Note that these commands will likely 
have zero length payloads or only a reason code.

• Announce Response 
• Transmit Power Change Response
• PM Mode Change Response
• Security Message Response
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