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Abstract
Contains comments including some recommended additional studies and changes to the text.  This contribution recommends formation of threat-definition subgroup of System Requirements to report back on an agreed-upon set of threats to 802.16 networks.  

Purpose
For review by the working group meeting in Denver, August 4, 5,and 6, 1999.  Working group is asked to accept or reject text changes.  Working group is asked to come up with an agreed-upon list of threats which must be protected against by security mechanisms described in Section 8.  
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Comments on

802.16s0-99/2   PRELIMINARY DRAFT WORKING DOCUMENT FOR 802.16 BROADBAND WIRELESS ACCESS SYSTEM REQUIREMENTS

1. SECTION 2.1
LINE 24
Agree with comment by I. Frigui to delete rest of sentence.

2. SECTION 2.1
LINE 32, 33
Change sentence to read:  An 802.16 network generally provides access to another network, and by itself is not intended to form a closed, end-to-end communication system.

3. SECTION 2.1
LINE 33, 34
Delete:   the thing that's doing the access      

4. SECTION 2.1
LINE 41
Replace word    is    by     can be a mechanism
5. SECTION 2.2  
in lines just above 2.2.1

LINES 6-9
Comment:  While all bearer services need not have explicit MAC and PHY layer support - they all must be examined in the requirements to be sure that performance for the given bearer service is adequately met by the above two layers.  

6. SECTION 2.2.2
LINE 24
Replace word    should    by   could, in principle,    

7. SECTION 2.2.2
LINES 24 - 28

Delete words beginning with   subject to    and ending with line 28.

8. SECTION 2.2.2
LINES 32 - 34

Comment:  Clearly IP-voice will also be a significant form of digital telephony and should be added to bullet list.

9. SECTION 2.2.2
LINES 44 - 46

Delete words beginning with    Since connecting   and ending with    function,   

10. SECTION 3
FIGURE 3-1 & 3-2
Comment:  These figures show a single cell of a possible multiple cell system coverage that could extend for many miles to cover a city center or suburban area with frequency reuse patterns that depend on terrain and blockage.  In addition, access to the core network could be distributed over many BTS's which might be interconnected.  Thus the topology for the reference model in 3-3 should include multiple interconnected base stations, and the text should include a statement:  802.16 systems will generally be multiple-cell frequency reuse systems.

11. SECTION 3
LINES 12-13

Terminology confusing in that a Base Station normally contains a BTS and a BSC. In this text BTS is used to mean the complete base station.  Add changes in text to definition.

12. SECTION 3
FIGURE 3-3
Seems that OAMP (NETWORK MANAGEMENT FCNS) have not been included in the model.

13. SECTION 5.4
LINES 30 - 31

Justification should be provided for the availability numbers provided and given in the text.  99.99 availability may be too high in practice for a cost-effective service.

14. SECTION 5. 5
LINES 28 - 29

Justification should be provided for the error performance and error coding performance specified.  Should it be specified by class of application (voice, video conferencing, file transfers, etc.) and should the error coding performance be specified rather then physical link performance - and let designer determine the best way to provide given error performance.

15. SECTION 5.6
LINES 35 - 43

stringent     is a relative term and need to be defined on some scale of performance.  Second, the selection of 19.5 ms, needs justification and would seem to be application-dependent. The same comments apply to the "jitter" specifications. If the audio and video streams are digital then with some buffering at the receive end alignment of these two streams could be carried out with somewhat relaxed jitter specifications.

16. SECTION 5.7
LINE 2, 16 - 26
Network capacity definition is not a clear statement. It appears to be only a qualitative definition, not a precise mathematical description.  The management of bandwidth, power, access to the system is all part of RADIO RESOURCE MANAGEMENT, which is a function that is part of the LINK LAYER and NETWORK LAYER functions and should be included in the protocol stack description.

17. SECTION 6
LINES 1 - 7 just above SECTION 6.1
Allocation of bandwidth may not only involve MAC layer but NETWORK LAYER as well such as alternate routing , when multiple cells may overlap a given subscriber location.  In this case the subscriber may be assigned bandwidth in different cells depending on given traffic loading at a given time.

18. SECTION 8
LINES 35 - 38

Comment:  This paragraph is attempting to apply a solution to a problem which has not been defined.  Suggest replacing this paragraph with the following:  Since 802.16 networks employ an air interface, the network designer must be cognizant of threats to security associated with the physical layout of BTS's and subscriber terminals, antenna patterns, ability of an intruder to monitor and intercept transmissions, as well as security vulnerability of applications and services listed in Section 2.0.  To this end, it is suggested that 802.16 form a security forum working group reporting to Systems Requirements to report back on an agreed-upon set of threats to 802.16 networks and the resulting matrix of derived requirements associated with those threats.  The columns of the matrix will be Target Markets and Applications, the rows of the matrix will be Security Mechanisms, including authentication, capacity protection, authorization, privacy, and conditional access.  

19. SECTION 8.2 
Not clear whether authorization is done on a provisioning basis by storing subscriber profiles or in real time on a demand basis as desired.  This difference has big implications in protocols and network control.
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