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Network Aided and Autonomous Secure Direct Communications in wireless access network 
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Singapore 138632
1. Introduction
Suppose two HR-MSs (High-Reliability-Mobile Stations) wishes to communicate securely with each other in the event of a network failure (i.e. there is no backbone infrastructure), then an Authentication and Key Exchange (AKE) protocol is required to provide mutual authentication and data security for such secure direct communications.  The IEEE 802.16n System Requirement Document (SRD) [1] specifies the requirement for security procedures for Network aided (i.e. with HR-BS (Base station) assistance) and Autonomous (i.e. no network infrastructure present) mutual authentication and data security for direct communications. Currently, the existing security protocols (PKMv3) in existing IEEE 802.16 standards do not support such secure direct communication scenarios. In this contribution, we propose security procedures for network aided mutual authentication of HR-MS and data security. The secret key DMK established during the network aided security procedure shall subsequently be used for Autonomous Mutual Authentication of HR-MS and data security for Direct Communications when there is no infrastructure in the HR network.
2. Security procedures for HR-Networks
2.1 Network Aided Mutual Authentication of HR-MS and Data Security

Suppose HR-MS1 wishes to establish a direct communication pre-shared key DMK with HR-MS2 so that HR-MS1 and HR-MS2 can communicate with each other directly in the event of a backbone failure (i.e. there is no HR-BS around). Then a security procedure shall be executed between HR-BS, HR-MS1 and HR-MS2 to establish the direct communication pre-shared key DMK. This DMK shall be used for mutual authentication and data security for direct communication when the network infrastructure fails. Figure 1 shows the depicted scenario. 
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2.2 Autonomous Mutual Authentication of HR-MS and data security for Direct Communications
Suppose HR-MS1 and HR-MS2 has already established a pre-shared key DMK with the aid of the Network Infrastructure using the solution in Section 2.1 and wishes to communicate directly. Then the pre-established DMK can be used for mutual authentication and Key Management to establish a secret key for data security in direct communications in the case of backbone failure. Figure 2 shows this scenario. 
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3. Summary

In this contribution, we proposed security procedures for mutual authentication and data security for IEEE 802.16n HR networks in both network aided and autonomous scenarios are proposed. In the network-aided security procedure, the HR-BS (base station) shall assist the two HR-MSs to establish a Direct Communication Master Key (DMK) which would be used for data security and mutual authentication for direct communications 

The security procedure for Autonomous Mutual Authentication of HR-MS and data security for Direct Communications takes place in the event where two HR-MSs wishes to establish direct communications with each other autonomously and they have already established a pre-shared key DMK using the network-aided security procedure described above.
4. Text Proposal for IEEE 802.16n AWD
Note:

The text in BLACK color: the existing text in AWD

The text in RED color: the removal of existing AWD text

The text in BLUE color: the new text added to the Multi-Carrier DG Text
[-------------------------------------------------Start of Text Proposal---------------------------------------------------]

[Adopt the following text in the 802.16n AWD Document (C802.16x-xx/xxxx)]
17.2.10.1 Security procedures for HR-Networks

The following protocols shall be used for secure communication and session establishment amongst HR-stations, and between HR-stations and external AAA-server. 

17.2.10.1.1 Network Aided Mutual Authentication of HR-MS and Data Security

The security procedure below shall be executed between HR-BS, HR-MS1 and HR-MS2 to establish the direct communication pre-shared key DMK between HR-MS1 and HR-MS2 so that HR-MS1 and HR-MS2 can communicate with each other directly in the event of a backbone failure (i.e. there is no HR-BS around). The flow diagram is shown in Figure X1 while the flow chart is shown in Figure X2. 
This security procedure includes the following steps:
Step 1: …
Step 2: …
17.2.10.1.2 Autonomous Mutual Authentication of HR-MS and data security for Direct Communications

HR-MS shall mutually authenticate themselves without access to a security server using the pre-established shared key DMK. The following security procedure shall be executed to provide Autonomous Mutual Authentication of HR-MS and data security for Direct Communications. HR-MS1 and HR-MS2 has already established a pre-shared key DMK with the aid of the Network Infrastructure. The establishment of the pre-shared key DMK can be done using the procedure mentioned in Section 17.2.10.1.1. Figure Y1 shows the flow diagram while Figure Y2 shows the flow chart for this scenario.

This security procedure includes the following steps:
Step 1: …

Step 2: …

 [-------------------------------------------------End of Text Proposal----------------------------------------------------]
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Figure 1: Network-Aided Direct Communication Scenario







































































Figure 2: HR-MS to HR-MS Direct Communication scenario without infrastructure.


















































































































  


