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Introductions
IEEE 802.16n AWD [4] describes optimized MAC protocol for unicast and multicast transmission based on the 802.16n SRD [1]. According to the multicast key management, HR-MSs in a multicast group share MAK and MTEK and MCMAC key are derived from MAK. This contribution provides how to update MTEK during multicast operation. 
MTEK update
MTEK is a multicast security key to encrypt or decrypt of multicast MAC PDUs. To update MTEK, HR-BS shall transmit AAI-PKM-RSP including following:
· MEKS ~ Encryption key sequence number

· COUNTER_MEK ~ counter value used to derive the new MTEK

Figure 1 shows a procedure how to update MTEK. As shown Figure 1, HR-BS transmits AAI-PKM-RSP message before MTEK lifetime expires. Unless new MEKS is included in AAI-PKM-RSP message, MTEK is not updated but MTEK lifetime is reset. In order to update MTEK of HR-MSs receiving multicast, multicast related information such as Multicast Group ID and FID is included in the AAI-PKM-RSP message. To derive new MTEK, COUNTER_MEK is used based on the following derivation formula as describe in Figure 921 in IEEE 802.16n AWD [4]:
MTEKi=Dot16KDF(MCMAC-MTEK prekey, SAID|COUNTER_MTEK=i|”MTEK”, 128).
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Figure 1 - MTEK procedure using AAI-PKM-RSP
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Proposed Text for the 802.16n Amendment Working Document (AWD)
Note:

The text in BLACK color: the existing text in the 802.16n Amendment Draft Standard
The text in RED color: the removal of existing 802.16n Amendment Draft Standard Text
The text in BLUE color: the new text added to the 802.16n Amendment Draft Standard Text
[-------------------------------------------------Start of Text Proposal---------------------------------------------------]

[Remedy1: Add the following text into Section 16.2.3 in the 802.16n AWD.]
16.2.3.43 Privacy key MAC Control messages (AAI-PKM-REQ/AAI-PKM-RSP)
[Change Table 727 in section 16.2.3.43 as indicated:]
Table 727 – AAI-PKM-RSP message field description
	Field
	Size (bits)
	Value/Description
	Condition

	PKM v3 message type code
	4
	- PKMv3 EAP-Transfer; PKM v3 message code =2

- PKMv3 Key_Agreement-MSG#1; PKM v3 message code =3

- PKMv3 Key_Agreement-MSG#3; PKM v3 message code =5

- PKMv3 TEK-Reply; PKM v3 message code =7

- PKMv3 TEK-Invalid; PKM v3 message code =8

- PKMv3 MTEK-Reply: PKMv3 message code = 9

910–16: Reserved
	

	…..
	…
	…
	…

	If (PKMv3 message code == 9) {
	
	
	

	Multicast Group ID
	12
	Multicast Group ID to update MTEK
	

	FID
	4
	FID to update MTEK
	

	COUNTER_TEK
	16
	CONTER_MTEK used for deriving current MTEK
	

	MEKS
	2
	Encryption key sequence number for current MTEK
	

	}
	
	
	


[Change Table 728 in section 16.2.3.43 as indicated:]
Table 728 – PKMv3 message types
	Code
	PKM message type
	MAC control message name

	1
	PKMv3 Reauth-Request
	AAI-PKM-REQ

	2
	PKMv3 EAP-Transfer
	AAI-PKM-REQ/ AAI-PKM-RSP

	3
	PKMv3 Key_Agreement-MSG#1
	AAI-PKM-RSP

	4
	PKMv3 Key_Agreement-MSG#2
	AAI-PKM-REQ

	5
	PKMv3 Key_Agreement-MSG#3
	AAI-PKM-RSP

	6
	PKMv3 TEK-Request
	AAI-PKM-REQ

	7
	PKMv3 TEK-Reply
	AAI-PKM-RSP

	8
	PKMv3 TEK-Invalid
	AAI-PKM-REQ/AAI-PKM-RSP

	9
	PKMv3 MTEK-Reply
	AAI-PKM-RSP

	910–16
	Reserved
	—


[Remedy2: Add the following text into the end of Section 17.3.10.2 in the 802.16n AWD.]
17.3.10.2.a Multicast Key Derivation

The multicast key hierarchy defines what keys are present in the system for secure multicast operations and how the keys are generated.
17.3.10.2.a.1 MAK Key Derivation

The 160bits MAK is the pre-established shared key among the HR-BS and a group of HR-MSs in a secure HR-multicast group. The generation and transport of the MAK is outside the scope of the IEEE 802.16 standard. The MAK is a 160-bit key.

The MAK is used to derive the MCMAC-MTEK Prekey as follows:

MCMAC-MTEK Prekey = Dot16KDF(MAK, MAK_COUNT| “MCMAC-MTEK prekey”, 160)

The MCMAC-MTEK Prekey is used to derive the :

· Multicast Cipher-based Message Authentication Code (MCMAC) key

· Multicast Traffic Encryption (MTEK) Key

17.3.10.2.a.2 MCMAC Key Derivation

The 128bits MCMAC key is derived from MCMAC-MTEK Prekey and used for message authentication for the multicast messages sent during secure multicast operation.

MCMAC key is derived as follows: 

MCMAC = Dot16KDF(MCMAC-MTEK Prekey, “MCMAC_KEYS”, 128)

17.3.10.2.a.3 MTEK Derivation

The 128bits MTEK is the multicast transport encryption key used to encrypt data for secure multicast operations.

MTEK is derived as follows:

MTEKi = Dot16KDF(MCMAC-MTEK Prekey, MSAID|COUNTER_MTEK=i|“MTEK”, 128)
17.3.10.2.x Key usage
17.3.10.2.x.1 MTEK usage

Each MSA maintains MTEK marked as DLE.

The MTEKDLE key is used for encrypting DL multicast data by the HR-BS. The decryption is done according to the MEKS so basically, in transition times. 
Each MTEK has its own PN counter size 22bits.

The PN is used for DL multicast traffic and its range is 0x000000-0x1FFFFF.

17.3.10.2.x.2 MTEK update
The MTEK update is triggered by MTEKDLE running out the relevant PN space. In particular, HR-BS derives new MTEK when the DL PN space of MTEKDLE is exhausted.
MTEK update procedure is shown in Figure xxx. The HR-BS shall indicate the new MEKS, COUNTER_MTEK, and MTEK lifetime in the AAI-PKM-RSP message when the current MTEK lifetime expires. If the COUNTER_MTEK or EKS are updated, the HR-MS updates its MTEK accordingly. Unless the COUNTER_MTEK and MEKS are updated, it means the HR-BS did not derive new MTEK yet and the HR-MS shall maintain the current MTEKs but reset the value of MTEK lifetime.
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Figure xxx – MTEK update procedure
 [-------------------------------------------------End of Text Proposal----------------------------------------------------]
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