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Construction of MAC PDU of Access RS in Distributed Security Scenario
Hang Zhang, Peiying Zhu, Mo-Han Fong, Wen Tong, David Steer, Gamini Senarath, G.Q. Wang, Derek Yu, Israfil Bahceci, Robert Sun and Mark Naden 
Nortel 
1. Introduction

In current baseline document, both centralized and distributed security modes are described. In the distributed security mode, the security materials of a MS are accessible and kept by the access RS of a MS. Such an access RS implements MS traffic en/decryption and message authentication functions and MS SDUs are visible to access RS. Therefore, in DL, all SDUs to MSs attached to an access RS can be viewed as SDUs targeting to the access RS. In UL, all received MAC SDUs from MSs by an access RS can be viewed as the SDUs originated from this RS. 

We propose a solution that 

· MS SDUs from the same or different service flows are encapsulated into a single MPDU of the RS

· An extended subheader is used to carry CIDs and related information which are extracted from MS MAC PDUs

· each RS MAC PDU is encrypted using the security materials of the corresponding access RS

· such a MAC PDU is encapsulated into a R-MAC PDU for forwarding purpose 

The main reason of introducing the method is to utilize the benefit of distributed security (RS is able to process MS traffic at SDUs level) to minimize the encryption overhead.

Since each encrypted MPDU has the overhead related to encryption (12 bytes for AEC CCM) and CRC (4 bytes). When N MS SDUs can be forwarded together using R-MAC PDU, the encryption and CRC overhead in first method would be N times of that of second method. This overhead issue becomes severer for short SDUs (VoIP) case. 

. 
2. Proposed text change
[Modify last row of Table 13b as indicated]
	ES type
	Name
	ES body size
	Description

	6
	CID extended subheader
	variable
	6.3.2.2.7.9

	7-127
	Reserved
	-
	-


[Modify last row of Table 13c as indicated]
	ES type
	Name
	ES body size
	Description

	5
	CID extended subheader
	variable
	6.3.2.2.7.9

	6-127
	Reserved
	-
	-


 [Add the section 6.3.2.2.7.9 as indicated]

++++++++++++++++++++++ Start Text ++++++++++++++++++++++++++++++++
6.3.2.2.7.9 CID extended subheader
This extended subheader is used to RS MAC PDU to carry information of CID of SDUs, and related information, which are extracted from MS PDU header, sub-header and extended subheader.
	Name
	Size
	Description

	Number of SDUs
	8 bits
	Number of SDUs encapsulated in the payload of the MAC PDU

	For (i = 0; i<=Number of SDUs; i++) {
	 
	 

	  CID
	16 bits
	 

	  ARQ_flag
	1 bit
	 

	  ExSH_flag
	1 bit
	 

	  If (ARQ_flag == 1) {
	 
	 

	     ARQ feedback payload }
	x bits
	ARQ feedback payload associated with the CID which need to be sent over access link

	  if (ExSH_flag == 1) {
	 
	 

	    Extended subheader}
	variable bits
	Extended subheader associated with the CID which needs to be sent over access link

	padding
	variable
	Padding bit to ensure octet aligned

	}     
	 
	 


+++++++++++++ End text ++++++++++++++++++++++++++++++++++++++++++++++++











































  


