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802.16e Crypto Synchronized HMAC Message Authentication 
JunHyuk Song, Lim Geunhwi, Yong Chang 

Samsung Electronics 
 

1 Scope of this document 
 
This document outlines how to provide Crypto Synchronized HMAC Message Authentication 
 
 

2 Background 
 
Current Message Authentication Code, HMAC-Digest doesn’t include any time related information that shall open for replay attacks 
for some messages such as Location Update message in idles state.  In this contribution propose to add PHY_SYNC in DL_MAP in 
computation for HMAC-DIGEST 
 
 

3 Attack Scenario 
 
Rogue SS could capture Location Update message and replay Location Update message later on to produce-unauthorized effect. 
 
 

4 Proposed solution 
 
HMAC Digest for Location Update message shall be computed as below: 
 

- HMAC (160bits) = SHA (HMAC_KEY_D/U XOR opad, SHA( HMAC_KEY_D/U  XOR ipad, text )) 
 

� ipad (512 bits) = 0x36 repeated 64 times  

� opad (512 bits) = 0x5c repeated 64 times 

� Message text = DL_MAP의 PHY Synchronization field (32bits) XOR LSB 32bits of Location Update 

message 
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Proposed Text Change 
 
TBD 
 
 


