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PKMv2 Key Hierarchy Changes

Jeff Mandin
Streetwaves Networking

1 Problem Statement

Currently, the PKMv2 keying material received from the AAA-Server is used directly for protecting traffic. 

This causes extra rekey exchanges with the AAA server that can be avoided simply by using the nonces in the
3way handshake for the derivation of the traffic protection keys. 

2 Specific text changes

[Modify page 184, line 38-40]

The PMK derivation from the AAA-key is as follows:

PMK = truncate ( Dot16KDF(AAA-key, BSRandon |  SSNonce) , 160 )


