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Corrections for the 3 Way SA-TEK Exchange

Seokheon Cho, Sungcheol Chang, and Chulsik Yoon
ETRI

Introduction

The existing PKMv2 is somewhat in disorder and provides unorganized and insecure security framework.
This contribution supports the backward compatibility with the PKMv1 and security framework of the PKMv2.

This contribution provides a resolution for those problems in the PKMv2.

0.1 IEEE P802.16e/D7 Status
There are messages related to 3 way handshake SA-TEK exchange, e.g. SA-Challenge, SA-TEK-Request, and SA-TEK-
Response. These messages are used during initial network entry, reauthorization, HO.

0.2 Problems

The Security Capabilities, SAID, and SA-Descriptors attributes are included in SA-TEK exchange. However,
negotiation of Security Capabilities and SA-Descriptor should be done before the MS generates and distributes the
TEK. It is reasonable that those attributes should be negotiated during the AK generation procedure.

The SA-Descriptors included in SA-TEK exchage identifies the Primary and Static SAs the requesting MS is authorized
to access and their particular properties. In the case of the multicast service, it is so dangerous to distribute the
information of all Static SAs (including static SAID and static TEK-parameters) without DSx-exchange procedure (=
without user’s use intention for the multicast service). In order to use this SA-TEK exchange procedure, all DSx-
exchanges for Static SAs should be performed.

It is already defined that the TEK doesn’t need to be updated during reauthorization in the IEEE P802.16d/D5. Thus, the
TEK doesn’t need to be refreshed during HO. The TEK-parameters transfer and share among BSs should be guaranteed.
If not, no information shall be shared among BSs and even HO-optimization is impossible.

0.3 Solutions

a)

b)

It is appropriate that Security Capabilities and SA-Descriptors should be transferred not during the TEK exchange
procedure but during the MS’s AK generation procedure. The following MS’s Authorization Key Generation procedure
shall support the above solution and transfer those attributes securely.

MS BS

PKMv2 Authorization-Challenge message

A

@ PKMv2 Authorization-Request message

PKMv2 Authorization-Reply message

A

i PKMv2 Authorization-Challenge message: BS Nonce
ii. PKMv2 Authorization-Request message: Key Sequence Number (PAK), MS Nonce, BS Nonce,
Security Capabilities, SAID, OMAC Digest (from AK)
iil. PKMv2 Authorization-Reply message: Key Sequence Number (AK), Key Lifetime (AK), BS Nonce, (one or
more) SA-Descriptor(s), OMAC Digest (from AK)
iv. PKMvV2 Authorization-Reject message: Error-Code, Display-String, BS Nonce, OMAC Digest (from AK)
The DSx-exchange procedure (user’s intention) should precede the TEK exchange procedure, especially the multicast
service to use Static SA. It is appropriate to use the PKMv2 Key-Request and the PKMv2 Key-Reply message after
performing DSx-exchange procedure.
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Proposed Changes into IEEE P802.16e/D7

[Delete sub-clause 6.3.2.3.19]

[Delete sub-clause 6.3.2.3.22]
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