
IEEE C802.16m-08/795

	Project
	IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16>

	Title
	Authenticated HO ranging

	Date Submitted
	2008-07-07

	Source(s)
	Kiseon Ryu

Inuk Jung

Youngsoo Yuk

Ronny Yongho Kim

LG Electronic Inc.                
LG R&D Complex, 533 Hogye-1dong, Dongan-gu, Anyang, 431-749, Korea
	Voice: +82-31-450-7903
E-mail:ksryu@lge.com 
cooper@lge.com 
sixs@lge.com 

ronnykim@lge.com 

	Re:
	IEEE 802.16m-08/024 Call for Contributions on Project 802.16m System Description Document (SDD). 

Specific topic : “Upper MAC Mobility Management”

	Abstract
	This contribution proposes a method of reduced handover ranging time for 802.16m.

	Purpose
	For discussion and approval by TGm

	Notice
	This document does not represent the agreed views of the IEEE 802.16 Working Group or any of its subgroups. It represents only the views of the participants listed in the “Source(s)” field above. It is offered as a basis for discussion. It is not binding on the contributor(s), who reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication. The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.16.

	Patent Policy
	The contributor is familiar with the IEEE-SA Patent Policy and Procedures:

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and <http://standards.ieee.org/guides/opman/sect6.html#6.3>.

Further information is located at <http://standards.ieee.org/board/pat/pat-material.html> and <http://standards.ieee.org/board/pat>.


Authenticated HO ranging
Kiseon Ryu, Inuk Jung, Youngsoo Yuk, and Ronny Kim

LG Electronics
1. Introduction

HO interruption time is specified as an interval during which an MS has no connection with any BSs and cannot get services from any BSs. Therefore it is important to minimize the HO interruption time for service continuity. In the HO procedure of reference 802.16e system, HO interruption time is determined as the duration between MOB_HO-IND reception at serving BS and BR header/CQI report reception at target BS, and consists of a BS switching time for DL synchronization with target BS, contention based HO ranging for UL parameter adjustment, and RNG-REQ/RNG-RSP message exchange between an MS and a target BS. 

In this contribution, we point out the weakness of the conventional HO procedure of the reference system especially focusing on the HO ranging procedure, and propose a new HO ranging scheme to guarantee the required HO interruption time for 802.16m system.

2. Problem statement
In IEEE 802.16e-2005, two kinds of optimized handover are defined. One is a contention free handover ranging named as a fast ranging. If MS receives a dedicated UL resource assignment from a target BS during handover, it sends RNG-REQ message directly to a target BS without sending CDMA handover ranging code. The other is a contention based handover ranging. If MS does not receive any dedicated UL resource assignment from a target BS during handover, it sends CDMA handover ranging code by using contention based ranging region.
 The contention free handover ranging provides the low handover interruption time due to not performing CDMA based ranging as long as RNG-REQ sent from an MS is successfully decoded at a target BS. For this, an MS should autonomously synchronize to the uplink of the target BS to acquire link parameters, such as timing advance, frequency offset and power offset. Such synchronization causes the lower probability for a target BS to successfully decode the ranging request message received from the MS, which can increase the handover latency. 

Meanwhile, the contention based handover ranging basically requires the high handover interruption time due to a number of signaling exchange (i.e. at least handover ranging code and RNG-RSP, RNG-REQ message and RNG-RSP message) between an MS and a target BS. Moreover, the handover ranging code randomly selected by an MS can be collided at a target BS, which eventually increases handover interruption time.
3. Proposed Scheme
We propose the handover ranging code dedication to prevent a code collision at a target BS and indication of the code index with AK encryption to omit sending RNG-REQ message.

In IEEE 802.16 standard, RNG-REQ/RSP messages during handover have several functions such as CID Update, Mutual authentication by CMAC, SA TEK Update, SBC/REG capability negotiation, handover optimization field, CMAC Key Count to prevent replay attack and so on. The essential function of RNG-REQ message is the MS authentication at a target BS. Except this, all functions are performed by RNG-RSP message. And AK of the MS attempting HO is shared between a serving BS and a target BS so that a target BS can authenticate an MS through validation of CMAC in a ranging request message received from the MS. 
Base on this, we propose an authenticated handover ranging to omit a RNG-REQ/RSP message exchange during handover.

After a target BS select a dedicated handover ranging code for an MS, the target BS encrypts the code index with the AK of the MS. The target BS informs the MS of an encrypted ranging code index through the UL-MAP. The MS receiving the encrypted code index decrypts it using its AK and sends the dedicated HO ranging code to the target BS. The target BS can confirm the MS’ actual HO by reception of that dedicated HO ranging code. Therefore, the target BS can authenticate MS attempting HO through the dedicated HO ranging code without RNG-REQ message, and we can omit a RNG-REQ/RSP message exchange during HO.
The following figure shows the proposed HO procedure
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Figure 3
Text Proposal
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11.x.x Mobility Management
IEEE 802.16m supports dedicated HO ranging code assignment to reduce HO interruption time for coordinated HO. The dedicated HO ranging code index is indicated by a target BS, which is encrypted with AK of the MS attempting HO. The function to encrypt a dedicated HO ranging code is FFS. The following figure shows the coordinated HO procedure. 
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Fig.xx Example of coordinated HO procedure
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