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Amendment on Direct HO procedure for IEEE802.16m (sections 16.2.6.4.1.2.2)
Inuk Jung, Kiseon Ryu, Ronny Yongho Kim, Jin Sam Kwak
LG Electronics, Inc.
Introduction

This contribution includes proposed text to simplify the Direct HO procedure (i.e. 16e BS ( 16m only ABS).
Rationale/Motivation of modifications 

During the direct HO to a 16m only ABS from a legacy BS, the AMS may be authenticated during the key agreement procedure at the target ABS. Hence, the 16e CMAC may be omitted, by replacing the authentication at the key agreement procedure. However, this should be done under the condition where the target 16m only ABS has retrieved AMS’s context (e.g. dynamic/static context including AMS’s security information) from the previous serving legacy BS.
If ABS retrieved AMS’s context, the ABS may set the HO optimization flag as the following:
· Bit#0: 0, indicating AMS need to perform basic capability exchange (SBC-REQ/RSP)

· Bit#1: 1, omit PKM authentication (done during key agreement procedure)

· Bit#2: 0, indicating AMS need to perform registration procedure (REG-REQ/RSP)

However, if ABS did not retrieve AMS’s context, the ABS shall set all bits to 0, implying that the AMS shall perform full network re-entry (e.g. including EAP authentication and key agreement procedure). In case of Direct HO, the AMS shall proceed with basic capability negotiation first and then do key agreement followed by registration to allow encryption on the registration message (i.e. secure STID transmission)
Thus the direct HO procedure will have a signaling exchange as shown in Fig. 1.
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Figure 1. Direct HO procedure from legacy BS to 16m only ABS
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Proposed AWD Text Changes

Remedy #1

On the 80216m_D4, page 297, line 13, add proposed text as follows:
--------------------------------------------------------Text Start -----------------------------------------------------
16.2.6.4.1.2.2 Direct Handover Procedure
An AMS served by a WirelessMAN-OFDMA BS may discover an AAI only ABS and decide to directly HO to this ABS. The AMS may obtain target AAI only ABS information by blind scanning. In this case, the AMS performs network reentry procedure to the target ABS per section 16.2.6.3.5.2. To indicate a Direct HO, the Ranging_Purpose_Indicator is set to 'Direct HO' in the AAI_RNG-REQ message. Also, the AMS's CMAC tuple used in the previous WirelessMAN OFDMA Reference System shall be included in the AAI_RNG-REQ message to allow the target ABS retrieve AMS's context and authenticate the AMS. If the target ABS has no capability of authenticating an AMS by its CAMC tuple used at a WirelessMAN OFDMA Reference System, ABS shall indicate the AMS to perform initial network entry by appropriately setting the HO process optimization flags in the AAI_RNG-RSP message. The previous CID and previous serving BSID shall be included in the AAI_RNG-REQ message. If ABS is able to retrieve AMS’s context (i.e. security context) ABS shall response with unencrypted AAI_RNG-RSP message with HO optimization Bit#1 set to 1, whereas all other HO optimization flags are set to 0 as described in Figure 416—. Otherwise, the AMS shall perform network reentry procedure. as described in Figure 416—. If AMS and ABS fail to successfully complete the key agreement procedure, the AMS may perform full network re-entry. After ranging, the AMS shall perform basic capability negotiation followed by the key agreement procedure, where AMS will be authenticated by its generated CMAC. If the ABS successfully decodes AMS CMAC, the AMS will proceed with registration procedure.
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Figure 416—Direct HO procedure from WirelessMAN-OFDMA Reference System to a WirelessMAN-OFDMA Advanced Only System
--------------------------------------------------------Text End -----------------------------------------------------
Remedy #2
On the 80216m_D4, page 63, line 44, add proposed text as follows:
--------------------------------------------------------Text Start -----------------------------------------------------
16.2.3.1 AAI_RNG-REQ
…
Table 676—Parameters for AAI_RNG-REQ
	Name
	Value
	Usage

	…
	…
	…

	LEGACY_CMAC_KEY_COUNT
	The AMS’s current value of the CMAC_KEY_COUNT, which was used at the previous serving Legacy BS.
	It shall be included during Direct HO from a 16e only Legacy BS to the target ABS.

	Legacy CMAC Tuple
	If included, the CMAC Tuple shall be the last attribute in the message.
*Note: This is not used to generate the security keys in the target ABS, This is only for security authentication
	It shall be included when the AMS is attempting to perform Network Re-Entry from Direct HO, if the AMS has a CMAC tuple necessary to expedite security authentication. This CMAC is the CMAC tuple used in the previous serving Legacy BS.

	…
	…
	…


--------------------------------------------------------Text End -----------------------------------------------------
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