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Seamless HO clarification (16.2.6)
Xiangying Yang, Elad levy
Intel Corporation
1. Introduction
Seamless HO allows data communication before CMAC/ICV verification in AAI_RNG-REQ/RSP transaction. Current defined data buffering at receiver during seamless HO is unnecessary. For CCM data, ICV can be checked. For CTR or plaintext data, anyway the receiver could not verify the data during or after HO. Therefore, in all cases, receiver should just deliver data to upper layer without buffering, to reduce latency in packet delivery.
2. Text proposal for inclusion in the 802.16m draft
[Modify section 16.2.6.3.5.2 P221 L9 as indicated]
16.2.6.3.5.2 Network Reentry Procedure
If data packets are exchanged between AMS and target ABS before the AAI_RNG-REQ/RSP transaction is completed, the recipient (AMS or target ABS) should release the data to the upper layer without waiting for AAI_RNG-REQ/RSP transaction. store the received data packets and not release them to the upper layers until the sender is authenticated. If the data packets belong to a service flow associated with an SA that supports data authentication (as indicated by the data authentication algorithm identifier in the cryptographic suite of the SA) the receiver can authenticate the sender by verifying that the ciphertext authentication code included in each data packet was produced with the TEK associated with this SA. If the data packets belong to a service flow associated with an SA that does not support data authentication the receiver can authenticate the sender when the AAI_RNG-REQ/RSP transaction completes successfully. In all cases, if the sender is authenticated, the decrypted data packets are released to the upper layer in the recipient, and if the sender is not authenticated the data packets are discarded.
If data packets are exchanged between AMS and target ABS before the AAI_RNG-REQ/RSP transaction is completed, the sender (AMS or target ABS) should store the sent data packets and not discard them before the receiver is authenticated. If a service flow from the receiver exists and that service flow is associated with the primary SA that supports data authentication, the sender can authenticate the receiver by verifying that the ICV of the data packet received was generated using the TEK associated with the primary SA. Alter​natively, the sender can authenticate the other side (the receiver) when the AAI_RNG-REQ/RSP transaction completes successfully. In all cases, if the sender fails to authenticate the other side, then it shall consider all sent packets as never transmitted and retransmit them to a new ABS or AMS when a new connection is established; If the sender successfully authenticates the other side, the sender shall discard the packets that were sent and stored.
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