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Proposal on CRID update during re-authentication (16.2.3.41.5)
Youngkyo Baek, Jicheol Lee
Samsung Electronics
1. Introduction
According to 16m/D5[1], CRID is used for MS identification when the AMS performs Network reentry from the coverage loss/DCR mode. And this CRID contains information which network entity(assumed to be the anchor authenticator) manages and AMS’s identifier. During re-authentication, AMS’s anchor authenticator may be changed according to network’s decision. In that case, in order to guarantee uniqueness of the CRID, the CRID has to be refreshed. 
We propose a mechnism to refresh the CRID during keyagreement 3way handshake procedure after EAP re-authentication.

2. Solution
EAP (re) authentication procedure is followed by a key agreement 3way handshake procedure. So when anchor authenticator is changed during the reauthentication procedure and CRID refreshness is requried, the new CRID can be transferred to the AMS during the a key agreement 3way handshake procedure(i.e. it can be transmitted through the PKMv3 keyagreement MSG#3 message)
However, the PKMv3 keyagreement MSG#3 message is protected by integrity sense, but not in confidentiality sense. That is, the AAI_PKM-RSP(PKMv3 keyagreement MSG#3) is protected by CMAC, not by encryption. 

Hence, if the PKMv3 keyagreement MSG#3 message carries a CRID as a plaintext, then the CRID is exposed. So we need another solution to transmit the CRID confidentially.

We suggest using a disguise CRID which is defined by current CRID ( new CRID.
When ABS should transfer a new CRID after re-authentication, ABS transmits a disguise CRID through the PKMv3 keyagreement MSG#3 message.

Then, the AMS obtains the new CRID by apply XOR the current CRID to the disguise CRID. 

Since the current CRID is securely managed, the new CRID can be transmitted confidentially. 

3. Text Proposal
Modify the sentences at page 175, line 39 as follows
======================== Start of Proposed Text =====================
16.2.3.41.5 PKMv3 Key_Agreement-MSG#3 message

The ABS transmits the PKMv3 Key_Agreement-MSG#3 message as a final step in the 3-way handshake key agreement after successful CMAC value verification of PKMv3 Key_Agreement-MSG#2 message received from the AMS.

On receiving PKMv3 Key_Agreement-MSG#2 message from the AMS, the ABS derives PMK and AK from MSK depending on NONCE_BS and NONCE_MS, which are shared by PKMv3 Key_Agreement-MSG#2 messages, and validate the CMAC value contained in PKMv3 Key_Agreement-MSG#2 message.
During reauthentication when the CRID is changed, ABS shall notice a new CRID to the AMS by using a disguise CRID in PKMv3 Key_Agreement-MSG#3 message.
Code: 5 

Attributes are shown in Table 733.
	Attribute
	contents

	….
	…..

	Disguise CRID
	72bit identifier used for transferring a new CRID securely, where disguise CRID = current CRID ( new CRID. AMS retrieves the new CRID by disguise CRID ( current CRID. 

It shall be included when anchor authenticator is changed with re-authentication.

	….
	…


============================== End of Proposed Text ===============
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