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Proposal to Comment 10086 (16.2.5.2.1.4)
Youngkyo Baek
Samsung Electronics
Avishay Shraga, Xiangying Yang
Intel
1. Introduction
Regarding proposed remedy of comment 10086, some cleanup to the Figure 408(Authentication State Machine for PKMv3) is required additionally.
.
2. Text change
Remedy #1 

Modify the sentences, line40, page 306 as follows.
--------------------------------------------------  Text Start  -----------------------------------------------------------------
•If the AMS receives Key agreement MSG#1 before receiving the EAP_Success it shall verify the CMAC tuple of Key agreement MSG#1 based on the current MSK shared during the current EAP authentication process as if it had received the key agreement MSG#1 after normally receiving the preceding PKMv3 EAP Transfer with EAP-Success.

 If CMAC verification fails, the AMS shall silently discard Key agreement MSG#1. If CMAC verification is successful, the AMS shall send a AAI-PKM-REQ message (Key agreement MSG#2), using the MSK and derived keys, to the ABS. This
--------------------------------------------------  Text End  -----------------------------------------------------------------
Remedy #2 

Modify Table408, page320 as follows.

[Editorial note for modification of the figure] 

1. Remove the red-coloured arrows and texts
2. For the blue-coloured texts and arrows and boxes, modify the figure as the below modification (even for the underline or shade if exists) 
--------------------------------------------------  Text Start  -----------------------------------------------------------------
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Figure 405 Authentication State Machine for PKMv3 

Table 761. Authentication FSM state transition matrix for PKMv3

	State 
Event
or receive message
	(A) Stopped
	(B) Not Authenticated
	(C) Key Agreement MSG #3 Wait
	(D) Authenticated Active
	(E) Refresh Key Agreement MSG #3 Wait 
	(F) Authenticated Reentry Auth Wait
	(G) Authenticated idle/DCR
	(H) Secure Location Update

	(1) Start Auth
	Not Authenticated
	
	
	
	
	Not Authenticated
	Not Authenticated
	

	(2) PKMv3 Key Agreement MSG #1
	
	Key Agreement MSG #3 Wait
	Key Agreement MSG #3 Wait
	Refresh

Key Agreement MSG #3 Wait, 
	Refresh

Key Agreement MSG #3 Wait
	
	
	

	(3) PKMv3 Key Agreement MSG #3
	
	
	Authenticated Active
	
	Authenticated Active
	
	
	

	(4) [EAP] EAP Success
	
	Not Authenticated
	
	Authenticated Active
	
	
	
	

	(5) Key Agreement 3-way handshake Timeout
	
	
	Key Agreement MSG #3 Wait
	
	Refresh Key Agreement MSG #3 Wait
	
	
	

	(6) Key Agreement MSG #2 max resend elapsed
	
	
	Not Authenticated Stopped
	
	Authenticated Active Stopped
	
	
	

	(7) Key Context Refresh needed
	
	
	
	Authenticated Active
	
	
	
	

	(8) Start HO  Reentry
	
	
	
	Authenticated Reentry Auth Wait
	Authenticated Reentry Auth Wait
	
	
	

	(9) re-authentication request timeout
	
	
	
	Authenticated Active
	
	
	
	

	(10) HO cancelled
	
	
	
	
	
	Authenticated Active
	
	

	(11) TBS change
	
	
	
	
	
	Authenticated Reentry Auth Wait
	
	

	(12) Reentry Completed
	
	
	
	
	
	Authenticated Active
	
	

	(13) Auth Expired
	
	
	
	Stopped
	Stopped
	Stopped
	Stopped
	Stopped

	(14) [EAP] EAP Failure
	
	
	
	Authenticated Active Stopped
	
	
	
	

	(15) External Stop
	
	Stopped
	Stopped
	Stopped
	Stopped
	Stopped
	Stopped
	Stopped

	(16) Exit to Idle
	
	
	
	Authenticated iIdle/DCR
	Authenticated Idle
	
	
	

	(17) Reentry from Idle
	
	
	
	
	
	
	Authenticated Active
	

	(18) [Ext]Secure Location Update
	
	
	
	
	
	
	Secure location update
	

	(19) TEK update finished
	
	
	
	Authenticated Active
	
	
	
	

	(20)[Ext] Secure location update done
	
	
	
	
	
	
	
	Authenticated idle/DCR


………
……..
[line1, page 324]
16.2.5.2.4.3 Events

Start Authentication: After completion of basic capabilities negotiation, this event is generated to start the Authentication state machine. It is also issued when the Reentry Process Optimization Bit #1 of the AAI-RNG-RSP message is set to one (i.e., ‘omit PKM authentication phase') during HO or network reentry.
[EAP]EAP Success: EAP FSM generates this event to notify the Authentication FSM that it received EAP Success message from the authenticator. 
…….

[line25, page 324]
Start HO Reentry: An event to inform the Authentication FSM that AMS is in HO or network reentry from coverage loss phase. The FSM should derive the new AK context for the T-ABS.

re-authentication request Timeout: A timer event that causes the AMS to resend a PKMv3 re-authentication request message in order to ask the network to initiate re-authentication. This event is used in the case that key agreement 3-way handshake is not completed successfully during re-authentication request timer from transmitting the PKMv3 re-authentication request message. This timer is active only after key context refresh needed event occurred.
Reentry Completed: An event to notify the Authentication FSM that reentry has finished successfully. This event is issued when the AMS receives an AAI-RNG-RSP message including Reentry Process Optimization Bit #1 set to one (i.e., 'omit PKM authentication phase') during HO or network re-entry. from Idle mode
HO Canceled: An event to notify the Authentication FSM that HO was canceled. The cached AK context for the S-ABS should be retrieved.

TBS (T-ABS) changed: An Event to notify the Authentication FSM that it needs to generate the AK context for the new T-ABS.
Authentication Expired: This event indicates the AK context became obsolete due to the expiration of AK lifetime. 
[EAP]EAP Failure: This event indicates EAP-failure has been received from the NW. 
External Stop: The event to stop the Authentication FSM and terminate connection with ABS. It is also issued when the Reentry Process Optimization Bit #1 of the AAI-RNG-RSP message is set to one (i.e., ‘omit PKM authentication phase') during HO or network reentry.
….

[line5, page 325]
NOTE-The following events are sent by an external state machine to the TEK state machine:

Exit to idle: sent by the idle/DCR FSM when the AMS exit to idle/DCR mode

Reentry from idle: sent by idle/DCR FSM when AMS return from idle/DCR to active mode
[Ext] Secure location update: sent send by the paging FSM when secure location update is required.

[Ext] Secure location update done: sent send by paging FSM when secure location update done and the Auth FSM back to idle.
[line24, page 325]
16.2.5.2.4.5 Actions

Actions taken in association with state transitions are listed by

<Start State> (<rcvd message>) --> <End state>:

1-A: Stopped (Start Auth) -> Not Authenticated

a) Enable PKMv3 EAP-Transfer messages to be transferred.

1-F: Authenticated Reentry Authentication Wait (Start Auth) -> Not Authenticated

a) Stop TEK FSMs

b) Re-initialize the Authentication FSM

c) Enable PKMv3 EAP-Transfer messages to be transferred.

1-G: Authenticated Idle/DCR (Start Auth) -> Not Authenticated

a) Stop TEK FSMs

b) Re-initialize the Authentication FSM

c) Enable PKMv3 EAP-Transfer messages to be transferred.
……
…..

 [line41, page 326]
6-C: Key Agreement MSG#3 Wait (Key Agreement MSG #2 max resend elapsed) -> Not authenticated Stopped
6-E: Refresh Key Agreement MSG#3 Wait (Key Agreement MSG #2 max resend elapsed) -> Authenticated Active Stopped
a) Stop TEK FSMs if active

b) Delete all authentication context

c) Stop authentication FSM

7-D: Authenticated Active (Key context refresh needed) -> Authenticated Active

a) Send PKMv3 re-authentication request Message

b) Start re-authentication request Timer

8-D: Authenticated Active (Start HO Reentry) -> Authenticated Reentry Authentication Wait

a) Generate AK Context and all derived keys for T-ABS

b) Enter AK_COUNT LOCK state

8-E: Refresh Key Agreement MSG#3 Wait (Start HO Reentry) -> Authenticated Reentry Authentication Wait
….

….

[line24, page 327]
13-D,E,F,G,H: Any state with valid authentication (Authentication expired) -> Stopped

a) Stop TEK FSMs

b) Delete all authentication context

c) Stop authentication FSM
14-D: Authenticated Active (EAP Failure) -> Authenticated Active Stopped
a) Stop TEK FSMs if active

b) Delete all authentication context

c) Stop authentication FSM

15-B,C,D,E,F,G,H: Any state (External stop) -> Stopped

a) Stop TEK FSMs if active

b) Delete all authentication context

c) Stop authentication FSM

16-D: Authenticated Active (Exit to Idle) -> Authenticated Idle

a) Stop TEK FSM

16-E: Refresh key agreement MSG#3 wait (Exit to Idle) -> Authenticated Idle

a) Stop TEK FSM

17-G: Authenticated idle/DCR (Re-entry from idle) -> Authenticated Active

a) Update AK context with AK_COUNT

b) Notify PMK context about AK_COUNT updated value

c) Derive AK context and all sub keys

d) Start TEK FSM

18-G: Authenticated idle ([Ext]Secure location update) -> Secure Location update

a) Update AK context with AK_COUNT

b) Notify PMK context about AK_COUNT updated value

c) Derive AK context and all sub keys

d) Start TEK FSM

19-D: Authenticated active (TEK update finished) -> Authenticated Active

a) If all TEK FSMs reported TEK update finished,  ' delete old PMK and AK context

20-H: Secure Location Update ([Ext]Secure location update done) -> Authenticated idle/DCR

a) Stop TEK FSM
--------------------------------------------------  Text End  -----------------------------------------------------------------
Remedy #3 

Modify Table977, line 16, page959 as follows.

--------------------------------------------------  Text Start  -----------------------------------------------------------------
Table 977—Parameters and constants
	System
	Name
	Time Reference
	Minimum Value
	Default Value
	Maximum Value

	ABS AMS
	T17
	Time allowed for AMS to complete AMS Authorization and Key Exchange
	
	1min
	


--------------------------------------------------  Text End  -----------------------------------------------------------------
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