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Terminology and terms

Directed transmissions— Refers to a RPR source
station transmitting to a designated (unicast)
destination address on the ring

Undirected transmission — Refers to a RPR source
station flooding a frame over the ring

Remote address— A MAC address that is not local to
thering (i.e., not alocal RPR station MAC address)

SAS — Spatially aware sublayer

VRRP - Virtual router redundancy protocol (as
specified in RFC 3768)

VMAC —Virtual MAC (or VRRP group)
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Objectives

o Outline how the spatially aware sublayer (SAS)
can support VRRP applications
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Problem overview =

Typical WAN

' Host 1 |

 Defaullt gateway I o | ~ _ : _
, Router A _.'\‘3:« | | .’\}*i .’\Q-*i : .’\}«
Router B ‘ ‘ ' Router D
San Antonio New York San Jose

Host 1 uses default gateway Router A to get to Host 2
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Typical WAN

iHostl
| Default gateway = - - - : -
' Router A —|’7“,:—\ ! ! .’\_;.—i .’\_;.—i .’\_;.—\
Router B ‘ ‘ Router D
San Antonio New York San Jose

If fault occurs at Router A (or link to Router A), communication from Host 1 to Host 2
IS interrupted
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Solution overview =

» A solution that allows for fast convergence and does
not affect current host implementations is required

VRRP is born!
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VRRP basics

Physical view Logical view
P S - . - 1
I Virtua router
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1111 =7
I VR 1 master | . = ;
1.1.1.3 | 1.1.1.3
O] . -
5 l ., Virtual MAC address :
Virtual router] g 00:00:5E:00:01:01
| ID 1 I Host 1 Virtual |P address :
Host 1 I Default gateway = 1.1.1.1
Default gateway = | 1111 o
1111 1112 | ~ 7 |
| N \
I VR 1backup I
| |
1114] ~7Z ,
| ‘ | Virtual Router ID 1
| VR1backup Virtual MAC address - 00:00:5E:00:01.01
L | Virtual IP address - 1.1.1.1
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PhySl cal view Virtual router

1.1.1.1

ID1

~ 7

1113
=

Host 1
Default gateway =
1.1.1.1

D 1.1.1.2

1.1.1.4

Uy
VR 1 master
VR 2 backup

~ 7

—

Host 2
Default gateway =
1.1.1.4

VR 2 master
VR 1 backup

|

Virtual router

L

ID 2

Virtual router ID 1

"VRRP most common implementatio

Logical view

A\

1.1.1.1 ~

1113
=

Host 1
Default gateway =
1.1.1.1

D 1.1.1.2

. el
Virtual rout
ID1

|

@

1.1.1.4 ~

—

Host 2
Default gateway =
1.1.1.4

7~
v

Virtua router
ID 2

Virtual router ID 2

Virtual MAC address :
00:00:5E:00:01.01
Virtua IP address; 1.1.1.1
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Virtual MAC address :
00:00:5E:00:01.02
Virtual IP address: 1.1.1.4
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VRRP operation

Normal operation

1113
=

Host 1
Default gateway =
1.1.1.1

D 1.1.1.2

f "4
1.1.1.1 .f\.«/_,i VR 2 master down

interva timer
VRRP Adv Msg,

pio2s5 VR 1 master
VR 2 backup, priority 150

: |1 VRRPAdv Msg,

—

Host 2
Default gateway =
1.1.1.4
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interva timer

f "4
1.1.1.4 .f\.«/_,i VR 1 master down

Prio 255 VR 2 master
VR 1 backup, priority 160

Flf 1115 A
f o
"iasssmssssEEEEs s — :

VR 2 backup, priority 100
VR 1 backup, priority 120
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VRRP operation =

1.1.1.1

Failure operation (master down interval time out)

VRRP Adv Msg,
D 11.1.3 .

5

VR 1 master
VR 2 backup, priority 150

Host 1
Default gateway =
1.1.1.1
1.1.1.4 .f\}_f_i
iy MR VR 2 master
5 VR 1 backup, priority 160
Host 2 :
Default gateway = : 1115 ~ 7
LA S L
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VR 2 backup, priority 100
VR 1 backup, priority 120
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VRRP operation

Failure operation (election process)

1.1.1.1

H

1113
=

Host 1
Default gateway =
1.1.1.1

D 1.1.1.2

*VRRP Adv Msg,
Prio 120

5

VR 1 master
VR 2 backup, priority 150

—

Host 2
Default gateway =
1.1.1.4

VR 2 master
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VR 2 backup, priority 100
VR 1 backup, priority 120
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VRRP operation =

Failure operation - and the winner is ...

1.1.1.1
7
o

VR 2 backup, priority 150

D "1.1.1.3
Gratuitous

Hogt 1 viRBR N Ry,
Default gateway = Prio 120
1.1.1.1
1.1.1.4 ~

D 1.1.1.2 VR 2 mader

— VR1 master, priority 160
Host 2
Default gateway = 1115 )

. —
1.1.1.4 . 4 ‘

VR 2 backup, priority 100
VR 1 backup, priority 120
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V RRP advertisement message

o Sent periodically by master router in virtual router
group (i.e., VRID)

- Received and processed by backup routersin
virtual router group

DA = MAC group address

SA = 00:00:5E:00:01:<VRID>

IP SA = VR master IP address

IP DA =224.0.0.18

VRRP packet

Frame check sequence
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Gratuitous ARP message -
e Sent by master router of virtual router group (i.e.,

VRID) at startup and when master router fail over
OCCUrs

- Host devices receiving gratuitous ARP update ARP
cache tables

- Intermediate bridging devices, if present, will
update FDB entries associated with virtual router
master interface MAC address and recelved port

DA = FF:FF:FF:FF:FF:FF

SA = VR master interface MAC

ARP packet

VR master

VR MAC interface IP

Frame check sequence
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Host ARP request message

o Sent by host at startup time to discover MAC address
of virtual router master
- Intermediate bridging devices, if present, will
update FDB entries associated with host MAC
address and received port

DA = FF:FF:FF:FF:FF:FF

SA = Host MAC

ARP packet

Default gateway IP
address

Frame check sequence
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Host ARP reply message

e Sent by virtual router master in response to host ARP
request
- Intermediate bridging devices, if present, will
update FDB entries associated with virtual router
Interface MAC address and received port

DA = Host MAC

SA = VR interface MAC

ARP packet
VR MAC VR interface IP
address address

Frame check sequence
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RPR and VRRP network references (1)

Virtual router ID 1

Host 1 Host 2 Host 3 Host 4
Gw=11.15 GW=11.15 GW=1.1.1.6 GW=1.1.1.6
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RPR and VRRP network references (2

Virtual router ID 1

X7
IEEE

Router B

>~
-~ VR2 Fndster

== =7 Lo

Host 1
GW=1.1.1.5 Host 2 Host 3 GW=1.1.1.6

GW=1.1.15 GW=1.1.1.6
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RPR and VRRP network references (3

Virtual router ID 1

= = e = e e = = e = e = = = e =1
= = = = e e e e e = = = = e = e =1

'/ Router A Router B 1 |

|

| I 37 VR1 master 6528 R hdster

I I . VR2 backup . ‘VRl atkup

| | 111.6 |

=+ =

router ID 2

Host 1 Host 2 Host 3 Host 4
Gw=11.15 GW=11.15 GW=1.1.1.6 GW=1.1.1.6
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802.17 support of VRRP =

e Virtua MAC (i.e.,, 00:00:5E:00:01:<VRID>) used by

V RRP does not represent an address associated with
aRPR station

- Consequently 802.17 MAC will, by default, flood
frames with this MAC address

- Resultsin lack of spatial reuse and poor
bandwidth utilization over the ring
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802.17b SASinteractions
with VRRP
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SAS support of VRRP

o Advertisement messages over 802.17b

Virtual router ID 1

Router B
o~ ——= VR1 %ackup

SAS

» Associate VMAC with RPR
station MAC attachment

* Frames transmitted to
VMAC (which is
considered a remote
address) can now be
associated with an RPR
station MAC, resulting in
directed transmissions and
achieving spatial reuse
over RPR

MH_SAS VRRP 01
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SAS support of VRRP

Virtual router ID 1

Router A Router B I
7

|

: — — l

I . o VR1 master . o VR1 tfackup
| L L

|

pidge 1 B'dge 2
|_
1 1|1 1 1.1].1.2 1.11.3 1.1.1.4

Host 1 Host 2 Host 3 Host 4
GW=1.115 GW=1115
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Gratuitous ARP messages over 802.17b

SAS

» Associate VR master
interface MAC (remote
address) with RPR station
MAC attachment

* Frames transmitted to the
VR master interface MAC
(remote address) can now
be associated with an
RPR station MAC,
resulting in directed
transmissions and
achieving spatial reuse
over RPR
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SAS support of VRRP

e Host ARP request messages over 802.17b

Virtual router ID 1

SAS

» Associate host MAC
address (remote address)
with RPR station MAC
attachment

* Frames transmitted to the
host MAC address (remote
address) can now be
associated with an RPR
station MAC, resulting in
directed transmissions and
achieving spatial reuse
over RPR

Host 1 Host 2 Host 3 Host 4
Gw=11.15 GW=11.15
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SAS support of VRRP

Virtual router ID 1

e e o Em Em Em Em Em Em o o Em Em -1
I Router A Router B |

|

! .'\.“/-):i VR1 master .'\}):i VR1 tlfackup
| =

|

1 1.6 '
fidge 3 :B!'a‘ga

iidge 1 B"dge. 2
A | |
1.1.|1.i/ 1112 1113 ET

2 &

Host 1 Host 2 Host 3 Host 4
GW=1.115 GW=1115
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Host ARP reply messages over 802.17b

SAS

» Associate VR master
interface MAC (remote
address) with RPR station
MAC attachment

* Frames transmitted to the
VR master interface MAC
(remote address) can now
be associated with an
RPR station MAC,
resulting in directed
transmissions and
achieving spatial reuse
over RPR
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SAS support of VRRP

 VRRP normal operation

Virtual router 1D 1 SAS

» Data transmissions from Host 1
to off-net host via VR master
router will result in SAS DB
lookup of VMAC

- RPR station MAC entry found in
SAS DB will result in directed
transmissions and thus achieve
spatial reuse over RPR

* Data transmissions from VR
master router to Host 1 will result
in SAS DB lookup of Host 1 MAC
address (remote)

- RPR station MAC entry found in
SAS DB will result in directed
transmissions and thus achieve
spatial reuse over RPR

Host 1 Host 2 Host 3 Host 4
Gw=11.15 GW=11.15
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Summary

« SAS supports VRRP applications over RPR

Provides spatial reuse improvements
No additional RPR configuration required

VMAC to RPR station MAC associations are
auto-learned

Supports various VRRP network configurations
Involving RPR, routers, bridges, and hosts
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Backup
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Virtual Router ID 1

VRRP/RPR packet walk-thru

Bridge 1

Host 1 Host 2
Gw=1115 GWw=1115

Br

idge 2

VRRP startup

1. VR1 master (RouterA) sends advertisement

message

- VR1 backup (RouterB) receives advertisement
message and resets Master_Down_Timer

- SAS in RPR RouterB, RPR Bridgel & RPR Bridge2
associates VMACL1 with RouterA MAC (MAC;,)

- Bridgel forwards VRRP advertisement message to
Hostl and Host2

- VR1 master (RouterA) sends advertisement
message every Advertisement_Interval (e.g., 1 sec)

2.VR1 master (RouterA) broadcast gratuitous

ARP message

- SAS in RPR RouterB, RPR Bridgel & RPR Bridge2
associates VR master interface MAC with RouterA
MAC (MACg,)

- Bridgel forwards gratuitous ARP to Host1 and Host2

- Hostl and Host2 updates ARP cache table
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VRRP/RPR packet walk-thru

Host startup

Virtual Router 1D 1 3. Hostl broadcast ARP request message

- RPR Bridgel floods frame over RPR

- SAS in RPR RouterA & RouterB, RPR Bridgel &
RPR Bridge2 associates Hostl MAC (MAC,,;) with
RPR Bridgel MAC (MAC;,)

- VR1 master (RouterA) receives ARP request and
processes message

4.VR1 master (RouterA) responds to ARP

request with ARP reply message
- Host1 updates ARP cache table

Host 1 Host 2 Host 3 Host 4
GW=1115 Gw=1115
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VRRP/RPR packet walk-thru

SAS DB

Remote
MAC

VID

RPR
MAC

MAC,,,

MACq,

Virtual Router ID 1

Host 1 Host 2 Host 3 Host 4
Remote RPR
W=1.1.1. W=1.1.1.
MAC e ‘ MAC ¢ > ¢ s
VMAC MAC; A

After VRRP initialization signaling and Host ARP process, the SAS data bases are
updated.
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VRRP/RPR packet walk-thru

Normal operation

Nrtwal Router IDL _ _ _ _ _ __ 1 5. Hostl sends message to off-net Host via
: Router A Router 8 VR1 (using VMAC in destination address)
B N o T Y - RPR Bridge1l MAC indexes SAS DB using VMAC

and discovers RPR MAC address MAC, is RPR
destination target address to perform directed
transmission to RPR station RouterA

Bridge 1 Bridge 2 )
6. Off-net Host messages Hostl via VR1
i, \M—’. 13 master (RouterA)

- RPR RouterA MAC indexes SAS DB using MAC,
11h1 1112 1113 1114 and discovers RPR MAC address MAC;, is RPR
(1 [} (1 destination target address to perform directed
—  — —_— = transmission to RPR station Bridgel
Host 1 Host 2 Host 3 Host 4 - Bridgel dispatches packet to Host1

Gw=1115 GWw=1115

SAS provides spatial reuse over RPR involving VRRP interactions.
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Virtual Router ID 1

VRRP/RPR packet walk-thru

4,

Bridge 1

-

Host 1
Gw=1.1.15

Host 2
GW=1115

Bridge 2
1.1.L.1 1.;[1.2

1113

=

Host 3

Host 4

VR1 master (RouterA) failure

7.VR1 backup routers (RouterB) master down
interval timeout occurs; VR1 master router
election process occurs, resulting in RouterB
becoming the new VR1 master

8. VR1 master (RouterB) sends advertisement

message

- SAS in RPR Bridgel & RPR Bridge2 associates VMAC1
with RouterB MAC (MACg;)

- Bridgel forwards VRRP advertisement message to Host1
and Host2

- VR1 master (RouterB) sends advertisement message
every Advertisement_Interval (e.g., 1 sec)

9. VR1 master (RouterB) broadcast gratuitous

ARP message
- SAS in RPR Bridgel & RPR Bridge2 associates VR
master interface MAC with RouterB MAC (MACg)
- Bridgel forwards gratuitous ARP to Host1l and Host2
- Hostl and Host2 updates ARP cache table

MH_SAS VRRP 01
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VRRP/RPR packet walk-thru

N
- saspe O

Remote VID ‘ RPR

Virtual Router 1D 1 MAC MAC

: Router, 81 MAC,,, MAC,,
I — ,

[ = s

. VRz Backp U | NG MAG, | || Mg,

o2 MU
Bridge 1 Bridge 2

SAS DB 4 4J D49
Host 1 Host 2 Host 3 Host 4
Remote RPR _ -
MAC VID ‘ ARG GW=1115 GW=1115
VMAC MACgg
\_//

VRRP process to facilitate master router switchover results in the SAS data bases to
be updated.
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VRRP/RPR packet walk-thru

Normal operation

Virtual Router ID 1 10. Hostl sends message to off-net Host via
Router A Router B8 | VR1 (using VMAC in destination address)

—~ 1
f*%ﬁ’;‘é"‘?ﬁi TP ! - RPR Bridgel MAC indexes SAS DB using VMAC
and discovers RPR MAC address MACg is RPR
destination target address to perform directed
transmission to RPR station RouterB

Bridge 1 Bridge 2 )
11. Off-net Host messages Hostl via VR1
i, \M—’. 13 master (RouterB)

- RPR RouterB MAC indexes SAS DB using MAC,,;
11h1 1112 1113 1114 and discovers RPR MAC address MAC;, is RPR
(1 [} (1 [} destination target address to perform directed
= == _— = transmission to RPR station Bridgel

Host 1 Host 2 Host 3 Host 4 - Bridgel dispatches packet to Host1

Gw=1115 GWw=1115

SAS continues to provide spatial reuse over RPR involving VRRP interactions.
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