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4.1.11 Link Layer  Security   

Link layer  security in MBWA systems shall protect the service provider from theft of service and protect the user from network impersonation. It shall provide privacy protection of the data sent over the air interface and also provide data integrity consistent with the best current commercial practice. The 802.20 standard shall minimize the risk of denial of service attacks wherever possible. 802.20 security provides only link layer protection and may be complemented by end-to-end  security protocols operating at higher  layers such as   SSL/TLS and  IPSec.

4.1.11.1  Authenticated Key Agreement and Authorization    

The network and the mobile terminal shall perform a mutual entity authentication and session key agreement protocol.  After authentication of the mobile terminal the network shall perform authorization before providing service.  
4.1.11.2  Privacy and Integrity Methods   

A method that will provide message integrity across the air interface to protect user data traffic and signaling messages from unauthorized modification shall be provided.  It shall be possible to operate the 802.20 MAC and PHY with any of the following combinations of privacy and integrity:

· encryption and message integrity;

· encryption and no message integrity;

· message integrity and no encryption;

· no message integrity and no encryption.
Encryption across the air interface to protect user data traffic and signaling messages, from unauthorized disclosure shall be supported.

4.1.11.3 User Anonymity   

The system shall provide protection from unauthorized disclosure of the  device permanent identity to eavesdroppers.

4.1.11.4  Denial of Service Attacks   


It shall be possible to provide protection against Denial of Service (DOS) attacks wherever possible.

4.1.11.5  Security Algorithm   

AES shall be the mandatory and the default underlying algorithm for encryption.

All underlying  cryptographic algorithms shall be publicly available on a fair and non-discriminatory basis.

National or international standards bodies shall have approved the underlying cryptographic algorithms.

The underlying cryptographic algorithms shall have been extensively analysed by the cryptographic community to resist all currently known attacks.
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