Five Criteria Statement for P802.21a PAR Proposal
CRITERIA FOR STANDARDS DEVEL OPMENT (FIVE CRITERIA)

Broad Market Potential
A standards project authorized by |EEE 802 shall have a broad market potential. Specifically, it
shall have the potential for:

a) Broad sets of applicability.

b) Multiple vendors and numerous users.

¢) Balanced costs (LAN versus attached stations).
|EEE 802.21 defines MIH (media-independent handover) services that facilitate
handover optimization between heter ogeneous access networksincluding | EEE 802
access technologies and other access technologies. Therefore, IEEE 802.21 is
applicable to network service providers aswell as equipment vendors.

Thereisawide variety of vendors currently building numerouswired and wir eless
productsfor the network equipment market segments. Many vendors, and others,
participated in the standard development process of | EEE 802.21.

Currently, security mechanisms, including authentication and key establishment
have been specified for each accesstechnology. During a handover from one access
technology to another, authentication and key establishment will introduce latency
to establish a new security association between the mobile node and the tar get
networ k. Reducing this latency will assur e service continuity during handovers.

The MIH services can be a new target to attackers, which will be the main concerns
for equipment vendors and service providers. Service protection based on
cryptographically binding of MIH servicesto authenticated service entities will
prevent from attacksthat can potentially paralyze the network.

Compatibility

| EEE 802 defines a family of standards. All standards shall be in conformance with the IEEE
802.1 Architecture, Management and I nterworking documents as follows. 802. Overview and
Architecture, 802.1D, 802.1Q and parts of 802.1f. If any variances in conformance emerge, they
shall be thoroughly disclosed and reviewed with 802.

Each standard in the |EEE 802 family of standards shall include a definition of managed
objects which are compatible with systems management standards.

1. Theproposed project will be developed in conformance with the | EEE 802 Overview
and Architecture.

2. Managed objectswill be defined consistent with existing policies and practicesfor |IEEE
802.1.



Consideration will be made to ensur e that compatibility is maintained with | EEE 802
security mechanisms and that existing security mechanisms are not compromised.

Distinct | dentity

Each IEEE 802 standard shall have a distinct identity. To achieve this, each authorized
project shall be:

a) Substantially different from other IEEE 802 standards.

b) One unique solution per problem (not two solutions to a problem).

c) Easy for the document reader to select the relevant specification.

1. Thereisno|EEE 802 standard to reduce latency caused by authentication and key
establishment for handover s between heter ogeneous access networks. Thereiswork
in progressin IETF (Internet Engineering Task Force) to support optimization for
authentication and key establishment during handover s by extending Extensible
Authentication Protocol (EAP) to support low-latency re-authentication. However
thiseffort isnot addressing issues which are dependent on L 2 access networks.
Authentication and key establishment need to be performed as proactively as
possibleto reduce the overall security signaling latency instead of performing the
same procedur e after the mobile node attachesto the tar get network.

2. Thereisno | EEE 802 standard to provide data integrity, replay protection,
confidentiality and data origin authentication for MIH protocol exchanges.

Technical Feasibility
For a project to be authorized, it shall be able to show its technical feasibility. At a minimum, the
proposed project shall show:

a) Demonstrated system feasibility.

b) Proven technology, reasonable testing.

¢) Confidenceinreliability

1. Security mechanismsincluding data integrity, replay protection, confidentiality and

data origin authentication, have been applied to different media types.

Some authentication protocols have been commonly adopted by different media, e.g.
EAP. Mediaindependent key hierarchy and an optimized authentication
mechanism based on EAP are under development in IETF. Additional optimization
mechanisms arerequired for proactively performing authentication and key
establishment between a mobile node and an authenticator in the target network via
the serving network. This can be defined as an extension to | EEE 802.21 with the
use of EAP.

Oncealink layer security association is created between the mobile node and the
target point of attachment, the existing algorithms defined for the target link layer
can be used to provide data integrity, replay protection and confidentiality.

2. Thereare security mechanisms provided by MIH transport protocols. It is possible
to use existing transport security mechanisms once a mechanism to bind the



identities of authenticated MIH entitiesto thetransport security mechanismsis
defined.

Economic Feasibility

For a project to be authorized, it shall be able to show economic feasibility (so far as can
reasonably be estimated), for itsintended applications. At a minimum, the proposed project shall
show:

a) Known cost factors, reliable data.

b) Reasonable cost for performance.

c) Consideration of installation costs.

Handover procedureswith security have been implemented within each access
technology. Existing deployment of cellular and |EEE 802 access technologies
providereal world examples of secured handover mechanisms within homogeneous
networksat layers1 and 2 (PHY and MAC). These have been proven to be cost
effective solutions.

Thefeaturesto be defined in thisproject will reducethe latency caused by
authentication and key establishment during inter-technology handovers. The
featuresto be defined in this project also provide data integrity, replay protection,
confidentiality and data origin authentication to MIH protocol message exchanges.
These represent a marginal increment to the cost of existing networking devices and
do not represent an originating cost.
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