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1.2 References and Related Documents

[1]
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[2]
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[3]
ETSI TS 101 761-2 CR096: Addition of generic authentication message transport mechanism, November 2001

[4]
BRAN28d022 “Transparent mode using EAP”, Thomson Multimedia, April 2002

1.3  Abbreviations

AAA
Authentication, Authorisation and Accounting

AAAH
Home AAA

AAAL
Local AAA

AKA
Authentication and Key Agreement

AP
Access Point

AVP
Attribute Value Pair

BRAN
Broadband Radio Access Networks

CMS
Cryptographic Message Syntax

CRC
Cyclic Redundancy Check

DLC
Data Link Control

DES
Data Encryption Standard

EAP
Extensible Authentication Protocol

EAPOH
EAP over HIPERLAN

EAPOL
EAP over LANs

ETSI
European Telecommunications Standards Institute

GST
Generic Authentication Transport

GST
Generic Signalling Transport

HIPERLAN
High Performance Radio Local Area Network

HIPERLAN/2
HIPERLAN Type 2

IEEE
Institute of Electrical and Electronic Engineers

IETF
Internet Engineering Task Force

IP
Internet Protocol

LAN
Local Area Network

LCH
Long Transport Channel

MT
Mobile Terminal

NAI
Network Access Identifier

NAS
Network Access Server

NASREQ
Network Access Server Requirements

PDU
Protocol Data Unit

PKCS
Public-Key Cryptography Standards

PPP
Point-to-Point Protocol

RADIUS
Remote Authentication Dial In User Service

RBCH
RLC Broadcast Channel

RFC
Request For Comment

RLC
Radio Link Control

RSA
Rivest Shamir and Adleman

SCH
Short Transport Channel

SCTP
Stream Control Transmission Protocol

SIM
Subscriber Identity Module

TBD
To Be Determined

TCP
Transmission Control Protocol

UDP
User Datagram Protocol

UICC
UMTS Integrated Circuit Card

UMTS
Universal Mobile Telecommunications System

USIM
Universal Subscriber Identity Module

3G
3rd Generation (Cellular System)

2. Introduction

This contribution describes how GST is used to perform authentication within a HIPERLAN/2 interworked network.  Previous work has not covered the usage of this container protocol and this document fills that requirement.  GST may also be used to carry other non-authentication signalling messages, for example service advertising/discovery.

2.1 Scope of GST

At the time of writing, EAP is the only authentication scheme that has been selected for possible use, although it must be pointed out, that it is not necessarily the only one.  GST must be considered as a simple protocol within the HIPERLAN/2 RLC layer that merely facilitates the transportation of higher layer authentication protocols, of which EAP is an example.  Other possible authentication schemes may also be used, which are considered to be closer to UMTS/GSM, such as GMM, although in this case a new Diameter GMM application would also have to be standardised within the IETF.

To facilitate the division of EAP messages into suitable GST payload chunks (together with extra padding packets and flags) EAPOH has been created to allow EAP messages to be transported by GST.  This then corresponds to EAPOL used within the Ethernet based IEEE 802.11.

Section 3 begins by describing how GST and, within GST, EAPOH are selected.

Section 4 gives some example EAPOH message transfers.

3. GST Configuration

This section reviews how authentication is configured to use GST, and how GST may be configured to use EAPOH [2] for user authentication.

3.1 Use of GST

Use of GST for user authentication is negotiated during the Link Capability Negotiation phase of the association procedure (q.v. [1] as modified by [3]).

3.2 Use of EAPOH

Once GST has been chosen, user authentication proceeds by the Authentication_GST procedure outlined in [3].  This is shown in Figure 1.
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Figure 1.  RLC Authentication using GST

Note that GST is intended to support authentication by mechanisms other the EAP.  Therefore the first exchange during the GST authentication procedure must negotiate the exact authentication procedure required.  To do this, the first message transmitted by the MT is a GST_CONFIGURATION message.  In reply, the AP returns a GST_CONFIGURATION_ACK message.  Both these messages are formally identified as RLC_GST messages with the following format.
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Figure 2.  GST Configuration Message

Note that the GST Configuration messages always contain a single GST payload segment (hence the segment number is always zero).  Additionally, the GST payload segment has two initial zero octets followed by (up to) 42 octets of configuration data (exact format to be decided).  Part of the configuration data of the GST_CONFIGURATION message specifies the authentication mechanisms supported by the MT; correspondingly, part of the configuration data of the GST_CONFIGURATION_ACK message specifies which (if any) of the mechanisms has been chosen by the AP as the one actually to use.

3.3 Authentication Protocol Identifier

The ‘configuration data’ section of the GST_CONFIGURATION_ACK, will indicate which authentication protocol is to be used.  Although this has not been detailed within this document, it is likely that the AP will supply a list of supported protocols (e.g. EAP, GMM) and then the MT chooses one.  The number space for these identifiers should be defined within the Interworking Technical Standard, currently referred to as the DTS.  A suitable suggestion for a number scheme is present within section 5.1 of [4].

If no mechanisms are specified in the GST_CONFIGURATION_ACK message, either the authentication procedure must fail, or the MT must issue another GST_CONFIGURATION message proposing alternative authentication mechanisms.

Note that the only authentication mechanism currently defined is EAPOH.

Note that the message format shown in Figure is compatible with the EAPOH format described in [2], with the observation that an EAPOH payload padding packet can never logically appear as the first packet within the EAPOH PDU payload.

4. EAPOH Message Transfer

This section explicitly shows how GST is used to transport EAP messages.

4.1.1 GST Configuration

Note that the GST_CONFIGURATION and GST_CONFIGURATION_ACK messages have already been fully described.  Note that since both of these messages have only a single payload segment, and the responses to the messages can be immediately constructed, strictly RLC_GST_ACK messages are not required to verify their transfer.  The appropriate values of the RLC_GST_ACK message fields required to verify transfer are shown in Figure 3.

	Field
	Value
	Note

	gst-ack-flags: S1
	1
	all indicated segments received correctly

	gst-ack-flags: SL
	1
	acknowledges receipt of complete payload

	gst-ack-initial-segment-number
	any
	field ignored since SL = 1

	gst-ack-sequence-number
	seq_no
	copied from RLC_GST message

	gst-ack-final-segment-number
	any
	field ignored since S1 = 1

	gst-ack-received-segment-map
	any
	field ignored since S1 = 1


Figure 3.  GST Configuration acknowledgement

4.1.2 Arbitrary EAP Dialogue

The authentication procedure at some stage will require the exchange of arbitrary EAP messages.  For illustrative purposes, we’ll show the transfer of a 132 octet EAP packet (1024 bits data plus 4 octets EAP header).  The payload of the corresponding RLC_GST (EAPOH) message contains the EAP packet.  A padding packet of 24 octets is added to bring the total RLC_GST message payload to 176 octets.  The message payload is transferred in four segments, as shown in the following figures.

	Field
	Value
	Note

	gst-flags: S1
	1
	this is the first segment

	gst-flags: SL
	0
	this isn’t the last segment

	gst-flags: P1
	1
	first payload packet is EAP

	gst-flags: P2
	0
	second payload packet isn’t EAP

	gst-segment-number
	3
	number of last segment (since S1 = 1)

	gst-sequence-number
	seq_no
	message sequence number (same for all segments)

	gst-payload-segment
	data
	first 44 octets of payload


Figure 4.  RLC_GST EAP Message Example: First segment

	Field
	Value
	Note

	gst-flags: S1
	0
	this isn’t the first segment

	gst-flags: SL
	0
	this isn’t the last segment

	gst-flags: P1
	1
	first payload packet is EAP

	gst-flags: P2
	0
	second payload packet isn’t EAP

	gst-segment-number
	1
	number of this segment (since S1 = 0)

	gst-sequence-number
	seq_no
	message sequence number (same for all segments)

	gst-payload-segment
	data
	second 44 octets of payload


Figure 5.  RLC_GST EAP Message Example: Second segment

	Field
	Value
	Note

	gst-flags: S1
	0
	this isn’t the first segment

	gst-flags: SL
	0
	this isn’t the last segment

	gst-flags: P1
	1
	first payload packet is EAP

	gst-flags: P2
	0
	second payload packet isn’t EAP

	gst-segment-number
	2
	number of this segment (since S1 = 0)

	gst-sequence-number
	seq_no
	message sequence number (same for all segments)

	gst-payload-segment
	data
	third 44 octets of payload


Figure 6.  RLC_GST EAP Message Example: Third segment

	Field
	Value
	Note

	gst-flags: S1
	0
	this isn’t the first segment

	gst-flags: SL
	1
	this is the last segment

	gst-flags: P1
	1
	first payload packet is EAP

	gst-flags: P2
	0
	second payload packet isn’t EAP

	gst-segment-number
	3
	number of this segment (since S1 = 0)

	gst-sequence-number
	seq_no
	message sequence number (same for all segments)

	gst-payload-segment
	data
	fourth 44 octets of payload


Figure 7.  RLC_GST EAP Message Example: Fourth segment

While the protocol does not require a RLC_GST_ACK message for every RLC_ACK, we’ll assume that an RLC_GST_ACK is issued to acknowledge correct receipt of the first three segments of the EAPOH message.  This is done using the message shown in Figure 8.

	Field
	Value
	Note

	gst-ack-flags: S1
	1
	all indicated segments received correctly

	gst-ack-flags: SL
	0
	complete payload not received

	gst-ack-initial-segment-number
	3
	first segment not received

	gst-ack-sequence-number
	seq_no
	copied from RLC_GST

	gst-ack-final-segment-number
	any
	field ignored since S1 = 1

	gst-ack-received-segment-map
	any
	field ignored since S1 = 1


Figure 8.  RLC_GST_ACK Example: first three segments received

On correct receipt of the final segment, the RLC_GST_ACK shown in Figure 9 would be used.

	Field
	Value
	Note

	gst-ack-flags: S1
	1
	all indicated segments received correctly

	gst-ack-flags: SL
	1
	acknowledges receipt of complete payload

	gst-ack-initial-segment-number
	any
	field ignored since SL = 1

	gst-ack-sequence-number
	seq_no
	copied from RLC_GST

	gst-ack-final-segment-number
	any
	field ignored since S1 = 1

	gst-ack-received-segment-map
	any
	field ignored since S1 = 1


Figure 9  RLC_GST_ACK Example: all segments received

Alternatively, in the presence of errors, the first RLC_GST_ACK could indicate that only the first and third segments of the message payload had been received.  This would result in the message in Figure 10

	Field
	Value
	Note

	gst-ack-flags: S1
	0
	intermediate segments not received correctly

	gst-ack-flags: SL
	0
	complete payload not received correctly

	gst-ack-initial-segment-number
	1
	lowest segment number not received

	gst-ack-sequence-number
	seq_no
	copied from RLC_GST

	gst-ack-final-segment-number
	2
	highest segment number received

	gst-ack-request-segment-map
	map
	first bit is 1, (indicates third segment is received)


Figure 10  RLC_GST_ACK Example: retransmit request (1)

If the final payload segment was received, but the second segment were still missing, the message in Figure 11 would be used.

	Field
	Value
	Note

	gst-ack-flags: S1
	0
	intermediate segments not received correctly

	gst-ack-flags: SL
	0
	complete payload not received correctly

	gst-ack-initial-segment-number
	1
	lowest segment number not received

	gst-ack-sequence-number
	seq_no
	copied from RLC_GST

	gst-ack-final-segment-number
	3
	highest segment number received

	gst-ack-received-segment-map
	map
	first two bits are 1, 1 (indicates third and fourth segments have been received)


Figure 11.  RLC_GST_ACK Example: retransmit request (2)

Subsequent correct receipt of the second segment would allow the RLC_GST_ACK message shown in Figure 9to be transmitted to acknowledge receipt of the complete payload.

Note that if the sender does not receive any RLC_GST_ACK message within the time period T_gst_ack, the sender should begin retransmission of all unacknowledged message segments.  If this situation persists, it is an indication that the radio link has failed.

Note also that the value T_gst_ack, together with how frequently the sender manages to transmit segments of a payload, determines after how many segments a RLC_GST_ACK message will be generated by the receiver.
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