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Abstract

This document proposes a strategy for interworking between WLAN and cdma2000. It  also present an phase approach and  some key technologies for effiecient interworking. 

1. Introduction 

The 4th generation mobile system will support interactive multimedia services in additions to wider bandwidths, higher bit rates, and service portability and consist of several heterogeneous  radio access networks, such as WLAN, cdma2000. The 3G networks promise to offer ubiquitous connectivity with relative low data rates. The IEEE 802.11 WLAN offers much higher data rates, comparable to 3G networks, but can cover only smaller areas. So, the performance and flexibility of wireless data services would be dramatically improved if users could seamlessly roam across the two networks. In this document, interworking issues between WLAN and cdma2000 1x EV-DO are discussed. 

2. Background of WLAN and cdma2000 1x EV-DO
2.1 WLAN

WLAN infrastructures will play an important role in the immediate future as a complement to the existing or planned cellular networks that is 3G. References[1,2] give detailed information about WLANs. This section presents the main characteristics of WLAN. IEEE 802.11b is allowing reaching data rate of 11Mbps. In parallel to this activity, a second group was working on a standard working in the 5 GHz band. This standard, known as 802.11a, allow working at maximum 54Mbps. The WLAN networks support two modes of operation, namely infrastructure mode and ad-hoc mode. Of these two modes, infrastructure mode network architecture is of most interest to Wireless Internet Service Providers (WISPs). The architecture is shown in Fig. 1.
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Fig. 1 IEEE 802.11 infrastructure mode.
To access the 802.11 WLAN, the Mobile Node (MN) first authenticates to the Access Point (AP) and then associates with it to obtain an association identifier. The packet tranasmissions between AP and the MN can be optionally protected using a symmetric key-based RC4-based encryption called Wired-Equivalence Privacy (WEP). The basic authentication and encryption mechanisms in the 802.11 standard have been shown to be inadequate in meeting the design goals of confidentiality, integrity, and access control. The newer 802.11i standard employs 802.1x port based access control protocol [3] for MN authentication, Temporal Key Integrity Protocol (TKIP) for dynamic re-keying of encryption keys and optional Wireless Robust Authentication Protocol (WRAP) that employs AES encryption eliminate thse limitations.

2.2 cdma2000 1x EV-DO

The 3GPP2 [4] was established for the cdma2000-based proposals from TIA and TTA. Technical specification work for cdma2000 standardization is being done within 3GPP2 in the following steps:

· cdma2000 1x, which is an evolution of cdmaOne, supports packet data service up to 144 Kbps. 

· cdma2000 single carrier evolution-data only (1x EV-DO) introduces a new air interface and supports high-rate packet data (HRPD). The specifications were completed in 2001. It requires a separate 1.25 MHz carrier for data only. The 1x EV-DO provides up to 2.4 Mbps on the downlink, but only 153 Kbps on the uplink.

· cdma2000 single carrier evolution and voice (1x EV-DV) will introduce new radio techniques and an all-IP architecture for radio access and CN. The completion of specifications was expected in 2003. It promises data rates up to 3 Mbps.

SK Telecom and LG Telecom from Korea were the first operators to launch cdma2000 1x in October 2000. Today, there are 63 cdma2000 1x and 8 1x EV-DO commercial networks across Asia, the Americas and Europe. 14 1x and 4 1x EV-DO networks are scheduled to be deployed in the next year[5]. The network architecture for a cdma2000 network is shown in Fig. 2. 
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Fig. 2 cdma2000 1x and cdma2000 1x EV-DO network.
3. Related Works

3.1 Tightly coupling approach

The rationale behind the tightly coupling approach is to make the WLAN network to the 3G core network as another 3G access network [6]. The WLAN network would emulate functions, which are natively available in 3G radio access networks. In this architecture, the “WLAN gateway” network element introduced to achive integration appears to the upstream 3G core as a Packet Control Function (PCF), in the case of a cdma2000 1x EV-DO core network. The WLAN gateway hides the details of the WLAN network to the 3G core, and implements all the 3G protocols (mobility management, authentication, etc.) required in a 3G radio access network. MNs in this approach are required to implement the corresponding 3G protocol stack on top of their standard WLAN network cards, and switch from one physical layer to the next as needed. All the traffic generated by client in the WLAN network is injected using 3G protocols into the 3G core network. These networks would share the same authentication, signaling, transport and billing infrastructures, independently from the protocols used at the physical layer on the radio interface.

However, this approach presents several disadvantages. Since the 3G core network directly exposes its interfaces to the WLAN network, the same operator will typically be required to own both the WLAN and the 3G network. In fact, in this case, independently operated WLAN islands could not be integrated with 3G networks without explicit physical connectivity to the 3G core network. Today’s 3G networks are being deployed using carefully engineered network-planning tools, and the capacity and configuration of each network element is calculated using mechanisms which are very much specific to the technology utilized over the air interface. By injecting the WLAN traffic directly into the 3G core, the setup of the entire network, as well as the configuration and the design of network elements such as PDSNs have to be modified to sustain the increase load. 

3.2 Loosely coupling approach

The loosely coupling approach calls for the introduction of a new element in the WLAN network, gateway acting as FA. The gateway connects to the Internet and does not have any direct link to 3G network elements such as PDSNs or 3G core network switches. The user population that accesses services of the WLAN’s FA may include users that have locally signed on, as well as mobile users visiting from other networks. This approach is called loosely coupling interworking because it completely separates the data paths in WLAN and 3G networks [6]. The high speed WLAN data traffic is never injected into the 3G core network but the end user still experience seamless access. 

There are several advantages to the loosely coupling interworking approach. First, it allows independent deployment and traffic engineering of WLAN and 3G networks. 3G carriers can benefit from other providers’ WLAN deployments without extensive capital investments. At the same time, they can continue to deploy 3G networks using well-established engineering techniques and tools. Furthermore, while roaming agreements with many partners can result in wide spread coverage, including key hot-spot areas, subscribers benefit from having just one service provider for all network access. They no longer need to establish separate accounts with providers in different regions, or covering different access technologies. Finally, unlike the tightly coupling approach, this architecture allow a WISP to provide its own public WLAN hot-spot, inter-operate through roaming agreements with public WLAN and 3G service providers, or manage a privately installed enterprise WLAN. 

It should be clear that the loosely coupling approach offers several architectural advantages over the tightly coupling approach, with virtually no drawbacks. Therefore, it has emerged as a preferred architecture for the integration of WLAN with 3G networks, and we will use it as a reference throughout the rest of the document.

3.3 Mobile IP

Mobile IP can be thought of as the cooperation of three major subsystems[7]. First, there is a discovery mechanism defined so that mobile nodes can determine their new attachment points (new IP addresses) as they move from place to place within the internet. Second, once the mobile node knows the IP address at its new attachment point, it registers with an agent representing it at its home network. Lastly, Mobile IP defines simple mechanisms to deliver datagrams to the mobile node when it is away from its home network.

Mobile IP is a way of performing three related functions:

· Agent Discovery: Mobility agents advertise their availability on each link for which they provide service.

· Registration: When the mobile node is away from home, it registers its care-of address with its home agent.

· Tunneling: In order for datagrams to be delivered to the mobile node when it is away from home, the home agent has to tunnel the datagrams to the care-of address. 

The following will give a rough outline of operation of the Mobile IP protocol, making use of the above-mentioned operations. Fig. 3 may be used to help envision the roles played by the entities. 
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Fig. 3 Mobile IP datagram flow.
· Mobility agents make themselves known by sending agent advertisement messages. An important mobile node may optionally solicit an agent advertisement message.

· After receiving an agent advertisement, a mobile node determines whether it is on its home network or a foreign network. A mobile node basically works like any other node on its home network when it is at home

· When a MN moves away from its home network, it obtains a care-of address on the foreign network, for instance, by soliciting or listening for agent advertisements, or contacting Dynamic Host Configuration Protocol (DHCP) or Point-to-Point Protocol (PPP).

· While away from home, the MN registers each new care-of address with its Home Agent (HA), possibly by way of a Foreign Agent (FA).

· Datagrams sent to the MN’s home address are intercepted by its HA, tunneled by its HA to the care-or address, received at the tunnel endpoint (at either a FA or the MN itself), and finally delivered to the MN.

· In the reverse direction, datagrams sent by the MN are generally delivered to their destination using standard IP routing mechanisms, not necessarily passing through the HA.

The MN is involved in a Mobile IP session in the cdma2000 RAN with the HA being in the 3GPP2 core network and transitions into a WLAN network where it uses Mobile IP with the HA in the 3GPP2 core network and the FA in the WLAN. In this case, session continuity between the two environments using Mobile IP must be supported. Otherwise, The MN is involved in a Mobile IP session in the WLAN with the HA being in the 3GPP2 core network and transitions into a cdma2000 RAN where it uses Mobile IP with the HA in the 3GPP2 core network and the FA in the cdma2000 PDSN. In this case, session continuity between the two environments using Mobile IP must be supported also. 

But, the base specifications for Mobile IP do not really perform as well as one might like for realtime handovers. Until such handovers are workable, such applications as Voice over IP (VoIP) will not be well matched for MNs using Mobile IP-based mobility management protocol. So, to repair this inadequancy, proposals for fast handover have been worked out, and are currently in initial stages of standardization. 

4. The Phase approach for interworking
4.1 Phase 0

This is the simplest scheme between cdma2000 1x EV-DO and WLAN interworking. The Phase 0 is interworking at billing and management of customers both cdma 2000 1x EV-DO and WLAN. This phase does not pose any new requirements on cdma2000 1x EV-DO system. 


[image: image4.emf]HLR/AuC

ANTS

ANC

BSC

VLR

PDSN (FA)

Core Network

AAA

HA

Internet

SS7

Core Network

AAA

Gateway

cdma2000

1x EV-DO

WLAN

CN

Application

Server Group

Common Billing

Server


Fig. 4 Phase 0 approach.
4.2 Phase 1

This phase is the first stage, which is the using a multimode device. Also the common management of connection and roaming is provided in a multimode device, but it is not interworking at network level because it is not provided Mobile IP but Simple IP. If the authentication is successful, the gateway provides a private or public IP address through DHCP. Note that in the event of mobility, the user acquires a new IP address and on-going sessions are lost. Therefore, the simple-IP service is most appropriate for environments with limited mobility where layer-2 mobility mechanisms satisfy mobility needs. One key advantage of this service is that it does not need a specialized client software for service access.
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Fig. 5 Phase 1 approach.
4.2 Phase 2a

This phase is introduced Mobile IP. The goal of Mobile IP service is to preserve user sessions when a user roams among heterogenous networks of different providers with different access technologies. The cdma2000 1x EV-DO standard incorporates Mobile IP to achive inter-PDSN handoff. The PDSN node in the cdma2000 1x EV-DO network implements the FA. Therefore, a natural way to implement vertical handoff between cdma 2000 1x EV-DO and WLAN networks is to implement Mobile IP functionality in the WLAN gateway and in the MN. The scenario is depiceted in followed Fig. 6.
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Fig. 6 Phase 2a approach.

There may be a change in service quality as a consequence of the transition between systems due to the varying capabilities and characteristics of the access technologies and their associated networks. It is also possible that some services may not survive, as the continuing network may not support an equivalent service. Therefore, operator must provide optimal selection algorithm that select adequate network.

4.3 Phase 2b

The architecture of this phase is same phase 2a. But this phase is supplemented technologies for fast and seamless handover. In certain cases using Mobile IP, the latency involved in handoff can be above the threshold required for the support of delay-sensitive or real-time service. The reference [8] is presented two methods to achieve low-latency Mobile IP handoff during movement between FAs. The presented techniques allow greater support for real-time services on a Mobile IPv4 network by minimizing the period of time when a MN is unable to send or receive IP packets due to the delay in the Mobile IP registration process. Two mechanisms can be applied to integration model that are pre-registration and post-registration. These mechanisms are described in next section. 

4.4 Phase 3a

The goal of this phase is to allow the operator to extend 3GPP2 system with PS-based service. So, all traffic (included voice) is delivered through packet core network. 

4.5 Phase 3b

In phase 3b, it is provided multimedia functionality through packet core network, as introducing a various multimedia servers. 

4.6 Phase 4

This phase allows access to all services provided by the entities of the cdma 2000 1x EV-DO packet core network. So, in this phase, all-IP network is achieved [9]. 

5. Key technologies for effective interworking

For an effective interworking, various techniques such as fast and seamless handover sheme, integration AAAs and adaptive selection algorithm, QoS vertical handover algorithm, multicast and broadcast service, and so on, is required. But we specially focus at fast and seamless handover, integration of AAAs, and adaptive selection algorithm.
5.1 Fast and Seamless Handover
This mechanism is refered previous section, presents techniques for reducing delay components of Mobile IP. The techniques can be divided into two general categories.

· Allow the MN to communicate with the nFA while still connected to the oFA

· Provide for data delivery to the MN at the nFA even before the formal registration process has completed.

The first category of techniques allows the MN to “pre-build” its registration state on the nFA prior to an underlying L2 handoff. The second category of techniques allows for service to continue uninterrupted while the handoff is being processed by the network. This mechanism must be achieved to interworking model so that vertical handover is fast and seamless. 

5.2 Integration of AAAs

When a user subscribes to such a service, credentials in the form of authentication information (such as shared secret keys), profile information (such as class of service, minimum bandwidth) and accounting information will be stored in a network based AAA server called home AAA. This single account will enable the user to access the data and voice services anywhere, any time, receive exactly one billing statement, roam freely among all networks that the user’s provider has agreements with, and get similar quality of service. Using a single account in this manner on different networks requires that the network providers be able to authenticate each other’s users, and obtain their service profile parameters. This is enabled by roaming agreements established among service providers using the AAA protocols such as RADIUS [10] or Diameter [11] and AAA broker networks. 

Communication between AAA functions in the WLAN system and AAA functions in the 3GPP2 system may occur via AAA proxy functions or AAA broker functions in appropriate trust relationships. Such AAA proxy functions may incidentally be within other 3G networks. 

5.3 The Adaptive Interface Selection Algorithm

In the paper[6], the interface selection algorithm has the criteria which consider four variables: normalized signal strength, priority, low threshold, and high threshold. These variables are not enough to select the better of the two interfaces.  This chapter presents a new method to select the better of the two interfaces which are WLANs and cdma2000 1x EV-DO using the algorithm called adaptive interface selection algorithm. This selection method which is the first process of interworking is considered on many criteria, for example, data rates, authentication, received power, and so on. Specially, we consider a criterion, the required data rates. This proposes the number of different deployment scenario and the interface strategy for heterogenous random access network. This proposal has some advantages, which are increasing the number of users who want to connect the interface in limited area and selecting the interface that serves the required data rate of  the user and so on.

5.3.1 The criteria of selection algorithm

It is difficult to select the better of the two interfaces. Because each of the users has a different propensity, the optimal interface satisfying the entire request doesn’t exist. So we need criteria to choose the optimal interface. We present some criteria as follows;

· The required data rates


· Authentication

· Received power

· The limited number of admission users
· The charge for the service
Authentication decides whether users can use cdma2000 1x EV-DO or WLANs. If a user doesn’t have authentication of WLANs, he can’t use WLAN networks. Received power estimates the user’s existence in an interface. The limited number of admission users shows the maximum number which each of the interfaces can accommodate. The charge for the service indicates a charge of the network’s use. The last item, the required data rates, is the most important criterion to select the optimal interface and we give a full detail of this item in section 5.3.3.


[image: image7.emf]30 kbps

2 Mbps

2 Mbps

 0 bps

2 Mbps

144 kbps 10 kbps

144 kbps

cdma2000 1x EV-DO

WLANs

WLANs

case 1

case 2

case 4

case 3


Fig. 7 A point to be considered to use the adaptive interface selection algorithm.

5.3.2 A point to be considered for using the adaptive interface selection algorithm

We will discuss a point to be considered for selecting the interface before we explain the data rates adaptive selection algorithm. cdma2000 1x EV-DO provides ubiquitous connectivity with relatively low data rates to users with relatively wide coverage and high mobility. WLANs offer much high data rates compared with cdma2000 1x EV-DO, but can only cover user with low mobility and the limited number of users in smaller areas. 

Fig. 7 shows the some case of the consideration for the selection algorithm. In the case 1, users are served from the cdma2000 1x EV-DO base station but the WLAN access point can’t serve ones. The case 2 shows that WLAN serves higher data rate than cdma2000 1x EV-DO. The case 3 presents that cdma2000 1x EV-DO serves higher data rate than WLAN. Finally, the case 4 shows that the data rate served from WLAN are the same as those of cdma2000 1x EV-DO. If your position is located in case 1 and you want to receive data rate of 32 kbps, what do you choose? The solution is the data rates adaptive selection algorithm.

5.3.3 The data rates adaptive selection algorithm.
 We will solve some problems using the adaptive interface selection algorithm. As mentioned earlier sections, users can select the optimal interface because all of the cases of problems can be applied by the selection algorithm. Fig. 8a and Fig. 8b show the flow chart of this algorithm in detail. Fig. 8a explains the full flow chart of the data rates adaptive selection algorithm, Fig 8b explains the main point of this technique, which is adaptive interface selection algorithm. As mentioned session 5.3.2, WLANs are better than cdma2000 1x EV-DO in the case of coverage and the data rates.
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Fig. 8a The flow chart when users access to the initial interface.
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Fig. 8b The detailed flow chart of the optimal selection algorithm part.

It is the main point which interface can support the required data rate of user. We express the cost function as follows;
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where, i is the interface which is WLANs or cdma2000 1x EV-DO, Dr is the required data rate, Ds,i is the supported data rate of i interface, pi is the price of i interface, and αi is critical bandwidth ratio. We also express the decision function Ki as follows;


[image: image11.wmf]i

r

i

,

s

i

D

D

K

a

×

=


In the level of the optimal selection algorithm, the Ki value is calculated. If the decision function of two interfaces are higher than 1, users select the interface which has the higher Ci value of two interfaces. If two Ki are higher than 1, users choose WLANs. In last decision, if two Ki are lower than 1 or only one Ki is higher than 1, users select the interface which has the higher Ki value of the two interfaces.
5.3.4 When users are moving

The supported data rates can be changed, when users are moving. We have to consider the changed environment for user’s optimal selection. Fig. 9 shows the solution when users are moving. As mentioned 5.3.3 when users are moving, we can apply the adaptive selection algorithm, similarly.
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Fig. 9 The flow chart when users are moving.

6. Conclusions
The WLAN and cdma2000 technologies provide complementary environments for mobile packet data users. To integrate two networks, WLAN is allowed to be connected to a cdma2000 network, which is called loosely interworking. In this document defines a number of different phases for interworking that provide an indicative strategy for standard development. Each phase realises an additional step in integrating WLAN interworking in the 3G service offering and naturally includes the previous level of integration of the previous phase. 

As the accounting and QoS requirements may differ between the WLAN and the 3G system, it may be possible for the user to select which interface to use. But, in this document, the adaptive interface selection algorithm is proposed so that better network can be selected. This selection method is considered on many criteria, for example, data rates, authentication, received power, and so on. 
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