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1 L3 and Above Requirements for IEEE 802.21 support

Adopt into the annex sections of the draft specification.
1.1 General Requirements

The following set of requirements is applicable generically to any L3 or above transport protocol.
GR1. The transport mechanism must provide means for communications between a sending MIH Protocol Entity and a receiving MIH Protocol Entity regardless of their network location, e.g., on the same subnet, or deep in the network belonging to the same or a different network administrative domain.
GR2. The transport mechanism must be capable of delivering time-sensitive information.

GR3. The transport mechanism must allow the use of effective security for MIH Protocol exchanges, including:

· mutual authentication between the communicating nodes;

· message authentication;

· message integrity; 

· message confidentiality.

GR4. The transport mechanism framework must allow the use of discovery protocols as part of the L3 and above solution.

1.2 IETF Transport Protocol Requirements
The following set of requirements is applicable specifically to IETF transport protocol.
TR1. The transport protocol must work regardless of the network location of the MIH Protocol Entity e.g. on the same subnet, or deep in the network belonging to same or different IP administrative domain.
TR2. The transport protocol must be capable to support both IPv4 and IPv6 versions.
TR3. The transport protocol must be capable of delivering time-sensitive MIH information.
TR4. The transport protocol must enable Network address Translation (NAT) traversal for IPv4 networks.
TR5. The transport protocol must enable Firewall pass-through for IPv4 and IPv6 networks.
1.3 IETF Discovery Protocol Requirements
The following set of requirements is applicable specifically to IETF discovery protocol.
DR1. The discovery protocol must work regardless of the network location of the MIH Protocol Entity e.g. on the same subnet, or deep in the network belonging to same or different IP administrative domain.
DR2. The discovery protocol must work for IPv4 and IPv6 hosts.
DR3. The discovery protocol must allow for more than one MIH Protocol Entity to be discovered at a time.
DR4. The discovery protocol must enable Network Address Translator (NAT) traversal for IPv4 networks.
DR5. The discovery protocol must enable Firewall pass-through for IPv4 and IPv6 networks. 
1.4 IETF Security Requirements

TR6. The security mechanism must provide a common security association (SA) negotiation method regardless of the network location of the MIH Protocol Entity e.g. on the same subnet, or deep within the network.

TR7. The security mechanism must provide mutual authentication of MIH end nodes.
TR8. The security mechanism may provide one way authentication of either of MIH end nodes.

TR9. The security mechanism must provide integrity protection for MIH Protocol exchanges.

TR10. The security mechanism may provide confidentiality for the MIH Protocol exchanges.

TR11. The security mechanism must protect against replay attacks.

TR12. The security mechanism may protect MIH service entities and discovery resources against denial of service attacks.

TR13. The security mechanism must not be dependent on the MIH protocol. 

TR14. The security mechanism may provide means to reuse or fast reestablishment the SA due to host mobility.

1.5 Definitions (move to definitions section 3)

MIH transport protocol: A protocol for transporting MIH protocol messages between a pair of MIH entities.

MIH discovery protocol: A protocol for discovering MIH protocol entities.

