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1. Introduction
This document proposes modifications to the existing Media Independent Handover Function (MIHF) Frame format in the current IEEE 802.21 document (P802-21-D01-00). The existing frame format does not allow the correct implementation of the MIHF Frames because of inconsistencies with some of its fields. 

This document shows how these inconsistencies can be addressed and it provides an implementation example to show how a MIHF Frame can be built with the modifications proposed in this document.

2. Remarks about TLV Representation of Information Elements

Figure 1 bellow shows the current Type-Length-Value (TLV) Representation of Information Elements as specified in IEEE 802.21:

[image: image1.emf]
Figure 1 – TLV Representation of Information Elements as Specified in IEEE 802.21

The current IEEE 802.21 document interprets the Length field as follows:

a) Case 1: if the number of octets occupied by the value field is less than 128, the size of the length field is always 1 octet and the MSB of the octet is set to the value ‘0’.

b) Case 2: If the number of octets occupied by the value field is greater than 127, then the length is always greater than 1 octet. The MSB of the first octet of the length field is set to the value ‘1’ and the remaining 7 bits of the first octet indicate the number of octets that are appended further. The number represented by the 2nd octet of the length field indicates the total size of the value field.

2.1. Problems with the Current Case 2 Interpretation of the Length Field
The following problem has been identified with the interpretation of the Length field for Case 2:

 The last line of Case 2 quotes “The number represented by the 2nd octet of the length field indicates the total size of the value field”. This quote is inaccurate as the number represented by the 2nd octet does not indicate the length of the value field. Instead, it is the number represented by the further appended octets, starting from the 2nd, which indicates the length of the value field. In addition, there are further inaccuracies as the value of these extra octets should represent the length of the Value field in octets as opposed to bits. 

However, even with these corrections, the length field is not efficiently used. The next section demonstrates a proposal that provides a solution which efficiently uses the Length field and explains the different cases clearly.

2.2. Proposal of a Solution to Case 2 Interpretation of the Length Field
Case 2: If the number of octets occupied by the Value field is greater than 127 octets then the MSB of the first octet of the Length field should be set to ‘1’. The rest of the seven bits indicate the number of octets (of new Length fields) that are further appended to the first octet (of the Length field). The length of the Value field (in octets) is then 128 plus the number represented by the other appended Length field octets starting from the second. This is shown in Figure 2:





	Type


	1 x x x x x x x
	y y y y y y y y
	. . .
	z z z z z z z z
	Value

(Greater than 127  octets)




Figure 2 – A TLV Frame with Value Field Length Greater than 127 Octets
We have also identified a third case which applies when the length of the Value field is exactly 128 octets:

Case 3: If the Length of the Value field is exactly 128 octets then the MSB of the Length field should be set to ‘1’. The remaining seven bits should be set to ‘0’. This is shown in Figure 3 below:
	Type


	Length
10000000
	Value

(Exactly128 octets)


Figure 3 – A TLV with Value Field Length of 128 Octets

Thus Case 3 is a "special case" of Case 2 in that even though the MSB of the Length field is set to '1', the rest of the seven bit are set to '0' and no extra octet need be appended. Therefore, one octet is economized if Case 3 is implemented using Case 2 techniques (i.e. another octet would have been added and all its bits would be set to '0'). 

3. Remarks about the MIH Frame Format
The current IEEE 802.21 document specifies that the MIHF Frame should be composed of two main parts: the MIHF Fixed Header and the MIHF Variable Load. The MIHF Variable Load is in turn made up of two components; namely, the MIHF Variable Header and the MIHF Payload. Figure 4 shows the current MIHF Frame format of IEEE 802.21:

[image: image2.emf]
Figure 4 – The Current IEEE 802.21 MIHF Frame Format

MIHF Fixed Header

According to the current version of the IEEE 802.21 draft the MIHF Fixed Header (shown in Figure 4 above) is mandatory. Table 1 below shows the contents of this fixed header as specified in IEEE 802.21:

Table 1 – MIHF Fixed Header Description 

[image: image3.emf]
[image: image4.emf]
MIHF Variable Header (part of the MIHF Variable Load)

As specified in the current version of IEEE 802.21, the MIHF Variable Header (which is part of the MIHF Variable Load) contains additional identifiers that help analyze and coordinate the payload that is embedded. These identifiers are also represented TLV format. Some possible values for the Type field (of the TLV) of these identifiers are as follows (specified in IEEE 802.21):

· Transaction ID (to match requests and responses)

· MIH Function ID / Session ID (to identify the communication peers)

· Synchronization Information (to identify the timestamp of the received message)

MIHF Payload (part of the MIHF Variable Load
This field contains service specific TLVs that act as the payload of a message.
3.1. Problems with the MIHF Fixed Header
The following problems have been identified with the Fixed Header portion of the MIH Frame:
I. Comparing the MIHF Fixed Header in Figure 4 (MIHF Frame Format) and the description of its fields in Table 1 (MIHF Fixed Header Description); it is noticed that the Number of Additional Header Identifiers field that is shown in Table 1, does not exist in Figure 4.

II. The Variable Load Length field of the MIHF Fixed Header is represented by 16 bits. This field (as specified in IEEE 802.21) indicates the total length of the variable load embedded into the MIH Function frame and is the sum of the MIHF Variable Header length and the MIHF payload length. The MIHF Fixed Header Length is not included.

This field is not necessary because the length of the MIHF Variable Header can be calculated out of the information contained within the variable header itself. Therefore the 16 bits used for its representation can be saved.. 

III. The MIHF Fixed Header defines a field (ACK-req) to request an acknowledgment and a field (ACK-rsp) to acknowledge receipt of a message. As specified in IEEE 802.21, acknowledgement messages are either piggy-backed or sent alone in a response packet. However, IEEE 802.21 does not specify how to indicate that a response frame has no payload and serves as acknowledgement only. Thus, if a peer receives a message with the ACK-rsp bit set to ‘1’, it would have to check if there is payload or not. This is not efficient because if there’s no payload, the MIHF Variable Load would contain dummy bits that might be interpreted as valid bits by the receiver. Thus it is necessary to have a field that identifies pure acknowledgement messages and the MIHF Frame should have no MIHF Variable Load. Currently there is no such field defined. 
The next section provides solutions to the above mentioned problems.

3.2. The Proposed Modifications to the MIHF Fixed Header 
This section presents the proposed modifications to the MIHF Fixed Header. Figure 5 shows the MIHF Fixed Header with the modifications:


	Version

4
	ACK-req

1
	ACK-rsp

1
	Reserved

9
	Payload Flag

1
	MIH Message

 ID

16
	MIHF ID

64 
	Session

 ID

8


	Transaction

ID

16


	Service ID

4
	Opcode

2
	Action ID

10


Figure 5 - The MIHF Fixed Header with Proposed Modifications

The field names of the MIHF Fixed Header that are shown (in Figure 5 above) in italics represent modification introduced by this proposal.

· Reserved: this field has been modified. It was initially represented by 10 bits and now it should be represented by 9 bits. The other bit is used to signal the presence of payload within the MIHF Variable Payload field..

· Payload Flag: this field is represented by 1 bit. There are two cases of how this field can be used:

- Case 1: when there is payload in the MIHF Variable Payload field (of the MIHF Frame), this bit should be set to ‘1’. This can be used to piggy-back an acknowledgement for a previously received message. Thus, if the ACK-rsp and Payload Flag bits are 
set to ‘1’, then it means that there is a piggy-backed acknowledgment in the frame which also contains payload.
- Case 2: when there is no payload in the MIHF Variable Payload field (of the MIHF Frame), then this bit should be set to ‘0’. This is particularly useful if a peer needs to send a MIHF Frame that contains an acknowledgement message only. The current IEEE 802.21 draft does not distinguish stand-alone acknowledgement messages. Thus if a peer sends an MIHF Frame containing an acknowledgement message only, the ACK-rsp should be set to ‘1’ and the Payload Flag bit should be set to ‘0’. In this case the MIHF Variable Load carries no data and hence should not exist. Therefore, the MIHF Frame would be made of the MIHF Fixed Header only, and the receiver should not attempt to check for any payload.
· MIHF ID: this plays the same role as already specified in IEEE 802.21 - MIHF ID of the sender from where the MIHF frame originated. However, this field is not contained in the current MIHF Fixed Header in IEEE 802.21. The significance of having this field in this header is because it will always be needed for unique identification of every message that is sent. Thus, if represented in TLV format, it will occupy extra bits that can be used for other purposes. In addition, its TLV representation would introduce more effort and overhead while decoding a message. 

· Session ID: the function of this identifier is the same as already specified in IEEE 802.21 - a unique identifier generated by the originator of a session. However, to uniquely define a sender of a message, the Session ID is needed. Similarly, having this ID in the MIHF Fixed Header economizes bits and enhances decoding of messages as opposed to representing it in TLV format.

· Variable Load Length: this field is removed from the MIHF Fixed Header. The role of this field is to indicate the length of the MIHF Variable Payload field and was made up of 16 bits. However, even in the absence of the Variable Load Length, the length of the MIHF Variable Payload field can still be calculated as follows: 


{ [length of the Type field (always 4 octets)] + [the number of octets used 
to represent the Length field] + [the length of the value field as indicated 
by the Length field] }Octets.

Thus, the 16 bits can be economized without losing any information such as the 
length of the MIHF Variable Payload.

The rest of the fields of the MIHF Fixed Header are specified in IEEE 802.21 and are unchanged.

3.3. Problems with the MIHF Variable Header
The following problems have been identified with the MIHF Variable Header:

I. IEEE 802.21 defines three MIHF Protocol identifiers as follows:

· MIHF ID: the MIHF ID of the sender from where the MIHF frame originated

· Session ID: a unique identifier generated by the originator of a session.

· Transaction ID: is used for matching Request and Response as well as matching Request, Response, Response and Indication to an ACK (see Table 1 above).

Thus, all the three MIHF Protocol identifiers (together) uniquely identify a MIHF Frame (or message). However, only the Transaction ID is shown in the MIHF Fixed Header whereas the MIHF ID and Session ID are supposed to be represented in TLV format and are specified to reside in the MIHF Variable Header (which is part of the MIHF Variable Load). The problem is that using a TLV to represent each of the MIHF ID and the Session ID will waste bits and complicate the decoding of the MIHF Frame. In addition, the Transaction ID, which has already been granted a fixed field in the MIHF Fixed Header, is considered (in TLV format) as part of the MIHF Variable Header (see Section 3: MIHF Variable Header). There is no need to re-represent the Transaction ID (in TLV format) in the MIHF Variable Header.
3.4. The Proposed Modifications to the MIHF Variable Header
This document proposes that the MIH Function ID, Session ID and Transaction ID reside in the MIHF Fixed Header of the frame since all three fields are needed to uniquely identify an MIH peer. Also, it economizes bits and reduces decoding complications as is the case when they are represented in TLV formats. Thus, if placed in the MIHF Fixed Header, there should be no need to have the MIHF Variable Header. Hence, this proposal removes the MIHF Variable Header from the MIHF Variable Load.

As a result, the MIHF Variable Load contains the MIHF Payload only. From this point, MIHF Variable Load would be used to refer to the MIHF Payload.

3.5. Putting it all together: the MIHF Frame with the Proposed Modifications
Figure 6 shows the proposed MIHF Frame Format reflecting the modifications (in the Fixed and Variable Load Headers) proposed earlier. It is basically composed of two parts (as defined currently): the MIHF Fixed Header and the MIHF Variable Load. 


	Type

32
	Length

Fixed or

Variable
	Value

Fixed or

Variable


	Version

4
	ACK-req

1
	ACK-rsp

1
	Reserved

9
	Payload Flag

1
	MIH Message

 ID

16
	MIHF ID

64 
	Session

 ID

8


	Transaction

ID

16




	Service ID

4
	Opcode

2
	Action ID

10


Figure 6 – The MIHF Frame Format with the Proposed Modifications

4. Example Implementation of a MIHF Frame
To retrieve specific Information Element (IEs), for example, the client sends an Information Request to the MIH Point of Service (PoS). The Information Request contains a query for IEs. The MIH PoS sends an Information Response which contains the response of the query back to the client.

4.1. Implementing a MIHF Frame for a Request for IE

As an example, an 802.21 enabled entity requests for a specific IE such as a List of Operators with TYPE_IE_LIST_OF_OPERATORS.REQUEST. The following MIHF Frame of Figure 7 represents the request for the IE:
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Figure 7 – A MIHF Frame Containing a Request for an IE (List of Operators)
4.1.1. Explanation of the MIHF Fixed Header of the Request Message

The fields of this header containing ‘xxx’ simply imply that the bits can have any value without affecting the implementation of the frame. Some fields are explained below:

· Payload Flag: this bit is set to ‘1’ indicating that the MIHF Variable Load contains data.

· Service ID: has a decimal value of 4 that is represented in bits. This value implies that the payload carried in the MIHF Variable Load is related to Information Service.

· Operation Code (Opcode): specifies the type of operation to be performed with respect to the Service ID. In this example, the value represented by this field is decimal 1. This implies that the payload is a request for the Service ID in question.

· Action ID: indicates that the action identifier is MIH Get Information as defined in IEEE 802.21 (decimal value 22).

4.1.2. Explanation of the MIHF Variable Load of the Request Message

This part of the MIHF Frame contains the TLV representation for the IE request. The explanation of its fields is as follows:

· Type: contains the value for the type of IE. In this example, it is represented in hexadecimal notation with a value of 0x 10000003 (4 octets) as specified in IEEE 802.21. This means that the type of IE in question is the List of Operators for a specific link type, which is specified in the Value field of the TLV (‘xxx…’).
· Length: this field has its MSB set to ‘0’ meaning that the length of the Value field is less than 128 octets. The exact length of the Value field is represented by the rest of the seven bits which have a decimal value of 4. Therefore, the length of the Value field is 4 octets.

· Value: this field contains the specific link type for which it is required to obtain the list of operators. This field can be of fixed or variable length depending on the IE in question. For this example, it is specified in IEEE 802.21 that the length of this field is fixed to 4 octets. It is represented by ‘xxx…’ because it can represent any defined value.

4.2. Implementing a MIHF Frame for a Response with an IE

The following example shows the implementation of a MIHF Frame containing an IE in response to the request that was made in Section 4.1. It is assumed that the receiver of the request message decodes the MIHF Frame accordingly and responds with TYPE_IE_LIST_OF_OPERATORS.RESPONSE. The MIHF Frame shown in Figure 8 represents the response to the request for the List of Operators IE (for a specific link type):
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Figure 8 – A MIHF Frame Containing a Response for an IE (List of Operators)

4.2.1. Explanation of the MIHF Fixed Header for the Response Message

The fields of this header containing ‘xxx’ simply imply that the bits can have any value without affecting the implementation of the frame. Some fields are explained below:

· ACK-req: this bit is set to ‘1’ indicating that the peer should acknowledge the receipt of this message (as specified in IEEE 802.21).  

· Payload Flag: this bit is set to ‘1’ indicating that the MIHF Variable Load contains data.

· Service ID: has a decimal value of 4 that is represented in bits. This value implies that the payload carried in the MIHF Frame is related to Information Service.

· Operation Code (Opcode): specifies the type of operation to be performed with respect to the Service ID. In this example, the value represented by this field is decimal 2. This implies that the payload is a response for the Service ID in question.

· Action ID: indicates that the action identifier is MIH Get Information as defined in IEEE 802.21 (decimal value 22).

4.2.2. Explanation of the MIHF Variable Load of the Response Message

This field has three fields that are explained below:

· Type: contains the value for the type of IE. In this example, it is represented in hexadecimal notation with a value of 0x 10000003 (4 octets) as specified in IEEE 802.21. This means that the type of IE in question is the List of Operators for a specific link type (which was specified in the Value field of the TLV of the request message).
· Length: this field has its MSB set to ‘1’ meaning that the length of the Value field is greater than 128 octets. The rest of the seven bits of the first octet of this field indicate that two Length field octets are appended further (16 bits). 


The decimal value represented by these 16 bits is 403. Therefore, the total length 
of the Value field is 128 + 403 = 531 octets.

· Value: this field contains the payload. According to the specification of the IEEE 802.21, this field is made up of two parts: the Number of Operators (for the specific link type) followed by the Operator Identifier(s). These two parts are explained below:

i. Number of Operators: this is represented by 4 octets as specified in IEEE 802.21. For the sake of this example, the number of operators for the link type in question is chosen to be 2. This value is shown as the first four octets in the Value field of the MIHF Variable Load in Figure 8 above.

ii. Operator Identifier: this field is represented in TLV format. It is treated as a separate IE that is first built and then added to the Value field after the Number of Operator Identifiers. As indicated above, the number of operators (for this example) is 2. Thus two independent Operator Identifier TLVs would be present for each of the operators. The TLVs are similar in structure but might vary in content and length. Figure 9 shows (the three fields - Type, Length, and Value of) a general TLV representation of an Operator Identifier IE:

	Type

0x 10000004
	Length

10000001  01111110  
	Value

xxxxxxxx  xx….xx






Figure 9 – A TLV Representation for an Operator Identifier IE



The following is an explanation of the fields of the TLV shown in Figure 


9 above:

· Type: contains the value for the type of IE. In this example, it is represented in hexadecimal notation with a value of 0x 10000004 (4 octets) as specified in IEEE 802.21. This means that the type of IE in question is the Operator Identifier. 
· Length: this field has its MSB set to ‘1’ meaning that the length of the Value field is greater than 128 octets. The rest of the seven bits of the first octet of this field indicate that one Length field octet is appended further (8 bits). 




The decimal value represented by these 8 bits is 126. Therefore, 



the total length of the Value field is 128 + 126 = 254 octets.

· Value: this field made up of two parts: the Operator Namespace followed by the Operator Name:

· Operator Namespace: this field has a length of 1 octet as specified in IEEE 802.21. The possible values are also specified in IEEE 802.21, but the value shown above is ‘xxx’ implying it could be any of the defined values.


· Operator Name: this field contains the value of the name of the operator in question. It is a non NULL terminating string whose length shall not exceed 253 octets (as specified in the IEEE 802.21 document). The “xx….xx” is used to represent any value since the possible values are not yet defined in the IEEE 802.21. Thus, the operator name is assumed to be having the maximum length i.e. 253 octets just for the sake of the example.

For the sake of completing the example, the second TLV representing the second Operator Identifier is assumed to be of the same size as that shown in Figure 9 above. Note that this is assumed because the Operator Name is not yet defined. The two TLVs (for the Operator Identifiers) are assumed to have the same size but not necessarily the same contents. 

They are both shown in the Value field of Figure 8 above. The first TLV is the one shown in Figure 9; while the second is shown as a box (in the Value field of Figure 8) since it is assumed to be having the same length as the first.

4.2.3. Further Optimizations
In the response frame shown in Figure 8, two TLVs are appended to the Number of Operators in the value field (which is in the MIHF Variable Load). Each TLV has the same value for the Type field but the Length and Value fields may vary. Thus it could be suggested that the Type field of the appended TLVs be removed. Thus Value field of the response frame would thus contain:

· 4 octets for the Number of Operators

· A Length field for the first Operator Identifier followed by its Value field

· A Length field for the second Operator Identifier followed by its Value field

Note that this cannot be done for all IE Requests or Responses because sometimes the TLVs to be appended are different and so their Type field is required.
4.3. Implementing a MIHF Frame with an Acknowledgement Message

Upon receipt of the MIHF response message, the receiver decodes the frame accordingly and notices that the ACK-req bit was set to ‘1’ by the peer. The receiver then sends an acknowledgement message which is only made up of a MIHF Fixed Header as shown in Figure 10:
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Figure 10 – A MIHF Frame (Contains the MIH Fixed Header only) with an Acknowledgement Message

· ACK-rsp: this bit is set to ‘1’ indicating that this frame contains an acknowledgement for a previous message.

· Payload Flag: this bit is set to ‘0’ indicating that there is no payload in the MIHF Variable Load (which is absent). Thus this frame contains an acknowledgment message only.

The rest of the fields and the values they should contain are specified in IEEE 802.21 (P802-21-D01-00). Thus, the receiver can distinguish pure acknowledgement messages by checking the Payload Flag bit.
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