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1. Purpose 
This contribution describes the problem statement for security extension to 802.21. In particular, the purpose of this contribution is to identify the problem space and scope for security related  signaling optimization during media independent handover.  This contribution can be discussed and considered as an input to  802.21 WG for creating a Study Group on Security Signaling Optimization.  
2. Problem Description 
In general, defining security signaling and primitives has been so far out of the scope of 802.21. This may be for simplifying the initial design of the MIH Services, primitives  and protocol. However, security aspects of MIH have been addressed by out of band signaling and procedures.  For example, MIHF protocol messages may be  secured by underlying  transport protocol not by the MIH protocol itself   Also for secure handover, network access authentication and key management are   carried out with separate mechanisms  that are outside to 802.21 signaling.
 On the other hand, it is well known that signaling for network access authentication and secure association (throughout the document this signaling is referred to as security signaling) adds the maximum delay and is  a very time consuming procedure during  handover.  This leads to a demand for optimizing these signaling procedures so that it can improve mobile node’s handover experience. One of such methods could be proactively executing some parts of the security signaling before the mobile node performs a handoff to the target point of attachment while retaining the ongoing application sessions via the serving access network. The proactive execution of security signaling is referred to as pre-handoff security signaling and can happen in a media independent way. Pre-handoff security signaling may include EAP (Extensible Authentication Protocol) [RFC3748] authentication and signaling for secure installation of session keys from AAA (Authentication, Authorization and Accounting) server to target authenticators. On the other hand, remaining  part of the security signaling may be performed reactively i.e., after the handoff occurs to the target point of attachment. This reactive execution of security signaling is referred to as post-handoff security signaling. Post-handoff security signaling may include an execution of a Secure Association Protocol (SAP) [EAP-KEYING]. Post-handoff security signaling is mostly performed in media-specific way, e.g., 4-way handshake in 802.11i as opposed to pre-handoff security signaling 
Note:  The term ‘handoff’ in this document means link-layer handover. 
3. Problem Scope 

Security signaling can happen across multiple link-layer technologies or across multiple mobility domains within a particular link-layer technology. Especially, pre-handoff security signaling cannot be addressed solely by media-specific ways because the serving and target networks may have different media types namely,  during heterogeneous handovers. Thus, security commands for network access authentication and key management need to be defined in a media-independent fashion. For example, remote commands for communication between the mobile node and a target authenticator would be needed for carrying network access authentication messages between the mobile node and the target authenticator. Additionally,  local commands for turning media-independent keys obtained from higher-layer mechanisms such as those from IETF into media-specific keys and installing the media-specific keys to link-layer entities within the local stack would be needed.
In order for the media-independent security commands to work, it is important for the mobile to discover target authenticators. This would lead to a need for defining Information Elements for carrying information about target authenticators.
4.  Other Relevant Work 
In the IETF, there have been two meetings on HOAKEY (Handover Keying and Pre-authentication) BOF in which problem statement and requirements for handover keying and pre-authentication are discussed.  Handover keying is about defining a key hierarchy that spans multiple authenticators and security signaling for dynamically generating keys in the key hierarchy [HOKEY-PS]. Pre-authentication is about proactively executing EAP (Extensible Authentication Protocol) between a mobile node and a target authenticator [PREAUTH-PS] through the serving network. There was a rough consensus to form a new WG in the IETF on this topic. 
Security signaling that may be defined in 802.21 WG should satisfy the requirements on handover keying and pre-authentication to be defined in the IETF. 
Thus security signaling optimization work within IEEE 802.21 may complement the IETF work. 
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