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1. Introduction
This proposal presents modifications to the MIH Fixed Header in order to define an acknowledgement mechanism whereby an MIH capable node can piggyback multiple acknowledgments and map these to the corresponding Transaction Identifiers of the acknowledged messages. The mechanism is explained and some examples are provided to demonstrate how it works.

2. Defined Parameters in IEEE 802.21 & the Current ACK Mechanism
IEEE 802.12 [1] defines the following parameters:


- MIHF ID: Media Independent Handover Function Identifier (MIHF ID) is an identifier that is required to uniquely identify MIHF endpoints for delivering the MIH services that are subscribed for it.


- Session Identifier: a 32 bit random number that is unique within the pair MIHFs of hte source and the destination of session request.


- Transaction ID: is an identifier that is used with every MIH initiator and its response message. This is also required to match each request, response or indication message and its acknowledgement. This identifier shall be created at the node initiating the transaction and it is carried over within the fixed header part of the MIHF frame. In order to handle the case of duplicate transaction identifiers at the responding node, this identifier is used in conjunction with the Session Identifier. In messages where Transaction ID is not used it is set to 0.

IEEE 802.21[1] defines other two important fields which include:


- ACK-Req: part of the MIHF Fixed Header and it is used for requesting an acknowledgement for a message.


- ACK-Rsp: part of the MIHF Fixed Header and it is used for responding to the request for an acknowledgement for a message. 

As specified in IEEE 802.21[1], “when a destination node receives an MIH packet with the ACK-Req bit set (to 1) then the destination returns an acknowledgement packet with ACK-Rsp bit set by copying the Message ID and Transaction ID from the receives packet. This packet may have no other payload. In instances where the destination may immediately process the received packet and a response is immediately available, then the ACK-Rsp bit in an MIH response packet and additionally, act as a source node for the current response packet and request MIH acknowledgement services by setting the ACK-Req bit.”
3. Drawbacks of the Current ACK Mechanism

Thus, there are two ways for sending acknowledgement messages, either as standalone messages or they can be piggybacked. In the former method, the sender of a standalone acknowledgement message copies the Transaction ID from the received message as specified in IEEE 802.21. However, in the second case i.e. when the acknowledgement is piggybacked, the sender (of the acknowledgement) cannot copy the Transaction ID from the received message. This is because there is only one Transaction ID field in an MIH message frame and this field will thus hold a new Transaction ID corresponding to the response message but not the acknowledgement. However, if the ACK-Rsp bit is set in such a case, the destination (i.e. receiver of the response and acknowledgement message) will not be able to identify the message that is being acknowledged. This flaw is best understood with the following example.

Assume two MIH peers X and Y. Suppose X sends three independent but consecutive messages to Y and sets the ACK-Req bit in all three messages. Thus Y is supposed to acknowledge all three messages. Suppose Y responds with an MIH message in which it sets the ACK-Rsp bit to 1. The destination i.e. X will not be able to tell which of its previous three messages that it sent is being acknowledge by Y.

Thus what is needed is a mechanism in which senders of piggybacked acknowledgements can clearly identify the corresponding messages that are being acknowledged i.e. map an acknowledgement to a Transaction ID. Also needed is a way in which a sender of a piggybacked acknowledgement can acknowledge multiple acknowledgments and map each acknowledgment to its corresponding Transaction ID. This proposal defines such a mechanism.

4. Details of the Proposes Solution

The following discussion assume that a sender of an MIH message always requests an acknowledgement by setting the ACK-Req bit to 1 and the receiver when acknowledging sets the ACK-Rsp bit to 1.

This solution offered by this proposal is a window-based solution in which an MIH capable node can only send a certain number of messages without receiving acknowledgements for its previously sent messages (whose ACK-Req bit fields were set to 1). This proposal defines a new field to be added in the MIH frame (as part of the MIH Fixed frame):

· NumberMAP: this is an N-bit field whose individual bit positions map to integers. The least significant bit (i.e. the rightmost bit) will be referred to as Bit #0. Thus the next bit (i.e. to the left of Bit #0) is Bit #1 and the last bit is (i.e. the leftmost or most significant bit) is Bit #(N-1). In the following discussion, N is considered to be 16. However it can be set to any other value as seen necessary. Thus this field looks as follows:
NumberMAP

 x    x    x    x    x    x    x    x   x    x    x    x    x    x    x    x   
Bit #    
 

15  14  13  12  11  10   9    8   7    6    5    4    3    2    1    0
Each of the bit positions of this field maps to an integer value as shown below: 
	Bit Position
	Integer Value Mapping

	Bit #0
	1

	Bit #1
	3

	Bit #2
	5

	Bit #3
	7

	Bit #4
	9

	Bit #5
	11

	Bit #6
	13

	Bit #7
	15

	Bit #8
	17

	Bit #9
	19

	Bit #10
	21

	Bit #11
	23

	Bit #12
	25

	Bit #13
	27

	Bit #14
	29

	Bit #15
	31


Thus if a particular bit position is set to 1 then that bit represents an integer value as shown in the mapping above.

The following definitions are important for the discussion:

· Window Size (WS): this represents the maximum number of messages that an MIH capable node can send without receiving acknowledgements for any of its previously sent messages. This value should be N/2 (where N is as the defined above). Thus since it was for the purpose of this discussion that N is 16, WS will therefore be 8. This means that an MIH capable node can send up to 8 messages without receiving acknowledgements for any of its previously sent messages.

The following section describes the overall mechanism or rules for acknowledging multiple messages while keeping track of the transactions or MIH messages to which the acknowledgements correspond.

1. The initiator of an MIH message session creates a random value for the Transaction ID field as already specified in IEEE 802.21[1].  It is proposed that the initiator chooses an even Transaction ID value. Furthermore, the initiator should always send messages with even Transaction IDs. 

2. The MIH capable peer (of the initiator) should always send messages with odd Transaction IDs.  This and the above rules (bullets 1 and 2) ensure that there will never be a case where messages sent by both peers have the same Transaction ID.

3. Any node shall use a Transaction ID that is larger than the latest used Transaction ID i.e. corresponding to a sent or received message, while still maintaining the rules defined above (bullets 1 and 2). For example if an initiator sends three consecutive messages with Transaction IDs of 34, 36, and 38, the Transaction ID that the peer should use for its next message should be 39 even though it never sent messages with Transaction IDs of 35 or 37.

4. Since the initiator of a session always receives messages (from its peer) with odd values for the Transaction ID, this node (i.e. the initiator) can therefore only acknowledge messages with odd Transaction IDs. Similarly the peer of the initiator can only acknowledge MIH messages with even Transaction IDs.

5. An MIH capable node can only send a maximum of WS messages without receiving any acknowledgement for any of its previously sent messages. Every time a message is sent, this parameter should be incremented by 1 to keep track of the number of messages that has been sent for which no acknowledgement has yet been received. Furthermore, a new message cannot be sent if the difference between ITS MINIMUM and the MAXIMUM unacknowledged messages (or Transaction IDs) is 16. Note that both conditions mentioned here should be met before an MIH capable node can send a new message to its peer. For example, if the value of WS is less than 8 AND the difference between the minimum and maximum unacknowledged Transaction IDs is 16 (or more), then a new message cannot be sent until this difference is less than 16. 

6. However, if none of the conditions in 5 above are met, a node can still send standalone acknowledgement messages only (but no new messages) to acknowledge messages that it might be receiving. If this is the case, the NumberMAP parameter shall not be used and must be set to 0. The node only sets the ACK-Rsp bit and copies the Transaction ID of the message being acknowledged into the field for this parameter (as already specified in IEEE 802.21[1]).

7. An MIH capable node should buffer a sent message until an acknowledgement is received for it. Thus it can only buffer a maximum of WS (8) messages. If an acknowledgement is received, the MIH capable node can delete or overwrite the corresponding buffered message; however it should never delete or overwrite a buffered message that has not yet being acknowledged. 

8. Upon receipt of an acknowledgement that acknowledges M messages, the WS parameter should be decremented by M, where M is a value between 1 and WS, inclusive. This also means that the corresponding M buffered messages with the right Transaction IDs can be deleted or overwritten.

9. Given the above defined rules, a node can at most acknowledge WS (which is assumed to be 8) messages.
10. If an MIH capable message cannot send new messages (because one or both conditions in bullet 5 above are not met) then the node should retransmit the buffered message with the minimum Transaction ID value. The node shall only attempt a certain number of retransmission before backing off for a later retry session.

11. An MIH capable node when sending a piggybacked acknowledgement should use the NumberMAP field to indicate what messages (or Transaction IDs) are being acknowledged. This is done relative to the Transaction ID that is currently being set in the message that contains the piggybacked acknowledgement. Assume the current Transaction ID has a value D (which can be even or odd depending on the sending node). To acknowledge the receipt of messages (whose Transaction IDs are of course smaller than D) the sending node sets (to 1) certain bit positions in the NumberMAP field. The number of bit positions set (to 1) in this field represent the number of messages being acknowledged (maximum acknowledgement cannot be more than 8). To determine the exact message (or Transaction ID) that is being acknowledged, the following formula should be used for every bit position that is set to 1 in the NumberMAP field:

Transaction ID of acknowledged message 

=  ( D – Integer value of bit position in NumberMAP field )

The following section provides examples of message sequence to demonstrate how the proposed mechanism works for acknowledging messages. Assume that the initiator chooses the Transaction ID to be 40 for the first message that it sends to the peer. The examples shown below assume that the ACK-Req bit is set (to 1) for every sent message. Also, every message is represented by an arrow and a Transaction ID number (TID # e.g. TID 40) and the NumberMAP parameter is only shown when a message carries piggybacked acknowledgements.
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(See Bullet B below)

The following section explains the example MIH message sequence shown above. The initiator starts a session and randomly chooses 40 as the TID for the first message. This node sends three consecutive messages (with the assumption that it set the ACK-Req bit to 1 for every message). 

The peer receives all three messages and notes that the last TID value received is 44, thus the next TID that this node can use is 45 (odd but higher than the last used TID). Thus this node sends a message with TID of 45 and decides to acknowledge all three previously received messages with TIDs of 40, 42 and 44. It then sets the bit positions of the NumberMAP parameter as shown above. 

The initiator receives this message (i.e. with TID of 45) and figures out which of its sent messages are being acknowledged as explained below:


A. The initiator sees that the ACK-Rsp bit is set to 1 and thus checks the NumberMAP parameter. Since three bits are set to 1 then the message carries piggybacked acknowledgment for three messages.


TID of first acknowledged message = 45 – integer value of Bit #0





          = 45 – 1






          = 44


TID of second acknowledged message = 45 – integer value of Bit #0





               = 45 – 3






               = 42


TID of third acknowledged message = 45 – integer value of Bit #0





           = 45 – 5






           = 40

The peer of the initiator sends seven other messages with the last one having a TID of 59. At this point the node can no longer send new messages because its WS is now 8 and it had not received any acknowledgment.

The initiator then sends a series of eight messages with the last one having a TID of 74. This message carries piggybacked acknowledgements for 8 messages. The peer of the initiator does the following in order to realize what messages are being acknowledged by the initiator:


B. The initiator’s peer sees that the ACK-Rsp bit is set to 1 and thus checks the NumberMAP parameter. Since eight bits are set to 1 then the message carries piggybacked acknowledgment for eight messages.


TID of first acknowledged message = 74 – integer value of Bit #8





          = 74 – 15






          = 59


TID of second acknowledged message = 74 – integer value of Bit #9





               = 74 - 17






               = 57


TID of third acknowledged message = 74 – integer value of Bit #10





           = 74 – 19






           = 55


TID of fourth acknowledged message = 74 – integer value of Bit #11





             = 74 – 21






             = 53


TID of fifth acknowledged message = 74 – integer value of Bit #12





          = 74 – 23






          = 51


TID of sixth acknowledged message = 74 – integer value of Bit #13





          = 74 – 25






          = 49


TID of seventh acknowledged message = 74 – integer value of Bit #14





                = 74 – 27






                = 47


TID of eighth acknowledged message = 74 – integer value of Bit #15





             = 74 – 29






             = 45

At this point the initiator’s WS parameter is 8 and cannot send new messages. Thus the sequence continues according to the defined rules in this proposal.
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