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Five sets of comments were received on the KMP PAR and 5C.  They are from:

802.15.6 Task Group
802.11 Working Group
802.21 Working Group
IEEE 802.1 Working Group
Rene Struik 802.15 voting member

802.15.6 Task Group comments and responses (in blue):

Comment:
1.1 Project Number: P802.15.9 

2.1 Title: Recommended Practice for transport of a key management protocol (KMP) applied to IEEE 802.15 standards except 802.15.6 which includes key establishment protocols.

Response:
The recommended practice will be explicitly limited to IEEE 802.15.4 and IEEE 802.15.7.  As such it will implicitly exclude all other 802.15 standards including 802.15.6.

Comment::
5.3 Is the completion of this standard dependent upon the completion of another standard: Yes  If yes please explain: This proposal uses facilities provided by amendment IEEE 802.15.4e. In addition, it provides a transport mechanism for IEEE 802.15.6.

Response:
Accepted.

Comment:
5.4 Purpose: This Recommended Practice describes support for transporting KMPs to support the security functionality present in IEEE Std 802.15.4, IEEE Std 802.15.6, and IEEE Std 802.15.7 but not IEEE Std 802.15.6.

Response:
Removal of 802.15.6 accepted.  The request to explicitly exclude 802.15.6 is rejected as it is implied.

Comment:
5.5 Need for the Project: 802.15 standards have always supported datagram security, but, with the exception of 802.15.6, have not provided a mechanism for establishing the keys used by this feature and upper layer key management is complex to deploy. Lack of key management support in some 802.15 standards results in weak keys which is a common avenue for attacking the security system. Adding KMP support is critical to a proper security framework. This project will provide a Recommended Practice for the transport of a KMP within 802.15 standards except 802.15.6. It will also provide guidelines for commonly used KMPs like IETF's HIP, IKEv2, IEEE 802.1X, and 4-Way-Handshake.

Response:
This section has been reworked based on other comments.  The explicit exception of 802.15.6 is not needed as the Recommended Practice now explicitly references 802.15.4 and 802.15.7 as the targets.
Comment:
5.6 Stakeholders for the Standard: The stakeholders include implementers and those who deploy some 802.15 standards that need network security and thus need a mechanism for initiating and maintaining the security keys. …

Response:
Addition of “some” not needed given the now explicit reference to the 802.15.4 and 802.15.7 standards.

IEEE 802.11 comments and responses (in blue):

Comment:
5.5 include “IEEE” prior to “802.15” (3 instances)

Response:
Accepted.

Comment:
include “IEEE” prior to “802.15”

5.6 Response:
Accepted.

Comment:
1.2 (also in 5C-3c) Concern that this should be a standard rather than a Recommended Practice. 

Specific Fragmentation and packing mechanism seems to be a standard topic.

Response:
This should be a recommended practice. It only uses existing mechanisms and would only be used if one wanted to use KMP and do so in a consistent way.
Comment:
5C--5a – implies that there are new features

Novel interoperable fragmentation and packing at the MAC – sounds like this should be a new Standard or amendment.

Response:
5C has been reworded to clarify that there are no new features in the MAC.  This is a thin process above the MAC that uses existing 802.15.4 (and .7) functions to support transporting of KMP datagrams.

Comments:

5.2 the scope statement implies all 802.15 standards.

Other places in the PAR and in the 5C allude to a limited subset of the 802.15 family.  Where ever it calls out 802.15 standards, it should probably be explicit in which subset the statement applies.

Response:
As indicated above, PAR and 5C have been reworded to explicitly reference 802.15.4 and 802.15.7.

Comment:
PAR and 5C implies that this “recommended practice” is for all 802.15 standards in some places.  In other paragraphs it indicates a specific subset.  This should be consistent…either all or some.

Response:
As indicated above, PAR and 5C have been reworded to explicitly reference 802.15.4 and 802.15.7.

Comment:
Overall, the additional mechanisms that need to be defined would infer that a standard would be necessary to define the specific mechanisms.

Explaining how disparate pieces are used is a good use of a recommended practice, but we are unclear if all the MAC layer information elements and behaviors already existed in 802.15 specs to allow a recommended practice to be created.

Response:
Reworded to clarify that there are no new features in the MAC.  This is a thin process above the MAC that uses existing 802.15.4 (and .7) functions to support transporting of KMP datagrams.

Comment:
5.5 claims that HIP is a “commonly” used KMP, this does not seem correct.

This should be corrected.

Response:
Agree. “commonly” dropped.

Comment:
General Comment: It is not clear what is being proposed? Are they planning on reusing 802.1X or rolling their own? Or is that a decision the task group will take?

Response:
This is to specify a transport method for 802.15.4 and 802.15.7 that specifically carries a KMP's datagrams, be it 802.1X or other KMPs. PAR text updated to reflect this.

Comment:
Has a big difference in broad market potential if it is based on 802.1X or X.509 or whatever.

Response:
The Recommended Practice will be adding support for KMPs in general thus providing for a very broad market potential.

IEEE 802.21 comments and responses (in blue):

Comment:
Current text: “This Recommended Practice defines a transport mechanism interface for key management protocols (KMPs) and guidelines for the use of some existing KMPs with IEEE 802.15 standards. This Recommended Practice does not create a new KMP.”

Comment: It is not clear what “a transport mechanism interface” means. Is it trying to define a transport mechanism for KMPs, or just an interface to a transport mechanism for KMPs?  The remaining text of the PAR implies that this project is trying to define a transport mechanism for KMPs. Additional clarification would improve the PAR.

Response:
Replace text with “This Recommended Practice defines a message exchange framework based on Information Elements as a transport method for key management protocol (KMP) datagrams and guidelines for the use of some existing KMPs with the IEEE Std 802.15.4 and IEEE Std 802.15.7. This Recommended Practice does not create a new KMP.”
Comment:
Current Text: “This proposal uses facilities provided by amendment IEEE 802.15.4e. In addition, it provides a transport mechanism for IEEE 802.15.6. Both of these standards have passed their first Sponsor ballot are are expected to be completed in early 2012.”

Comment: The sentence “In addition, it provides a transport mechanism for IEEE 802.15.6.”  is not clear.  What is carried by the transport should be clearly stated. In this case, we believe that it is a transport mechanism for KMPs, but it is not obvious from the text.

Response:
As stated above, only the 802.15.4 and 802.15.7 standards will be explicitly covered by this Recommended Practice.  Additionally the text has been clarified that this is a transport method for KMP datagrams.

Comment:
Editorial: Replace “are are” with “and are”.

Response:
Accepted.

Comment:
Current text: “802.15 standards have always supported datagram security, but have not provided a mechanism for establishing the keys used by this feature and upper layer key management is complex to deploy. “ …  “It will also provide guidelines for commonly used KMPs like IETF's HIP, IKEv2, IEEE 802.1X, and 4-Way-Handshake.”

Comment: Without proper reference, it is difficult to understand why upper layer key management is complex to deploy. In particular, the examples cited here “IETF’s HIP,  IKEv2” are  upper layer KMPs. In addition, RFC 5191 (also known as PANA) is the IETF KMP used by ZigBee IP to provide MAC keys for 802.15.4-based  HAN (Home Area Network), and is intended for mass-market deployment. 

Response:
“Deploy” is the wrong verb to use here.  The sentence now stops at “this feature.”  As clarified above, this is a transport method for these upper layer KMPs directly above the MAC, not requiring IP to be started first, nor limited to ZigBee implementations of 802.15.4.  It does not replace existing upper layer specific solutions like ZigBee IP.

Comment:
Current text: “Are there other standards or projects with a similar scope?: No”

Comment: This is not correct. For example, ZigBee IP uses PANA　(RFC 5191) as the KMP to provide MAC keys for 802.15.4 based  HAN in ZigBee Smart Energy Profile 2.0 (SEP2.0), where UDP/IP is used as the transport of the PANA KMP.

Response:
We believe this is the correct answer. Within the context of IEEE 802, this is true.  The ZigBee example is limited to supporting ZigBee IP usage, and does not support other uses of 802.15.4 or 802.15.7.  It also does not support securing the IPv6 neighbor discovery (that is the start of IPv6) within ZigBee IP.

IEEE 802.1 comments and responses (in blue):

Summary

It is far from clear to 802.1 that there is a need for the proposed project, or even what the real scope of the project might be. The Scope of the proposed PAR (5.5) says "This Recommended Practice defines a transport mechanism interface for key management protocols ...". Additional comments that have been made to justify the project indicates some confusion about what constitutes a "transport mechanism interface", without illuminating any reason why such a thing needs to be specific to key management protocols or why it needs to be defined for a number of key management protocols which currently use well established protocol multiplexing and identification procedures. Our comment on this aspect of the PAR is spelled out in more detail below as point 1 below. An additional comment to justify the project has also made the contention that "for some 15.4 devices 1X is just too heavy weight". This contention betrays a very partial appreciation of what 802.1X comprises, and our comment on this aspect of the PAR is spelled out in more detail below as point 2.

The proposed PAR appears to set out to redefine the ways in which key management protocol(s) are instantiated/selected/used even if it proves true that it "does not create a new KMP". The IEEE 802 and IETF standards communities have made a considerable investment in thinking through, specifying, and implementing to a framework that provides interoperability across a very wide range of scenarios. It appears to be the express intent of the proposed project to define its own new approach to the key management problems it believes should be tackled.

At best this will involve a lot of rework, retesting, and repetition of prior mistakes. More likely scenarios initially deemed to be unimportant but currently addressed by IEEE 802.1X/802.11/IETF EAP standards will turn out to be significant, but the differences from those existing standards will require yet further projects and will result in interoperability problems. As it stands the justification for this proposed PAR is even weaker, though similar, to that behind the recent proposal to substitute alternative international standards for the proven 802.1X/802.11 solutions.

This PAR needs rework. A better approach would be to study what would be required to support 802.15 key management protocols within the 802.1X framework, taking into account (and borrowing as much as possible from) the 802.11 experience. A PAR whose wording was very explicit that this was what has to happen would avoid any semblance of IEEE 802 preaching one thing (stability, experience, robustness and flexibility of the existing IEEE 802 security framework) in an international context while supporting a more random approach within IEEE 802.

Details

1. Detail on our comment on "transport mechanism interface"

The "transport mechanism" used by (almost all) key management protocols is the datagram (packet or frame) with suitable protocol identification. We are therefore surprised by the comment (made in support of the proposed PAR) that 

     "Since there is nothing even close to EthType in .15 (any of them),

there is no simple way to transport any key management. "

Surely the clear answer to this point is to provide a way of supporting Ethertype identified frames (note that if 802.15 can support LLC frames - surely a requirement - then there is an existing mechanism to support Ethertype identified frames (the SNAP SAP).
Further, the key management protocols suggested as being worthy of support include HIP, IKEv2, and 802.1X. The last of these uses Ethertype protocol identification, the first two are IP-related and hence rest on Ethertype usage when used on LANs. If a regular method of supporting Ethertyped frames is (or has already been) made available then there is no need to rework this (If protocol procedures need to be augmented then that is outside the Scope (5.5) of the proposed PAR since that would be new KMP, however finessed). In contrast if a new way to identify protocols is invented then the recommended practice will either become a register of assigned numbers or an additional Registration Authority (or RA responsibility) will have to be created

2. Detail on our comments regarding the proposed projects relationship to 802.1X

IEEE 802.1X specifies a framework for port-based access control including identifying the role played by authentication and authorization. It also allocates an Ethertype to identify a small number of messages (and simple accompanying state machines) sufficient to initiate (and transport) EAP authentication methods (specified by the IETF). IEEE 802.1X-2010 further specifies a key agreement protocol that is used by IEEE 802.1AE once EAP authentication has concluded.
Final Remark
In summary, 802.1X provides a framework and a number of capabilities useful to authentication and controlling access. The essential aspect of this framework and details is that they provide a rational, extensible framework within which our (IEEE 802's) very wide range of requirements can be addressed while paying proper attention to interoperability and coexistence so that users' investments can be protected and increased. Because of this range and flexibility it is possible to make a number of off-hand comments in order to justify doing something different. These generally take the form of either pointing out that a different proposal is superior because it does not have the same capability (it can only do less, and so is defacto simpler!) or is superior because 802.1X is capable of including (such as WEP) solutions that are not secure even though these are no longer admissible. Comments of the form "802.1X is too heavy-weight" carry the assumption that the '802.1X' referred to includes separation of the Authenticator and Authentication Server and the use of certain EAP methods, despite the fact that this possibility is only one aspect of the framework. There is nothing particularly "heavyweight" about the recognition of a very small number of message types. There is nothing particularly "heavyweight" about the use of 802.1X with 802.1AE when pre-shared keys are used without EAP.

There does not appear to have been any study as to how the objectives of the proposed PAR could be accommodated within the very simplest aspects of the 802.1X framework, sufficient to provide the co-existence which would allow 802.15 to pickup 802.1X/802.11i solutions as the need/demand arises without further rework. This should happen before the work of the project begins. If a specific need to extend/modify 802.1X is identified then that should be undertaken with the consideration and involvement of the 802.1 Security TG.  The 802.1 WG is willing to authorize a teleconference Interim meeting to further discuss these options, should the need exist.

Response:
Although adding Ethertype support to 802.15.4 and .7 is thought provoking, it would be a major effort with little benefit and probably measurable cost to the major data usage of 802.15.4 and .7.  This alone would not address the challenge of stuffing large KMP datagrams into small MPDUs.  This is in large measure why the Information Element approach was selected.

Further, there is a large market of exceedingly constrained sensors where any transport machinery has a real cost in code size and battery draw.  Given the nature of these systems, a shared secret based EAP method would be no security in the long run, as the secret will 'leak'.  We want to offer these vendors strong security options, for example based on static ECDH with minimal protocol machinery, that the cost can be balanced against the benefits.  This is why this Recommended Practice will offer choices beyond 802.1X support.

This does pose a challenge of needing to either revise this document if another KMP gets vetted elsewhere or the creation of an RA to register the KMP values accepted in the Information Element KMP type field.

As a result of other comments we have accepted some of your suggestions.

In closing your suggestion that we strictly adopt 802.1X would require additions to 802.15.4 and 802.15.7 which would be problematic and in addition it does not fully address the market needs of 802.15.4 and 802.15.7 which often have to deal with severely constrained devices. Our proposed Recommended Practice remains in our opinion the best approach.  For those who wish to use the 802.1AR and 802.1X standards, this Recommended Practice actually acts as the needed enabler.

Rene Struik comments and responses (in blue):

Comment:
802.15.4 security only deals with so-called "key usage", i.e., security provision over communicated frames depends on security-related parameters (cryptographic keys, and related material, such as device ids, key ids, nonces, security policy settings, etc.) that reside on the device. How this information ends up on the device is currently assumed a higher-layer matter and I/O access to the MAC is regulated by using the MLME-GET and MLME-SET commands. 

 The intention of the suggested PAR below (11/512r0) seems to be to include key management functionality (outside just "key usage") with the MAC.

 Some preliminary questions:

 1) Single-hop vs. multi-hop. All MAC frames are generated and processed presuming single hop communication. To my knowledge, 802.15.4 does not support any multi-hop functionality.

 - Why wouldn't one be able to provide this functionality at the higher layer? (e.g., ZigBee using DTLS etc. for key establishment)?

 - What is the impact of implementing multi-hop functionality at the MAC layer, in terms of storage of state?

Response:
This Recommended Practice works with the 802.15.4 MAC security which is single-hop.

 2) Key establishment vs. key management. If one were to implement key establishment at the MAC, why not also implement key update mechanisms? 

 - What would be the criterium for deciding what is in and what is out?

Response:
We MAY extend the current Security Association in 802.15.4 to parameters like key lifetime and then use existing KMP functions to provide the values for these.

 3) MAC parameters and knowledge at MAC layer. Keying material usually includes both the cryptographic material (key, etc.), but also associated information (key validity period, etc.).

 - Is the intention to include validation of key policies, such as checking key validity periods, at the MAC?

 (With the current MAC, one does not assume devices to have a notion of time ("loosely synchronized clock", etc.) and keying material does not include any information on key validity period ("do not use before/after" info).

Response:
Key policy is typically a function within the KMP.  Obviously if a device has no knowledge of time, the vendor would not implement a lifetime policy.  Where it is necessary to develop triggers like key lifetime within this Recommended Practice or leave it totally within the KMP will be worked within the TG.

 4) Key management vs. security management. Execution of key management functionality (e.g., key establishment) usually involves both cryptographic checks (which can, e.g., answer the question as to the true identity of a device, etc.) and policy checks (which may, e.g., answer the question whether one really wishes to accept a message from a particular device, base on presumed "device role" -- e.g., one accepts to set up a link with the ZigBee Trust Manager and accepts whatever key is communicated as a network-wide key to be used for broadcast traffic). This seems to get into lots of difficult topics, of which I am not sure how much knowledge is available with the MAC or expertise with 802.15 groups. Some examples:

 - which roles should be defined?
 - what security policies should be embedded into the specification?

 - What if anything here is incomplete, has somehow (hopefully not) unintended security weaknesses, etc.

Response:
As you allude to, this sort of functionality will be within the higher layer which will determine the success or failure of the key establishment.  It will not be a part of the Recommended Practice.

Overarching question: It seems there is much more to key management than just providing a mechanism for shipping bits back and forth.

 - Is there a real need to do this at the MAC?

 - Is it possible to define this at the MAC, without leaving part of the puzzle pieces to be solved at higher layers (if the latter, why not just do everything at higher layers)?

Response:
It is a matter of timing and assuring that ALL users of 802.15.4 and 802.15.7 have the wherewithal to perform key establishment and management at the proper time within the lifetime of the devices.

 - Does 802.15 have the critical mass to do the right thing here? (I am not doubting the high calibre of contributors here, but the number of people looking at security relevant portions of the specifications has historically been quite low. Just concerned that if something needs fixing, that this may take too long, may not have sufficient detailed expertise in the room at time of dealing with this, etc.) Wouldn't it be easier to deal with some of this stuff elsewhere, where a potential fix does not require a PAR and 2-3 year time windows?
Response:
This is why this is a Recommended Practice that FACILITATES KMPs, not defines how they work.
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