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The setup  … …

PHY (PCS) level  bit error rate monitoring:
– ability to continuously monitor (estimate) the BER on an 

Ethernet link .
– ind ep end ent of  the traf f ic on the link
– can almost d o this tod ay at 1 0 G  by using  the 8 0 2 . 3 ae P C S  

error counters 
– BU T  . .   need  a slig ht tw eak
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B a c k g r o un d  a n d  R eq ui r em en ts

• C u s t o m e r s  w o u l d  l i k e  t o  h a v e  t h e  a b i l i t y  t o  c o n t i n u o u s l y  m o n i t o r
( e s t i m a t e )  t h e  b i t  e r r o r  r a t e  o n  a n  E t h e r n e t  l i n k ,  a n d  s e t  a  u s e r  
d e f i n e d  t h r e s h o l d  w i t h  w h i c h  t o  d r i v e  p r o a c t i v e  n o t i f i c a t i o n  a n d / o r  
c o n s e q u e n t  a c t i o n  ( e .g . t a k e  t h e  l i n k  d o w n ,  t r i g g e r  r e s t o r a t i o n ) .

• M a n y  c u s t o m e r s  a r e  u s e d   t o  h a v i n g  e r r o r  r a t e  t h r e s h o l d s  t h a t  
a r e  u s e r  s e t t a b l e  i n  t h e  r a n g e  f r o m  1 0 -1 2  t o  1 0 -4 . 

• T h i s  w i l l  l i k e l y  b e c o m e  m o r e  i m p o r t a n t  t o  c u s t o m e r s  a s  w e  m o v e  
t o  h i g h e r  s p e e d s  a n d  l o n g e r  d i s t a n c e s  ( 4 0 k m , e t c ) .

• T h e  e r r o r  m o n i t o r i n g  n e e d s  t o  b e  c o m p l e t e l y  i n d e p e n d e n t  o f  t h e  
t r a f f i c  b e i n g  c a r r i e d  o n  t h e  l i n k  ( i .e . c a n n o t  u s e  C R C  e r r o r s  o r a n y  
f r a m e  b a s e d  s t a t i s t i c s )

• P H Y  e r r o r  c o u n t e r s  n e e d  t o  b e  s u i t a b l e  s i z e d  t o  a l l o w  h o s t  
s o f t w a r e  t o  p o l l  t h e m  a t  a  r e a s o n a b l e  r a t e  ( s a y  o n c e  p e r  s e c o n d )
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P r o po sed  so l uti o n  f o r  4 0 G b E / 1 0 0 G b E
• T h e  e r r o r  r a t e  o n  t h e  P H Y  c a n  b e  e a s i l y  m o n i t o r e d  b y  c o u n t i n g  

i n v a l i d  6 4 B 6 6 B  s y n c  h e a d e r s  ( i .e . 0 0  o r  1 1 ) . 
• C o u n t i n g  t h e  i n v a l i d  s y n c  h e a d e r s  p r o v i d e s  a  s a m p l e d  v i e w  

( 2 / 6 6 )  o f  t h e  e r r o r s  o n  t h e  l i n k
• A s s u m i n g  t h e  e r r o r s  a r e  r a n d o m  a n d  G a u s s i a n  i n  n a t u r e ,  t h e  

t o t a l  e r r o r  c o u n t  o n  t h e  l i n k  ( a n d  t h u s  t h e  B E R )  c a n  b e  e s t i m a t e d  
b y  s i m p l y  m u l t i p l y i n g  t h e  i n v a l i d  s y n c  h e a d e r  c o u n t  b y  3 3 .

• A  2 4  b i t  c o u n t e r  f o r  i n v a l i d  s y n c  h e a d e r s ,  w o u l d  a l l o w  h o s t  
s o f t w a r e  t o  p o l l  t h e  P H Y  a t  a  1  s e c o n d  r a t e  a n d  w i t h o u t  
o v e r f l o w i n g  f o r  a n  e r r o r  r a t e  o f  u p  t o  1 0 -4  o n  a  1 0 0 G  l i n k .

• I n v a l i d  s y n c  h e a d e r s  c a n  a l s o  b e  m o n i t o r e d  o n  i n d i v i d u a l  v i r t u a l
l a n e s  a s  w e l l  ( v i r t u a l  l a n e s  a r e  6 6  b i t  s t r u c t u r e d ) . T h i s  m i g h t  
p r o v e  t o  b e  u s e f u l  i n f o r m a t i o n  f o r  d e b u g g i n g  a n d  t r o u b l e s h o o t i n g
p u r p o s e s .
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W ha t a b o ut 1 0 G b E  to d a y  ?

• B u t  i s n ’t  s o m e t h i n g  l i k e  t h i s  a l r e a d y  p r o v i d e d  a t  1 0 G b E  w i t h  t h e  
8 0 2 .3 a e  P C S  e r r o r  c o u n t e r s  ( R e g  3 .3 3  .. s e e  b a c k u p )   ?  Y e s  a n d  
n o . T h e r e  a r e  i s s u e s  w i t h  b o t h  o f  t h e  P C S  c o u n t e r s  i n  8 0 2 .3 a e :
– t h e  ‘e r r o r e d  b l o c k ’ c o u n t e r ,  c o u n t s  ‘e r r o r ’e d c o d e  w o r d s  ( b l o c k s )  a n d  

n o t  j u s t  i n v a l i d  s y n c  h e a d e r s .  T h i s  m a k e s  i t  i m p o s s i b l e  t o  e s t i m a t e  t h e  
a c t u a l  B E R  ( f o r  a  g i v e n  e r r o r  r a t e  t h e  e r r o r  c o u n t  d e p e n d s  o n  t h e  
a c t u a l  t r a f f i c  p a t t e r n )  

– t h e  ‘B E R  c o u n t e r ’ a p p e a r s  t o  o n l y  c o u n t  i n v a l i d  s y n c  h e a d e r s  ( ? ) ,   b u t  
t h e  c o u n t e r  i s  t o o  s m a l l  a t  6  b i t s .    

• B u t  i s n ’t  s o m e t h i n g  l i k e  t h i s  a l r e a d y  p r o v i d e d  w i t h  E t h e r n e t  L i n k  
O A M  i n  8 0 2 .3 a h  ?  
– s a m e  p r o b l e m  a s  a b o v e ,  a s  8 0 2 . a h  l e v e r a g e s  t h e  s a m e  P C S  e r r o r  

c o u t n e r s
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R ec o m m en d a ti o n

• PCS s h ou ld  inc lu d e a s ingle c ou nter to c ou nt th e 
total nu mber of  invalid  s y nc  h ead ers  at th e 
aggregate level,  and  s iz ed  to be at leas t 2 4  bits

• PCS s h ou ld  als o inc lu d e invalid  s y nc  h ead er 
monitoring and  rep orting at th e virtu al lane level 
(to be u s ed  p rimarily  f or d ebu gging and  
trou bles h ooting p u rp os es )
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B a c k up 
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1 0 G  B A S E -R  P C S  E r r o r  C o un ter s 
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1 0 G  B A S E -R  P C S  E r r o r  C o un ter s
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1 0 G  B A S E -R  P C S  E r r o r  C o un ter s


