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Prior art:

FEC for 802.3da (Gergely Huszak, George Zimmerman)

Drive noise measurements (David Brandt)

https://www.ieee802.org/3/da/public/061621/huszak_zimmerman_fec_3da_06162021.pdf
https://www.ieee802.org/3/cg/public/May2017/brandt_cg_01b_0517.pdf
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1. Differential mode noise needs to stay well under 1Vpp to assure

proper reception of 1Vpp signal

2. Common Mode noise on the link can saturate a high impedance

receiver, causing data misinterpretation already at +/-16V

Noise problems in multidrop
Due to required high impedance receivers, they are prone to both DM and CM noise

DM noise

CM noise

saturates the PHY



T1S PHY refers to its local GND pin. Two approaches can be followed:

Common Mode noise immunity vs power routing

Single pair routing, separate power: 

• the noise couples between PHY GND and SPE

• Large CM noise (e.g. 500Vpp), Common Mode

Choke is likely required (caveat: resonance in 

the transmission band)

Composite routing with power (including PoDL): 

• the noise couples to both PHY GND and SPE

• the PHY sees only the difference in coupling between

GND and SPE
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This text here is for an important introductory or over-arching 

statement that is relevant to the below content. If there is 

nothing applicable to go here, delete and bring the bullets up.

EFT (IEC61000-4-4) test
Click to edit subhead content and make sure it is in sentence case or delete if not needed



What happens during EFT testing

CM noise oscillates and 

reflects due to imperfect

CM termination – single 

pulse can erase 480ns



Mitigation by transmission protocol
Repeating the frames helps maintaining communication during EFT test



Real world motor drive cable in proximity

Noise pulse occurs every

45us and causes both

differential and common

mode noise

Shielded communication cable results, separate power routing

CM noise needs scaling x100-500 for unshielded communication with separate power routing



Protocol mitigation?

Not feasible



Protocol mitigation? 

Not feasible even with composite power routing
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(1)Ramp motor 0-60HZ

a. BER test,  Node 1 sending packet, node 2 

receiving packets.     Fail 

b. BER test,  Node 2 sending packet, node 1 

receiving packets.    Fail

(2) Jogging the motor at zero speed

a. BER test,  Node 1 sending packet, node 2 

receiving packets.     OK

b. BER test,  Node 2 sending packet, node 1 

receiving packets.     Fail



Recommend to implement Forward Error Correction to allow

operation in the noise environments. Without FEC, impulse

noise immunity is hard to maintain

Conclusion

• The EFT test destroys communication but can be mitigated by 

frame repetition between pulse bursts

• But the real world drive noise is repetitive and doesn’t allow

for any standard Ethernet frame to pass undisturbed

• Special care should be taken when power is delivered separately

to the circuit



www.rockwellautomation.com

Thank you!
Questions?

http://rockwellautomation.com/rockwellautomation/news/blog/overview.page
http://facebook.com/ROKAutomation
http://instagram.com/rokautomation
http://linkedin.com/company/rockwell-automation/
http://twitter.com/ROKAutomation
http://youtube.com/user/ROKAutomation/home
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