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1. Introduction

The | EEE 802.1 specification currently does not provide for

aut hentication of peers accessing the switch port. There are
circunstances in which it may be desirable to restrict access to
publicly accessible ports. For exanple, academ c institutions nmay w sh
to restrict access to registered students or faculty. This proposa
descri bes nechani sns for addition of authentication support to | EEE
802. 1.

2. Terninol ogy
This docunent frequently uses the follow ng terns:

Aut hent i cat or
The end of the point-to-point link requiring the
aut hentication. The authenticator specifies the type of
authentication to be used.

Peer The other end of the point-to-point link which is being
aut henti cated by the authenticator

3. Overview

Thi s proposal defines how a | ocal access switch will perform

aut hentication of a host. The purpose of this is primarily for a |oca
access switch to validate the claimof identity by a host, so that
access nmay be granted to the switch port. However, it is also possible
for the authentication process to allow the host to authenticate the

| ocal access switch.
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3.1. Port access restrictions

Thi s docunent envisages authentication occurring primarily at host
boot tine or when a host is connected to the network. The host is
al | owed conpl ete access only after the authentication succeeds.

In the current | EEE 802.1 specification, a switch port is either

di sabl ed, forwarding or controlled by the spanning tree protocol. In
an aut hentication-aware switch, the switch port is in the "disabl ed"
or “non-authenticated” state prior to authentication. Once

authentication has succeeded, the port is put into "forwarding" state.

While in the "blocked" state, DHCP and other initialization traffic

will not be forwarded, and as a result, authentication will typically

need to occur early in the host boot sequence (prior to DHCP and IP

initialization for example).

Authentication-aware switches must support the ability to associate
port forwarding state with host authentication and must support the
ability to restrict the use of a port by a single host.

Authentication-aware switches may support a process for aging
authenticated ports, and may request that a port re-authenticate at
any time. Switch ports are in "forwarding" state during re-
authentication, and transition to the "blocked" or "non-authenticated"
state if re-authentication fails.

In general, authentication should be configurable on a per-port basis,
since it will be desirable in some configurations not to perform
authentication on certain ports (inter-switch links, server-attached
ports etc.).

3.2. Edge authentication

Host authentication must occur at the first point of attachment (i.e.
local access switch). Requiring that authentication occur at the edge
rather than in the core has several advantages:

a. Security. All authenticated hosts on the local access switch are
protected from non-authenticated hosts. If authentication were
performed on a core switch it would be possible for a malicious host
to attack authenticated hosts connected to the same local access
switch or any number of other local access switches between this
switch and the core switch. These attacks are eliminated by limiting
service to non-authenticated hosts directly on the local access
switch.

b. Complexity. In the current IEEE 802.1 spec, a switch port is either
disabled, forwarding or controlled by the spanning tree protocol. If
authentication is performed in a core switch, there is a possibility

of multiple bridge protocol entities on a shared segment initiating
authentication. To avoid this, the bridge protocol entity would have
to work with the spanning tree states to make sure that only the
bridge in the forwarding path initiates authentication. This
complicates the bridge design.
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c. Scalability. Inplenenting authentication in the core switch would
requi re that authentication depend on individual MAC addresses not
just on physical point of attachment. This in turn requires that the
state be kept in the MAC address table. This increases the

i mpl enent ati on cost and woul d require changes to the | EEE 802. 1D
standard with respect to address aging and | earni ng. Topol ogy changes
and spanning tree reconfiguration conplicate the interaction in a

| arge networKk.

d. Availability. Todays’s switched networks are designed with
availability as one of the primary goals. The core of the network is
redundant and fault-tolerant. If authentication is performed in the
core, it would require re-authentication of all the hosts whenever
topology changes causing port state changes in the spanning tree.

e. Translational bridging. Performing authentication at the access
switch avoids complications arising from translational bridging or
VLANS. If only a single link exists between the host and the switch,
then frames need not be translated or tagged during the authentication
exchange. The path to a core switch, deep in the network, may involve
a variety of link types (e.g. FDDI, Token-Ring, ATM) and packet
formats (e.g. IEEE 802.1Q tagged, MAC encapsulations). The IEEE 802.1
bridging specification would need to spend a significant amount of
time wrestling with these conversions. Thus, were authentication to be
allowed on core switches, additional rules would need to be defined
for other media types or VLAN trunk links to the core switches.

f. Multicast propagation. Were authentication to occur in the core
switches, it would be necessary for local access switches to forward
authentication traffic to the core switches so that they could

respond. Since core switches are not able to sense host connection to
the local access switch port, initiation would occur either on

receiving traffic from a new host or via host initiation. Requiring a
core switch to keep authentication state for each host does not scale.
In order for host initiation to reach the core switch, this would

require that these (multicast) frames be flooded by authentication-
unaware access switches, impacting other hosts. In contrast, if
authentication occurs only on local access switches, these multicast
frames are not forwarded.

3.3. Logoff Mechanism
It is useful to provide a logoff mechanism for a switch port. When a
user logs off a host, it is possible in some environments to bypass a

new login and access the host and the network. Providing the logoff
mechanism ensures that the session is terminated for a host.
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4. Proposed Protoco
4.1. Overview

The approach taken is to encapsul ate the Extensible Authentication
Protocol (EAP) in Ethernet framing, also referred to as EAPCE (EAP
Over Ethernet) in this docurment. EAP, described in [1], is a genera
protocol that supports nultiple authentication nechanisns. For
exanpl e, through the use of EAP, support for a nunber of

aut henti cation schemes may be added, including smart cards, Kerberos,
Public Key, One Tine Passwords, and others.

In addition to describing the encapsul ati on of EAP in Ethernet

fram ng, this section describes the switch function that relays EAP
messages between a peer and the authentication function. The switch
function controls the forwarding state of a physical port but does
not interfere with the authentication exchanges between a peer and
aut henti cation function.

This separation of authentication and switch function pernits the use
of a "back-end" authentication server that inplenents the various
nmechani sns needed to authenticate a peer. The switch function sinply
controls the forwarding state of a port based on the results of the
aut hentication. For a full description of an authentication function
see <draft-ietf-radius-ext-03.txt> 1t will be apparent to the reader
that this separation does not preclude inplenmentation of both swtch
and aut hentication function in the sanme item of physical equipnent.

Rat her than only permtting a pre-determ ned authentication nethod,
EAP all ows the authenticator to request nore information before
determ ning the specific authentication mechanism In EAP, the

aut henti cator sends one or nobre Requests to authenticate the peer
The Request has a type field to indicate what is being requested.
Exanpl es of Request types include Identity, MD5-challenge, One-Tine
Passwor ds, Generic Token Card, etc. The MD5-chall enge type corresponds
closely to the CHAP authentication protocol. Typically, the
authenticator will send an initial Identity Request followed by one
or nore Requests for authentication information. However, an initial
Identity Request is not required, and may be bypassed in cases where
the identity is presuned.

The peer sends a Response packet in reply to each Request. As with the
request packet, the Response packet contains a type field which
corresponds to the type field of the Request.

The aut henticator ends the authenticati on exchange with a Success or
Fai | ure packet.

4.2. Packet formats

4,.2.1. Et hernet frane format

A sunmmary of the Ethernet encapsul ati on of EAPCE is shown bel ow. The
fields are transmtted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
B Rt r s i o o e R S S S S S et i i i i i
| Destination Address...

B T e e e O i ol I EIE TR i S T S S T S s ot S S e e i e R
| Desti nati on Address. | Sour ce Address...

B Rt r s i o o e R S S S S S et i i i i i
| Sour ce Address

B T e e e O i ol I EIE TR i S T S S T S s ot S S e e i e R
| Type | Dat a. . .

B T e e e O i ol I EIE TR i S T S S T S s ot S S e e i e R

Desti nati on Address

The Destination Address field contains the address of the
destination of the Ethernet frame. For EAPCE packets, the
destination nmust be the EAPCE nmulticast address 01-20-9C-01-23-02.
This address is expressed in EEE illustrative (little-endian)

not ati on.

[Issue: What is the desired behavior of the nulticast traffic with
respect to authentication aware and unaware switches? It night be
advant ageous to use the | EEE 802.1 reserved address range instead,
as those packets are not supposed to be flooded by 802.1D

bridges — even if they are non-authentication aware.]

Source Address

The Source Address contains the MAC address of the source of the
Ethernet frame. This must represent a unicast address.

Type
The EtherType value for EAPOE is not yet assigned.

Data
Exactly one EAPOE packet is encapsulated in the Data field of an
Ethernet frame.

4.2.2. EAPOE Message Format

A summary of the EAPOE packet format is shown below. The fields are
transmitted from left to right.

0 1 2
012345678901234567890

B e S S e o
| Version | EAP Packet...
B e o S S
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Ver si on

The Version field is one octet and identifies the current version of
EAPCE protocol. The inplenentation conformng to this specification
nust use the value 1.

EAP Packet
The field contains the EAP packet as described bel ow. Exactly one EAP
packet is encapsul at ed.

4.2.3. EAP Packet Fornat

A summary of the EAP packet format is shown below. The fields are
transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B Sl S it I T m T

| Code | ldentifier | Length
B Rt r s i o o e R S S S S S et i i i i i
| Data ...

+- - - -+
Code

The Code field is one octet and identifies the type of EAP packet.
EAP Codes are assigned as foll ows:

Request
Response
Success
Failure

A WN P

An EAP-Start message is an EAP-Request packet with no data in it.
Identifier

The ldentifier field is one octet and aids in matching responses
with requests. The ldentifier field and switch port together

uni quely identify an authentication exchange. Thus the use of a
single octet identifier field results in a restriction of 256

aut hentications per switch port. This restriction is not likely

to be an issue given that authentication occurs at the |ocal access
switch, rather than in the core.

In formulating the Identifier in new EAP-Request/ldentity frane
the switch will choose a random val ue. The peer nust insert this
Identifier in subsequent EAP-Response franes. In fornulating the
identifier in aretransmtted frame, the switch will utilize the
sanme ldentifier val ue.

Length

The Length field is two octets and indicates the I ength of the EAP
packet including the Code, ldentifier, Length and Data fields.

05/03/99 Page 6 of 19



Cctets outside the range of the Length field should be treated as
Data Li nk Layer paddi ng and should be ignored on reception. Note:
since in this specification EAP franes are transported directly
over the link layer nedium the frame size should not exceed the
maxi mum perni ssi ble on that nmedium since fragnentation is not
supported. For exanple, when transported over | EEE 802.3 |link |ayer
encapsul ation, the frame size should not exceed 1500 octets.

Dat a

The Data field is zero or nbre octets. The fornmat of the Data
field is deternmi ned by the Code fi el d.

5. Protocol QOperation
5.1. Authentication initiation

Aut hentication can be initiated either by the peer or by the switch
If authentication is enabled on a given port, authentication nust be
initiated by switches on sensing a 'port up’ indication. As noted
below, if the switch does not receive a response, it will retransmt
the aut hentication franes wi th exponential backoff.

There are also situations in which a peer should initiate

aut hentication. On booting, the peer may not be listening for an

aut hentication initiation during the early portions of the boot
sequence, and as a result, the peer may miss the initiation frane(s).
As a result, if the host did not initiate authentication itself, an
aut hentication failure could occur purely due to timng issues.

Note that a previously authenticated host may be rebooted. In this

ci rcunmstance, an authentication-aware switch will typically not
initiate authentication since it may not sense a 'port up’

indication. In this case, an argunment could be nmade that

aut hentication is not necessary since the host has al ready been

aut henticated. However, it is possible in some environments to reboot
a machi ne, bypass the nornmal |ogin and access the network. To prevent
an unaut horized user from accessing the network by rebooting an

aut henti cated machine, a host initiation nmay be necessary upon reboot.

The above argunents dictate that a host that does not receive an
initiation frame fromthe switch on boot nmust initiate authentication
by sending an EAP-Start franme. Any initial frames can be enqueued
until the authentication either conpletes or fails.

5.1.1. Switch initiation

If the Identity is already known (such as via a previous

aut hentication) then a switch may begin the conversation by sending a
uni cast EAP- Request frane, using the switch port MAC address as the
source, and the peer MAC address as the destination. The switch will
typically initiate the conversation when it receives a 'port up’

i ndi cation. Before authentication conpletes, the port is put in the
"di sabl ed" or "non-authenticated" state.
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If the peer ldentity is not known, then the switch nust send a

mul ti cast EAP-Request/ldentity frane. This frame will use the switch
port MAC address as the source address, and the EAPCE mul ti cast
address as the destination. This is typically how an authentication-
aware switch will begin the authentication conversation.

Peers receiving an EAP-Request frane fromthe switch nust respond
with an EAP- Response frane using the peer MAC address as the source
address, and the EAPCE nulticast address as the destination.

Aut henti cati on-aware sw tches may support a process for periodic re-
aut hentication and may request that a port re-authenticate at any
time. For exanple, if the switch reboots, authentication state can be
recovered by nulticasting EAP-Request/ldentity frames on all ports.

If the port is in "forwarding" state prior to re-authentication, then
it wll remain in that state during re-authentication. If the
authentication fails for a port that was in "forwardi ng" state during
re-aut hentication, the port is noved to "disabled" or "non-

aut henti cated" state.

5.1. 2. Peer initiation

In order to request that the switch initiate authentication, the peer
sends an EAP-Start packet, using its own MAC address as the source
address, and the EAP nulticast MAC address as the destination. An
EAP-Start frane consists of an Ethernet frame with Type=EAP, but

cont ai ni ng no dat a.

The switch receiving an EAP-Start frame nust respond by sending an
EAP- Request/ldentity frane, using the MAC address of the peer as the
destination, and the switch port MAC address as the source address.

5.2 Logoff Mechani sm

When switch port logoff is desired by a peer, the host originates an
EAP- Start nessage but does not respond to the subsequent EAP-Request/
Identity nessages fromthe switch. As a result, the switch wll
tinmeout, and the switch port will be placed in the "bl ocked" or

"non- aut henti cat ed" state.

5.3. Soft state

Aut henti cation-aware switches may maintain soft state relating to the
port status. This inplies that authentication state will be renoved
periodically (IDLE_TI MEOUT seconds).

The default IDLE TIMEQUT interval is 3600 seconds (one hour). As with
switch and peer initiated re-authentication, the inplications of
setting this to a | ower value should be carefully thought out before
pr oceedi ng.
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5.4. Retransm ssion

As noted in [1], the EAP authenticator (switch) is responsible for
retransm ssi on of packets between the authenticating peer and the
switch. The exception to this is the EAP-Start, which is retransmtted
by the peer. Thus if an EAP packet is lost in transit between the

aut henticating peer and the switch (or vice versa), the switch wll
retransmt. The switch MUST adopt a retransm ssion strategy that

i ncorporates a random zed exponential backoff algorithmto deternne
the del ay between retransm ssions. The del ay between retransni ssions
shoul d be chosen to allow sufficient tine for replies fromthe host to
be delivered based on the characteristics of the |link between the host
and the switch. For exanple, in a 10Md/sec Ethernet network, the del ay
before the first retransm ssion should be 4 seconds random zed by the
val ue of a uni formrandom nunber chosen fromthe range -1 to +1
Switches with clocks that provide resolution granularity of less than
one second may choose a non-integer randonization value. The del ay
before the next retransm ssion should be 8 seconds randoni zed by the
val ue of a uni form nunmber chosen fromthe range -1 to +1. The
retransm ssi on del ay shoul d be doubled wi th subsequent retransm ssions
up to a maxi mum of 64 seconds.

As noted in [13] DHCP clients incorporate a simlar randoni zed
exponential backoff algorithmto determ ne the delay between

retransm ssions, allowing a retransm ssion delay of up to 64 seconds.
Assuming that the switch is in blocking node prior to authentication
and initiates authentication on receiving an initial DHCP frame from
the host, the initial DHCP frane will be dropped and will trigger
authentication initiation by the switch. Assum ng that the

aut hentication can conplete in tine to avoid a DHCP tineout, the DHCP
conversation will conplete successfully.

Note that it nmay be necessary to adjust retransm ssion strategi es and
authentication tineouts in certain cases. For exanple, when a token
card is used additional tinme may be required to allow the user to find
the card and enter the token. If the user takes a particularly |ong
time to find the card, then a DHCP tinmeout can occur

Thi s probl em cannot be aneliorated by enqueing the initial DHCP franes
since DHCP client tiners are started when the packets are enqueued,
not when they are sent.

5.5. Transition

It is desirable that the transition between a non-authenticated and an
aut henti cated environment be as snooth as possible. Wen an

aut henti cati on-capabl e peer connects to a non-authentication enabl ed
access switch, the peer will not receive an EAP-Request/ldentity
mul ti cast packet. As a result, the peer will initiate an EAP-Start
frane to the multicast address. Wile non-authentication aware
switches will typically forward this frame to all ports, there should
be no ill-effects.

[Issue: It mght be advantageous to use the | EEE 802.1 reserved
address range instead, as those packets are not supposed to be
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flooded by 802.1D bridges — even if they are non-authentication
aware].

When a non-authentication aware peer connects to an authentication
enabled access switch, the peer will ignore EAP-Request/Identity
frames.

5.6. Examples
The example below shows a switch-initiated conversation for the case
of a One Time Password (OTP) authentication. OTP is used only for

illustrative purposes; other authentication protocols could also have
been used, although they might show somewhat different behavior.

Authenticating Peer ~ Switch Function  Authentication Function

G EAP-Request/
Identity (Multicast)
EAP-Response/

Identity (MyID) >
(Multicast)
EAP-Request/
< OTP/OTP Challenge
(Unicast)
EAP-Response/
OTP, OTPpw >
(Multicast)
< EAP-Success
(Unicast)
Authentication
complete.

In the case where the peer fails EAP authentication, the conversation
would appear as follows:

Authenticating Peer  Switch Function  Authentication Function

S EAP-Request/
Identity (Multicast)
EAP-Response/

Identity (MyID) >
(Multicast)
EAP-Request/
< OTP/OTP Challenge
(Unicast)
EAP-Response/
OTP, OTPpw >
(Multicast)
< EAP-Failure
(Unicast)
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A peer-initiated authentication conversation will appear as follows:

Aut henti cati ng Peer Swi tch Function Aut henti cation Function
EAP-Start ------------- >
(Mul ticast)
S EAP- Request /

Identity (Unicast)
EAP- Response/

Identity (MYID) --------------m-mmmmme oo - >
(Mul ticast)
EAP- Request /
b OTP/ OTP Chal | enge
(Uni cast)
EAP- Response/
OTP, OTPPW ------ s mmm e o e oo - >
(Mul ticast)
e R TR EAP- Success
(Uni cast)

Aut henti cati on
conpl et e.

In the case where the peer does not support authentication, but where
aut hentication is enabled on that port, the conversation woul d appear
as follows:

Aut henti cati ng Peer Swi tch Function Aut henti cati on Function

e EAP- Request /
Identity (Milticast)

o EAP- Request /
Identity (Milticast)

Cemmmm e EAP- Request /
Identity (Milticast)

e EAP- Request /
Identity (Milticast)

Ti meout

6. State nachines
6.1. Switch state machine
The switch state nachine consists of the foll owing states:

Di sconnect ed
Connect ed
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Acqui red

Aut hent i cati ng
Hol d

Aut hent i cat ed

Di sconnect ed
In this state, there is no connection on the port. This is
the initial state which all authentication-enabled ports are
in when the switch boots. The switch port should be in the
"bl ocked" or "non-authenticated" state. Wien a 'port up’
event is indicated, the switch transitions to the connected
state for that port.

If the switch senses a 'port down’ event, it transitions to
the di sconnected state for that port.

Connected In this state, the switch port has sensed a ’'port up’ event.
It transmits an EAP-Request/ldentity nulticast on the port,
starts a “tx” timer, and waits for a response. If the “tx”
timer expires, the switch retries twice, sending an
EAP-Request/Identity multicast and doubling the “tx” timer
with each retry. If the switch times out after the second
retransmission, it transitions to the quiet state for that
port. The default value of “tx” timer (EAP_TX_TIMEOQOUT) is
5 seconds.

If the switch receives an EAP-Response/ldentity multicast
frame from a peer, it transitions to the authenticating
state for that port. If the switch receives an EAP-Start
frame, it transitions to the acquired state for that port.

If the switch senses a 'port down' event, it transitions to
the disconnected state for that port.

Quiet In this state, the switch has sensed a 'port up' event, but
has not acquired a peer. The switch starts a “quiet” timer.
If the quiet timer expires, the switch transitions to the
connected state for that port. The default value of “quiet”
timer (EAP_QUIET_TIMEOUT) is 60 seconds.

If the switch receives an EAP-Response/ldentity multicast
frame from a peer, it transitions to the authenticating
state for that port. If the switch receives an EAP-Start
frame, it transitions to the acquired state for that port.

If the switch senses a 'port down' event, it transitions to
the disconnected state for that port.

Acquired In this state, the switch has acquired a peer. The switch
transmits an EAP-Request/Identity unicast frame to the first
acquired peer, starts the “tx” timer, and waits for a
response. If the “tx” timer expires, the switch retries
twice, sending an EAP-Request/Identity multicast and
doubling the “tx” timer with each retry. If the switch times
out after the second retransmission, it transitions to the
connected state for that port.
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If the switch receives an EAP-Response/ldentity nulticast
franme, it transitions to the authenticating state for that

port.

If the switch senses a 'port down’ event,
the di sconnected state for that port.

Aut henti cati ng
In this state, the switch is authenticating a peer. The
switch transmts an EAP-Request unicast frame to the peer,

Hold

starts the “tx” timer, and waits for response. If the “tx”

timer expires, the switch retries twice, sending an
EAP-Request unicast frame to the peer and doubling the “tx”
timer with each retry. If the switch times out after the

second retransmission, it transitions to the connected state
for that port.

If the switch receives an EAP-Response multicast frame from
a peer, it responds with another EAP-Request if required
until authentication fails or succeeds. The “tx” timer is
restarted (with the default value) at each stage with two
retries. If authentication fails, the switch sends an
EAP-Failure frame to the peer and transitions to the hold
state for that port. If authentication succeeds, the switch
sends an EAP-Success frame to the peer and transitions to
the authenticated state for that port.

If the switch senses a 'port down' event, it transitions
to the disconnected state for that port.

In this state, the switch is holding for a time period in
which it will not accept packets so as to discourage brute
force attacks.

The switch blocks the port, starts the “quiet” timer, and

it transitions to

waits for its expiry. At the expiration of “quiet” timer,

the switch transitions to the connected state for that port.

If the switch senses a 'port down' event, the switch
transitions to the disconnected state for that port.

Authenticated

In this state, the switch has successfully authenticated the
peer. The switch places the port in the "forwarding" state.
If the switch supports port aging, it starts the
“reauthenticate” timer for that port and transitions to the
connected state on its expiry. The default value of
“reauthenticate” timer is 3600 seconds.

If the switch receives an EAP-Start multicast frame, it
transitions to the acquired state for that port.

If the switch senses a 'port down' event, it transitions to
the disconnected state for that port.
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6.2. Peer state machine
The peer state machine consists of the follow ng states:

Acqui ring
Acqui red

Aut hent i cat i ng
Aut hent i cat ed

Acquiring In this state the peer is attenpting to acquire a switch to
authenticate to. This is the initial state that the peer is
in on warmor cold restart. The peer sends an EAP-Start

frame to the multicast address, sets a “start” timer and

waits for the switch to send a unicast or multicast EAP-

Request/Identity frame. If the timer expires , the peer sends
another EAP-Start frame, doubles the “start” timer, and

starts again. The peer retries twice and then assumes that

it is attached to a non-authentication enabled switch and

transitions to authenticated state. The default value of

“start” timer (EAP_START_TIMEOUT) is 2 seconds.

On receiving a unicast or multicast EAP-Request/Identity
frame, the peer transitions to the acquired state.

Acquired In this state the peer sends a multicast EAP-Response/
Identity frame to the switch, sets a “auth” timer and waits
for a unicast EAP-Request frame. If the timer expires, the
peer transitions to the acquiring state.

If the peer receives a unicast EAP-Request frame (not an
Identity), it transitions to the authenticating state. If

the peer receives a unicast or multicast EAP-Request/
Identity frame, it sends a multicast EAP-Response/ldentity
frame to the switch, sets the “auth” timer and waits for a
unicast EAP-Request frame. The default value of “auth” timer
(EAP_AUTH_TIMEOUT) is 60 seconds.

Authenticating
In this state the peer is authenticating to the switch. It
sends an EAP-Response frame, sets the “auth” timer and waits
for a unicast EAP-Request, EAP-Success or EAP-Failure frame.
On timer expiration, the peer transitions to the acquired
state. On receiving a unicast EAP-Request frame (not an
Identity), the peer sends an EAP-Response frame, sets the
“auth” timer and waits for a unicast EAP-Request, EAP-
Success or EAP-Failure frame. On receiving a unicast EAP-
Failure frame, the peer transitions to the acquiring state.
On receiving a unicast EAP-Success frame, the peer
transitions to the authenticated state. On receiving a
unicast or multicast EAP-Request/Identity frame, the peer
transitions to the acquired state.

Authenticated
In this state the peer is successfully authenticated by the
switch. On receiving a unicast or multicast EAP-
Request/ldentity frame, the peer transitions to the acquired
State.
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7. Additional Services

This section describes additional services that can be provided al ong
with port based access control. Sone of these services are enabl ed by
| EEE 802.1Q VLANs. This is done to give the reader sone insight into
di fferent operating environnents and not neant to be an addition to
802. 1D specification as it is outside the scope of | EEE 802. 1D

7.1. Manageability of Hosts

In many installations, it is essential that network managenent traffic
be al |l owed between the network nmanagenment station and hosts, in order
to pernmit activities such as network nonitoring and software update.

If many hosts were to be nade inaccessible as a result of failed

aut henti cations, network nanagenent capabilities would be conprom sed.

For exanple, as a result of a power failure, it is conceivable that
many hosts woul d be unable to successfully authenticate, and as a
result might be unable to | ocate a DHCP server. Wre these hosts to be
completely cut off fromthe network, then they woul d never receive a
routabl e | P address, and network adm nistrators would be unable to

di agnose the problem since the hosts would not be reachable by the
net wor k managenent station

To address this issue, authentication-aware switches may support VLAN
policy. This allows the switch to assign a VLAN to a port based on the
out cone of authentication. In authentication-aware sw tches supporting
VLANs, a port is put into the "forwarding" state during

aut hentication, permtting access to the "non-authenticated" VLAN
Once aut hentication has succeeded, a new VLAN ID is assigned for that
port, and the port remains in "forwardi ng" state.

Swi tch support for a non-authenticated VLAN enabl es hosts failing

aut hentication to obtain | P addresses via DHCP so that they can remain
manageabl e. This is useful for enabling hosts to obtain an account and
login credentials via a registration server. This also nakes it

possi ble to keep track of unauthenticated hosts and nanage themif
necessary.

7.2. Accounting and Policies

Aut hent i cati on-enabl ed switches may support additional services such
as accounting or QoS policy. For exanple, after a connection is
sensed on a port, a tinmer can be reset, or after authentication
succeeds, the switch can reset the port counters. This allows the
switch to keep track of how | ong connectivity was nmintained on a port
or how nany octets were sent in and out. It is also possible for the
switch to tag packets entering or |leaving the port with a given
priority, based on the host identity.
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7.3 Host ldentity for Access

The ldentity presented by the host may either correspond to a user
group, or machine identity. Host inplenentations supporting use of a
machine identity will typically authenticate once at startup, and wll
remai n authenticated until a ’'port down’ event occurs or the host or
switch reboots or re-authentication occurs. In such inplenmentations,
accounting data will indicate a single long-lived session for host.
Thus, it will not be possible to account for usage by user. In
contrast, inplenentations supporting user or group identity may
authenticate with each user login. In such inplenentations, accounting
data will provide per-user information.

7.4 VLAN Enhancenents

As di scussed previously, VLANs can be used to facilitate managenent
of hosts failing authentication.

When | ogoff mechanismis used with VLAN enabl ed swi tches, the host is
pl aced in an "non-authenticated" VLAN during the period between
logins. In order to maintain | P connectivity, the host would need to
rel ease its DHCP address, and acquire a new address so that it would
be functional in the non-authenticated VLAN during the period between
| ogi ns.

Note that with a VLAN-enabled switch, peer initiation is required in
order to guarantee assignnent of an authenticated address. \Wen VLANs
are supported, a DHCP server will typically be provided on the

unaut henticated VLAN. As a result, without host initiation the
initial DHCP packet sent by the host could reach the DHCP server on

t he unaut henticated VLAN, allow ng the DHCP conversation to conplete
prior to authentication. The result is that an authentication-capable
host will be assigned to the non-authenticated VLAN. Tim ng problens
are less likely for switches w thout VLAN support, since the port wll
be bl ocked and thus the DHCP conversation cannot conplete prior to
aut henti cati on.

8. Security considerations

The follow ng security issues have been identified relating to switch
port authentication:

Pi ggybacki ng
Snoopi ng

Crosstal k

Rogue switch

Bit flipping

Negoti ation attacks

8.1. Piggybacking
Since it is possible that nore than one host nay be connected to a

switch port, a switch inplenenting this specification nust support
anti - pi ggybacki ng functionality. Piggybacking occurs when an
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unaut henti cated host gains access to the switch port based on the
successful authentication of another host. In order to enable

pi ggybacki ng prevention, authentication-aware sw tches nust be
configurable on a per-port basis to set an alarm or bl ock port
access when nultiple hosts are detected.

8.2. Snooping

In this attack, an attacker on the sane switch port listens in on the
aut hentication conversation in an effort to gain further infornmation
useful in an attack. Since EAP transnmits the ldentity in the clear

it is possible for an attacker to learn the identity of users
authenticating to the switch. However, password conprom se can be
avoi ded by use of EAP nethods enpl oyi ng strong cryptography.

8.3. Crosstalk

In this attack, a peer on one port attenpts to interfere with

aut henti cations occurring on another port. For exanple, a peer nay
send an EAP-Failure nessage to the broadcast address, or to a peer
on another port, or may send an EAP-Response to the MAC address of
anot her switch port.

In order to prevent crosstal k between ports, authentication-enabl ed
swi tches nust discard all frames with Ether Type=EAPCE and a
destinati on address other than the switch port MAC address or the

mul ticast address. In addition, authentication-enabled switches nust
not |eak EAP frames destined for the nulticast address to other ports.

Alternatively, a host on another LAN may attenpt to send packets that
will interfere with switch port authentication occurring on another
segnment. However, this is not possible since EAPCE franes are not
rout abl e.

8.4. Rogue switch

In this attack, the attacker replaces the switch with a suitably
nodi fied device. In such an attack, the attacker could send an EAP-
Request with a lesser formof authentication (for exanple, EAP-M5
with a static challenge) in order to perpetrate a dictionary attack
and recover the user’s password. This attack can be prevented by
configuring the client to require an EAP type supporting nutua

aut henti cati on.

8.5. Bit flipping

The goal of EAP is to provide extensible authentication. Oher
security services, including integrity protection, encryption, or
replay protection are not provided by this proposal. If such services
are desired, then it is reconmended that other solutions that provide
security associations such as | PSEC [ 6] be enpl oyed.
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8.6. Negotiation attacks

In this attack, the attacker attenpts to subvert the EAP negotiation
by inserting or nodifying packets on the wire. The goal of this attack
is to deny service or to reduce the |evel of security negotiated
between the switch and the peer.

Whi | e individual EAP authentication types may provi de nessage
integrity protection for the data portion of EAP-Request and EAP-
Response packets, the EAP header is not integrity protected. In
addi ti on, EAP-Success and EAP-Failure nessages are not integrity
protected, nor are EAP-Request and EAP- Response packets of types
I dentity, NAK, OTP, or MD>5.

This means that an attacker can send an EAP-Failure nessage to the
peer fromthe switch’s MAC address wi thout fear of detection. Al so
in response to an EAP-Request sent by the switch, the attacker could
send an EAP-NAK in an attenpt to cause the switch and peer to
negotiate down to a | ess secure formof authentication

Wil e such attacks can result in a denial of service, the attacker
nmust have physical access to the switch port in order to carry them
out. Such attacks are detectable by sw tches, RMON probes, or
sniffers, and can be nmade nore difficult by having sw tches enpl oy
spoofing protection, i.e., dropping incomng frames claimng to
originate fromsw tch MAC addresses.

Subversion of the authentication negotiation can be averted using
negoti ati on policy on the peer and switch. For exanple, the peer or
switch can be configured to only accept a single form of
authentication for a clained ldentity.
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