The following text describes changes that need to be made to Annex D of 802.1X-2001 in
order to align it with the latest IETF draft on 802.1X and RADIUS guidelines (draft-
congdon-radius-8021x-20.txt). This document should be published as an informational
RFC soon.

In the following sections, a description of the change is provided as well as instructions
on how to update Annex D. New text extracted from the IETF draft is included in a
different font (Courier New). This text may need further updates to align it with IEEE
editor’s conventions and references.

D.1 Introduction

There has been a minor expansion of the opening paragraph to include further discussion
on stand-alone mode and generalization about AAA clients. Consider replacing the 1%
paragraph with the following three paragraphs.

| EEE 802. 1X provides "network port authentication" for |EEE 802 nedia,
i ncludi ng Et hernet, Token Ring and 802.11 wirel ess LANS.

| EEE 802. 1X does not require use of a backend authentication server
and thus can be deployed with stand-al one switches or access points, as
well as in centrally nanaged scenari os.

In situations where it is desirable to centrally manage aut hentication
aut hori zati on and accounting (AAA) for | EEE 802 networks, depl oynent of
a backend aut hentication and accounting server is desirable. In such
situations, it is expected that |EEE 802.1X Authenticators wll
function as AAA clients.

D.2.1 Acct-Terminate-Cause

A discussion periodic re-authentication was added just after the paragraph discussing the
re-authentication failure (20) termination cause. Insert the following paragraphs before
the paragraph discussing Admin Reset (6).

Wthin 802.11 [22], periodic re-authentication my be useful in
preventing reuse of an initialization vector with a given key. Since
successful re-authentication does not result in termnation of the
session, accounting packets are not sent as a result of re-

aut hentication unless the status of the session changes. For exanpl e:

a. The session is ternmnated due to re-authentication failure. In
this case the Reauthentication Failure (20) term nation cause is

used.
b. The authorizations are changed as a result of a successful re-
aut hentication. In this case, the Service Unavail able (15)

term nation cause is used. For accounting purposes, the portion
of the session after the authorization change is treated as a
separate session.



Where | EEE 802. 1X aut hentication occurs prior to 802.11 associ ati on,
accounting packets are not sent until an association occurs.

D.2.2 Acct-Multi-Session-1d

Clarification updates in the second paragraph. Replace the second paragraph with the
following paragraph.

Where supported by the Access Points, the Acct-Milti-Session-1d
attribute is used to link together the multiple related sessions of a
roam ng Supplicant. 1In such a situation, if the session context is
transferred between access points, accounting packets may be sent

wi t hout a correspondi ng authenticati on and aut hori zati on exchange.
However, in such a situation it is assuned that the Acct-Milti-Session-
Id is transferred between the Access Points as part of the Inter-Access
Poi nt Protocol

Replace the 4™ paragraph with the following text.

As a result, the Acct-Milti-Session-Id attribute is unique anong al

t he Access Points, Supplicants and sessions. In order to provide this
uni queness, it is suggested that the Acct-Milti-Session-l1d be of the
form

An additional paragraph on encoding the Acct-Muilt-Session-1d was added at the end.
Add the following paragraph to the end of section D.2.2

Since the Acct-Milti-Session-1d is of type String as defined in

[ RFC2866], for use with IEEE 802.1X, it is encoded as an ASCI| string
of Hex digits. Exanple: "00-10-A4-23-19-C0-00-12-B2-14-23- DE- AF- 23- 83-
C0- 76- B8- 44- E8"

D.3 RADIUS authentication

In the opening paragraph, additional references are made to new documents. These will
need to be augmented in the reference section of 802.1X as well. Replace the first
paragraph with the following paragraph:

This section describes how attributes defined in [ RFC2865], [RFC2867],
[ RFC2868], [ RFC2869] and [ RFC3162] are used in | EEE 802. 1X
aut henti cati on.

The list of items following the first paragraph has been removed in the IETF draft in
favor of the summary section at the end. This summary section is not included in IEEE
802.1X, but should now be. Delete the list of items after the first paragraph.

D.3.1 User-Name
An additional reference is added to the end of the first paragraph. This reference needs to

be added to the end of 802.1X as well. The new reference is RFC 2869. Thus replace the
last sentence of the first paragraph with:



Where available, the Supplicant identity is included in the User-Nane
attribute, and included in the RADI US Access- Request and Access-Reply
nmessages as specified in [ RFC2865] and [ RFC2869].

D.3.3 NAS-IP-Address

Add NAS-IPv6-Address to the clause heading, and replace the paragraph with the
following text:

For use with | EEE 802.1X, the NAS-|P-Address contains the | Pv4 address
of the bridge or Access Point acting as an Authenticator, and the NAS-

| Pv6- Address contains the | Pv6 address. If the | EEE 802. 1X

aut henticator has nore than one interface, it nmay be desirable to use a
| oopback address for this purpose so that the Authenticator will still
be reachable even if one of the interfaces were to fail

D.3.4 NAS-Port

Additional description of how to handle the case where authentication occurs prior to
association. Replace the paragraph with the following text:

For use with | EEE 802. 1X the NAS-Port will contain the port nunber of
the bridge, if this is available. Wile an 802.11 Access Poi nt does
not have physical ports, it does assign a unique "association ID" to
every nmobil e station upon a successful association exchange. As a
result, for an 802.11 Access Point, if the association exchange has
been conpleted prior to authentication, the NAS-Port attribute wll
contain the association ID, which is a 16-bit unsigned integer

D.3.7 Framed-IP-Address, Framed-IP-Netmask

Clarification about IP address assignment and what types of devices might support this
attribute has been added. Replace the paragraph with the following text:

| EEE 802. 1X does not provide a nechanismfor |P address assignment.
Therefore the Franed-|P-Address and Framed-1P-Netmask attributes can
only be used by | EEE 802. 1X Aut henticators that support |P address

assi gnment mechanisnms. Typically this capability is supported by |ayer
3 devi ces.

D.3.9 Filter-1D

Clarification about what type of devices might support this attribute has been added.
Replace the paragraph with the following text:

This attribute indicates the name of the filter list to be applied to
the Supplicant's session. For use with an | EEE 802. 1X Aut henti cat or

it may be used to indicate either layer 2 or layer 3 filters. Layer 3
filters are typically only supported on | EEE 802. 1X Aut henti cators that
act as layer 3 devices.



D.3.12 Reply-Message

This section has been completely re-written and re-named to deal with a number of
deployment issues. Rename this section “Displayable Messages” and replace the text
with the following paragraphs:

The Reply-Message attribute, defined in section 5.18 of [RFC2865],

i ndi cates text which MAY be displayed to the user. This is similar in
concept to the EAP Notification Type, defined in [ RFC2284]. When
sendi ng a di spl ayabl e nessage to an | EEE 802. 1X Aut henticator, the
RADI US server SHOULD encapsul ate di spl ayabl e nessages withi n EAP-
Message/ EAP- Request/ Notification attribute(s), and SHOULD NOT use
Repl y- Message attribute(s) for this purpose.

An | EEE 802. 1X Aut henticator receiving Reply-Mssage attribute(s) MY
copy the Text field(s) into the Type-Data field of an EAP-

Request/ Notification packet, fill in the Identifier field, and send
this to the Peer. However, several issues may arise fromthis:

a) Unexpected Responses. On receiving an EAP-Request/Notification
the Supplicant will send an EAP- Response/ Notification, and the
Aut henticator will pass this on to the RADI US server,
encapsul ated wi t hin EAP- Message attribute(s). However, the
RADI US server may not be expecting an Access-Request containi ng
an EAP- Message/ EAP- Response/ Notification attribute.

For exanpl e, consider what happens when a Reply-Message is
i ncluded within an Access-Accept or Access-Reject packet with no

EAP- Message attribute present. |If the value of the Reply-Message
attribute is copied into the Type-Data of an EAP-
Request/ Notification and sent to the peer, this will result in an

Access- Request contai ni ng an EAP- Message/ EAP-

Response/ Notification attribute being sent by the Authenticator
to the RADIUS server. Since an Access-Accept or Access- Reject
packet terninates the RADIUS conversation, such an Access- Request
woul d not be expected.

b) Identifier conflicts. While the EAP-Request/Notification contains
an an ldentifier, a Reply-Mssage attribute does not. As a
result, an Authenticator receiving a Reply-Mssage attribute and
wi shing to translate this to an EAP-Request/Notification will
need to choose an ldentifier. It is possible that the chosen
Identifier will conflict with a value chosen by the RADI US server
for another packet within the EAP conversation. This would
violate the requirenent that Identifier values be unique within
an EAP conversation

D.3.14 Framed-Route

Add NAS-IPv6-Route to the clause heading, and replace the paragraph with the
following text:



The Franed- Route and Franed-1Pv6-Route attributes provide routes that
are to be configured for the supplicant. These attributes are therefore
only relevant for |EEE 802.1X Authenticators that act as |layer 3

devi ces, and cannot be understood by a bridge or Access Point.

New Section D.3.16 Vendor Specific

A new section has been inserted, so the section numbering after this point will need to be
adjusted. I’ll keep using the original numbering below so changes can be found by
referencing the original 802.1X-2001 document. This new section describes some
Vendor Specific attributes that are critical to making WEP keys work. Insert this new
section with the following text:

Vendor-specific attributes are used for the same purposes as described
in [ RFC2865]. The Ms-MPPE- Send-Key and Ms- MPPE- Recv-Key attributes,
described in section 2.4 of [RFC2548], MAY be used to encrypt and

aut henticate the RC4 EAPOL-Key descriptor [|EEE8021X, Section 7.6].
Exanpl es of the derivation of the Ms- MPPE-Send-Key and Ms- MPPE- Recv- Key
attributes fromthe naster secret negotiated by an EAP net hod are given
in [RFC2716]. Details of the EAPOL-Key descriptor are provided in
Section D. 4.

D.3.16 Session-Timeout

This section appears to have undergone a considerable re-write. The first sentence also
appears to be one that was added by 802.1X and may remain if desired. The next two
paragraphs should be replaced with the following text:

When sent along in an Access-Accept w thout a Termi nation-Action
attribute or with a Term nation-Action attribute set to Default, the
Session-Timeout attribute specifies the maxi mum number of seconds of
service provided prior to session termnation

When sent in an Access-Accept along with a Term nation-Action val ue of
RADI US- Request, the Session-Timeout attribute specifies the maxi mum
nunber of seconds of service provided prior to re-authentication. In
this case, the Session-Tinmeout attribute is used to |oad the

reAut hPeriod constant within the Reauthentication Tinmer state machine
of 802.1X. When sent with a Term nation-Action val ue of RADI US- Request,
a Session-Ti neout value of zero indicates the desire to perform anot her
aut hentication (possibly of a different type) imediately after the
first authentication has successfully conpleted.

As described in [6], when sent in an Access-Challenge, this attribute
represents the nmaxi mum number of seconds that an | EEE 802. 1X

aut henti cator should wait for an EAP-Response before retransmitting.
In this case, the Session-Tineout attribute is used to |oad the
suppTi meout constant within the Backend state nachi ne of | EEE 802. 1X

D.3.17 Idle-Timeout



A very minor change in the first sentence to reference the RADIUS RFC has been added.
Insert the following sentence at the beginning of the first paragraph and fix the reference
appropriately:

The Idle-Tineout attribute is described in [4].

D.3.18 Terminate-Action

The second sentence has been re-written and additional information about how to
terminate the session when a default value is specified has been added. Replace all of the
text in this clause with the following paragraph:

This attribute indicates what action should be taken when the service
is conpl eted. The val ue RADI US- Request (1) indicates that re-

aut henti cation should occur on expiration of the Session-Tine. The
val ue Default (0) indicates that the session should term nate.

D.3.19 Called-Station-Id

A description of a special case for 802.11 access points has been added. The text in
802.1X differs from the original IETF draft because 802.1X references IEEE Std 802 for
a description of Canonical format. This part of the text should remain, and if possible the
IETF draft should be updated before going to RFC. Replace the text in this clause with
the following paragraph

For | EEE 802. 1X authenticators, this attribute is used to store the
bridge or Access Point MAC address, represented as an ASCI| character
string in Canonical format (see |EEE Std 802). For Exanple: "00-10-A4-
23-19-C0". For 802.11 Access Points, the 802.11 SSID SHOULD be
appended to the Access Point MAC address, separated fromthe MAC
address with a ":". Exanple "00-10-A4-23-19-C0: AP1".

D.3.29 Framed-Pool

Add Framed-1Pv6-Pool to the clause heading and replace the paragraph with the
following text:

| EEE 802. 1X does not provide a nechanismfor |P address assignment.
Theref ore the Framed-Pool and Franed-1Pv6-Pool attributes can only be
used by | EEE 802.1X Authenticators that support |P address assi gnnent
mechani sms. Typically this capability is supported by |ayer 3 devices

D.3.30 Tunnel Attributes

A fair amount of re-write has taken place starting at the second paragraph. Replace all
the text after the first paragraph with the following:

In particular, it my be desirable to allow a port to be placed into a
particular Virtual LAN (VLAN), defined in [I EEEB021Q, based on the
result of the authentication. This can be used, for exanple, to allow a



Wi rel ess host to remain on the same VLAN as it noves within a canpus
net wor k.

The RADI US server typically indicates the desired VLAN by including
tunnel attributes within the Access-Accept. However, the | EEE 802. 1X
Aut henticator nay also provide a hint as to the VLAN to be assigned to
the Supplicant by including Tunnel attributes within the Access-
Request .

For use in VLAN assignnment, the follow ng tunnel attributes are used:

Tunnel - Type=VLAN (13)
Tunnel - Medi um Type=802
Tunnel - Pri vat e- G oup- | D=VLANI D

Note that the VLANID is 12-bits, taking a value between 1 and 4094,

i nclusive. Since the Tunnel-Private-Goup-1Dis of type String as
defined in [ RFC2868], for use with | EEE 802. 1X, the VLANID is encoded
as a string, rather than an integer

When Tunnel attributes are sent, it is necessary to fill in the Tag
field. As noted in [ RFC2868], section 3.1:

means of grouping attributes in the sanme packet which refer to

the sane tunnel. Valid values for this field are 0x01 through
Ox1F, inclusive. |If the Tag field is unused, it MJST be zero
(0x00).

For use with Tunnel -d i ent-Endpoi nt, Tunnel - Server-Endpoi nt, Tunnel -
Private-G oup-1D, Tunnel-Assignnment-ID, Tunnel-Cient-Auth-1D or
Tunnel - Server-Auth-1D attri butes (but not Tunnel - Type, Tunnel - Medi um
Type, Tunnel - Password, or Tunnel -Preference), a tag field of greater
than Ox1F is interpreted as the first octet of the following field.

Unl ess alternative tunnel types are provided, (e.g. for |EEE 802.1X

Aut henticators that may support tunneling but not VLANs), it is only
necessary for tunnel attributes to specify a single tunnel. As a result
where it is only desired to specify the VLANID, the tag field SHOULD be
set to zero (0x00) in all Tunnel attributes. \Wiere alternative tunne
types are to be provided, tag val ues between 0x01 and Ox1F SHOULD be
chosen.

D.4 RC4 EAPOL-Key Frame

An entire new section has been added to the I-D to better describe the RC4 EAPOL-Key
frame and how it is used. Insert this new section into the document and renumber the
subsequent sections as necessary:

The RC4 EAPOL-Key frame is created and transmitted by the Authenticator
in order to provide nedia specific key information. For exanpl e,
within 802.11 the RC4 EAPOL-Key frame can be used to distribute

mul ti cast/ broadcast ("default") keys, or unicast ("key mapping") keys.
The "default" key is the sane for all stations within a broadcast
domai n.



The RC4 EAPOL-Key frame is not acknow edged and therefore the

Aut henti cat or does not know whether the Supplicant has received it. If
it is lost, then the Supplicant and Authenticator will not have the
same keying material, and comunication will fail. If this occurs, the
problemis typically addressed by re-running the authentication

The RC4 EAPOL-Key frame is sent fromthe Authenticator to the
Supplicant in order to provision the "default" key, and subsequently in
order to refresh the "default" key. It may al so be used to refresh the
key- mappi ng key. Note that rekey is typically only required w th weak
ci phersuites such as WEP, defined in [| EEE80211].

Where keys are required, an EAP nethod that derives keys is typically
sel ected. Therefore the initial "key mapping" keys can be derived from
EAP keying naterial, without requiring the Authenticator to send an RC4
EAPOL- Key frane to the Supplicant. An exanple of how EAP keyi ng

mat eri al can be derived and used is presented in [ RFC2716].

As described in the paragraphs that follow, the M5 MPPE-Send-Key and
M5- MPPE- Recv-Key attributes are defined fromthe point of view of the
Aut henticator. Fromthe Supplicant point of reference, the terns are
reversed. Thus the Ms- MPPE-Recv-Key on the Supplicant corresponds to
t he M5- MPPE- Send- Key on the Authenticator, and the M5 MPPE-Send-Key on
t he Supplicant corresponds to the MS-MPPE-Recv-Key on the

Aut hent i cat or

Wi le the RC4 EAPOL-Key frame is defined in | EEE 802. 1X-2001, a nore
conpl ete description is provided here as foll ows:
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Ver si on
The Version field is one octet. For [IEEE8021X] it contains the
val ue 0x01.

Packet Type
The Packet Type field is one octet, and deternines the type of
packet being transnmitted. For an EAPOL-Key Descriptor, the Packet
Type field contains 0x03.

Packet Body Length
The Packet Body Length is two octets, and contains the |ength of
t he EAPOL- Key descriptor in octets, not including the Version
Packet Type and Packet Body Length fields.

Type
The Type field is a single octet. The Key descriptor is defined
differently for each Type; this specification docunments only the
RC4 Key Descriptor (Type = 0x01).

Key Length

The Key Length field is two octets. |If Packet Body Length = 44 +
Key Length, then the Key Field contains the key in encrypted
form of length Key Length. This is 5 octets (40 bits) for WEP,
and 13 octets (104 bits) for WEP-128. If Packet Body Length = 44,
then the Key field is absent, and Key Length represents the
nunber of |east significant octets fromthe NM5-MPPE-Send- Key
attribute to be used as the keying materi al

Repl ay Counter
The Replay Counter field is 8 octets. It does not repeat within
the life of the keying material used to encrypt the Key field and
conpute the Key Signature field. A 64-bit NTP tinestanp MAY be
used as the Replay Counter.

Key |V
The Key IV field is 16 octets and includes a 128-bit
crypt ographi cal ly random number .

F
The Key flag (F) is a single bit, describing the type of key that
is included in the Key field. Values are:
0 = for broadcast (default key)
1 = for unicast (key mappi ng key)
Key | ndex

The Key Index is 7 bits.

Key Signature
The Key Signature field is 16 octets. It contains an HVAC MD5
message integrity check conputed over the EAPOL-Key descri ptor
starting fromthe Version field, with the Key field filled in if
present, but with the Key Signature field set to zero. For the
conputation, the 32 octet (256 bit) MS-MPPE-Send-Key is used as
t he HVAC- MD5 key.



Key
| f Packet Body Length = 44 + Key Length, then the Key Field
contains the key in encrypted form of length Key Length. |If
Packet Body Length = 44, then the Key field is absent, and the
| east significant Key Length octets fromthe MS-MPPE-Send- Key
attribute is used as the keying material. Were the Key field is
encrypted using RC4, the RC4 encryption key used to encrypt this
field is formed by concatenating the 16 octet (128 bit) Key-1V
field with the 32 octet M- MPPE-Recv-Key attribute. This yields a
48 octet RC4 key (384 bits).

D.4 Security considerations

This section has been almost completely re-written. Save the first paragraph, but
everything after that replace with the following text and new subsections:

Vul nerabilities include:

a) Packet nodification or forgery
b) Dictionary attacks

c) Known pl ai ntext attacks

d) Repl ay

e) CQutcone m smatches

f) 802.11 integration

g) Key managenent issues

D.5.1. Packet nodification or forgery

RADI US, defined in [RFC2865], does not require all Access-Requests to
be authenticated or integrity protected. However, |EEE 802.1X is based
on EAP, and as described in [ RFC2869]:

The Message- Aut henticator attribute MJST be used to protect al
Access- Request, Access-Chall enge, Access-Accept, and Access-
Rej ect packets contai ning an EAP-Message attri bute.

As a result, when used with | EEE 802. 1X, all RADI US packets are
aut henticated and integrity protected.

D.5.2. Dictionary attacks

The RADI US shared secret is vulnerable to offline dictionary attack
based on capture of the Response Authenticator or Message-Aut henti cator
attribute. 1In order to decrease the level of vulnerability, [RFC2865]
recomends:

The secret (password shared between the client and the RADIUS
server) SHOULD be at |east as |arge and unguessable as a well -
chosen password. It is preferred that the secret be at |east 16
octets.

In addition, the risk of an offline dictionary attack can be further
mtigated by enploying I Psec ESP with non-null transformin order to
encrypt the RADI US conversation, as described in [ RFC3162].



D.5.3. Known plaintext attacks

Since | EEE 802.1X is based on EAP, which does not support PAP, the

RADI US User-Password attribute is not used to carry hidden user
passwords. The hiding mechanismutilizes MD5, defined in [ RFC1321], in
order to generate a key stream based on the RADI US shared secret and
the Request Authenticator. Wlere PAPis in use, it is possible to
coll ect key streans corresponding to a gi ven Request Authenti cator

val ue, by capturing RADI US conversations corresponding to a PAP

aut hentication attenpt using a known password. Since the User-Password
is known, the key stream corresponding to a gi ven Request Authenticator
can be determ ned and stored.

Since the key stream may have been determ ned previously froma known
pl ai ntext attack, if the Request Authenticator repeats, attributes
encrypted using the RADIUS attribute hiding mechani sm shoul d be

consi dered conpronised. In addition to the User-Password attribute,
this includes attributes such as Tunnel - Password [ RFC2868, section 3. 5]
and Ms- MPPE- Send- Key and Ms- MPPE- Recv-Key attributes [ RFC2548, section
2.4], which include a Salt field as part of the hiding algorithm To
avoid this, [RFC2865] advi ses:

Since it is expected that the same secret MAY be used to
authenticate with servers in disparate geographic regions, the
Request Authenticator field SHOULD exhi bit gl obal and tenporal
uni queness.

Where the Request Authenticator repeats, the Salt field defined in

[ RFC2548] does not provide protection against conpronise. This is
because MD5 [ RFC1321], rather than HVAC- MD5 [ RFC2104], is used to
generate the key stream which is calculated fromthe 128-bit RADI US
shared secret (S), the 128-bit Request Authenticator (R), and the Salt
field (A), using the fornula b(1) = MD5(S + R+ A). Since the Salt
field is placed at the end, if the Request Authenticator were to repeat
on a network where PAP is in use, then the salted keystream could be
cal cul ated fromthe User-Password keystream by continuing the M5

cal cul ation based on the Salt field (A), which is sent in the clear

Even though | EEE 802. 1X Aut henti cators do not support PAP

aut hentication, a security vulnerability can still exist where the sane
RADI US shared secret is used for hiding User-Password as well as ot her
attributes. This can occur, for exanple, if the sane RADI US proxy
handl es aut hentication requests for both | EEE 802. 1X (whi ch may hide

t he Tunnel - Password, MsS- MPPE- Send- Key and Ms- MPPE- Recv- Key attri butes)
and GPRS (which may hide the User-Password attribute).

The threat can be mitigated by protecting RADIUS with I Psec ESP with
non-null transform as described in [RFC3162]. |In addition, the sane
RADI US shared secret MJUST NOT used for both | EEE 802. 1X aut hentication
and PAP aut henticati on.

D.5.4. Replay

The RADI US protocol provides only linmited support for replay
protection. Replay protection for RAD US authentication and accounti ng
can be provided by enabling IPsec replay protection with RAD US, as
descri bed in [ RFC3162].



RADI US Access- Requests include |liveness via the 128-bit Request
Aut henticator. However, the Request Authenticator is not a replay
counter. Since RADI US servers nay not nmaintain a cache of previous
Request Authenticators, the Request Authenticator does not provide
replay protection.

RADI US accounting [ RFC2866] does not support replay protection at the
protocol level. Due to the need to support failover between RADI US
accounting servers, protocol-based replay protection is not sufficient
to prevent duplicate accounting records. However, once accepted by the
accounting server, duplicate accounting records can be detected by use
of the the Acct-Session-lId [ RFC2866, section 5.5] and Event-Ti mestanp

[ RFC2869, section 5.3] attributes.

Unl i ke RADI US aut henti cation, RADIUS accounting does not use the
Request Authenticator as a nonce. Instead, the Request Authenticator
contains an MD5 hash cal cul ated over the Code, ldentifier, Length, and
request attributes of the Accounting Request packet, plus the shared
secret. The Response Authenticator also contains an MD5 hash cal cul ated
over the Code, ldentifier and Length, the Request Authenticator field
fromthe Accounti ng- Request packet being replied to, the response
attributes and the shared secret.

Since the Accounting Response Authenticator depends in part on the
Accounti ng Request Authenticator, it is not possible to replay an
Account i ng- Response unl ess the Request Authenticator repeats. Wile it
is possible to utilize EAP methods such as EAP TLS [ RFC2716] whi ch

i nclude liveness checks on both sides, not all EAP nessages wl|

i nclude liveness so that this provides inconplete protection

As with the Request Authenticator, for use with | EEE 802. 1X
Aut henticators, the Acct-Session-1d SHOULD be globally and tenporally
uni que.

D.5.5. CQutcone m smatches

[ RFC2869] does not require that the EAP packet encapsul ated in an EAP-
Message attribute agree with the outconme of the authentication, or even
that an EAP- Message attribute be included in an Access-Accept or
Access- Reject. For exanple, an EAP-Success can be encapsulated in an
Access-Reject, or an EAP-Failure can be encapsul ated within an Access-
Accept. Neither nessage should be encapsul ated in an Access- Chal | enge
because as described in [RFC2284], EAP-Success and EAP-Fail ure nmessages
are not ACK d. Since an Access-Chall enge indicates a continuing EAP
conversation and no client response is expected to these nessages,
encapsul ati ng these nessages within an Access-Chal |l enge woul d
constitute a contradiction.

To address the possible corner conditions and ensure that access
deci si ons made by | EEE 802. 1X Aut henticators conformto the w shes of
the RADI US server, it is necessary for the Authenticator to nake the
deci sion solely based on the authentication result (Accept/Reject) and
NOT based on the contents of the EAP packet encapsulated in one or nore
EAP- Message attributes, if one is present at all.

D.5.6. 802.11 integration



[ EEEB021X] was devel oped for use on wired | EEE 802 networks such as
Et hernet, and therefore does not describe how to securely adapt |EEE
802. 1X for use with 802.11. This is left to the enhanced security
speci fication under devel opnent within | EEE 802. 11

For exanpl e, [IEEE8021X] does not specify whether authentication occurs
prior to, or after, association, nor how the derived keys can be used
to integrity protect managenent franmes. It al so does not specify

ci phersuites addressing the vulnerabilities discovered in VP,
described in [Berkeley], [Arbaugh], [Fluhrer], and [ Stubbl].

[ EEEB021X] only defines an authentication framework, |eaving the
definition of the authentication nethods to other docunents, such as

[ RFC2716] .

Since [ EEE8021X] does not address 802.11 integration issues,

i npl enentors are strongly advised to consult the | EEE 802.11 enhanced
security specification for guidance on how to adapt | EEE 802.1X for use
with 802.11. For exanple, it is likely that the | EEE 802. 11 enhanced
security specification will define its own | EEE 802.11 key hierarchy as
wel | as new EAPCL- Key descri ptors.

D.5.7. Key managenent issues

The EAPOL- Key descriptor described in Section 4 is likely to be
deprecated in the future, when the 802.11 enhanced security group
conpletes its work. Known security issues include:

1. Default key-only support. |EEE 802.1X enabl es the derivation of
per-station uni cast keys, known in [|I EEE80211] as "key mappi ng
keys." Keys used to encrypt nulticast/broadcast traffic are known
as "default keys". However, in sone 802.11 inplenentations, the
uni cast keys derived as part of the EAP authentication process
are used solely in order to encrypt, authenticate and integrity
protect the EAPOL-Key descriptor, as described in Section 4.
These i npl enentations only support use of default keys
(ordinarily only used with nulticast/broadcast traffic) to secure
all traffic, unicast or multicast/broadcast, resulting in
i nherent security weaknesses.

Where per-station key-nmappi ng keys (e.g. unicast keys) are
unsupported, any station possessing the default key can decrypt
traffic fromother stations or inpersonate them \Wen used al ong
with a weak cipher (e.g. WEP), inplenmentations supporting only
default keys provide nore material for attacks such as those
described in [Fluhrer] and [Stubbl]. If in addition the default
key is not refreshed periodically, |EEE 802.1X dynam c key
derivation provides little or no security benefit. For an
under st andi ng of the issues with WEP, see [Berkel ey], [Arbaugh],
[Fluhrer], and [Stubbl].

2. Reuse of keying material. The EAPOL-Key descriptor specified in
section 4 uses the sanme keying nmaterial (M- MPPE-Recv-Key) both
to encrypt the Key field within the EAPOL- Key descriptor, as wel
as to encrypt data passed between the station and access point.
Mul ti - purpose keying nmaterial is frowned upon, since nultiple
uses can leak information hel pful to an attacker



Weak al gorithns. The algorithmused to encrypt the Key field
within the EAPOL-Key descriptor is simlar to the algorithm used
in WEP, and as a result, shares sonme of the sane weaknesses. As
with WEP, the RC4 stream cipher is used to encrypt the key. As
input to the RC4 engine, the 1V and key are concatenated rather
than bei ng combined within a mxing function. As with WEP, the IV
is not a counter, and therefore there is little protection

agai nst reuse.

As a result of these vulnerabilities, inmplenenters intending to use the
EAPOL- Key descriptor described in this docunment are urged to consult
the 802.11 enhanced security specification for a nore secure
alternative. It is also advisable to consult the evolving literature on



WEP vul nerabilities, in order to better understand the risks, as well






obt ai n gui dance on setting an appropriate re-keying interval.
D.6 IANA Considerations

This section was never included in the original text, but for completeness has been added
here. Include a new section with the following text:

6. | ANA Consi derati ons

This specification does not create any RADIUS attri butes nor any new
nunber spaces for | ANA adm ni stration. However, it does require
assi gnment of new values to existing RADIUS attributes. These incl ude:

Attribute Val ues Required
NAS- Port - Type Token-Ring (20), FDDI (21)
Tunnel - Type VLAN (13)

Acct - Ter mi nat e- Cause Suppl i cant Restart (19)
Reaut henti cation Failure (20)
Port Reinitialized (21)
Port Adm nistratively Disabled (22)

D.5 Table of attributes

A whole new section has been added which includes a table of all the RADIUS attributes
may be seen in 802.1X exchanges. Include the following text and table as a new clause
D.5

The followi ng table provides a guide to which attributes may be sent
and received as part of |EEE 802.1X authentication. L3 denotes
attributes that will be understood only by Authenticators inplenenting
Layer 3 capabilities. For each attribute, the reference provides the
definitive information on usage.

802. 1X # Attribute
X 1 User - Nane [ 4]
2 User - Password [ 4]
3 CHAP- Passwor d [ 4]
X 4 NAS- | P- Addr ess [ 4]
X 5 NAS- Port [ 4]
X 6 Servi ce-Type [4]
7 Fr aned- Prot ocol [ 4]
8 Franed- | P- Address [ 4]
9 Franed- | P- Net nask [ 4]
L3 10 Franed- Routing [ 4]
X 11 Filter-1d [4]
X 12 Franed- MTU [ 4]
13 Fr aned- Conpr essi on [ 4]
L3 14 Logi n- 1 P- Host [ 4]
L3 15 Logi n- Servi ce [4]
L3 16 Logi n- TCP- Port [ 4]
X 18 Repl y- Message [ 4]




19 Cal | back- Nurmber [ 4]
20 Cal | back-1d [4]
L3 22 Franed- Rout e [ 4]
L3 23 Franed- | PX- Net wor k [ 4]
X 24 State [4]
X 25 d ass [4]
X 26 Vendor - Speci fic [4]
X 27 Sessi on- Ti meout [ 4]
X 28 I dl e- Ti meout [4]
X 29 Term nation-Action [4]
X 30 Called-Station-1d [4]
X 31 Calling-Station-1d [4]
X 32 NAS- I dentifier [4]
X 33 Proxy-State [4]
34 Logi n- LAT- Servi ce [ 4]
35 Logi n- LAT- Node [ 4]
36 Logi n- LAT- G oup [ 4]
L3 37 Fr aned- Appl eTal k- Li nk [ 4]
L3 38 Fr aned- Appl eTal k- Net wor k [ 4]
L3 39 Fr aned- Appl eTal k- Zone [ 4]
X 40 Acct - St at us- Type [5]
X 41 Acct - Del ay-Ti me [ 5]
X 42 Acct-1lnput-Cctets [5]
X 43 Acct - Qut put-Cctets [5]
X 44 Acct - Session-1d [5]
X 45 Acct - Aut hentic [5]
X 46 Acct - Sessi on-Ti me [ 5]
X 47 Acct - I nput - Packet s [ 5]
X 48 Acct - Qut put - Packets [5]
X 49 Acct - Ter mi nat e- Cause [ 5]
X 50 Acct-Milti-Session-1d [5]
51 Acct - Li nk- Count [ 5]
X 52 Acct - | nput - G gawor ds [ 6]
X 53 Acct - Qut put - G gawor ds [ 6]
X 55 Event - Ti nest anp [ 6]
60 CHAP- Chal | enge [ 4]
X 61 NAS- Port - Type [ 4]
62 Port-Limt [4]
63 Logi n- LAT- Port [ 4]
X 64 Tunnel - Type [ 20]
X 65 Tunnel - Medi um Type [ 20]
L3 66 Tunnel - d i ent - Endpoi nt [ 20]
L3 67 Tunnel - Ser ver - Endpoi nt [ 20]
L3 68 Acct - Tunnel - Connection [21]
L3 69 Tunnel - Password [ 20]
70 ARAP- Password [ 6]
71 ARAP- Feat ures [ 6]
72 ARAP- Zone- Access [ 6]
73 ARAP- Security [6]
74 ARAP- Security-Data [ 6]
75 Password- Retry [ 6]
76 Pronpt [ 6]
X 77 Connect-Info [6]
X 78 Confi gurati on- Token [ 6]




X 79 EAP- Message [ 6]
X 80 Message- Aut henti cat or [ 6]
X 81 Tunnel - Privat e- Group-1D [ 20]
L3 82 Tunnel - Assi gnment -1 D [ 20]
X 83 Tunnel - Pref erence [ 20]
84 ARAP- Chal | enge- Response [ 6]
X 85 Acct-Interimlinterval [6]
X 86 Acct - Tunnel - Packet s- Lost [ 21]
X 87 NAS- Port-1d [ 6]
88 Fr aned- Pool [ 6]
L3 90 Tunnel - ient-Auth-1D [ 20]
L3 91 Tunnel - Server - Aut h-1 D [ 20]
X 95 NAS- | Pv6- Addr ess [ 23]
96 Franed-Interface-1d [23]
L3 97 Franed- | Pv6-Prefix [ 23]
L3 98 Logi n- 1 Pv6- Host [ 23]
L3 99 Franed- | Pv6- Route [ 23]
L3 100 Franed- | Pv6- Pool [ 23]
Key
802. 1X = May be used with | EEE 802. 1X aut henticati on
L3 = Typically inplenented only by Authenticators with
Layer 3 capabilities
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