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Abstract

This paper describes the architectural implications of IEEE 802.1X pre-authentication. Starting froma
threat model, and an explicit set of goals and objectives, this paper describessome of the issues
surrounding IEEE 802.1X pre-authentication. These include advertisement of capabilities, integration
between with the 802.1X and 802.11 state machines, encapsulation of 802.1X pre-authentication data
frames, secure ciphersuite negotiation, authentication and integrity protection of management frames and
key establishment. For each issue, potential solutions are enumerated and evaluated, and relationships
with other aspects of the problem are described. The overall evaluation isthat |EEE 802.1X pre-
authentication appears both feasible and desirable.

Executive Summary

This document isintended for review by two audiences: members of the 802.1aa group
and members of IEEE 802.11 Task Group |, Enhanced security. In order to highlight the
conclusions relevant to each group, we provide a summary below.

For 802.1X readers

For readers familiar with |EEE 802.1X, this document provides a summary of how the
802.1X differsin its application between wired and wirdess LANS. In large part, the role
of 802.1X is determined by whether 802.1X authentication occurs prior to, or after
802.11 association. As described in the document, 802.1X concepts such as controlled
and uncontrolled ports do not apply to IEEE 802.1X pre-authentication, and the
802.1X/802.11 state machine interlock changes dramaticaly, based on whether post or
pre-authentication is supported.

Ancther fundamenta difference in the gpplication of IEEE 802.1X to wired and wireless
LANSs s the absence of a mandatory-to-implement authentication method in wirdess
LANS. As described in this document, the lack of a mandatory-to-implement

authenti cation technique has profound effects on the role of 802.1X authentication, both
within an ESS and IBSS.

Y et another fundamenta difference between use of IEEE 802.1X on wired and wireless
networks is the notion of forwardable |EEE 802.1X messages. On wired LANs, IEEE

802.1X messages are sent to a non-forwardable multicast address, whereas on wireless
LANS, they may be addressed to a unicast address, and therefore may be forwarded by
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the AP. Also, within wirdless LANS, thereis the notion of implicit or explicit filter Sate,
which determines whether an authenticated STA may send or receive data frames with
the“To DS’ and “From DS’ bits both set to true. No equivaent of this exists on wired
networks.

Asaresult of the profound differences in the application of IEEE 802.1X to wired and
wireless LANSs, it should be clear that it is not possible to draw vaid conclusions about
the security of IEEE 802.1X on wirdess LANSs based on areading of the IEEE 802.1X
gpecification alone, since thiswas developed for wired LANSs and does not address the
profound differences described above. Valid conclusions may only be drawn through
andysis of the RSN specification.

For 802.11 readers

For readers concerned with 802.11, sarting from athreat model, this document provides
adescription of the outstanding issues remaining within the Robust Security Network
(RSN) architecture. Mg or issues include authentication and state machine interlock
between 802.1X and 802.11; protected capabilities negotiation; key and filter activation;
and control/management frame authentication. For each issue, potentid solutions are
enumerated and eval uated.

In terms of conclusions, this document argues that |EEE 802.1X pre-authenticetion is
both feasible and desirable. It dso arguesthat protection of Beacon and Probe
Request/Response frames is infeasible and unnecessary. Instead, it argues for extension
of the 4-way key handshake in order to provide for protected capabilities negotiation.

This document aso makes an argument for protection of control/management traffic as
well as gpplication of 802.11 ciphersuitesto MPDUs instead of MSDUS, in order to
enable that protection.

A summary of the dternatives examined in eech areais given below, with the
recommended dterndtive indicated in itdics.

Threat Mitigation Alternatives
Authentication 802.1X Pre-authentication

802.1X Post-authentication
Protected capabilities

negotiation EAP extension
4-way handshake extension
Authenticated
Association/Reassociation

Key activation 4-way handshake
Authenticated
Association/Reassociation

Management frame

authentication Authenticator Information Element
Ciphers operating over MPDU

Control frame authentication Ciphers operating over MPDU
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1. Introduction

1.1. Document overview

Allowing |EEE 802.1X authentication to occur prior to association has a considerable
effect on the Robust Security Network (RSN) architecture. This document examinesthe
implications of |EEE 802.1X pre-authentication, andyzing the design tradeoffs and
recommendi ng solutions. Problems addressed by this specification include:
Threat model and security requirements. In order to be able to determine
whether a security protocol accomplishes its objectives, it isfirst
necessary to know what the threats are. Section 1 of this document
discusses the 802.11 threat model and security requirements, and
introduces the fundamenta concepts of the Robust Security Network
(RSN).
Capabilities advertissment. This addresses how |EEE 802.1X pre-
authentication, ciphersuite support, etc. are advertised. Assuming support
for protected negotiation e sawhere in the architecture, it is not necessary
for Beacons or Probe Request/Response messages to be authenticated and
integrity protected. Thisisdiscussed in Section 2.
Secure state machine interlock. This addresses how |EEE 802.1X is
securely integrated within the 802.11 state machine. Since the origind
|EEE 802.11 specification supports pre-authentication, the existing 802.11
state machine can be utilized without modification Thisis discussedin
Section 3.
Low roaming latency. With IEEE 802.1X pre-authentication, it is possible
for STAsto authenticate prior to association. Thisenablesareductionin
the period of connectivity loss during roaming in some, though not dl
Stuations. In an RSN-capable wirdess LAN, two types of pre-
authentication are possible. In “unassociated pre-authentication”, STA A
pre-authenticates to STA B whileit is unassociated to any STA (State 1in
the 802.11 state machine). In “associated pre-authentication” STA A pre-
authenticates to STA B whileit is both authenticated and associated to
STA C (State 3 in the 802.11 gtate machine). Theimplications of each
gpproach, including security vulnerabilities, are described in Section 4.
Secure cipherauite negotiation. This problem relates to how the desired
ciphersuite may be selected, and how both the available ciphersuites and
the selection can be determined to be authentic. This paper explores
severd approaches to secure ciphersuite negotiation, including support
within EAP, support within the 4-way key handshake, or support within an
authenticated Association/Reassociation exchange. Thisisdiscussed in
Section 5.
Protected control and management traffic. This problem relates to how
associgtions are established and terminated, and how to secure control
frames as well as Association Request/Response, Reassociation
Request/Response, Disassociate, and Deauthenticate frames. Deriving
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keying materiad prior to association makes this possible, and improves
resstance to denid of service attacks. This paper describes two
approaches to protection of control and management traffic, oneinvolving
use of the existing TKIP and WRAP ciphers, and another approach
involving addition of a message integrity check (MIC). A comparison of
MSDU versus MPDU-levd security is provided. Thisisdiscussed in
Section 6.

Key establishment and sychronization This problem relates to how key
date is established between STAS, the key hierarchy, and how keys are
guaranteed to be fresh. The architecture in this document supports secure
key derivation as well as synchronized activation of keys between two
STASs. Thisis discussed within Section 7.

1.2. Threat model

In order to understand whether security objectives have been met, and evauate
dterrative proposds, athreat model isrequired. The threat model for an RSN is
described below.

|EEE 802.11 is used to transmit data, authentication and control/management traffic over
wirdess LANs. Therefore the data, authentication and control/management treffic is
vulnerable to attack. Examples of atacks include:

[1] Anadversary attempting to acquire confidential data and identities by snooping data
packets. Since IEEE 802.1X packets are sent as data, this includes attempts to discover
|EEE 802.1X user identities, or learn the status of |EEE 802.1X conversations.

[2] Anadversary attempting to modify packets containing data, authentication or
control/management messages. Thisincludes attacks that involve modification of IEEE
802.1X packets.

[3] Anadversary attempting to inject forged packets into an 802.11 conversation,
including data, authentication or control/management traffic. Thisindudesforging of
authentication traffic, such as EAPOL-Start, EAPOL-Logoff, EAP Success and EAP
Failure messages, management traffic such as Associate/Reassociate Request/Response,
Disassociate, and Deauthenticate, and control traffic such as Acknowledgment, and
RTS/CTS.

[4] An adversary attempting to hijack an 802.11 conversation, including data,
authentication or control/management traffic. This includes attacks by an authenticated
gtation masguerading as another authenticated station.

[5] An adversary attempting to deny service to 802.11 stations or access points. This
includes resource starvation attacks.

[6] An adversary attempting to disrupt the security negotiation process, in order to
weaken the authentication, or gain access to user passwords. Thisincludes submission of
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inauthentic capability advertisements, disruption of the ciphersuite negotiation, or
disruption of the IEEE 802.1X authentication conversation.

[7] Anadversary attempting to impersonate a legitimate 802.11 Station or Access point.
Thisincludes attacks by rogue Access Points.

1.3. Security requirements

To address the security threats, an RSN MUST provide confidentidity, dataorigin
authentication, integrity, and replay protection on a per-packet basis for datatraffic. This
is accomplished through the introduction of two new ciphers. TKIP and WRAP.
Confidentidity services are important for IEEE 802.11 data traffic snce wirdless LANs
are inherently vulnerable to snooping.

Per-packet data origin authentication, integrity and replay protection is aso desrable for
control and management traffic. Confidentidity is not a requirement for control or
management traffic, snce this traffic does not ordinarily provide information vauable to
an attacker.

Negoatiation of the ciphersuite and authentication methods MUST be authenticated and
integrity protected so asto prevent subverson of these negotiations.

1.3.1. EAP authentication requirements

Due to the increased scope of security threats on wirel ess networks, the requirements for
EAP authentication methods used with IEEE 802.1X and 802.11 are considerable more
gringent. These include the fallowing:

Mutud authentication. Mutual authentication of the communication endpoints
MUST be provided in order to protect against rogue Access Points and Stations.
Key derivation. Authentication methods MUST derive keysin order to enable
per-packet authentication, integrity and replay protection aswell as
confidentidity. The key derivation MUST be accomplished in amanner capable
of providing a Pairwise Master Key (PMK) to both the Supplicant and
Authenticator.

Dictionary attack resistance. The authentication method SHOULD provide
resstance againg offline dictionary attack. Where password authentication is
used, users are notorioudly prone to selection of poor passwords. Without
dictionary attack protection, it is easy for an attacker snooping authentication
traffic at a popular location to gather alarge number of authentication exchanges,
and successfully obtain a subgtantia fraction of the passwords used in those
exchanges via an offline dictionary attack. Given the steadily declining prices of
computing power, successful dictionary atacks can now be mounted at minimal
expense.

Support for fast reconnect. Since IEEE 802.1X pre-authentication permitsa STA
to authenticate to multiple STAs while associating to only one STA, it potentidly
increases the load on the backend authentication server, if present. In order to
improve scalability, it is desirable for EAP methods used with 802.1X and 802.11
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to support “fast reconnect”, enabling caching of authentication credentials and
shortening of the authentication conversation.

Protected EAP conversation. An important objective of the RSN architectureisto
provide protection for secure negotiations, including protected ciphersuite and
authentication negotiation, as well as secure communication of the result of the
authentication conversation. Asis described in Section 5, protected ciphersuite
negotiation can be provided viaa number of mechanisms, including the 4-way

key handshake and protected management frame exchanges
(Association/Reassociation). Since “unassociated” |EEE 802.1X pre-
authentication exchanges (described in Section 4) are largdly carried out without
the protection of 802.11 ciphersuites (with the possible exception of the find EAP
Success/Failure message), the EAP conversation will not be integrity protected
unlessthisis supported within the selected EAP method. As aresult, EAP
authentication methods used with 802.11 SHOULD provide for the
authentication, integrity and replay protection of the EAP conversation, including
the Identity, Nak and Noatification types, and success and failure indications.

These requirements apply both to authentication within an ESS and an IBSS.

1.3.2. No mandatory-to-implement authentication method

While EAP and IEEE 802.1X specify a mandatory-to-implement authentication method
(EAP MD?5), there is no mandatory-to-implement authentication method within RSN.
Instead, this document specifies the security requirements for EAP methods suitable for
use with RSN, as described above.

The lack of a mandatory-to-implement authentication method within RSN has a number
of implications for the architecture:

a

I nter oper ability issues. Without a mandatory-to-implement authentication
method, there is no guarantee that compliant RSN STAswill be ableto
successfully authenticate.

Support for configurationswithout a backend server. Sincethereisno
mandatory-to-implement authentication method, RSN Authenticators deployed in
configurations without a backend authentication server can only authenticate
Supplicants that support EAP methods resident on the Authenticator. Given the
wide variety of EAP methods supported by Supplicants, this requirement can be
difficult to satisfy unless the Authenticator supports EAP as a* passthrough”, via
abackend authentication server. Thus, while support for a backend authentication
server is not arequirement for RSN, without a mandatory-to-implement
authentication method, RSN configurations without a backend authentication
server may prove difficult to deploy.

Support for 802.1X IBSS aut hentication. Without a mandatory-to-implement
authentication method, there is no guarantee that STAs using |EEE 802.1X to
authenticate within an IBSS will be successful, snce the authenticating STAS
need to support the same method in order to successfully authenticate. Thus,
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without a mandatory-to-implement authentication method, it is difficult to support
|EEE 802.1X for IBSS authentication.

Dueto the difficulties created by the lack of a mandatory-to-implement authentication
method within RSN, it is possible that a mandatory-to-implement authentication method
will be specified in the future version of this specification. This could occur, for example,
were a suitable EAP method to be developed and standardized by the IETF.

1.4. The Robust Security Network

This section presents the concepts and terminology involved in the RSN. Illudtrations
convey the relaionship between IEEE 802.1X concepts and implementation within IEEE
802.11. The architectura descriptions are not intended to represent any specific physcd
implementation of IEEE 802.1X, 802.11 or the backend authentication server.

A Robust Security Network provides a number of additiona security features not present
inthe basic IEEE 802.11 architecture. These features notably include:

= enhanced data encgpsulation mechanisms, known as TKIP and WRAP.

= protection of management and control frames,

= secure cgpabilities negotiation (including ciphersuite and authentication methods);
= enhanced authentication mechanisms for both APsand STAs,

=  key management dgorithms,

= dynamic, association specific cryptographic keys, and

An RSN makes use of protocols above the IEEE 802.11 MAC sub layer to provide the
authentication and key management. This provides added flexibility by dlowing
authentication and key management functiondity to be updated without requiring
modifications to the IEEE 802.11 MAC sub layer.

An RSN introduces severd new components into the |IEEE 802.11 architecture that are
not present in norn-RSN systems.

The first new component isthe 802.1X port access entity (PAE). Within an RSN, IEEE
802.1X pre-authentication is used to establish authentication and key state prior to
association. Thisis accomplished as the result of a conversation between the 802.1X
Supplicant PAE and the 802.1X Authenticator PAE. However, as an RSN only employs
|EEE 802.1X for the purposes of pre-authentication, the 802.11 state machine determines
which frames may be accepted in which states, and therefore when used with 802.11,
there is no notion of 802.1X controlled and uncontrolled ports.
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A second (optional) component is the backend Authentication Server (AS). The ASisan
entity that resdesin the DS that may participate in the authentication of STAs (including
APs) in the ESS. The backend authentication server may authenticate STAs and APs—or

it may provide materid that the RSN eements can use to authenticate each other. The AS
communicates with the Authenticator on each STA, enabling the STA to be authenticated

to the ESS and vice versa. Mutua authentication of both the ESS and the STA isan
important god of the RSN.

Figure 1 depicts some of the relationships among these components.

802.X
LAN

Figurel: A robust security network (RSN)

15. IEEE 802.1X overview

For the purposes of describing the operation of IEEE 802.1X within IEEE 802.11, aSTA
may servein one of two roles.

a) Authenticator. The STA configured to enforce authentication and authorization
adopts the Authenticator role;

b) Supplicant. The STA configured to access the services offered by the
Authenticator system adopts the Supplicant role.

Only the Authenticator and Supplicant are required to complete an authentication
exchange. It is possible for a STA to adopt the Supplicant role in some authentication
exchanges, and the Authenticator role in others. An example of the latter might occur

when a STA actsin the role of a Supplicant in aBSS, but as elther the Supplicant or the
Authenticator in an IBSS.
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In addition to the two required components, an optional component may be present:

c) Backend authentication server. The backend authentication server, which is
typicaly located within the DS, performs the authentication function necessary to
check the credentids of the Supplicant on behdf of the Authenticator, and
indicates whether or not the Supplicant is authorized to access the Authenticator’'s
sarvices. Note that the backend authentication server is optiond, and that this
document does not specify use of an authentication, authorization and accounting
protocol for communication between the Authenticator and the backend

authentication sarver.

A Port Access Entity (PAE) operates the Algorithms and Protocol s associated with the
authentication mechanismsfor agiven STA.

In the Supplicant role, the PAE is responsible for responding to requests from an
Authenticator for information that will establish its credentids. The PAE that performs
the Supplicant role in an authentication exchange is known as the Supplicant PAE.

In the Authenticator role, the PAE is responsible for communication with the Supplicant,
and for submitting the information received from the Supplicant to the backend
authentication server in order for the credentias to be checked, and for authorization state
to be determined.

The PAE that performs the Authenticator role in an authentication exchange is known as
the Authenticator PAE.

1.6. How wireless LANs are different

|EEE 802.1X was developed primarily for use on wired LANs. While many of the
concepts presented within IEEE 802.1X remain vdid, wirdess LAN sysems with pre-
authentication differ fundamentdly from the wired networks for which |EEE 802.1X was
deve oped Principd differencesinclude:
Supplicant initiation. Within awired network, either the Supplicant or the
Authenticator can initiate 802.1X authentication. The Supplicant initiates by
sending an EAPOL-Start message; the Authenticator initiates by sending an EAP-
Request/Identity. However, within IEEE 802.11, authentication and association is
adwaysinitiated by the STA, and as aresult, 802.1X pre-authentication may only
be initiated by the Supplicant. Asaresult, RSN Authenticators MUST NOT send
unsolicited 802.1X data frames to Supplicants. Since Supplicants can only receive
802.1X data frames from Authenticators to whom they had previoudy sent an
EAPOL-Start frame, unsolicited 802.1X data frames shdl be slently discarded.
Among other things, this eiminates the potentid for Stuationsin which both
Supplicant and Authenticator initiate 802.1X authentication.
Shared media. Wirdless LANs are shared media, and therefore the point-to-point
connectivity assumed by |EEE 802.1X isnot available. Thisimpliesthat a
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cryptographic security association needs to be established between the Supplicant
and Authenticator in order to create a one-to-one relationship.

No controlled and uncontrolled ports. IEEE 802.1X assumesthat a port exists
prior to the initiation of the conversation between the Supplicant and
Authenticator. However in an RSN, 802.1X pre-authentication occurs prior to
association, and so acceptance of framesis governed by the 802.11 state machine,
discussed in section 3. As aresult, the concept of |EEE 802.1X uncontrolled and
controlled ports does not gpply to an RSN wireless LANS.

Extended authentication requirements. IEEE 802.1X was developed for use with
wired mediawhere physica security may be assumed and security services such
as per-packet confidentidity, authentication and integrity protection may not be
required. As aresult, 802.1X does not require use of EAP methods supporting
mutual authentication or key derivation. However, for use with IEEE 802.11,
rogue access points are a concern, and per- packet confidentidity, integrity,
authentication and replay protection is a requirement. As aresult, when used with
|EEE 802.11, the requirements for EAP methods are consderably more stringent.
Need for key management and synchronization. Since |EEE 802.1X was
developed for wired networks, key management and synchronization techniques
were not well developed. However, in IEEE 802.11 dynamic key derivationisa
requirement, asis synchronization of key ingalation between the Supplicant and
the Authenticator.

Non-negligible latency and packet loss. 802.1X assumes the low latency and
packet loss characterigtic of wired networks. However, within wireless LANs
latency may be substantial, particularly on the edge of the coverage area, and low
packet loss cannot be assumed. STAs and APs may |ose connectivity for
subgtantia periods of time, and asareault, it is possible for 802.1X endpoints to
lose synchronization. Asaresult, it is necessary to develop mechanisms to ensure
date synchronization between the Supplicant and Authenticator.

I ncreased scope of security threats On wired LANS, the 802.1X threat model
centers on attackers gaining physical access to the wired network. On wireless
LANS, attackers may act at a distance. On wired LANSs the threat model centers
on data frame vulnerabilities; on wirdess LANs it is aso hecessary to protect
Management and Control traffic. Asaresult, on wirdess LANS the scope of the
security threatsis considerably grester, and articulation of the threat model is
particularly important.

2. RSN capability advertisement
This section describes how RSN capabilities are advertised and authenticated.

STAs determine that RSN is available viaan information dement contained within the
Beacon, and Probe Response frames. The Beacon and Probe Response frames advertise
what the AP is capable of doing, and the protected association or reassociation request
frame contains what the sation is requesting for its association. The Probe Response
message contains what an IBSS station is cgpable of doing. Advertisement of RSN
cgpability isassumed to imply and require support for both “ unassociated” and
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“associated” |EEE 802.1X Pre-authentication. Pre-authentication is described in Section
4,

2.1.Unprotected Beacon and Probe Request/Response frames

This document does not propose that Beacons or Probe Request/Response frames be
protected. Thisisdifficult to achieve for the following reasons.

Since Beacons and Probe Request/Response frames may be sent and
received prior to authentication, dynamic keying materid may not exist
with which to protect these frames.

Since Beacons are broadcast frames, the default key would need to be
used to provide protection. This provides no assurance against spoofing of
Beacon frames by STAs that have aready authenticated and obtained the
default key.

Since STAs use Beacon and Probe Response frames in order to discover
the existence and capabilities of other STAS, encrypting Beacons and
Probe Responses would creates a circular dependency: it isnot possible to
pre-authenticate without learning the capabilities of the peer STA, and the
capabilities cannot be learned until pre-authentication is complete and
keys are available.

By including the information present in Beacons and Probe Responses
within protected exchanges such as the EAP exchange, the 4-way
handshake or a protected A ssociation/Reassociation exchange, it is
possible to subsequently confirm the authenticity of Beacons and Probe
Responses, without having to protect those messages.

Not protecting Beacons and Probe Responses does introduce potential security
vulnerabilities

Spoofing of capabilities. Since Beacons and Probe Responses are unprotected, it
isonly possible to determine their authenticity during a subsequent protected
exchange. If the protected exchange indicates a forged Beacon or Probe

Response, then protocol exchanges that relied on the forged capabilities may need
to be rerun.

Determination of capabilities. By not encrypting Beacons and Probe Responses,
an atacker can determine the cagpabiilities of RSN wirdess LANs. Thisis ussful,
for example, in discovering networks with known security vulnerabilities, so that
they can be attacked. Turning off Beaconing does not help very much, snce
attackers can gill monitor Probe Response messages, which contain the same
information. As aresult, the best defense againg this vulnerability is to make sure
that the RSN configuration is secure. Thisincludes avoiding use of both WEP and
RSN on the same wirdess LAN.

Downgr ade attacks. Were a spoofed Beacon or Probe Response to omit
advertisement of RSN capability, a STA might be fooled into believing thet an
RSN-capable AP lacked RSN capability, thereby negotiating alower leve of
security. Since nontRSN wireless LANSs do not support protected management
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frames, forged Beacons or Probe Responses would not be detected. To address
this vulnerahility, it is recommended that after a suitable transition period, RSN-
capable APs SHOULD be configured to accept only Association/Reassoci ation
framesindicating RSN support, and RSN-capable STAs SHOULD be configured
by default to ONLY associate with APs that advertise RSN capabilities.

2.2.RSN Information Element

This section on the RSN Information Element is largely unchanged from the current
802.11i draft. Asareault, it isincluded only for completeness, and readers familiar with
the RSN |E may skip this section.

The RSN Information Element contains alist of authentication and unicast cipher suite
selectors, asingle multicast cipher suite selector and whether unicast keys are supported.
No additiona capabilities are included in order to determine the dgorithms used for
protection of management frames. All STAsimplementing RSN shdl support this
eement:

0 1 2 3
01234567890123456789012345678901
B i i o o e e O R i i S S T e i e ok o S S
| El enent ID | Lengt h | Ver si on |
B o S el i S S e T i I S S S
| Mil ticast ciphersuite |
B e o o e O kST R R S S S e R i i o o el ok o R S
| Uni cast suite count | Aut henti cation suite count |
B i s i S s S ST S S I Rt o S S S S
| Uni cast suite 1 |
B i S T T o s St S S S e S S
~ Uni cast suite n ~
B i i o o e e O R i i S S T e i e ok o S S
Aut hentication suite
B S S i i i S i it S S
~ Aut hentication suite
T e o e e e e T I Sl R S i e e o

B T S S S S =

T e SR S S S S e

+ 5+ P +

Figure 2 RSN Element format

Element ID

The Element ID fidd isasingle octet. The RSN capability advertisement dement ID is
37 decimal (0x25 Hex)

Length

The length field is one octet. It represents the length of the information dement following
norma |EEE 802.11 information element rules.

Version field
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The verson fidd istwo octets. It represents the the verson number of the RSN.

- Itisexpected that the Sation and AP/station may support arange of versions but
they must support a contiguous range of versons.
The AP and gation shdl advertise the highest version it supports.
A dation shal request for the highest version it supportsthet islower or equd to
the verson the AP/gtation is advertisng.
If the AP/gtation is advertisng alower version than the station supports the
dation shdl not authenticate with or associate to the AP/station.
If the verson from a gtation is outside the range the AP/station supports, the
AP/gation shal send an authenticated disassociation frame and/or a
deauthenticate message (authenticated or unauthenticated, depending on whether
authentication and key state has been previoudy established) to the station
Otherwise the AP/station shal adapt to the version specified by the Sation.

Verson 1 specifies the following requirements

1. RSN information eement. An AP/gtation supporting RSN shall put the RSN
information eement in Beacons and Probe Responses. A station supporting RSN
shdl put the RSN information eement in authenti cated associ ation/reassociation
requests and responses.

2. TKIP encryption cipher. An AP and gtation shdl support TKIP encryption.

3. Michad integrity check. An AP and station shall support the Michad integrity
check.

4. Key updates using EAPOL-Key descriptor from this document.

A suite selector has the following format:

0 1 2 3

01234567890123456789012345678901
T i S S T T S S S S b SR S S
| Qul | Suite |
T T S

The order of the OUI field follows the ordering convention for MAC addresses from
|[EEE 802.11 7.1.1. For example, for an OUI of 010203 then the OUI fidd will gppear as
follows
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0 1 2
012345678901234567890123414
B i i i S il sl o S S S
| Address + 0 | Address + 1 | Address + 2 |
| (0x01) | (0x02) | (0x03) |
B i T o ko S R i S O e e e S s

Tablel — Authentication Suite Selectors

Oul Type Meaning
00:00:00 0 None
00:00:00 1 Unspecified authentication
over 802.1X: default for RSN
00:00:00 2 Pre-shared Key over 802.1X
00:00:00 3-255 Reserved
Other Any Vendor Specific

The authentication suite selector value 00:00:00:1 “ Unspecified authentication over IEEE
802.1X” implies support for both “ unassociated” and “associated” |EEE 802.1X pre-
authentication. Thisis the assumed default when thisinformation is not supplied. A
dation shdl ignore any values it does not recognize.

The authentication suite sdlector vaue 00:00:00:2 “Pre-shared key over 802.1X” is used
when apre-shared key is used with 802.1X.

In IBSS mode RSN only supports 00:00:00:0 “None’. This means that RSN encryption
and integrity is supported but authentication and key management is not supported.

Note Theincluson of different Authentication types dlows the smplification of the

User Interface. It alows the pre-shared key Ul to be enabled/disabled on stations
depending on the configuration of the AP so users are only asked for the information that
is required for any particular scenario. Only one of “ Unspecified authentication over
802.1X” or “Pre-shared key over 802.1X” isdlowed in an RSN information eement, i.e.
both authentication suit selectors cannot be in an RSN information eement at the same
time.

Table2 — Cipher Suite Selectors

Oul Type Meaning

00:00:00 0 None

00:00:00 1 WEP

00:00:00 2 TKIP

00:00:00 3 Reserved for WRAP cipher:
default for RSN

00:00:00 4-255 Reserved

Other Other Vendor Specific
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The cipher suite sdlector 00:00:00:3 “WRAP” isthe implied default cipher suite vaue
when thisinformation is not supplied.

The cipher suite selector 00:00:00:1 “WEP’ isonly vaid for multicast cipher suite and

should only be used for non-RSN legacy support due to the reduction in security by using
WEP.

The cipher suite sdlector 00:00:00:0 “None’ isonly vdid for the Access Point and only
vdid for the unicast cipher suite. It shdl only be used if aunicast cipher cannot be used
by the Access Point, i.e. the multicast cipher and keys are to be used for unicast treffic as
well as multicast/broadcast traffic (i.e. when the AP only supports default keys). An RSN
AP shdl use“Non€e’ to inform dl sations thet it will not be using Pairwise keys for
unicadt traffic and cannot be used in combination with another unicast cipher suite.

Note: A gtation shal dso support asingle Pairwise key, since Group keys shdl not use
index O, Pairwise keys can dways be implemented as default key 0 on the Station.

Note: A station may choose not to associate to APs that does not support a unicast cipher
for security policy reasons. A gation shdl ignore any values it does not recognize.

When the information eement is used in an association request message or Probe
Response for IBSS dtations no authentication suite and only one unicast cipher suiteis
alowed.

Non-RSN capable sations shdl not use the RSN information e ement.
APs shdl not advertise RSN information eement unless RSN is supported and enabled.

APs shdl not advertise unsupported configurations and will send a Dissasociation
Natification (Reason code 1) and a Deauthenticate to a STA requesting an unsupported
configuration.

Example information elements:
1. 802.1X, WRAP for unicast and multicast, WEP gations are not supported.
25,
02,
01, 00, I Verson 1
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2. 802.1X authentication, No unicast cipher suite and WEP for multicast cipher
suite, WEP dtations are supported.

25,

0C,

01, 00, /[ Verson 1

00, 00, 00, 01 // Multicast WEP
01, 00

00, 00, 00, 00 /[ Unicast None

3. State machine

This section discusses the integration of the IEEE 802.1X and |IEEE 802.11 dtate
machines.

3.1 Roaming model

|EEE 802.11 enables authentication to be performed prior to association, dlowing the
STA to authenticate to multiple APs, while associating with only one. This provides
support for “make before break” roaming, alowing STAsto limit connectivity
interruptions resulting from authentication.

Thisis particularly important for [EEE 802.1X authentication, which can require a
substantia number of round-trips. For example, when certificate authentication is used,
conversations of 10+ round-trips are common. Where a backend authentication server is
utilized, such initid authertication conversations can take a consderable time (hundreds
of ms) to complete. Whileiit is possble to shorten subsequent authentication
conversations via “fast reconnect”, where the backend authentication server islocated far
from the Authenticator, the latencies involved may ill be subgtantid.

With pre-authentication, aslong as the IEEE 802.1X conversation can be completed prior
to Association/Reassociation, no additiona delayswill result, aslong as sufficient timeis
available for pre-authentication. While some additional processing is required to support
protected management frames, it is not expected that this will contribute subgtantidly to
the overdl time required to complete Association/Reassociation.

The amount of time available for pre-authentication depends on the degree of coverage
overlap aswdl asthe velocity of the STA. In generd, where “fast reconnect” is
supported, only modest coverage overlap is required to permit pre-authentication to
completein time, provided that the STA ismoving at arate of speed characteristic of a
human on foat or bicycle. Where the velocity is characterigtic of amoving vehicle,
aufficient time may not be avallable for pre-authentication, without enabling the STA to
discover APs whose Beacon messagesiit cannot hear yet. Were such support to be
provided (such as via Candidate Access Router (CAR) discovery), “associated” pre-
authentication, discussed in Section 4, could be used without modification.
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3.2. Relationships among services

A STA keepstwo state varidbles for each STA with which direct communication viathe
wireless medium is needed:
Authentication gate: The vaues are unauthenticated and authenticated.
Asociation gate: The vaues are unassociated and associated.
These two variables create three local states for each remote STA:
State 1: Initid gtart date, unauthenticated, unassociated.
State 2: Authenticated, not associated.
State 3: Authenticated and associated.
The relationships between the stations state variables and the services are given in Figure
3 below:

Class 1
Frames

State 1:
Unauthenticated,
Unassociated

Deauthentication
Notification
(Authenticated)

Successful
Authentication

Class 1 &
Frames

State 2:
Authenticated,
Unassociated

DeAuthentication
Notification
(Authenticated or Unauthenticated)

Successful Disassociation
Association or Notification

Reassociation (Authenticated)
(Authenticated)

Class1,2&3
Frames

State 3:
Authenticated,
Associated

Figure 3 — Relationship between state variables and services

The current state existing between the source and destination determines the IEEE 802.11
frame types that may be exchanged between that pair of STAS. The state of the sending
STA given by Figure 1 iswith respect to the intended receiving STA. The adlowed frame
types are grouped into classes and the classes correspond to the station State. In state 1,
only Class 1 frames are dlowed. In state 2, either Class 1 or Class 2 frames are alowed.
In State 3, dll frames are dlowed (Classes 1, 2 and 3). Within RSN, 802.11 authentication
frames are not used. Rather, authentication is accomplished via sending and receiving
|EEE 802.1X frames. For example, with IEEE 802.1X pre-authentication, the
Authenticator PAE controls movement from State 1 (unauthenticated, unassociated) to
State 2 (authenticated, unassociated), based on the outcome of authentication and key
establishment.
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The frame classes are defined as follows:
a) Class1 frames (permitted from within States 1,2, and 3:

1) Control frames
I. Request to send (RTS)
ii. Clear to send (CTS)
iii. Acknowledgment (ACK)
Iv. Contention-Free (CF)-End+ACK
V. CF-End
2) Management frames
I Probe request/response
I Beacon
i Authentication: successful authentication enables a getion to
exchange Class 2 frames. Unsuccessful authentication leaves
the STA in State 1.
V. Deauthentication:

- Within RSN, Deauthentication messages are authenticated
using the key materid derived during |EEE 802.1X
authentication. While by default an RSN-enabled station
SHOULD slently discard Deauthentication messages that
are unauthenticated or fail authentication, an RSN gtation
MAY process unauthenticated Deauthentication messages
if explicitly configured to do so. Since this exposesthe
station to denia of service attacks based on spoofed
Deauthenti cation messages, this capability should be
enabled with care.

A vdid Deauthentication notification when in State 2 or
State 3 changes the STA’ s state to State 1. The STA shall
become authenticated again prior to sending Class 2

frames.
V. Announcement traffic indication message (ATIM)
3) Daaframes

I Data: Data frames with frame contral (FC) bits“To DS’ and
“From DS’ both fase. IEEE 802.1X data frames sent the FC
bits“To DS’ and “From DS’ both fase are classfied as
Class 1 frames.
b) Class2 frames (if and only if authenticated; alowed from within States 2 and 3
only):
1) Management frames:
i. Association request/response.
Within RSN, Association request and response messages
MUST be authenticated and integrity protected using the
key materid derived during 802.1X authentication. When
RSN isenabled, Stations MUST silently discard association
request or response messages which are unauthenticated, or
which fal authentication.
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Successful association enables Class 3 frames.
Unsuccesstul, or unauthenticated association leaves the
STA in state 2.

ii. Reassociation request/response.

- Within RSN, Reassociation request and response messages
MUST be authenticated and integrity protected using the
key materid derived during 802.1X authentication. When
RSN is enabled, Stations MUST silently discard
reassociation request or response messages which are
unauthenticated, or which fail authentication.

Successful reassociation enables Class 3 frames.
Unsuccessful or unauthenticated reassocietion leaves the
STA in gtate 2 (with respect to the STA that was sent the
reassoci ation message). Reassociation frames shall only be
sent if the sending STA is dready associated in the same
ESS.
i Dissassociation.

An authenticated Dissassociation when in State 3 changes a
dation’s state to State 2. The station shall become
associated again if it wishesto utilize the DS,
Within RSN, Disassociation Notifications MUST be
authenticated and integrity protected using the key materid
derived during 802.1X authentication. When RSN is
enabled, Stations MUST silently discard Dissassociation
Notifications which are unauthenticated, or which fail
authentication.

c) Class3frames(if and only if associated, adlowed only from within State 3):

1. Dataframes.

Data subtypes. Data frames dlowed. That is, either the
“To DS’ or “From DS’ FC bits may be st to true to
utilize DSSs. IEEE 802.1X data frames with ether the
“ToDS’ or “From DS’ FC hits st to true are classified
as Class 3 frames. These frames MUST have the FC
“WEP”’ bit .

2. Management frames.

Deauthentication. A non-discarded Deauthentication
notification when in State 3 implies disassociation as
well, changing the STA’s state from 3 to 1. The gtation
shall become authenticated again prior to another
association.

3. Control frames.

PS-Pall

If STA A receives an Association or Reassociation Request from STA B that is not
authenticated with STA A, STA A shdl send a deauthenticate frameto STA B. Where
RSN isenabled, at STA A’sdiscretion, prior to sending the deauthenticate frame, it
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MAY initiate IEEE 802.1X authenticationwith STA B, and once complete, use the newly
created key materid in order to send an authenticated deauthenticate frame to STA B.
Otherwise, STA A MAY send an unauthenticated deauthenticate frameto STA B.

If STA A receives a Class 3 frame with a unicast address in the Address 1 fidd from STA
B that is authenticated but not associated with STA A, STA A shall send adisassociation
frameto STA B. When RSN is enabled, the disassociation frame MUST be authenticated
using key materid derived during IEEE 802.1X authentication. RSN-capable STAs
receiving disassociation frames that are unauthenticated or which fall authentication

MUST dlently discard these frames.

If STA A receives aClass 3 frame with aunicast addressin the Address 1 field from STA
B that is not authenticated with STA A, STA A shdl send an unauthenticated
deauthentication frame to STA B. Since STA B is not authenticated it cannot have
established key state with STA A and there is no way to authenticate the deauthentication
frame. It isgenerdly infeasible for STA B to queue the Class 3 frames, theninitiate IEEE
802.1X authentication, and once complete, to dequeue and process the Class 3 frame.
Thisis because the latency involved in IEEE 802.1X authentication might require STA B
to queue alarge number of data frames.

(The use of the word “receive’ in this subdause refers to aframe that meets dl of the
filtering criteria specified in Clause 8 and 9).

4. |IEEE 802.1X

Reference model

This specification presents the architectura view, emphasizing the separation of the
system into four mgjor parts. the MAC of the datalink layer, the PHY, |EEE 802.1X,
and Upper Layer authentication protocols. The layers and sub layers described in this
gandard are shown in Figure 4.
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Figure 4 — Reference M odel
ESS Authentication

Both 802.1X pre-authentication and the association process are driven by the station. In
the ESS case the station MLME will chose APsthat it may want to associate to and will
request the 802.1X Supplicant to pre-authenticate to those 802.1X Authenticators or APs.
The 802.1X Supplicant starts the authentication process by sending an EAPOL-Start
frame to the Authenticator. The MLME in the AP on receiving the
Authentication.Indication will request the Authenticator to Sart the authentication

process by sending an EAP-Request/Identity message to the Supplicant. The 802.1X
messages are sent as 802.11 data frames to the Authenticator. During the 802.1X
authentication process, the Supplicant and Authenticator obtain keys.

Once pre-authentication has been completed, the STA selects the AP to associate to, and
the station MLME sends an authenticated |EEE 802.11 Association Request frame to the
AP. The AP will then send an authenticated | EEE 802.11 association response message
back to the station. When the Supplicant completes association, it ingdls the keysinto
the encryption/integrity engine for use by the association.

If the 802.11 Supplicant does an 802.1X re-authentication after initia 802.1X
authentication the 802.1X messages are sent as encrypted data messages if key mapping
keys are used.

The EAPOL-Key message is used to exchange information between the Supplicant and
the Authenticator for the keying process. Thereis asingle Pairwise key between the
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Supplicant and Authenticator produced by the 4-way handshake. The Pairwise key is
used to transfer Group key updates and may be used as a Pairwise transent key. Group
key updates use two key indexes to mitigate the loss in the ongoing deta transmissons
while keys are being distributed and gpplied at the Supplicants.

| BSS Authentication

The authentication process is driven by the Supplicant. In the IBSS case the MLME will
chose stations that it may want to authenticate to and send an 802.1X EAPOL-Start frame
to the Authenticator. The MLME in the station on receiving a SSN MLME-
Authentication.Indication will request the Authenticator to start the authentication

process by sending an EAP-Request/I dentity message to the Supplicant. The data
messages are sent with the FromDS and ToDS bits set to 0 and they are aways sert
unencrypted since no keys are available. During the authentication process, the

Supplicant obtains keys.

The EAPOL-Key message is used to exchange information between the Supplicant and
the Authenticator for the keying process. Thereis asngle Pairwise key between the
Supplicant and Authenticator produced by the 4-way handshake. The Parwise key is
used to transfer Group key updates and may be used as a Pairwise transient key.

4.1. IEEE 802.1X pre-authentication

In IEEE 802.1X pre-authentication, the STA authenticates prior to association. Since pre-
authentication in any form results in establishment of authentication and key-

management state on both the Supplicant and Authenticator, it is best for the Supplicant
STA to only pre-authenticate to other STAsthat it islikely to roam to. Thisavoidsa
subgtantia increase in the authentication and key management state stored on both the
Supplicant and Authenticator, aswell as alarge increase in the load on the backend
authentication server.

|EEE 802.1X data frames of any Class can be used for pre-authentication or re-
authentication. |EEE 802.1X data frames with both the “From DS’ and “To DS’ FC bits
false are Class 1 frames, and thus may be sent within any state. IEEE 802.1X data frames
with dther the “From DS’ or “To DS’ FC bitstrue are Class 3 frames and may only be
sent within State 3.

This document describes two forms of |EEE 802.1X pre-authentication:

a. “Unassociated” pre-authentication. Here the STA is not associated to any
STA. Sincethe STA isnot yet associated (States 1 or 2), Class 1 |IEEE
802.1X dataframes are sent, with the “To DS’ and “From DS’ FC bits
st to fase. With thisform of pre-authentication, it is necessary for the
STA to listen and send on the radio channd of the STA that it wishesto
authenticate to. Since keys have not yet been activated, IEEE 802.1X data
frames sent in unassociated pre-authentication have the“WEP” FC bit st
to fase.
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b. “Associated” pre-authentication. Here the STA A is authenticated and
associated to STA C, but desires to pre-authenticate to STA B. Since the
STA isassociated, it may send Class 3 IEEE 802.1X data frames, with the
“ToDS’ or “From DS’ FC hits st to true (Class 3). With thisform of pre-
authentication, it is not necessary for the STA to send or receive on an
dternate channd. As aresult, connectivity interruptions are minimized
and interactions with power save are smplified. Since keys have been
activated, |IEEE 802.1X data frames sent in associated pre-authentication
have the “WEP" FC bit st to true.

4.1.1. Unassociated pre-authentication

In unassociated pre-authentication, the Supplicant STA is not associated to any other
STA. Asareault, it isonly capable of sending Class 1 IEEE 802.1X data frameswithin
States 1 or 2. Thisrequiresthe STA to listen and send on the radio channel of the STA
that it wishes to authenticate to. While the STA istuned to thisradio channd, it will be
unable to listen or send on other radio channels. However, when the STA is unassociated
with any other STA, this isnot a concern, snce the STA is unable to receive or tranamit
Class 3 framesin any case.

4.1.2. Associated pre-authentication

Class 1 IEEE 802.1X data frames, sent within States 1 or 2, require that the sending STA
be tuned to the same radio channd asthe recelving STA. For a STA that is dready
authenticated and associated to one STA, but wishing to pre-authenticate to another STA,
it can be difficult to switch radio channels long enough to complete a potentialy lengthy
pre-authentication without risking wholesae packet loss, even if power-saving mode and
associated queuing is utilized.

For example, to avoid packet loss during a pre-authentication of duration DT, itis
necessary for the AP to be able to buffer up to r DT, wherer isthe transmission rate of
the medium, and DT represents the duration of the authentication. Thus, for a
transmisson rate of 11 Mbps, and an authentication requiring 100 ms, 1.1 Mb = 144.2
KB of buffer isrequired. As the transmission rate and authentication duration increases,
the required buffer 9ze increases. Even in Stuations where “fast reconnect” is supported,
it is easy for the required buffering to become substantid.

This problem can be avoided by utilizing Class 3 IEEE 802.1X data frames. Since Class
3 data frames can be sent within State 3, they may originate from, or be destined to the
DS, and thus may havethe“From DS’ or “To DS’ FC bits set to true. Thisadlowsa STA
in State 3 to pre-authenticate to another STA viathe DS without having to be tuned to the
same radio channdl.

As an example, suppose that STA A has authenticated and associated with STA B.
Through active or passing scanning, STA A detects the presence of STA C, and wishesto
pre-authenticate to it. This can be accomplished by having STA A tuneto the radio
channd of STA C, followed by an exchange of Class 1 IEEE 802.1X data frames
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between STA A and STA C. However, since STA A isin State 3 with respect to STA B,
itisaso possblefor STA A to exchange Class 3 IEEE 802.1X data frames with STA C,
with STA B rdlaying these frames back and forth between the WM and the DS,

Since Class 3 frames may only be exchanged between STAs on the same LAN, they may
only be used to pre-authenticate to anew AP on the same LAN asthe old AP. In practice,
thislimitation is not amgor issue. Within asingle 802.11 inddlation, it is very common

for the APsto be ingtaled on the same LAN. If the new AP is not located on the same
LAN asthe old AP, then it will not respond, and the STA will pre-authenticate and roam
to another STA.

Note that |EEE 802.1X does not prohibit forwarding of IEEE 802.1X frames destined to
aunicast MAC address, only frames destined to a non-forwardable multicast MAC
address. |IEEE 802.1X aso does not require filtering of IEEE 802.1X frameshby
Ethertype. Thus, the IEEE 802.1X specification provides support for “associated pre-
authentication”.

Where the STA is moving ragpidly, such as STAs located within vehicles, airplanes, or
trains, it may be desirable to authenticate to new APs which are not located on the same
LAN astheold APs, or even new APswhose Beacons cannot be heard yet. If desired,
basic IEEE 802.1X pre-authentication functiondity can be subsequently extended such as
via support for AP advertissment over IP, or EAP authentication over IP.

4.2. Security issues

While enabling Class 3 IEEE 802.1X data frames to be forwarded to and from the DS
solves a number of problems, it dso introduces severa potentid security vulnerabilities

a.  Anunauthenticated STA on the WM can attempt to pre-authenticate to an
AP reachable viathe DS.

b. An authenticated STA on the WM can attempt to spoof an |EEE 802.1X
data frame originating from an AP MAC address, sent to an authenticated
STA on the WM.

c. A host onthe DS can spoof an IEEE 802.1X data frame originating from
the MAC address of an authenticated STA on the WM.

Attack ais not feasible, ance prior to authentication, a STA may only send Class 1 data
frameswith “From DS’ and “To DS’ FC bits set to fdse. Thus, an AP receiving a Class
3 IEEE 802.1X data frame from an unauthenticated STA with the “From DS’ or “To DS’
MUST slently discard the frame.

Attack b isaso not feasible. Since IEEE 802.1X pre-authentication is dways initiated by
the STA, not by the AP, a STA receiving an unsolicited |IEEE 802.1X data frame from an
AP MUST dlently discard the frame. Furthermore, APs MUST preclude an authenticated
STA from changing its MAC address once authentication and key state have been
established.
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In attack ¢, aDS host may attempt a denia of service by sending an EAPOL- L ogoff
frame to the AP, with a source MAC address of the STA on the WM. This attack can be
prevented by an AP that implements anti- spoofing precautions. While the EAPOL-
Logoff would be expected to arrive on the WM where the STA is attached, instead it
arrives on the DS. Alternatively, the DS host could send an EAP Failure packet to the
STA, originating from the AP sMAC address. In this case, the AP receiveson the DS a
packet sourced from one of its own MAC addresses. In both these cases, basic anti-
gpoofing functionality can preclude an attack.

5. Protected ciphersuite negotiation

Within this document, it is assumed that RSN-capable wireless LANs support protected
ciphersuite and authentication negotiation. This includes the ghility to verify the
authenticity and integrity of capabilities advertised in the Beacon and Probe Response.

Mechanisms available for protected ciphersuite negotiation include:
Support within EAP.
Support within the 4-way key handshake.
Support within a protected A ssociation/ Reassociation exchange.

Support for protected ciphersuite negotiation within EAP is attractive since it guarantees
that the ciphersuite will be securely determined prior to the exchange of management
frames and the initiation of the 4-way handshake. Thisis convenient in thet it guarantees
that the 4-way handshake, and associated derivation of the Pairwise Transent Key (PTK)
and Group Transient Key (GTK) are based on the correctly sdected ciphersuite. This
prevents a rogue AP spoofing a Beacon or Probe Response from causing an incorrect 4-
way handshake to be run, deriving incorrect keys that will later cause management frame
authentication to fail. Since not al EAP methods support protected ciphersuite
negotiation, if this approach is taken, ciphersuite negotiation needs to be supported as an
EAP extenson method, which could then be used alongsde any existing EAP
authentication technique.

The 4-way handshake resultsin the derivation of the PTK and GTK, which is dependent
on the selected ciphersuite. If the 4-way key handshake does not include verification of
the sdlected ciphersuites, then it is possible for aforged Beacon or Probe Response to
result in derivation of incorrect PTK and GTKSs. If the forgery is discovered later on(such
as via an authenticated Association/Reassociation exchange), then the 4-way handshake
and possibly subsequent exchanges will need to be rerun. To avoid this, it is desirable for
the protected ciphersuite negotiation to occur within the 4-way handshake or before (such
aswithin EAP). Protected ciphersuite negotiation within the 4-way handshake does not
require extensions to EAP. On the other hand, inclusion of protected ciphersuite
negotiation within the 4-way handshake complicates its design.

If Association/Reassociation frames are authenticated and integrity protected, it is
possible to use these messages to confirm the authenticity of capabilities advertised
within the Beacon and Probe Response, as follows:

Submission page 25 Aboba, Microsoft



June 2002 doc.:|EEE 802.11-02/389r0

The capabilities received by the STA in the Beacon or Probe Response are
included within an authenticated and integrity protected

Association/Reassociation Request.

The capahilities sent by the AP in its Beacon or Probe Response areincluded in
an authenticated and integrity protected Association/Reassociation Response.

By comparing the capabilities that were sent and received, and verifying the MIC
included in the Association/Reassociation frames, it is possible for both the STA
and AP to determine whether Beacons and Probe Responses have been tampered
with, and if so, what changes were made.

Protected Association/Reassociation frames do not require extensions to EAP, or addition
of features to the 4-way key exchange. On the other hand, Association/Reassociation
occurs after both 802.1X pre-authentication and the 4-way key handshake, leaving
confirmation of the sdlected ciphersuite until fairly late in the process. Implications

include:

Since the selected ciphersuite may not be known &t the time that the management
frames are sent, it may be difficult to use the selected ciphersuite to protected
management frames. This problem can be solved by utilizing a MIC with afixed
agorithm to protect management frames, but this has disadvantages, both in terms
of performance aswdl asflexibility.

Since the ciphersuite may not be known at the time of the 4-way key handshake,
the size of the keys required to protect control/management messages may also
not be known, unlessthey are independent of the chosen ciphersuite. This
provides an opportunity for a rogue AP spoofing Beacon or Probe Response
messages to cause selection of the incorrect ciphersuite. Thisin turn will cause
management frame protectionto fall.

As aresult, when management frames fall authentication, it may be necessary to
rerun the 4-way handshake with another ciphersuite.

Given the above, it appearsthat it is highly desirable for protected ciphersuite negotiation
to occur early in the process, either within EAP or within the 4-way key handshake.

5.1. Detecting forged Beacon or Probe Response frames

Since Beacon and Probe Response frames are not protected, an dternate mechanismis
required in order to verify their authenticity. This can be accomplished by echoing the
information contained in these frames within the protected ciphersuite negotiaion. This
enables the associating STAS to determine whether unauthentic Beacons or Probe
Responses have been received.

On receiving an RSN Information Element within a protected exchange, the STA
compares the RSN |E included within that frame, representing the selected ciphersuite
and authentication method, with the RSN | E received in the corresponding Beacon and/or
Probe Response.
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If the two differ, then the STA shall assumethat it has received aforged Beacon or Probe
Response. If the STA would have sdlected different security parameters based on the
RSN |E included within the protected exchange, this may require adjustments to be
made.

Since EAP authentication occurs early in the process, determination of aforged Beacon
or Probe Response within EAP requires few adjustments since the discovered capabilities
are not used until later; the verified parameters are smply substituted for the forged ones.

If aforged Beacon or Probe Response is detected within the 4-way key exchange, then
the ciphersuite and authentication methods should be selected from the capabilities
included in the protected exchange rather than those in the forged Beacon or Probe
Response so that the correct PTK and GTK can be derived.

If an authenticated Association/Reassociation exchange determines that the Beacon or
Probe Response has been forged, then the A ssociati on/Reassoci ation exchange may need
to be rerun with updated session parameters. In this case, an adjustment cannot be made
in mid-conversation, since forged capabilities may adready have been selected.

6. Control/Management frame protection

6.1. Protected and unprotected management frames

In RSN-enabled Wirdess LANS management frames indluding Association
Request/Response, Reassociation Request/Response, and Disassociation MUST be
authenticated and integrity protected using key materid established during |EEE 802.1X
authentication. As aresult, STAS recelving messages of these types which are
unauthenticated or fail authentication MUST slently discard them. Deauthentication
messages may aso be authenticated and integrity protected, provided that key materid is
available. However, thisis not aways possble.

For example, consider what happens when, after STA A authenticatesto STA B, STA B
subsequently discards the authentication and key state for STA A, sending a Disassociate
or Deauthenticate frame. If STA A was disconnected at the time, it will not receive the
frame, and may not be aware that STA B has discarded its authentication and key State.

Asareault, STA A may consder itsdf to bein State 2, (in which case it may send an
Asociation or Reassociation Request to STA B), or in State 3 (in which case it may send
aClass 3 dataframeto STA B). On recelving these frames, STA B will send a
Deautherticate frameto STA A. However, snce STA B no longer maintains keying
materid for STA A, the Deauthenticate frame will be unauthenticated.

While RSN-capable STASMAY send unauthenticated Deauthenticate frames, RSN-
capable STAs recelving such messages SHOULD dglently discard them by default. Where
STA A believesitsdf to bein State 2, and has received and discarded the Deauthenticate
frame after sending an Association or Reassociation Request to STA B, it will resend the
Request to STA B, and will subsequently time out. Where STA A bdievesitsdf tobein
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State 3, and has received and discarded the Deauthenticate frame after sending an Class 3
Data Frameto STA B, no ACK will be received, and therefore STA A will aso
eventualy time out. Asaresult, STA A will eventualy delete its authentication and key
state with respect to STA B and return to State 1.

6.2. Approaches to management frame authentication

For authenticating management frames, including Association request/response,
Reassociation request/response, Disassociation, and Deauthenticate, several approaches
are possible. These include:
1) Useof cipherssuch as TKIP or WRAP to authenticate, integrity
and replay protect and encrypt management frames.
2) Addition of an Authenticator Information Element (IE) to
management frames.

Every thing dse being equa, use of naive ciphersis preferable, sncethisdlowsthe

STA to make best use of hardware support for cryptographic operations, if available. Use
of native ciphers dso smplifiesthe key hierarchy, since existing keying materia can be
used for securing management and control frames as well as data.

However, there are aso issues with this gpproach. While STAs learn of the available
ciphersuites through Beacons and Probe Request/Response messages, the ciphersuite is
selected in the Association/Reassociation exchange. Prior to receiving the ciphersuite
selection in the Association/Reassociation Request, the peer STA does not know which
ciphersuite has been selected. Therefore, unless the ciphersuite is fixed or negotiated
prior to the Association/Reassociation exchange (such asin EAP or the 4-way
handshake) the receiving STA will not know which ciphersuite was selected prior to
recalving an encrypted management frames. Thisimplies that the receiving STA will
need to decrypt the management frame with al available ciphersuitesin order to
determine which ciphersuite was chosen.

In order to adequately protect Management frames, it is necessary for the Message
Integrity Check (MIC) to cover the entire Management frame, including the Frame
Control, Duration, DA, SA, BSSID, Sequence Control and Frame Body fields. This
implies that the ciphersuites need to be gpplied to MPDUS, not MSDUs. If the ciphersuite
isapplied only to MSDUS, then it will only cover the SA and DA aswell asthe MSDU.
For an MSDU-based ciphersuite to adequately protect management frames, it would be
necessary to encapsulate them as MSDUSs, and then decapsulate and process them after
decryption, and thisis highly undesirable.

Addition of an Authenticator Information Element to management frames avoids these
issues. Since management frames only require authentication, integrity and replay
protection, if management frame authentication keys are derived the same way for all
ciphersuites, it is not necessary to negotiate the ciphersuite prior to sending authenticated
management frames. Since management frame authentication is independent of the
ciphersuite used to protect data, the MIC used for management frame authentication may
be defined independently of the MICs used in integrity protection and authentication of
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data frames. This dlows the Authenticator Information Element can be defined to cover
the desired fields of the Management frame header. By default within RSN verson 1, dl
STAsMUST support the HMAC-SHA1 dgorithm for authentication and integrity
protection of management frames.

Disadvantages of the Authenticator Information Element approach are that the MIC
caculation will typicaly need to be done in software, and therefore will not be able to
leverage hardware acceleration, if avallable. Also, this complicates the key hierarchy,
since within each ciphersuite, new keys are required for the Authenticator Information
Element.

Congdering the advantages and disadvantages, it is recommended that the WRAP and
TKIP ciphers be modified to operate over MPDUS, and that they be extended to cover
management frames.

6.3. Control frame authentication

Control frames incdlude the PS-Poll, Request to Send (RTS), Clear to Send (CTS),
Acknowledgment (ACK), CF-END, and CF-End+CF-Ack. Control framesare Class 1
frames, and so they may be sent within any sate. Thisimpliestha, like Beacons and

Probe Request/Responses, they may be sent prior to authentication and key derivation. As
areault, it isonly possible to authentication and integrity protect control frames sent in
States 2 and 3.

Many of the same congderations gpply to protection of control frames as apply to
protection of management frames. However, control frames may be sent a higher data
rates than management frames. As areault, the performance pendty from handling
protection in software is much higher. Therefore, use of the native ciphersuite is more
compelling for protection of control frames than addition of an Authenticator Information
Element.

Therefore, if it is desired to protect Conirol frames, then it is recommended that the TKIP
and WRAP ciphers be gpplied to MPDUS, rather than MSDUSs, and that their use be
extended to protection of control frames.

6.4. Authenticator Information Element
The Authenticator Information Element is defined as follows:
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Element ID

The Element ID fidld isasingle octet. The Authenticator dement 1D is 38 decimal (0x26
Hex)

Length

The length fidld is one octet. It represents the length of the information eement following
norma |EEE 802.11 information eement rules.

Algorithm

Thedgorithm field is two octets. It represents the agorithm to be used in computing the
Message Integrity Check. In RSN version 1, only the HMAC-SHA1 dgorithm is
supported (agorithm 0x0001) and MUST be implemented. Since only asingle MIC
agorithm is supported for the Authenticator I1E within RSN verson 1, STAS can assume
that the dgorithm is available and it need not be negotiated.

Replay counter

The replay counter is 16 octets (64 bits). It represents a monotonicaly increasing counter
which may gart at any vaue. Before the replay counter wraps, authentication and key
state MUST be re-established, so that the Authenticator Information Element cannot be
replayed. A 64-bit NTPtimestamp MAY be used asthe replay counter.

MIC

The MIC fidd is of variable length, determined by the dgorithm specified in the

agorithm fidd. For the HMAC-SHA1 agorithm, the length of the MIC field is 20 octets
(160 bits). The MIC fidd is cdculated over the frame control, Duration, DA, SA, BSSID,
Sequence Control, and Frame Body fields within the management frame. Thisincludes
the Authenticator |E present as the last information eement within the Frame Body, with
al of itsfiddsfilled in (dement ID, length, agorithm, replay counter) with the exception

of the MIC fidd itsdf, which is set to zero.
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6.4.1. Unicast frames

Unicast management frames indude Association Request/Response, Reassociation
Request/Response, Disassociation, and Deauthenticate frames. For these frames, the MIC
iscaculated using Authenticator Information Element transmit and receive MIC keys,
derived as part of the Pairwise Transent Key (PTK) hierarchy. The derived Authenticator
|E MIC keys are the same for any ciphersuite, so asto ensure that management frame
authentication is not dependent on the negotiated ciphersuite.

6.4.2. Multicast/broadcast frames

The Disassociation and Deauthenticate frames may be broadcast. When these frames are
sent to a broadcast destination, the MIC is cdculated using the Authenticator Information
Element MIC key, derived as part of the Group Transent Key (GTK) hierarchy. The
derived Authenticator |E MIC group keys are the same for any ciphersuite, so asto
ensure that management frame authentication is not dependent on the negotiated
ciphersuite.

Note that the use of group keys permits any STA with knowledge of the GMK to forge
broadcast Disassociation or Deauthenticate frames. Asaresult, STASMAY glently
discard broadcast Disassociation or Deauthenticate frames, even if they are successfully
authenticated. STAs taking this conservative gpproach will timeout rather than
immediatdy acting on the Disassociation or Deauthenticate frame, so that performance
will be affected.

7. Key management

7.1. Establishing and discarding authentication and key state

Within this specification, the STA establishes key state on another STA through
successfully completing IEEE 801.X authentication with that STA. Successtul
authentication includes establishment of key state viaa 4-way handshake. IEEE 802.1X
pre-authentication is dways initiated by the STA, and is never initiated by the AP.

It is assumed that a STA conforming to this specification will either completely maintain

or discard authentication and key state. That is, once IEEE 802.1X authentication is
complete, the established key state, including the Pairwise Master Key (PMK), Pairwise
Transent Key (PTK), Group Master Key (GMK), Groupwise Transent Key (GTK) and
IV, will remain stored by the STA until all the authentication and key State is discarded.
As aresult, the 4-way handshake is condgdered an integra part of the authentication
process, and is not re-run prior to the Association or Reassociation exchange.

To maintain the integrity of the derive keys, STAs MUST NOT discard portions of the
authentication and key state. For example, it isforbidden for the STA to discard the IV,
PTK or GTK while retaining the authentication state, PMK and GMK. This ensures that
when a STA associates or reassociates to a STA with which it had previoudy
authenticated, that either dl the authentication and key materid remainsvdid, or the
STA will need to authenticate again.
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Where the TKIP or WRAP ciphers are used, the authenticity and integrity of protected
data frames shd| be verified. This SHOULD include determining that protected IEEE
802.1X data frames originate from an authenticated STA on the WM. Thisincludes
determining that the STA has not changed its MAC address since establishing
authentication and key state, so as to prevent spoofing.

7.2. Filter activation

At the time that authentication and key state is established, filter state is also created,
implicitly or explicitly. Flter sate describes the traffic that may be sent within the
channel protected via the negotiated ciphersuite and keys.

For example, an authenticated STA may not be authorized to send frames with both the
“To DS’ and “From DS’ hits st to true, since thiswould permit the STA to send frames
with a Source Address (SA) different from the Tranamitter Address (TA). Smilarly, an
authenticated STA may not be authorized to receive frames with both the “To DS’ and
“From DS’ bits st to true, Snce thiswould permit the STA to receive frameswith a
Dedtination Address (DA) different from the Receiver Address (RA).

The filter state may be determined through negotiation between the Supplicant and
Authenticator STAS, such aswithin EAP or viathe 4-way key handshake, or it may be
provided to the Authenticator STA by the backend authentication server. For example,
the backend authentication server may indicate to the Authenticator that a successfully
authenticated STA is authorized to send and receive frameswith “To DS’ and “From
DS’ hits set to true, or that it is not authorized to send and receive such frames.

However the filter State is determined, it is activated on the Authenticator once the
Supplicant associates with the Authenticator and enters State 3 (authenticated,
associated), thet is, after the Authenticator sends the A ssoci ation/Reassociation Response.

7.3. Key activation

This section examines two dternatives for key activation: use of the 4-way handshake for
key activation, or use of the authenticated Associ ation/Reassociation exchange.

In IEEE 802.1X pre-authentication, there is an important distinction between when keys
are derived and when they are enabled for use with the sdected ciphersuite. While IEEE
802.1X is used to derive keying materid, subsequent exchanges determine when the
keying materid isloaded into the integrity/confidentidity engine.

The 4-way handshake confirms that the Authenticator and Supplicant have the same
PMK, and that the PMK isfresh. The 4-way handshakeis initiated as part of
authenticating a Supplicant and an Authenticator but it shdl beinitiated if a detaintegrity
failure occurs.

|EEE 802.1X messages are only encrypted using the Pairwise key because if Group keys
are used to encrypt 802.1X messages thereis an initidization problem with stations after
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the first association. The 802.1X EAPOL-Key descriptor containing the Group key is
encrypted with the Group key when it is sent to the new ation.

Once keys have been activated, |EEE 802.1X data frames are sent with the “WEP’ FC bit
&t to true. Thus the timing of the activation determines when |EEE 802.1X data frames
are protected. Since the 4-way handshake occurs prior to conclusion of the IEEE 802.1X
authentication exchange, while the authenticated A ssoci ation/Reassociation exchange
occurs afterward, the choice of key activation method determines whether it is possible to
protect portions of an “unassociated” |EEE 802.1X pre-authentication exchange. If the 4-
way key exchangeis used for key activation thisis possble; if the authenticated

ass0ci ation/reassoci ation exchange is used, it is not possible,

Wherethe STA supports key mapping keys, it may conclude multiple IEEE 802.1X
authentication and 4-way key handshake conversations, each resulting in derivation of a
key mapping key for aTA/RA combination. On completion of the 4-way handshake, the
STA may load the derived key materid into the key mapping tables, or may store them
for future use. As aresult, where the STA supports key mapping keys, the 4-way
handshake may be used to determine when the keys are activated.

However, where the STA only supports default keys, loading the derived key materia
immediately would result in an ingbility to decrypt traffic sent by STAs using the origind
default key. Asaresult, STAs supporting only default keys must wait to load keying
materid until after completion of the authenticated A ssociation/Reassociation exchange.

Thus, if it isdesred to enable STAsthat only support default keys to participate in an
RSN, then the completion of the authenticated Associ ation/Reassociation exchange will
need to signd activation of the derived keys, rather than completion of the 4-way
handshake. If it is possible to require support for key mapping keys, then the 4-way
handshake can be used instead.

Sections 7.2.1, 7.2.2 and 7.2.3 andyze the implications of the two gpproaches.

7.3.1. Activation via the 4-way handshake

If the 4-way handshake controls activation, IEEE 802.1X data frames are sent with the
“WEP’ FC bit st in both States 2 and 3, since within these states both authentication and
the 4-way handshake have been completed. It is also possible to set the “WEP” FC hit on
the last frame of the authentication conversation within State 1 (the EAP Success/Failure
message), Since by this time the authentication and 4-way handshake have been
completed. Thisis desrable in Stuations where an EAP method is selected that does not
protect Success/Failure messages.

7.3.2. Activation via the Association/Reassociation exchange
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In this gpproach, key activation occurs as aresult of completing the protected
Association/Reassociation exchange (State 3). Asaresult, Class 1 |EEE 802.1X data
frames sent within States 1 or 2 will have the “WEP’ FC bit set to fdse. IEEE 802.1X
data frames sent within State 3, including both Class 1 and Class 3 frames, will have the
“WEP’ FC bit st to true.

Since data frames with the “WEP” FC hit set to true are not be sent until the STA has
entered State 3 (authenticated, associated), the authenticated associ ation/reassociation
exchange governs the activation of keys, and the sending of secured data frames, as
follows
- On sending asuccessful authenticated Association or Reassociation Response, the
sending STA will activate the derived keysfor use by the integrity/confidentidity
engine.
On receiving a successtully verified authenticated Association or Reassociation
Response, the recaiving STA will activate the derived keys for use by the
integrity/confidentidity engine.

7.3.3. Summary

Since activation via the Association/Reassoci ation exchange only enables protection of
frames sent within State 3, the 4-way handshake approach is more secure, since it dso
enables protection of frames sent within State 2 and the tail end of State 1.

For example, when the 4-way handshake is used for key activation, EAP Success and
Failure messages may have the “WEP’ FC bit set to true in any State. Thisis possible
because in State 1 the 4-way key handshake will complete prior to sending EAP Success
and Failure messages. Since keys are active upon entering State 2, the “WEP” FC bit may
aso be st to true for frames sent in this Sate.

Therefore, use of the 4-way handshake for key activation enables protection of the EAP
Success and Failure messages within any sate. This is hdpful snce these frames would
otherwise be sent in the clear, even if the chosen EAP method is capable of protecting
them. Thisis because |EEE 802.1X “manufactures’ cleartext EAP Success and Failure
messages on receiving an Access Accept/Reject from the backend authentication server.
Asareault, even if the EAP method protects EAP Success and Failure messages, 802.1X
will throw the protected messages away, and replace them with cleartext messages.

Note that the selected EAP method does not support protection of the EAP conversation,
then security vulnerabilities remain, regardiess of how the keys are activated. Even with
the 4-way handshake approach, without a protected EAP method, it is possible to spoof
messages of type Identity, Nak and Notification sent from within State 1. In State 1, only
EAP Success or Failure messages can be sent with the “WEP” FC hit turned on, since
thisis only enabled once the 4-way handshake has concluded.
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7.4. Key hierarchy

This section describes the implications for the key hierarchy if an Authentication
Information Element is selected for protection of management frames. If the TKIP and
WRAP ciphers are applied to MPDUSs rather than MSDUSs, and extended to protection of
control/management traffic, then no changes are required to the TKIP and WRAP key
hierarchies.

There are two key hierarchies:
1. Parwisekey hierarchy
2. Group key hierarchy

The Pairwise key hierarchy takes a Parwise Master Key and generates a Pairwise
transent key which is used to obtain the EAPOL-Key MIC and Encryption keys, the
Authenticator Information eement MIC transmit and receive keys, and the Pairwise data
MIC and encryption keys. Pairwise keys are used between a single Supplicant and a
sngle Authenticator.

The Group key hierarchy takes a Group Magter Key and generates a Group Transient key
which is used to obtain Group data M1C and encryption keys, as well asthe Group
Authenticator Information Element MIC keys. Group Keys are used between asingle
Authenticator and al Supplicants authenticated to that Authenticator.

Thefollowing functions are usad in the following section:

PRF Pseudo-random function defined in Section Error! Reference sour ce not found..
L(,FL) Take from | starting from the left, bit F for L bits moving to the right using 7.1.1 bit convention from
|EEE 802.11.

Theterms AA (Authenticator Address) and SA (Supplicant Address) are used. Inan ESS
network the AA isthe AP wirdess MAC address and SA isthe station MAC address. In
an IBSSthe AA is the station (who has been chosen as the Authenticator) MAC address,
and other stations MAC address will be the SA.

Rekey

In addition to authentication, IEEE 802.1X may used by 802.11 in order to rekey MAC
keys, using the EAPOL-Key frame. Thismay occur when a given time period has
expired, when a pre-set byte or packet count is reached, or when the IV space of the
selected ciphersuite has been exhausted, since security is compromised when Vs arere-
used.

Since both the TKIP and WRAP ciphers support alarge IV space, in most Stuations
reauthentication and associated key update will occur before rekey isrequired. Therefore,
when the TKIP or WRAP ciphers are sdlected, rekey of the Pairwise Key hierarchy will
typicaly only in exceptiond circumstances, such as detection of an attack on the TKIP
cipher. Asaresult, in normal operation with the TKIP and WRAP ciphers, the primary
use for the EAPOL-Key frame isto update the Group Key hierarchy.
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TKIP and WRAP key hierarchies
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Figure 5—Complete TKIP Pairwise Key Hierarchy for usewith Authenticator |1E
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Figure 7—Complete TK1P Group Key Hierarchy for use with Authenticator 1E
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Pairwise master key (PMK)

The Pairwise Master Key is generated as aresult of authentication between the
Supplicant and Authentication Server involved. The EAP authentication method shall
generate a 256 hit key that is used for the PMK, and the backend authentication server
will ensure that thisis distributed to the AP using attributes specified in Appendix A. An
EAP authentication method normaly hes aMaster Key generated by the authentication
and the PMK should be derived from or protected by the Master Key. Thiskey
generation is normaly carried out independently and smultaneoudy on the backend
authentication server and the Supplicant, based on information that was communicated
between the backend authentication server and the Supplicant during authentication. In
generd, the mechanism for generating the PMK will be dependent on the EAP method
that is selected, as wdll as the mechanism used to transmit the PMK between the backend
authentication server and the AP as well as between the Supplicant and backend
authentication server.

Group master key (GMK)

The Group Master Key (GMK) for the Group key hierarchy should be initidized usng a
cryptographicaly secure random number. If thisis not possbleit shdl be initidized to
the first PMK the Group key master receives (since there is no need to send broadcast
traffic unlessthereis a least one station associated), but the following rules shdl then be

applied:
1. The GMK should be updated periodically from another current PMK.

2. The GMK ghdl be changed when the AP deletes the association date for the
station whose PMK is being used as the GMK.

Nonce Generation

All gtations contain agloba Key Counter which is 256 bitsin sze. It should be initidized

at system boot up timeto
PRF-256(Random number, “Init Counter”, Local Mac Address || Time)

The Local Mac Address should be AA on the Authenticator and SA on the Supplicant.

Random number should be the best possible random number possible and 256 bitsin
sze. Time should be the current time (from NTP or another time in NTP format). This
initidizationis to ensure that different initia Key Counter values occur across system
restarts whether areal-time clock is avalable or not. The Key Counter must be
incremented (all 256 bits) each time avaue is used as anonce. The Key Counter must
not be alowed to wrap to the initidization vaue.

Pairwise transient keys

Pairwise TKs are derived from the Pairwise MK using a PRF with AA, SA, SNonce and
ANonce asinputs. The size of the PRF computation shall be taken as the size specified

by EAPOL-Key Key Length plusthe sze of the EAPOL-Key MIC Key, the 9ze of the
EAPOL-Key Encryption Key, and the sze of the Authenticator IE MICs, i.e. 32+16+16 +
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16 + 16 = 96 octets (768 hits) for TKIP and 16+16+16+16+16 = 80 octets (640 hits) for

WRAP.
PTK = PRF-640/768 (PMK, “ Pairwise key expansion”, Min(AA, SA)

|| Max(AA, SA) || Min(SNonce, ANonce) || Max(SNonce, ANonce))

AA and SA are concatenated in integer order i.e. the lower MAC address is concatenated
firg, followed by the higher MAC address. SNonce is a nonce sent by the Supplicant and
ANonceis anonce sent by the Authenticator to the Supplicant. They are concatenated in
integer order i.e. the smdler nonce is concatenated first, followed by the larger nonce.

The Min/Max of the MAC addresses and Nonces are done so the PRF is independent on
whether it is run on the Authenticator or Supplicant. AA and DA are part of the PRF
input so that the inputs are unique to each sation pair.

ANonce is a nonce taken from the Key Counter on the Authenticator whenever anew
Pairwise TK isderived. ANonceis used so the inputs to PRF are different for each TK
st If adation re-associates to the same AP, a different ANonce vaue is used for the
derivation of anew TK set.

SNonce is a nonce taken from the Key Counter on the Supplicant; its value is taken when
aPTK isingantiated and is sent to the PTK Authenticator.

A PTK isnormaly derived once for an authentication sesson. A Supplicant or an
Authenticator may use the 4-way handshake to change the PTK. The only timethisis
gpecified in this document is when a data integrity failure occurs.

Note: A different ANonce shal be used for every 4-way handshake.

Group transient keys

The Authenticator may derive new Group Transent Keys when it wants to update the
Group encryption/integrity keys. The Key Counter is used and incremented whenever a
Group Trangent Key (GTK) is derived. GTKs are derived from the GMK usng a PRF
with AA and GNonce as inputs. The sze of the PRF computation shall be taken as the
sze specified by the cipher suite, i.e. 32 + 16 + 16= 64 octets (512 bits) for TKIP and 16
+ 16 + 16 = 48 octets (384 hits) for WRAP.
GTK = PRF-384/512 (GMK, “Group key expansion”, AA || GNonce)
GNonce isavdue taken from the Key Counter on the Authenticetor; its vaue is taken
when a GTK isingtantiated and is sent by the GTK Authenticator.
A Group key update may occur for anumber of reasons:
1. A dation disassociating or deauthenticating may trigger a Group key update
otherwise the disassoci ated/deauthenticated station can still read broadcast traffic
from the network.
2. A daaintegrity falure shdl trigger a Group key update.

EAPOL-Key messages
EAPOL-Key messages are used for two different exchanges:
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4-way handshake to confirm the PMK at the Supplicant and Authenticator are the
sameandislive
Updating the Group Trandent key a the Supplicant.

4-way handshake

The Authentication Server and Key Management system do not need to rekey for IV
exhaustion. The IV space for TKIPis2*® and 2*” for WRAP. Thisis considered large
enough that 802.1X authentication will occur before the IV space is exhausted.

Rather, the 4-way handshake is used to confirm that the Authenticator and Supplicant

have the same PMK, that the PMK islive and to derive afresh PTK. Furthermore, as
noted earlier, the 4-way handshake can aso be used to provide protected capabilities
negotiation as well as to determine when the Supplicant ingdls the encryption/integrity

keysinto the data encryption/integrity engine.

The handshake is initiated as part of authenticating a Supplicant and an Authenticator but
it shdl beinitiated if adataintegrity failure occurs. The handshakeis

Authenticator -> Supplicant: ANonce, Sent Capabilities

Supplicant -> Authenticator: SNonce, Recelved Capabilities, Sent Capabilities,
MIC(EAPOL-Key MIC Key(PTK(ANonce, SNonce)), EAPOL-Key message,
Received Capabilities, Sent Capabilities)

Authenticator -> Supplicant: Ingtall, ANonce, Received Capabilities, Sent Capabilities,
MIC(EAPOL-Key MIC Key(PTK(ANonce, SNonce)), EAPOL-Key message,
Sent Capabilities, Received Capabilities)

Supplicant -> Authenticator:
MIC(EAPOL-Key MIC Key(PTK(ANonce, SNonce)), EAPOL-Key message)

MIC(X, Y) where X isthekey and Y isthe datathat isMICed. Y isthe EAPOL-Key as

defined in the section on EAPOL-Key MIC. X isthe EAPOL-Key MIC key whichis
taken from the PTK as defined in Figure 5—Complete TKIP Pairwise Key Hierarchy.

ANonceis anonce from the Authenticator.

SNonce is a nonce from the Supplicant.

The Sent Capabilities are the capabilities sent within the Beacon and Probe Response
messages by the Authenticator. The Received Capabilities are the capabilities received by
the Supplicant within those messages.

Ingal istrueif the Pairwise data encryption and integrity key should beingdled in the
encryption/integrity engine.

The above messages are sent as EAPOL-K ey messages.
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The Supplicant can trigger a4-way handshake by sending an EAPOL-K ey message with
the Request bit set to 1.

Note: While the MIC cdculaion is the samein each direction the Ack bit is different in
each direction (It is set in messages from the Authenticator and not set in messages from
the Supplicant). 4-way handshake requests from the Supplicant have the Request bit set.
The Authenticator and Supplicant must check these bits to stop reflection attacks.

Thefirg message is from the Authenticator, contains a nonce and the Sent capabilities,

but does not contain an integrity check. The Supplicant on receiving the message
generates a nonce and then derives a PTK. Since the Sent capabilities are not protected by
aMIC, itisnot possible to determine whether the capabilities received in the Beacon or
Probe Response are authentic, based on this message.

The Supplicant then sends a message to the Authenticator containing its nonce, aswell as
the received and sent capabiilities and an integrity check usng the EAPOL-Key MIC Key
from the PTK.

The Authenticator takes the Supplicant nonce and derives the PTK and then checksthe
integrity check. This alows the Authenticator to determine whether the message has been
tampered with. If the Authenticator can successfully verify the MIC, then it examines
whether the received capabiilities are equivaent to those that it sent in the Beacon and
Probe Response, as wdll as those included in the Sent Capabilities. If the received
capabilities are different from those sent in the Beacon/Probe Response, then aforged
Beacon/Probe Response was received by the Supplicant. If the sent capabilities recelved
from the Supplicant are different from those sent in the Beacon/Probe Response, then an
attacker is attempting to interfere with the 4-way handshake.

The Authenticator then sends the third message to the Supplicant containing information
whether to ingdl a PTK into the encryption/integrity engine, the received and sent
cgpabilities and an integrity check from the EAPOL-Key MIC Key.

On receipt of this message, the Supplicant verifiesthe MIC. If it is verified, then it checks
whether the Sent Capabilities are equivalent to those received in the Beacon/Probe
Response. If not, then a forged Beacon/Probe Response has been detected, and the Sent
Capabilities are used instead of those received in the Beacorn/Probe Response. The
Supplicant also checks whether the received capabilities are the same as those sent in the
earlier packet. If they are different, then an error has occurred on the Authenticator. The
Supplicant then sends the last message to confirm to the Authenticator that the key has
been ingdled if required.

If the Authenticator does not receive areply to its messages, it should retry three times at
one seconds intervals and then disassociate/deauthenticate the station. If the station does
not receive the initial message when it expectsto, it should disassociate and
deauthenticate and try another AP/station.
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Note: The timeout should be larger than the short retry timeouit.

Note: The Authenticator should ignore EAPOL-Key messagesit is not expecting in reply
to messages it has sent or EAPOL-Key messages with the Ack bit set. Thisstopsan
attacker from sending the first message to the supplicant who responds to the
Authenticator. The Supplicant on cdculating anew PTK should hold it in temporary
storage until the 39 message is received, after vaidating the EAPOL-Key MIC using the
EAPOL-Key MIC Key from temporary storage, the EAPOL-Key Encryption key can be
used to initialized the RC4 engine used to decrypt the Group key EAPOL-Key messages,
the EAPOL-Key MIC key must be saved to validate EAPOL-Key messages received in
the future. The EAPOL-Key MIC key should be initidized to a random number so
attackers cannot send EAPOL-Key messages during initidization. The
encryptiorvintegrity keys are configured into the encryption/integrity engine once the

reply to the 3'¥ message is sent. So only the EAPOL-Key MIC key needs to be saved per
association. The keeping of the new PTK in temporary storage is so an attacker cannot
interfere with norma communication between the Supplicant and Authenticator. An
attacker can interfere with a4-way handshake during the processing of a4-way
handshake. The Authenticator should use the replay counter and Key information fied to
filter mogt re-transmit and invaid messages but it is possible for an attacker to mimic an
Authenticator that reset during a 4-way handshake. In this case the Authenticator can spot
that it is recelving messages that it did not initiate but the 4-way handshake dateis
incorrect. In this Stuation the Authenticator will disassociate the station but it should

detect and log these occurrences.

Group key update

The Group key update sends a new Group Transent key to the Supplicant. It may be
initiated as the find stage of authenticating a Supplicant if the Authenticator isthe GTK
Authenticator, it shdl be initiated if a dataintegrity failure occurred on the GTK; when a
Supplicant disassociates or deauthenticates or on a management event.

Authenticator -> Supplicant: Key Index, Enc(GTK),

MIC(EAPOL-Key MIC Key(PTK(ANonce, SNonce)), EAPOL-Key message)
Supplicant -> Authenticator:

MIC(EAPOL-Key MIC Key(PTK(ANonce, SNonce)), EAPOL-Key message)

Key Index istheindex in the encryption/integrity engine that the Authenticator wants the
key ingtaled

Enc(GTK): The Group trangent key is encrypted using the EAPOL-K ey encryption key
obtained from the PTK which is derived in the 4-way handshake.

MIC(X, Y) where X isthekey and Y isthe datathat isMICed. Y isthe EAPOL-Key as
defined in the section on EAPOL-Key MIC. X isthe EAPOL-Key MIC key whichis
taken from the PTK as defined in Figure 5—Complete TKIP Pairwise Key Hierarchy

A Group key update can be triggered by the Supplicant by sending an EAPOL-Key
message with the Request bit set.
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An Authenticator shdl do a4-way handshake before a Group key update if both are
required to be done.

Note: The Supplicant does not require the GNonce but the Authenticator should send the
Nonce it used to derive the GTK to help with interoperable issues.

Supplicant Request for key update

The Supplicant can request for akey update by sending an EAPOL-Key message with the
Request bit set. Thisis used when the MAC detects a data integrity attack.

Use of the EAPOL -Key Replay Counter

The EAPOL-Key Replay Counter isto help the Supplicant and Authenticator discard
invalid messages. The replay counter should be initidized to O on association or re-
associaion. The Supplicant when replying to a message from the Authenticator should
use the replay counter in the message from the Authenticator. The Authenticator should
use thisto ignore invalid messages such as late messages from the Supplicant. The
Supplicant should also keep track of the replay counter for messages from the
Authenticator and ignore messages with invaid replay counter. The locd replay counter
that is used to check incoming messages should not be updated until the EAPOL-Key
MIC is checked and is vaid. This means that the Supplicant does not update the replay
counter from the first message in the 4-way handshake where no MIC exigsin the
message, S0 the Supplicant mugt alow for the re-transmission of the firs message when
checking for the replay counter of the third message,. The Supplicant has areplay counter
for when it sends request EAPOL-Key messages to the Authenticator and the
Authenticator should check this replay counter on receiving Request messages.

EAPOL-Key encoding
The various exchanges described above are encoded using the EAPOL-Key asfollows:
EAPOL-Key (S, M, A, T, N, K, ANonce/SNonce, GNonce, MIC, GTK)
Parameters are:
S Initid Key exchange is complete. Thisis the EAPOL-Key Information Secure
bit.
M: MIC is avallable in message. This should be st in dl messages except the first
4-way handshake message. Thisis the EAPOL-Key Information Key MIC hit.

A: Responseis required to this message. Used when the receiver should respond
to this message. Thisisthe EAPOL-Key Information Key Ack bit.

T: Tx/Rx for Group key and Ingdl/Not ingal for Pairwise key. Thisisthe
EAPOL-Key Information Tx/Rx Hag bit.

N: Key Index. Specifies which index should be used for this Group Key. Index 0
shdl not be used for Group keys. Thisis the EAPOL-Key Information key index
bits.
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K: Key type- P (Pairwise), G (Group). Thisisthe EAPOL-Key Information Key
Type bit.

ANonce/SNonce/ GNonce: Authenticator/Supplicant/Group Nonce. Thisisthe
EAPOL-Key Key Nonce field.

MIC: Integrity check which is generated using the EAPOL-Key MIC Key. Thisis
the EAPOL-Key MIC fidd.

GTK: Group tempord key which is encrypted using the EAPOL-Key Encryption
Key. Thisisthe EAPOL-Key Materid fied.
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Annex A. IEEE 802.11/AAA Architecture Description (non-normative)

This Annex provides an overview of the usage of AAA protocolsin 802.11 Enhanced
Security systems, and provides examples of how the Pairwise Master Key (PMK) can be
derived and transported.

Authentication Server and Key management system

This specification does not require use of a backend authentication server, nor doesiit
require use of any authentication, authorization or accounting (AAA) protocol. Asa
result, any AAA protocol, including RADIUS, Diameter or COPS may be used. This
section provides an overview of the AAA authentication and key management process
which is used regardless of the AAA protocol that is employed.

There are three logica entitiesin the authentication and key management system, the
Supplicant, Authenticator and Authentication Server. The Authenticator and backend
authentication server communicate via the DS. The Supplicant and Authenticator
communicate viathe WM for in “disconnected” pre-authentication, and viathe WM and
DSfor “connected” pre-authentication. The Supplicant and backend authentication server
communicate indirectly usng the AAA protocol with the Authenticator acting as a pass-
through.

1. Authenticator/
Authentication server
authentication and secufe
Supplicant channel

e gupp cant

Authentication server Authenticator

5. Send Group keys

Authentication Server

Supplicant

3. PMK transferred to
Authenticator

Figure 9— Relationship between Supplicant, Authenticator and Backend Authentication Server

As part of the AAA exchange, the following operations occur:

1. The Authenticator and Authentication Server mutudly authenticate. Where
RADIUS is used, thisis accomplished viaa shared secret (described in RFC 2865
and 2866) and/or | Psec (described in RFC 3162). For Diameter, authentication is
accomplished usng TLS or 1Psec. Within RADIUS, replay protection is provided
vialPsec where thisis employed or viathe Request Authenticator which must be
globdly and temporaly unique. Within Diameter, replay protection is provided
by IPsec or TLS aswdl as by incluson of Event- Timestamp and Nonce AVPs.

2. The Supplicant and Authentication Server mutudly authenticate and generate a
Magter Key. The authentication is carried over the mutudly authenticated channe
created between the Authenticator and the Authentication Server.
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3. A Parwise magter key (PMK) is generated for use between the Supplicant and
Authentication Server. The PMK may be generated from the master key thet is
obtained from the Supplicant/Authentication Server authentication, asit iswithin
EAP-TLS (RFC 2716), or it may be generated by some other means (e.g.
Randomly chosen by the Authentication Server) and protected in transport from
the Authentication Server to the Supplicant using materid derived from the
master key.

4. The Authentication Server trangports the PMK to the Authenticator over the
mutudly authenticated channel crested between the Authenticator and
Authentication Server. In order to protect the PMK from compromisg, it is
encrypted in some fashion. For RADIUS, this can be accomplished using the
shared secret as described in RFC 2548, or dternatively, |Psec ESP with non-nul
transform can be used as described in RFC 3162. With Diameter, protection can
be provided via IPsec ESP with norn-null transform, with TLS, or viause of CMS,
When a pre-shared key isused, it is used directly asthe PMK and thisstep is
skipped.

5. A 4-way handshake occurs between the Supplicant and Authenticator to confirm
the existence of the PMK, to confirm that the knowledge of PMK is current, and
to derive the Pairwise trangent key from the PMK. EAPOL-Key messages are
used to carry out this exchange. However, with IEEE 802.1X pre-authentication,
the 4-way handshake is not used to ingal the encryption and integrity keysinto
the encryption/integrity engine if required nor to confirm ingtdlation of the keys.
Rether, thisis accomplished via the authenticated association/reassociation
exchange.

6. The Group Trangent key is sent from the Authenticator to the Supplicant to alow
the Supplicants to transmit and receive broadcast messages and optiondly to be
used to send unicast packets to the Authenticator. EAPOL-Key messages are used
to carry out this exchange.

Since the Supplicant/Authentication Server authentication is carried over the
Authenticator/Authentication server mutualy authenticated channe supporting replay
protection, and since the EAP conversation between the Supplicant and Authentication
Server isrequired to be authenticated, replay and integrity protected on a per-packet
basis, the Authentication Server can guarantee that the Authenticator it is communicating
with is the same Authenticator that the Supplicant is communicating with.

The Authenticator/Authentication Server authentication protocol is not specified here but
the protocol must meet the following requirements:
1. Per-packet mutua authentication and replay protection between the Authenticator
and Authentication Server.
2. Support for tunneling of EAP authentication between the Supplicant and
Authentication Server.
3. Generation and trangport of the PMK from the Authentication Server to the
Authenticator for use in communication with the Supplicant.
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RFC 2548 Attributes

If the protocol between the Authenticator or AP and Authentication Server isRADIUS
then the MS-M PPE-Recv-Key (vendor-id = 17) attribute (See RFC2548 Section 2.4.3)
MAY be used to transport the Pairwise Master Key (PMK). The PMK and any derived
keys shdl not be used any longer than the Sesson-Timeout attribute + the IEEE 802.1X
reAuthMax* txPeriod val ues.

Note: If the Radius Session-Timeout attribute is not in the Radius Accept message the PMK lifetime is
infinite.
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