Bridge-Based Ethernet Service Provision

Norman Finn

Bridge-Based Ethernet Service Provision Rev. 1.2 Norman FInn, Cisco Systems IEEE 802.1 1/59



Current Sandards Activities

e |[ETF Provider Provisioned Virtual Private Networks
Working Group (PPVPN) isdefining “L2-VPNS’.

 Metro Ethernet Forum (MEF) isnow defining
requirements, and may develop standards, as well.

e | TU SG15 hasa Question for Ethernet Service.

 |EEE 802.1 isdeveloping a Project Authorization
Request to start work on Metro Ethernet Services.
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|IETF PPVPN L2-VPNSs (1)

* Very much awork in progress. Choicesfor L3
tunneling mechanism not settled. Martini draft! over
MPL Sa front runner, L 2TP? not far behind.

e Current and planned documents are based on the
assumption that an L 3-VPN isessentially the same
thing asan L 2-VPN.

— Thisassumption isvalid if (and only if!) the L3 tunnel runs end-
to-end and no decisions are bhased on MAC addresses.

— Some currently popular architecture drafts® violate this
assumption.

1. draft-martini-ethernet-encap-mpls-01.txt
2. draft-heinanen-dns-12tp-vpls-0O1.txt
3. draft-lasserre-vkompel la-ppvpn-vpls-02.txt
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|IETF PPVPN L2-VPNSs (2)

e A draft! has been accepted by the PPVPN Working
Group asabasdinefor thereguirementsfor L2-VPNSs.

« Another draft? has been accepted as a framework for
further work.

» See Slide 56 for an update.

1. [draft-augustyn-ppvpn-12vpn-requirements-00.txt]
2. [draft-ietf-ppvpn-12-framework-01.txt]
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L asserre-VKompella
e Typical of IETF PPVPN drafts.
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Provider Points Of Presence (POPs) switch packets by MAC
address, learn MAC address / virtual wire associations, and

run protocols to prevent loops, but they’re not bridges!
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Ethernet Emulation over MPL S

e Thel ETF solutionsinclude featureswhich are, in
effect, “ Ethernet Emulation over MPLS’ (EEOMPLYS).

— Thedementsconstituting thisfeature arenever grouped together
and given asinglename. They areburied in thedescription of the

over all solution.

« “EEOMPLS’ ischaracterized by:

— A full mesh of point-to-point tunnelsis built among the ports.

— No frameisever relayed directly from onetunnel to another
tunnel on the same EEoOM PL Sinstance (“ split horizon™).

— Deviceslearn and forget MAC address/ tunnel associations.

 Therequirements and framework drafts describe a
function that quacks, flies, and swimslike EEOMPL S.

|t’sa duck!
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EEOMPLSIissmpler than ATM LANE

|f additional requirements are added, such asavoiding a full
mesh in order to scaleto alarger number of ports, it will grow in
complexity, just asdid LANE.

TheLayer 3world, asa substrate, ismuch richer than ATM.
EEoOMPLSisnot afraid to do MAC learning at each node.

EEoOMPL Sisnot trying to scaleto number s of nodesgreater than
a full mesh of connections can support. Hence, no Broadcast and
Unknown Server (BUS).

Participating ports use a common method of discovering each
other’s existence. BGP and DNS have been proposed as methods.

EEOMPL S uses MPL S s point-to-multipoint capabilities for
broadcast/multicast destination MAC addresses.

It acceptstheinefficiency of point-to-point linksfor unknown
unicast addresses, to avoid the BUS and out-of-order delivery.
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Hence, Lasserre-VKompellaisreally:
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Provider POP? Provider Edge? NO!
They're bridges, running something besides Spanning Tree!
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Avoiding Loopsin L2-VPN
e Clearly understood by IETF:

— MAC frameshaveno TTL to make up for transient loops.
— Full mesh split horizon preventsloops acrossthe big-l Inter net.

— Limiting the topologies at the edge and running a ssimple backup
link protocol preventsloopsin edgetriangles.

— Some POP-to-POP protocol or extension of triangle edge protocol
ISrequired to prevent multiple POPsfrom connecting one Service
|nstance to the full mesh twice, causing Grand L oops.

— A semi-automatic meansfor the configuration isrequired.

* Perhapsnot yet fully understood by IETF:

— Therequired ssimplified topologies are enforced by configuration
and signaling protocols which have transients.

— During transients, the actual topology may violate the ssmplified
protocols assumptions.
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MAC Learningand MPLS

« MPL Sisan optimization (: many claim :) of routing.

— First, you build arouted infrastructure. Packets flow likeariver
over aflat region — they meander a bit, and sometimes flood.

— MPLSthen putsup levees: a Label-Switched Path (L SP).
— You may have alternate L SPsfor fast recovery from failure.
— Any L SP can be broken, and packetsrouted from the broken
ends, because MPL S paths are based on routing algorithm(s).
« MPLSisnot (yet) an optimization of bridging.

— Thereis, asyet, norouting algorithm for MAC addresses on
which to build L SPs. (Spanning tree providesit own levees!)

— SinceL SPsarenot built on aMAC addressinfrastructure, MAC
address decisions must takethe L SPsfor granted, as“wires’.

— Thisislogically equivalent to bridging among Ethernets!
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Of Course, IETF Can Re-Invent Bridging

e Perhapstheresult would be better than |EEE 802.1D!
However, there are issues:

— Certain layer 2 protocols (e.g. NetBEUI) cannot tolerate out-of-
order or duplicated framedeivery. MAC “routing” must beable
to guaranteein-order delivery, even in the face of transient
events.

— It isdifficult to see how new bridges based on routing algorithms
could interoperate with existing spanning-tree based bridges.

— Featuresthat are affected and/or must berenvented: L2 QoS,
VLAN tagging details, M1Bs, optimal multicast distribution,
techniques used for configuring preferred topologies, VLAN
pruning, etc.
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A Few Terminology |ssues

 Thereisno such formal entity asa “switch”. |[EEE
802.1D definesa bridge. RFCs definerouters.

— Your company builds boring old routers and bridges.
— My company builds sexy new switches!

 Thebridge port on the Provider’s bridge facing the
customer isa User-Network Interface (UNI).

— TheUNI isat different placesfor different layers—thelLayer 1
UNI, for example, istypically at the customer’s site.

— ThelLayer 2 UNI ison the PEB. That’sthe focus of these dlides.
— Also called the“demarc”.
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Sarting Points: Driversto a Solution (1)

e The service seen from the Customer’s side of the UNI
must be standardized to one or a few choices.

 The Customer Equipment needs no new software or
hardwar e to take advantage of the Providers' services.
— Longterm, thismay change.
— Asfar asthefirst round of standards are concerned, violating
thisgoal would serioudy hurt the standard’s chances of success.

e An existing bridge should be ableto servein a
Provider’s network with a minimum of changes.

— Oneassumesthat carrying an extra MAC tag isa small change.

— Onecan imagine a feature being so valuable that it isworth
violating this goal, but there should be no other practical way to
accomplish the feature.
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Sarting Points: Driversto a Solution (2)

 The UNI isclearly not a bridge port within the current
standards.

— The Customer’s spanning treeisnot concatenated to the
Provider’s spanning tree!

— Anextral EEE 802.1Q tag must be added in some cases.

 Therefore, changesto | EEE 802.1D, Q, etc., should be
restricted to that which can be accomplished by adding
a“UNI wart” between a bridge port and the Customer.

— Totheextent that the differences between a standard bridge port
and a UNI port can beisolated, the documents defining bridges
need not be re-written.

— For management purposes, if nothing else, this*“wart” should be
considered part of the Provider Bridge, not the CE or thewire.
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Sarting Points. Driversto a Solution (3)

 The Provider’s networ k must be scalableto a larger
number of bridgesthan is practical with the current
standard (and about-to-be-standard) spanning tree
protocols.
— Providersneed to support morethan 4k customers.
— Providers networ ks may have morethan 7-8 hops.

— Some customers connections may span multiple Providers
networks.

 Thel EEE 802.1 solution needsto interoperatewith the
|ETF solution(s).
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All-Bridged Provider Modél
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PB: Provider Bridge CE: Customer Equipment
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Customer 2 Seesa Shared LAN
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Customer 3 Sees Another LAN
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Provider Sees Access Ports+ UNI Warts
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UNI Wart Controls L2 Protocols

e Provider does not transmit BPDUs towards Customer.

e Customer’s BPDUs may be discarded (bridge-like
service) or transported transparently acrossProvider’s
network (wire-like service).

 |EEE 802.3x link pause packets must be handled
nor mally, by hardware, even on awire-like service.

o |EEE 802.1X link authentication might well be used
between Customer and Provider to authenticatethe
use of a bridge-like service.

e Other protocolsvary between discard, transparently
transmit, or Provider/Customer handshake.
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L ayer-2 Protocols across UNI

Protocol Dest. MAC Addr. Bridge-like Service Wire-like service
GMRP ? Transmit
GVRP ? Transmit
Other GARP Discard Transmit
BPDUs: STP, RSTP, MSTP Discard Transmit
“All Bridges” MAC address Discard? Handshake? Transmit
802.3x Pause Handshake? Discard or Handshake
Link Aggregation Discard? Handshake? Transmit
802.1X Port Authentication Discard? Handshake? Transmit
Other “dow protocols’ Discard? Transmit
LLDP Discard? Handshake? Transmit
Various proprietary protocols ? ?
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Customers and Provider’s Spanning
Treesdo not I nteroper ate

* The complete spanning tree could be arbitrarily large.

e Customers mustn’t purposefully nor accidentally
hijack Provider’s spanning tree.

e Toafirst approximation, if Customer hasa loop which
passes through the Provider’s networ k, Customer uses
(and paysfor) the maximum bandwidth. (Of cour se,
Provider will assist Customer to do better than that.)

e Customer spanning tree BPDUstraversing a Provider
networ k, which necessarily isslower and lessreliable
than awire, raisesissuesthat must be identified,
avoided, and/or resolved.
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Original frame
from PC

Customer’s
bridge may add
802.1Q tag

PEB may add
EVC tag or may
translate .10Q
tag to EVC tag

Frame Formats

VAC | MAC [Type | Daia | FCS

|[\)/|eAS(t: |\S/|r,§c %—523/ Data FCS

|\D/|,eA\S(_t: |\S/|rXC _II__)(/eggl Data FCS

|\D/|,eo\sc_t: |\S/|r,§(; -_II__)(/eSg/ Data FCS

“EVC tag” may be additional .1Q tag, or may be something new
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[Aside] Sandard 802.1Q VLAN Tagging

 INGRESS. Satic-configured default VL AN-IDs:
— Untagged I nternet Protocol packets default (802.1v): 6

— Default Port VLAN (802.1Q PVID): 7

802.1Q tag Protocol Assigned to VL AN:
untagged |P 6
untagged other (e.g. NetBEUI) 7
VLAN-ID ==0(.1p) any 6 or 7, as for untagged
VLAN-ID ==5 any (even IP) 5
VLAN-ID == 6 any (even NetBEUI!) 6
VLAN-ID == 12 any 12

« EGRESS. Satic-configured which VLANSsstrip tags.
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[Aside] Sandard 802.1Q VLAN Tagging

 What about BPDUS?

— Untagged BPDUs are assigned tono VLAN!
— Thereisno such thing (in the standards) as a tagged BPDU.
— GARP framesaretreated like data framesw.r.t. tagging.

 Transformations which can be configured:

— Tagged with VLAN-ID X on Ingress, same on egress.

— Tagged with VLAN-ID X on ingress, no tag on egress.

— Notag, or tagged VLAN-ID =0 on ingress, no tag on egress.
— Notag, or tagged VLAN-ID =0 on ingress, tagged X on egress.

e Transfor mations not allowed in |EEE 802.1Q:

— Tagged with VLAN-ID X on ingress, tagged with Y != X on egress.
— Anything tagged with VLAN-ID = 0 on egress.
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Simplified View: The UNI Wart

Customer side UNI Wart Provider side
Ingress direction ->

<- Egress direction

C-VLAN IDs P-VLAN IDs

C-VLAN tagged control
O-tagged control
Untagged control
C-VLAN tagged data
O-tagged data
Untagged data

Untagged control
P-VLAN tagged control
P-VLAN tagged data

C-VLAN assignment
C-P-VLAN translation
MAC address translation

(MAC address translation
could be in any order relative
to the other two functions.)
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UNI Wart: Ingress (1)

 C-VLAN ID Assignment (standard 802.1Q behavior)

— Every dataframeisassigned toa C-VLAN, perhapsusing 802.1v.

— Every control frameisassigned either toa C-VLAN or assigned
tono VLAN.

— If theframeisuntagged and assigned to a C-VLAN, an 802.1Q
tag for that C-VLAN may be added.

e C-P-VLAN Trandation

— Dependingon C-VLAN ID (or “none”), the UNI Wart either:

1. Trandatesthe C-VLAN ID toaP-VLAN ID; (Thismay be
the“null” trandation, which changes nothing.)

2. Addsa P-VLAN ID just after the Source MAC address; or
3. Discardstheframe.

— Priority field handled in a similar manner.

Bridge-Based Ethernet Service Provision Rev. 1.2 Norman FInn, Cisco Systems IEEE 802.1 28/59



UNI Wart: Ingress (2)

e MAC Address Trandation

— (Thisisneeded for some methodsfor carrying Customer BPDUs
acrossthe Provider network. One method discussed, here.)

— If theframe belongsto a protocol configured for “ handshake”
with the Provider bridge, the frame isunchanged.

— If theframe belongsto a protocol configured to be “discarded”,
theframeisdiscarded.

— If theframebelongsto a protocol configured to be“transmitted”,
thedestination MAC addressistrandlated to another valuein the
“Provider Only” range.

— If theframe' sdestination MAC addressisin the“Provider Only”
range, it isdiscarded.
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UNI Wart: Egress (1)
* MAC Address Trandation (Again, one Possibility)

— If theframe belongsto a protocol configured for “ handshake”
with the Provider bridge, the frame isunchanged.

— If theframe belongsto a protocol configured to be “discarded”,
theframeisdiscarded.

— If theframe' sdestination MAC addressisin the“Provider Only”
range, it isto be“transmitted”. The destination MAC addressis
trandated to the appropriate value for the protocol.

e C-P-VLAN Trandation

— Depending on P-VLAN ID (or none), the UNI Wart either:
1. Sripsthe P-VLAN tag off; or
2. TrandatesP-VLAN ID and priority to C-VLAN values; or
3. Passestheframethrough (for untagged handshake packets).
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UNI Wart: Egress (2)

 C-VLAN ID Assignment (standard 802.1Q behavior)

— Depending on the C-VLAN ID, the 802.1Q tag may be removed
before transmission, perhapsusing 802.1v.
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A Complex UNI Example

<- Customer Eqpmt

3X Pause (noC) D1
BPDU (noC) D2
GMRP (noC) D3 =
Data (noC) D4
Data (C4) D5

Data (C5) D6

Data (C6) D7

Data (C7) D8

C4 OK
C5 Strip EGRESS

P10 Strip CONFIG
P30 Strip
P20 Xlate C9

D7 (C9) Data
D6 (noC) Data €

Ingress UNI Wart

Transmit

Discard
Add P, xlate MAC\=> GMRP (P30) DP
Add C4, P10—>» Data (C4)(P10) D4
Add P10 Data (C4)(P10) D5

Data (C5)(P10) D6
Data (P20) D7

INGRESS CONFIG

C4: add P10
Pause: xmit C5: add P10
BPDU: discard C6: xlate P20

Add P10
Xlate C->P
Discard

Provider Bridge

3X Pause (noP) D1

Handshake

Bridge Data ==
Bridge Data
Bridge Data [T
Bridge Data

Bridge Data

Provider Bridge

GMRP: xmit Untag Ctrl: add P30
PVID: 4 Other C: disc.
P20->C9 D7 (P20) Data €—t Bridge Data
Del C, Strip %= D6 (P10)(C5) Data €—4 Bridge Data

D5 (C4) Data <€
D4 (C4) Data
D3 (noC) GMRP

Strip =4 D5 (P10)(C4) Data €—} Bridge Data

Strip — D4 (P10)(C4) Data<€—4 Bridge Data
Strip DP (P30) GMRP €— Bridge Data
Egress UNI Wart
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Notable Pointsin Slide 32 Example (1)

[Dx = dest. MAC address x, (Cy) = C-VLAN tag, (Pz) = P-VLAN tag.]

* Ingress UNI Wart had to distinguish among untagged
frames 3X Pause (noC) D1, BPDU (noC) D2, GMRP
(noC) D3, and Data (noC) D4, based on protocoal, In
order to decide what to do with them.

» Data (noC) D4 entered with no 802.1Q tag, but left
with a (C4) tag. Data (C5) D6 entered with an 802.1Q
tag, but left with notag. Thisisnormal bridging.

e Ingress C-VLANs4 and 5 are “bundled” together In
P-VLAN 10.

e Data (C7) D8 discarded: no serviceexistsfor C7.
BPDU (noC) D1 discarded: BPDUsare not allowed.
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Notable Pointsin Slide 32 Example (2)

e Data (C6) D7 entered with onetag, but left with
another tag (C9). Thisisnot normal |EEE 802.1Q
bridging, but it Is;

— often desirable, e.g. connecting an | SP to a subscriber; and

— hard to prevent, given that the C-P-trandation is configured in
two different UNI Warts.

* Why so much flexibility?

— Trandation iseasy to describe: Current bridge port rules, plus
two 4k x (12+1) tables of VL ANs and add/xlate bits, plusitems
necessary for transporting Customer BPDUSs.

— Separating thethree partsof the UNI Wart allows “ bundling” to
be used for directing streamsto appropriate Provider Edge
Bridges, independently of wire-like/bridge-like service selection.
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Notable Pointsin Slide 32 Example (3)

 Full serviceisdescribed. Useful service can be
performed by UNI Wart without C-P-translation:

— ADbility to add/strip extra P-VLAN tagto all framesallowsa
single “virtual wire’ service over one UNI.

— Lack of trandation capability between C-VLANsand P-VLANS
meansthat Provider must specify C-VLAN (= P-VLAN), whichis
acceptable to many Customersfor many uses.

— Thelack of a destination MAC address translation capability
would maketransparent BPDU transmission difficult.
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Well-Known Problems and Solutions (1)

* MAC addresses are not unique. VRRP causesrouters
on opposite sides of the network to have the same
locally-administered MAC address. Solutions;

— Don’t dothat, i.e. reconfiguretherouters.

— Assign any pair of C-VLANSsfor which thisproblem could occur
to different P-VLAN bundles.

— Configureall of the Provider bridgeswith all of the Customers
| ndependent/Shared L earning Constraints and have them learn
both the P-VLAN tag and the C-VLAN tag.

— Bevery efficient at VLAN pruning, and don’t learn MAC
addresses at all; flood all frameswithin the P-VLAN.
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Well-Known Problems and Solutions (2)

e Customers may use any number of standard or
proprietary multiple spanning tree protocols, resulting
In one MAC address being behind two different UNIs
on different C-VLANS.

— Disallow multi-homed Customers. (That is, disallow any given
Customer Layer 2 network from having two UNIs.)

— Assign to each P-VLAN bundle only C-VLANs sharing the same
spanning tree, or at least the same STP parameters.

— Configureall of the Provider bridgeswith all of the Customers
| ndependent/Shared L earning Constraints, and have them learn
both the P-VL AN tag and the C-VLAN tag.

— Bevery efficient at VLAN pruning, and don’t learn MAC
addresses at all; flood all frameswithin the P-VLAN.
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Well-Known Problems and Solutions (3)

e A spanning-treetopology changein the Customer’s
network may mean that the Provider needsto for get
MAC addresseson just oneor afew P-VLANS.

— Disallow multi-homed Customers.

— Bevery efficient at VLAN pruning, and don’t learn MAC
addresses at all; flood all frameswithin the P-VLAN.

— Monitor the Customers traffic for the various flavor s of

standard and proprietary spanning tree topology change
notifications, and trigger MAC addressforgetting in the

Provider’s network.

* Flooding every Customer frameto all that Customer’s
UNIsisunacceptablein Wide-Area Networks.

— DO NQOT: Bevery efficient at VLAN pruning, and don’t learn
MAC addresses at all; flood all frameswithin the P-VLAN.
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Using 802.1Q Tagsto Separate Customers

e Using 802.1Q tags on standard bridgeswithin the
Provider’s network has certain limitations:
— No morethan 4k - 2 Customers per 802.1Q-bridged network.

— All of the C-VLANSsbundled together in one P-VLAN must be
ableto sharethe same Filtering Database. That requiresunique
MAC addresses, and a single Customer spanning tree instance.

e But .1Q has great advantages over any new tag:

— Changesto bridges (double tags, UNI Warts) are minimal.

— Some P-VLANscan be“normal” VLANsused to carry normal
traffic, e.g. for management traffic or Customer Layer 3 services.

— Solution for one problem, e.g. larger networks, isapplicableto all
bridged networks, and not just to Ethernet Providers.

— Existing solutions, e.g. 802.1p priority, are usable by Providers.

Bridge-Based Ethernet Service Provision Rev. 1.2 Norman FInn, Cisco Systems IEEE 802.1 39/59



Enlarging Provider Networks

 Many technigues have been implemented, and even
mor e discussed, to expand the size of a bridged

network.

— Separate spanning trees at edges which run on top of central
spanning tree.

— Running two disconnected spanning treesin one bridge.

— Substituting hop count for Max Agein Rapid Spanning Tree.
(Sandardized by 802.1y: 64k hops allowed across network!)

— Enforcetopology restrictions by some non-spanning tree means.

« Wewill look at just one: Topology restrictions.
— Thisalso promisesto interact well with the I[ETF solution(s).
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Sls, Idands, and Inter-Island Trunks (1)

e A “Servicelnstance” istheanalog, in avery large
network, of aVLAN in an 802.1Q network.

e The Provider Network carries Service | nstancesvia
“Idands’ connected by “Inter-lsland Trunks’.

e |dands

— An Island consists of one or more bridges connected by nor mal
L AN segments and/or Inter-Island Trunks.

— Different Idands must be connected only via Inter-Island Trunks.

— Within any oneldland, a given Sl isidentified by a unique
P-VLAN ID.

— Two different | lands may have completely independent
associations between P-VLANsand Sls.
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Sls, Idands, and Inter-Island Trunks (2)

e Inter-ldand Trunks

— AnInter-ldand Trunk behaves, logically, like a Shared Medium
L AN segment.

— Among different I slands, a given Service I nstanceiscarried over,
at most, one Inter-lsland Trunk.

— Theidentification of a Sl on an Inter-lsland Trunk is dependent
on the medium, e.g. Ethernet, or emulated Ethernet over layer 3
tunnels.

— Any bridge port connected to an Inter-lsland Trunk must make
1:1 trandations between the P-VLAN IDs used within the
bridge’'sldand and the Sl identifiersused on thelIT.

* Theserulesprevent Sl loops among | slands.
e Spanning trees prevent Sl loopswithin an | sland.
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Sls, Idands, and Inter-1sland Trunks (3)

. sland A .slandB sland ¢
N ib\ S
b

7

Island E

Inter-Island Trunk

Island D
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| nterconnecting I slands(1)

* A separate MSTP Service Instance per Island carries
MSTP BPDUs.

— Bridgesin the same | sland interchange BPDUs and guar antee
that, for any given frame on a P-VL AN, only one copy will be
transmitted to the Inter-lsland Trunk.

— Similarly, by interchanging BPDUS, the bridges can guarantee
that aframeon an Inter-ldand Trunk will be delivered, at most,
onceto any LAN segment within the ldand.

— Sincewe are guaranteed (See Slide 51) that no SI existson more
than oneInter-lsland Trunk, and that there are no back doors,
failingtoreceivethe BPDUsfrom bridgesin other |slands cannot
cause a loop, but does manage to limit the size of any one
Spanning Tree Instance.
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| nter connecting | slands(2)
* A new Topology Change Noticeisrequired.

— |dands may have completely different M STP configurations.
— Forgetting all addressesistoo much, but we must forget some.
— Theother “Idand” may, in fact, bean |ETF implementation.

— Thisnew Topology Change Notice must signal topology changes
based on Service lnstance (Inter-1sland Trunk).
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| nter connecting I slands (3)

Island A Island B

“back door”
T !

g o

m Blocked ports
@® Dis-allowed ports

‘ Island C
' ' Not shown:
S| One Service
I“ z Instance per
— Island for
" N7
.’0 ' '\‘* MSTP BPDUs.
Island E Island D
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| nterconnecting I slands (4)

* (See Slide 46) Island A has only one connection to Sl x.
If it islost, the Island loses data connectivity with
Islands B and E. It must not usethe “back door” link
to Island B; thetwo | lands may have different
mapping between Slsand P-VLAN IDs.

e |dland B hasarranged to “load share” its connections
to other islands; each bridge B1, B3, and B4 hasone.

e |dland C has elected to connect C1 and C2 via Sl z,
rather than using itsinternal LAN connection.

e |[sland D isforced to use Sly and Sl z to connect the two
parts of the lsland. D5-D8 are not load-sharing; only
D5 Isactive on the Inter-Island Trunk.
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Why Do Bridges Need EEoM PL S? (1)

Island B m Blocked ports
@ Dis-allowed ports

Island A

Island C

Not shown:
One Service
Instance per
Island for
MSTP BPDUSs.

Island E Island D
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Why Do Bridges Need EEOMPL S? (2)

« Slide 48 1sacopy of Slide 46, but givesa more accur ate
picture of the ldands as viewed by bridges.

e ONne MSTP Sl per Island extendsthat Iland’s
spanning treeto include the EEoM PL S shared media,
but not the bridgesin other Islands.

e Thispermitsthe bridges with each Island to see each
other, and thus unblock just theright connectionsto
the SIsto enable connectivity, yet prevent loops.

 |f the emulated shared media werereplaced by some
combination of point-to-point links, we would haveto
run spanning treesthroughout the Provider’s networ k
In order to prevent loopsthrough multiple I slands.
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Slsand EEoMPL S Instances

 Doesone EEOMPL Sinstance carry one Sl or many?

In some drafts, MPLSisused to establish a full mesh of Label
Switched Paths (L SPs) among all devicesin the union of a set of
EEOMPL Sinstances (Service | nstances).

|nside each point-to-point MPL S path, a number of point-to-
point Virtual Circuits (VCs) can becarried, up toone per Sl.

Not every port in the MPLS mesh needsa VVC for every Sl.

For each S, the devices construct a full mesh of VCsamong the
participating devices, which isa subset (or isequal to) the full
MPLS mesh.

In thisplan, the MPL S mesh isthe shared medium, and the Sls
arethe VLANS.

802.1 adds an additional Sl for each Island for untagged control
traffic (M STP) among all of the Island’s bridges.
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Provisioning

 How do we guar antee that any given Service I nstance
Iscarried over at most one Inter-lsland Trunk?

— Short answer: Werelyon IETF.

— Long answer: Current IETF proposals envision a control plane

such that, if each Provider bridge participatesin only one
“universe’ of control, all L3 connected bridgesin a Provider’s

network will, eventually, have the same SI/II'T configuration.

e How are ldands created?

— By configuring individual bridgeswith SI / P-VLAN maps and
M STP Service | nstances.

Rev. 1.2 Norman FInn, Cisco Systems IEEE 802.1 51/59
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|ETF - 802.1 Interoperability

* |n some scenarios, each EEOMPLSport istied toa
single specific UNI. (Not their terminology!)
— Inthisscenario, the IETF isnot reinventing bridging; the

EEoOMPL S port to UNI connection requiresno MAC address
learning or forwarding.

— Thisprovidesa perfect point of interoperability between IETF
and |EEE 802.1. IETF portson one side of the EEOMPL S
Instance would interoperate with bridges on the other side.

« EEOMPL Sisagood fit for the Inter-lsland Trunk.

— It supportsalarge number of SI's, one EEOMPLS per Sl.

— If an Sl can only beon an Inter-Island Trunk, then it iseasy to
distinguish between an |IT port and an interior port.

— Theubiquity of the Layer 3 world makesit easy to scale one
Provider network or to interconnect Providers networks.
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Plenty of Room for Discussion

* For “bridge-like’” UNI, which protocolsare
“handshake” ? Which are “discard” ? Optional ?

e Does“UNI Wart” model include MAC/PHYs, or does
It act instantaneoudly to transform frames on the wire?

 |$802.1Q tag sufficient for all P-VLAN purposes?
(Certainly it must be allowed asa P-VLAN tag.)

« How dowetransport Customer BPDUs? MAC address
mapping? (Corollary: Should wetransport them?)

* What other features (e.g. ping) should Wart support?
* Will 802.3 let usadd another tag?
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A Few Sray Puzzle Pieces

* Providing servicesto Customerswith service
agreements highlights some other components of the
solution, aswell asfeatureslong missing in 802.1D:

— Thereisno practical bridging equivalent to the information
obtainable from routers by the Layer 3 “Traceroute” function.

— Thereisno practical equivalent tothe Layer 3“Ping” function.
— Thereisno equivalent to the “Link Management I nterface” of
ATM or Frame Relay.

 |f one were well-versed in telephony techniques, one
could percelve many more missing features.

— Many, however, would insist that thislack isafeature.

Bridge-Based Ethernet Service Provision Rev. 1.2 Norman FInn, Cisco Systems IEEE 802.1 54/59



Summary

e |slands of independent bridgescarry Customer’sVCs
using Q-over-Q tags.

 |dlands are interconnected using Emulated Ether net
over MPLS.

e Bridgeswithin oneldand run MSTP to prevent loops
without requiring a universal spanning tree.

e Thel ETF defines Emulated Ethernet over MPL S,
whether they admit it or not.

e Bridging solution interoper ates perfectly with PPVPN
solution because bridges can connect to an Emulated
Ethernet over MPL Sfunction.
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Recent Communication

e From: Loa Andersson <loa.ander sson@utfor s.se>,
editor of L2VPN requirements document:

+----- + From L2VPN Requi renents: +----- +
+ CE1 +--+ +---| CE2 |
+----- + | | +----- +
VPLS A | + + +- + VPLS A
| | VPLS]| | VPLS| |
+--| PE |--Service--| PE |-+
+----+ Provider +----+
/. Backbone o\ - [\ -
+----- + : | : \ [\ \ +----- +
+ CE +--+ : | : +--\ Access \----| CE
+----- + : +----+ : | Network | +----- +
vVPLS B ... | VPLS| . ....... \ / VPLS B
| PE | N e
+----+ |
| |
| |
S —— + |
| CE3 | +-- Logical bridge
S —— +
VPLS A
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Andersson’sversion of 802.1’s needs:

Bridge-Based Ethernet Service Provision Rev. 1.2 Norman FInn, Cisco Systems IEEE 802.1 57/59



S +
| provi der network |
| +---------- - = S S p——— + |
| | vppls-pe vpls-pe | |
vpl sl +----- + +----- vpl s2
+----- + | vsi |....... |------emmea-- | vsi +----- +
| cel |. | | vavasaals.., tunnel 00, |,,,| ce2 |
+----- + | | . N PP _— +--- - - +
+----- + , , +-----
| | 1 ]
vpl s2 +----- + , :
+----- + vsi | ., :
| ce3 +,,,,] IR EEEEET ,
+----- + | |, .y ey ,
+----- + . |------ t\ ,
| \ u\ :
S oIS + \n\ 4 ------- +
| . | \ n\ |, |
|- | \ e |1
S oIS + LU [ S IS +
| vppl s- pe \,\-| vpls-pe |
| : \o ., vpl s2
vpl s1 +----- + - ,  H----- vpl s1
+----- + | vsi |.....  |---------mmao--- vy -y | VSI +----- +
| ced |. | | .. tunnel .....[...... | | ceb
+----- + | I B | +--- - - +
+----- + +-----
| | | |
| +------------- e I e + |
| |
R | oa----+
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|s Andersson right?

e |sthat our model?

— Can werespond to him with a model as 802.17
— Asindividuals?

Bridge-Based Ethernet Service Provision Rev. 1.2 Norman FInn, Cisco Systems IEEE 802.1 59/59



	Bridge-Based Ethernet Service Provision
	Current Standards Activities
	IETF PPVPN L2�VPNs (1)
	IETF PPVPN L2-VPNs (2)
	Lasserre-VKompella
	Ethernet Emulation over MPLS
	EEoMPLS is simpler than ATM LANE
	Hence, Lasserre-VKompella is really:
	Avoiding Loops in L2-VPN
	MAC Learning and MPLS
	Of Course, IETF Can Re-Invent Bridging
	A Few Terminology Issues
	Starting Points: Drivers to a Solution (1)
	Starting Points: Drivers to a Solution (2)
	Starting Points: Drivers to a Solution (3)
	All-Bridged Provider Model
	Customer 1 Sees Bridges:
	Customer 2 Sees a Shared LAN
	Customer 3 Sees Another LAN
	Provider Sees Access Ports + UNI Warts
	UNI Wart Controls L2 Protocols
	Layer-2 Protocols across UNI
	Customers’ and Provider’s Spanning Trees do not Interoperate
	Frame Formats
	[Aside] Standard 802.1Q VLAN Tagging
	[Aside] Standard 802.1Q VLAN Tagging
	Simplified View: The UNI Wart
	UNI Wart: Ingress (1)
	UNI Wart: Ingress (2)
	UNI Wart: Egress (1)
	UNI Wart: Egress (2)
	A Complex UNI Example
	Notable Points in Slide 32 Example (1)
	Notable Points in Slide 32 Example (2)
	Notable Points in Slide 32 Example (3)
	Well-Known Problems and Solutions (1)
	Well-Known Problems and Solutions (2)
	Well-Known Problems and Solutions (3)
	Using 802.1Q Tags to Separate Customers
	Enlarging Provider Networks
	SIs, Islands, and Inter-Island Trunks (1)
	SIs, Islands, and Inter-Island Trunks (2)
	SIs, Islands, and Inter-Island Trunks (3)
	Interconnecting Islands(1)
	Interconnecting Islands(2)
	Interconnecting Islands (3)
	Interconnecting Islands (4)
	Why Do Bridges Need EEoMPLS? (1)
	Why Do Bridges Need EEoMPLS? (2)
	SIs and EEoMPLS Instances
	Provisioning
	IETF - 802.1 Interoperability
	Plenty of Room for Discussion
	A Few Stray Puzzle Pieces
	Summary
	Recent Communication
	Andersson’s version of 802.1’s needs:
	Is Andersson right?

